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ABSTRACT

Transport networks satisfy requests to forward data in a
given topology. At the level of a network element, forward-
ing decisions are defined by flows. To implement desired
data properties during forwarding, a network operator im-
poses economic models by applying policies to flows, ideally
without dealing with underlying resource constraints. Pol-
icy splitting over multiple network elements under resource
constraints is a hard optimization problem [6, 7]. We discuss
limitations of the proposed methods and existing Boolean
minimization techniques. The major contribution of this
work is an optimal solution with linear time complexity at
the price of a single bit forwarded in every packet. The re-
sults are supported by a comprehensive evaluation study
that compares previous and currently proposed methods.
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1 INTRODUCTION

The modern network edge has to perform tasks with het-
erogeneous complexity, including features such as advanced
VPN services, deep packet inspection, firewall, intrusion de-
tection, to list just a few. It is not always possible to use cloud
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resources to implement desired policies because of proxim-
ity issues and multiple management domains. Each required
feature may require a different amount of processing at the
level of individual network elements and may introduce new
challenges for traditional architectures, leading to serious
implementation and performance issues. In particular, in-
creasing complexity of services implemented in-network can
require additional computing and memory resources, which
usually leads to the need to upgrade already existing (and
expensive) network infrastructure. The challenge, however,
is to find scalable and manageable methods to support these
complexities without upgrading the capabilities of individ-
ual network elements. One possibility is to define a “virtual
pipeline” by splitting required resources along the path of
a packet flow using some knowledge of the network. The
problem of splitting a policy into several lookup tables while
minimizing the maximal local table size has been broadly
studied in [6, 7] and found to be an intractable optimization
problem. Heuristics proposed in [6, 7] suffer from three main
problems: they have high computational cost, the resulting
total classifier size can grow significantly (exponentially in
the worst case), and finally, none of them can handle dy-
namic fields where a header can change along the routing
path as a result of actions applied on a switch. The main
contribution of this work is an optimal algorithm with linear
time complexity that can handle dynamic fields at the price
of a single bit of metadata prepended to every packet.

2 MODEL DESCRIPTION

We begin with formal definitions needed for further exposi-
tion, starting with the basic notions of a packet header and
classifier.

A packet header H = (hy,...,h,,) is a sequence of bits:
each bit h; € H has a value of either zero or one, h; € {0, 1},
1 < i < w. For example, (100 0) is a 4-bit header. A classifier
K ={Ry,...,Ru}< is an ordered set of rules with ordering
< (in all examples we assume that R; < R;;), where each
rule R; = (F;, A;) consists of a filter F; and a pointer to
the corresponding action A;. A filter F = (f,..., fw) is a
sequence of, again, w values corresponding to bits in the
headers, but this time possible bit values are 0, 1, and *
(“don’t care”).
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Example 2.1. Consider a sample classifier K on w = 4 bits:

K | #1 #2 #3 #4 | Action

Ry * * 1 0 A
Rz 1 0 * * Ay
Rs 0 0 * * As
Ry * * 1 1 Ay

A classifier’s main purpose is to find the action correspond-
ing to the highest priority rule that matches a given header.
A header H matches a rule R iff it matches R’s filter, and it
matches a filter F iff for every bit of H the corresponding bit
of F has either the same value or *. The set of rules has a
non-cyclic priority ordering <; if a header matches both R
and R’ for R < R’, the action of rule R is applied. In particular,
in Example 2.1 the header (1 0 1 0) matches both Ry and Ry,
but A, is applied.

Two classifiers K and K, are equivalent if they choose the
same actions for every possible incoming packet; we assume
that no action is applied if the packet does not match any
rule.

3 SINGLE FLOW

As a building block in the automatic translation of network-
wide policies to individual switch configurations, the work [6]
introduced policy splitting over the path of the correspond-
ing flow. To represent the equivalence between the original
policy and its distributed representation, we define a split-
ting of a given classifier K to be a sequence of classifiers that
is equivalent to K. A sequence Ki, Ky, . . ., K operates as
follows: an incoming packet p is matched in each %; in order,
immediately applying actions of the matched rule. We define
an [-splitting of K as a splitting of K into [ classifiers.

Originally, the work [6] introduced the following problem
that captures policy splitting for a single flow.

ProBLEM 1 (FLowSpLIT). Given a classifier K and a se-
quence of switch capacities ¢y, cz, . .., ¢, find an [-splitting

K1, Ks, . .., Ki of K such that K; has at most c; rules.

Policy splitting becomes a nontrivial problem if there are
rules R and R’ in a classifier K that intersect, i.e., there ex-
ists a header that matches both rules. The reason is that a
packet can now be matched twice, as the following example
illustrates.

Example 3.1. Let us split K from Example 2.1 in two parts:

Ky | #1  #2  #3  #4 | Action
R, * * 1 0 Aq
Rs3 0 0 * * | As

I, | #1 #2  #3  #4 | Action

R, 1 0 * * Ay

Ry * * 1 1 Ay
Now a header (1 0 1 0) in the sequence (K3, K;) is matched
twice, and both A; and A; are applied to a packet.
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One way to fix Example 3.1 is to add a special nop action
to K that does nothing but forward a packet further.

K, | #1 #2 #3 #4 | Action
R, * * 1 0 | nop
R2 1 0 * * Az
R3 0 0 * * | nop
Ry * * 1 1 Ay

Now the sequence K, K is a splitting of classifier K
from Example 2.1.

4 SINGLE FLOW WITHOUT METADATA

Two major works on policy splitting, Palette (PALETTE) [7]
and One-Big-Switch (OBS) [6], employ different methods to
avoid the undesirable effect of rule intersection and preserve
equivalence. In this section, we discuss the main ideas behind
previously proposed methods. Next, we show how to apply
Boolean Minimization (BM) techniques [1, 9] in a way that can
give more flexibility but ultimately also limited. Finally, we
discuss three major drawbacks that are common to all three
approaches: slow running time, extensive rule duplication,
and lack of support for dynamic fields.

4.1 Palette

PALETTE’s idea [7] is to produce a splitting K, . . ., K] that
avoids any rule intersection between K; and K for i # j.
Two methods for building such a splitting were proposed:
pivot-based and cut-based. Both methods expand “don’t care”
bits of possibly intersecting rules in order producing sev-
eral non-intersecting sets of rules, as the following example
shows.

Example 4.1. Expanding bit #1 in the classifier K from
Example 2.1 yields two non-intersecting classifiers:

KO | #1 #2 #3 #4 | Action
R 1 o« 1 0] A
R, 1 0 * * Ay
R} 1 % 1 1| A4

KU | #1 #2 #3 #4 | Action

RY 0 % 1 0 | A

R3 0 0 * * As

RY 0 % 1 1 | A
The rules from different subclassifiers do not intersect, hence,
K and K'! form a 2-splitting of K.

The pivot-based method is a top-down iterative approach.
Atevery iteration, we consider the current splitting K, . . ., Ki
of K, starting from a single classifier K. Among the current
splitting, we choose the classifier K+ with the largest number
of rules and search for a bit index j whose expansion results
in ‘Kl.(i and ‘Kii that minimize the value of max{ I‘Kii [, I‘KIE [}.
Finally, we replace ;- with ! and K?.. Example 4.1 in fact
presents the result of the first iteration of this procedure;
note that if bit #2 were expanded instead, the expansions
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Figure 1: Classifiers from Example 2.1 and Exam-
ple 4.2 represented in 2D. Bits #1 and #2 correspond
to rows; bits #3 and #4, to columns. Each square shows
the highest priority rule that matches the correspond-
ing header.

would be of size 2 and 4. The time complexity of this algo-
rithm is O(nwl), where n = |K|, w is the classification width,
and [ is the path length.

One of PALETTE’s drawbacks is that it minimizes the max-
imal table size, which essentially assumes that switch capac-
ities are equally utilized, ¢; = ¢; = ... = ¢,. Since routing
decisions of packet flows are decoupled from applying poli-
cies, this assumption significantly reduces the applicability
of PALETTE in practice. PALETTE’s cut-based approach uses
graph-cut heuristics as a black box, and it is even harder to
adjust for heterogeneous capacities.

4.2 One Big Switch

PALETTE not only optimizes a slightly different objective but
also has fundamental limitations. First, an early decision
to expand a bit propagates further to where it may be a
suboptimal decision. Second, PALETTE always cuts the header
space in half, which leads to worse performance when the
path length is not a power of two. The One Big Switch (OBS)
approach [6] avoids both limitations by taking a different
incremental path.

The OBS algorithm also begins with a classifier K = %
but constructs the splitting K, K5, . . ., K incrementally,
one classifier at a time. At step i, the algorithm chooses a
subregion 7; of the header space that overlaps with at most
¢; rules from K =), These overlapping rules are put into
Ki; if an overlap is only partial then the rule is first cut by
r’s boundary. Finally, K ¥) is constructed by taking all rules
from % (=1 that are not completely covered by r; together
with a special rule (r;, nop) with the highest priority that
guarantees that packets will not be matched more than once.
Note that partially overlapping rules are present both in %;
and K which is similar to the rule duplication effect of
PALETTE.
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To illustrate this idea, we draw the header space in two
dimensions (see Figure 1), with half of the bits shown along
one axis, and the other half shown along the other axis. The
classifier K from Example 2.1 can be represented in this
space as in Figure 1a. Each square shows the highest priority
rule from K that matches the corresponding header; e.g., for
H = (1011) the highest priority matching rules is R, (shown
in the intersection of the second row and fourth column). A
possible subregion r; = (x * 11) for ¢; = 3 is shown in bold.

The OBS algorithm chooses r to be the rectangle in this
two-dimensional space that maximizes the ratio "gr:l, where
nc is the number of rules that lie inside r and nn is the
number of rules that overlap with r. The time complexity
of the overall algorithm is O(n’wl), where n = |K|, w is
the classification width, and [ is the path length. In practice,
however, we will see in Section 7 that OBS is not quite as
slow as one might think.

Comparing OBS and PALETTE using the classifier from
Example 2.1, it may seem that OBS is inferior since it cannot
fit into the required capacity: any r; leaves four rules for
the next switch. However, according to the evaluation study
in [6] this is a rather rare case, and most of the time higher
flexibility of OBS leads to better results, as in the example
below.

Example 4.2. Consider a FLowSpLIT instance with ¢; = 3,
¢z = 6, and the following classifier:

K | #1 #2 #3 #4 | Action
R |1 =+ 1 0|4
Rz 0 * 1 0 Az
R3 0 0 * * A3
Ry | * * 1 1 | A4
Rs| 1 0 0 0| As
RG 1 1 0 * A5
R; * * 0 1 Asg

The pivot-based method will not satisfy the capacities, since
expanding any bit gives a subclassifier with at least four
rules. From the two-dimensional representation on Figure 1b
we conclude that OBS can satisfy the requirements by taking
r1 = (1 = 0 x), which covers R5 and Rs and partially overlaps
with R;. K, is left with Ry, Rs, R3, Ry, R7, and (r, nop).

4.3 Boolean Minimization

The OBS is more flexible than PALETTE, but it requires the
covered region to be a rectangle. We suggest an even more
flexible Boolean Minimization (BM) approach that drops this
requirement and allows to assign arbitrary subsets of rules
to a switch, at the expense of adding more nop rules to sub-
sequent switches.

Example 4.3. The classifier from Example 2.1 can be rep-
resented more efficiently than PALETTE with general nop
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rules:
Ko | #1 #2 #3  #4 | Action
R, * * 1 0 Aq
R, 0 * * Ay
Rs 0 0 * * | As

Ky | #1 #2 #3 #4 | Action
nop
Ay

* 0 * *
* * 1 1

Rnop
R4

Now Rnop is not a prefix on its first two bits, so it would
not be a rectangle on Figure 1a.

We use an incremental approach similar to OBS. At step i,
we allow an arbitrary subset K/ € K~V to be a candidate
for %;. Once K/ has been chosen, we consider K (-1 get the
action to nop for all rules in K "9 \ %, and run one of the
Boolean minimization heuristics [1, 9] to remove redundant
rules (in Example 4.3 we choose K| = {Ry, Rz, R3}). If the
result fits in ¢;, it is selected as %K. To construct K () we take
F (-1 set actions for all rules in K’ N K=Y to nop, and
run Boolean minimization again (in Example 4.3 this leads
to 7((2) = 7(2)

We use heuristics for Boolean minimization since it is NP-
hard to find the exact solution. The time complexity of those
heuristics is O(n®Iwlogn), where n is the number of rules
in the classifier, w is the rule width in bits, and [ is the path
length.

One disadvantage of BM is that when a low-priority rule
intersects many higher-priority rules, the switch with the
low-priority rule must contain all the intersecting higher-
priority rules, either with nop or with the original action.
Consider the following example:

K | #1 #2 #3 #4 | Action

Ry 1 1 0 1 Aq
R, 1 0 1 0 Ay
Rs 1 1 1 0 As
R4 * 0 0 1 A4
Rs 1 S * * As

BM is not able to satisfy capacity requirements ¢; = c; = 4
since a switch with Rs must also hold the other four rules
to avoid spurious applications of As. Both OBS and PALETTE
are able to find a feasible solution.

4.4 Incomparability of considered methods

We have seen that OBS, PALETTE, and BM are all incom-
parable in general. OBS potentially has greater flexibility
than PALETTE but cannot be extended to arbitrary bit strings.
BM has higher flexibility in rule placement than OBS and
PALETTE but performs badly when one rule intersects too
many others.

At the same time, there are limitations common to all three
methods:
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(1) memory expansion due to rule duplication from expanded
bits (in PALETTE), partially overlapping rules (in OBS), or
nop rules (in BM);

(2) slow running time due to the high complexity of underly-
ing computational problems;

(3) inability to handle dynamic fields, i.e., fields that are changed
by actions and participate in the classification process.

In the worst case, rule duplication may cause a memory
increase proportional to the length of the path. Below we
show such an example for PALETTE:

K | #1 #2 #3  #4 | Action

R1 1 1 * * A1
Ry 1 * 1 * A
Rs 1 * * 1 As
R4 * 1 1 * A4
Rs * 1 * 1 As
R | * * 1 1 | A¢

Correctness under dynamic fields is a more subtle issue.
Consider the splitting (K°, K'!) from Example 4.1. Assume
that A, sets the first bit to zero, while A3 sets it to one. Let
us now try to match the header (1 0 0 0):

(1) (100 0) matches R; of K° and changes to (0 0 0 0);
(2) (000 0) matches R3 of X!, changing back to (10 0 0).

Dynamic fields can result in surprising interactions of
seemingly independent actions, and equivalence can be vio-
lated in ways that are very hard to detect.

In the following, we propose a novel method that avoids all
the above drawbacks by actually exploiting dynamic fields.

5 ONE-BIT PRICE FOR SIMPLICITY

In this section, we discuss the benefits of having a single
extra bit of metadata that can be set, passed between net-
work elements, and used in classification. In particular, we
show how to satisfy any switch capacities once they sum
up to at least |%|. Moreover, the transformation will remain
equivalent even in the presence of dynamic fields.

To understand how a single bit of metadata helps, we
consider a very naive approach to FLowSpLIT. For a classifier
K and a sequence of switch capacities ¢y, ¢y, . . ., ¢; such that
Yici = K|, we simply put the first (top priority) c; rules
to the first switch, then next c, rules to the second switch,
and so on until all rules in K are covered. Unfortunately, a
packet can be matched twice in a way similar to Example 2.1.

The remedy for this problem is obvious: do not let a packet
to be matched twice! To implement this we use an extra
metadata bit, which we call matched, that shows whether a
packet was already matched. This bit is initially set to 0 and
changed to 1 on any match. We perform classification for
a packet only if matched is not set. Algorithm 1 (ONEBIT)
formalizes this idea.
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Example 5.1. Consider the classifier K from Example 2.1.
The ONEBIT algorithm splits its rules into two classifiers
K and K, augmenting every non-default action of K; with
matched < 1 and the default nop action with matched « 0:

Ky | #1  #2  #3  #4 | Action

R, * * 1 0 | Ay, matched « 1
R, 1 0 * % | Ay, matched « 1
Ry | O 0 * % | As, matched « 1
default : matched < 0

K, runs classification only if matched has not been set:

Ko | #1 #2 #3  #4 | Action

if matched = 0 then

Ry { * * 1
Note that without the matched bit the header (10 1 1) would
be erroneously matched to both R, in K and R, in K.

1 [ Ay, matched < 1

Instead of checking the matched bit prior to classification
we could incorporate this check into the classifier itself, simi-
lar to nop-actions of OBS and BM. But in this case we would
be wasting processing cycles for packets that were already
matched. One of the advantages of the matched bit approach
is that it avoids these redundant efforts.

The following theorem demonstrates that ONEBIT oper-
ates correctly.

THEOREM 5.2. Given a FLOWSPLIT’s instance (K, {c;}) with
>.ici = |K|, the ONEBIT algorithm constructs, in time O(|K|),
an l-splitting of K that remains correct in the presence of
dynamic fields and has the same total number of rules |'K|.

Proor. Assuming |X| > n, the running time is domi-
nated by line 5 that adds rules to K;. Since every added rule
is removed from K in line 10, }}; K; = |K|. Lines 7 and 9
use the matched bit to make sure that no packet is matched
more than once; since none of K’s rules depend on matched,
dynamic fields do not violate this guarantee. Finally, consider
an arbitrary header H that has been matched in R € K and
put into K. H does not match any rule R" < R; thus, due to
line 3 it is not a match to any K with j* < j, and necessarily
H is matched by R in K. O

Hence, a single matched bit allows to construct a simple
heuristic for the FLowSpLIT problem, which (1) does not
expand rules, (2) has linear time complexity, and (3) remains
correct even in the presence of dynamic fields.

6 NETWORK-WIDE POLICY SPLITTING

The FLowSpLIT problem considers the splitting of a policy
controlling the behavior of a single flow. On the network-
wide level, there are several flows, and each has its own
policy and its own forwarding path. The authors of OBS
suggested in [6] the following problem for joint multi-flow
splitting.
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Algorithm 1 ONeBIT(K<, ¢y, ..., 1)

1: Initialize K7, Ko, . . . K] to empty classifiers
2: foriin1,2,...,ldo
3 Let R; be c; highest priority rules of K

4: for (F,A) € sorted(R, <) do

5: Append (F, [A, matched < 1]) to K;

6: if i =1 then

7: Set default action to matched « 0 in %;
8: else

9: Make K; conditioned on matched = 1
10: Remove R from K

11: return K1, %>, ..., 'K

PrROBLEM 2 (MuLTIFLOWSPLIT). Given a set of nodes V,
node capacities ¢ : V. — N, and a set of k path/classifier pairs
(P;, K;), where P; is a sequence of vertices (vl, . . ., vlil_),ﬁnd a
capacity allocation a : V X [k] — N such that Z{;l a(v,i) <
c(v), and for each i the pair (P;, ‘K;) is a solution for FLOWSPLIT
with K =K and cj = a(v},j)forj =1,...,1.

The approach of OBS to solving MULTIFLOWSPLIT [6] con-
tains three steps that are repeated iteratively:

(1) estimate the total capacity 5; required by the ith flow;

(2) use n; to allocate per-path per-node capacities by solving
a linear programming problem;

(3) try to solve the FLowSpLIT problem for each flow.

If the OBS algorithm cannot solve FLowSpLIT for some
flows on step (3), the algorithm goes back to (1), where ; are
increased for failed flows. Unfortunately, there is no clear
bound on the number of iterations.

The main reason that iterations were needed at all is that
n; are mere estimations: the success of the OBS algorithm
on each FLowSPLIT problem depends not only on the total
capacity but also on the capacities of individual switches.

Fortunately, if we use ONEBIT with a similar approach,
Theorem 5.2 implies that we succeed if and only if }; ¢; >
|K|. Thus, if we take n; = |K;| we will be able to solve
MurTIFLOWSPLIT in a single iteration of steps (1)-(3), and
the resulting algorithm is guaranteed to work in polynomial
time.

7 EVALUATION RESULTS

To evaluate the proposed approaches for FLOWSPLIT, we ran
simulations on 12 classifiers from Classbench [18] generated
with real parameters, each with ~ 10K rules on 6 fields. In
particular, we used the ACL test suite since it is a more likely
example of a splittable policy. We investigated only the uni-
form version of FLowSpLIT, where all capacities are equal.
Importantly, we applied the Boolean minimization procedure
as described in [10] to make the comparison more fair for
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Figure 2: Experimental results on a ClassBench ACL classifier with 9928 rules.

those algorithms that do not use any classifier simplification
internally. We used the pivot-based heuristic for PALETTE be-
cause the cut-based heuristic took too much time to complete.
The code for our simulations is available at GitHub [4].

Results of our experimental evaluation are summarized
in Figure 2, which shows detailed results for an ACL classi-
fier, and Table 1, which shows other classifiers in our study;
ONEBIT’S overhead is not shown in Table 1 because it is
always 0. In the first experiment (Fig. 2a, ¢pmin column in Ta-
ble 1), we investigated what is the minimal switch capacity
for which an algorithm is able to accommodate the classifier,
and how it depends on the path length. We computed these
results with a binary search of different capacity values. We
see that, as expected, ONEBIT is optimal, with OBS being
several times worse in some cases (e.g., acl3 and ipc2 in Ta-
ble 1), and PALETTE often imposing significant overhead in
terms of extra capacity. The second experiment (Fig. 2b, ¢ in
Table 1) shows the running time of different algorithms. We
see that ONEBIT, as expected, is several orders of magnitude
faster than both PALETTE and OBS. In Table 1, we computed
the runtimes on the same capacity value (the largest of mini-
mal capacities) so that they would be comparable. The third
experiment (Fig. 2c, OH in Table 1) shows the total (relative)
overhead of different algorithms’ representations in terms
of actual increase in the total size of the resulting classifiers.
ONEBIT is the optimal algorithm with zero overhead, OBS
performs well in terms of this metric on the ACL classifier in
Fig. 2c, but leads to a substantial overhead for several other
classifiers (e.g., acl3 and fw2 in Table 1), and PALETTE is no-
ticeably worse. Thus, evaluations support our theoretical
conclusion that ONEBIT is the best possible with respect to
all metrics.

8 RELATED WORK

In addition to PALETTE [7] and OBS [6], there are other works
that deal with application of network-wide policies; unfortu-
nately, they do not consider switch resource constraints and
as a result are of limited applicability in practice [2, 5, 21].
Other works consider the policy splitting while changing the

PALETTE OBS ONEBIT
Size | cmin OH,% t,s| cmin OH,% t,S| Cmin t,s
acll 9928 [2480 266 0.68[1030 349 11.03| 997 <107
acl2 7433 |2308 47.50 0.54|1214 60.85 105.81| 746 <107°
acl3 9149 |3622 123.49 0.63|2687 157.15 1638.02| 919 <107°
acl4 8059 |2870 98.52 0.59|1706 106.82 434.41| 809 <107°
acl5 9072 | 2265 0.04 0.63| 912  0.20 2.60| 910 <1070
fwl 8902 |3776 132.33 0.67|2423 159.35  80.42| 891 <107°
fw2 9968 |4308 160.03 0.70|3688 250.71 651.36| 997 <107°
fw3 8029 |3877 180.91 0.59|2818 243.77 433.64| 804 <107°
fwd 2633 |1196 173.15 0.31| 800 192.10 31.63| 268 <107°
fw5 8136 |2651 81.31 0.58|1780 113.03 62.38| 814 <107°
ipcl 8338 |2260 26.52 0.58 1088 29.89 42.49| 837 <107?
ipc2 10000 | 4348 134.10 0.67 | 2406 111.51 300.37 | 1002 <107

Table 1: Experimental results on ClassBench classi-
fiers with path length | = 10: min capacity cyin, over-
head OH, and runtime t.

routing [14, 15, 20]. This setting is different from PALETTE,
OBS, and our approach, where routing is not affected as a
result of policy splitting. Optimizing classifiers on a single
switch is a well-developed line of research, with numerous
heuristics suggested in works such as [3, 8, 11-13, 16, 17, 19].
In this light it is interesting to explore applications of Boolean
minimization methods to reduce memory requirements that
we apply on input classifiers [1, 9] prior to running policy
splitting methods.

9 CONCLUSION

In this work, we have studied the automatic translation of a
network-wide policy to individual switch configurations. In
particular, we have explored efficient implementations of the
path splitting algorithm used for such translations. We show
that at the price of a single bit per packet the intractable
combinatorial problem previously considered in [6, 7] can
be solved optimally in linear time.
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