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Abstract

Internet traffic has increased steeply in recent years, mainly due touikierf of video
and other streaming contents, social platforms and peer-to-peer nstwarkddition, the
quick penetration of hand-held devices equipped with multiple radios (e.can8GNiFi),
sees to it that wireless access represents an ever-growing portionrefitcand future de-
mand, thus encouraging operators to investigate and deploy diffeneications of wire-
less access technologies with the purpose of reducing their operatastal(the so-called
“4G” architecture).

It is hence necessary to adopt an efficient mobility management technimetaisers’
expectation of an “anywhere, anytime” connectivity. Nevertheless, $keofi centralized
mobility management approaches — such as Mobile IPv6 and Proxy Mobite-is/fore-
seen to bring some difficulties to operators, due to the expected large nafmbebile users
and their exigent demands.

All this has triggered the need for Distributed Mobility Management (DMM) aker
tives, focused on moving the mobility anchors from the core network to the,qulishing
them closer to the users. The purpose of such new research directmvsrcome the
limitations imposed by a centralized approach, alleviating operators’ costefigyihg a
more efficient network, envisioning also the heterogeneity of the undgrtgchnology.

This work first explores two protocols for mobility support, Mobile IPv6 d@prbxy
Mobile IPv6, taken as main referents for, respectively, the host-basedity approach and
the network based one. We next elaborate the extensions and the shatrgasform them
according to the distributed mobility management paradigm, proposing searglete
solutions. Finally, we analytically compare the distributed solutions to their dizetla
counterparts, in order to derive which are the most suitable scenaritiefoapplicability.
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Chapter 1

Introduction

The increasing demand of mobile data services from users is no longeraa tinoper-
ators, but a reality that needs to be tackled. We are witnessing that the mofwiiecless
mobile subscribers accessing data services does not stop incredsisgs Motivated by a
variety of different reasons: 3G and WLAN accesses are widely &laif@ombined, cov-
erage reaches almost 100% of dense populated areas in developaiespand affordable
by users (most mobile handsets are 3G and WLAN capable, all laptopsetinobks are
equipped with WLAN interfaces, 3G USB modems are quite cheap and opeddier flat
rates to their customers). Besides, the number and popularity of applicdgsitged for
smart-phones that make use of Internet connectivity is getting largey dagr contribut-
ing to an increase of market penetration of such devices (e.g., iPhodeyidnBlackberry
and Windows Mobile phones), which results in growing demands for later@nnectivity
everywhere.

Additionally, operators are migrating their networks to full IP based netsyoak the
most recent mobile architectures like the IEEE 802.16 suite (also known ag\MjiVand
the 3GPP Evolved Packet System (EP$9r both voice and data, triggering a real need
for IP mobility management solutions, which up to now had shown little or no depay
penetration, being proprietary customized solutions used instead.

Most of the currently IP mobility solutions standardized by the IETike Mobile IPv6
(MIPv6) [19], or Proxy Mobile IPv6 (PMIPv6) 17] rely to a certain extent on a central-
ized mobility anchor entity. This centralized network node is in chargé thfe control of
the network entities involved in the mobility management (i.e., it is a central poirthéor
control signaling), andi) the user data forwarding (i.e., it is also a central point for the
user plane). This makes centralized mobility solutions prone to severdéprsland limita-
tions, as identified ind]: longer (sub-optimal) routing paths, scalability problems, signaling
overhead (and most likely a longer associated handover latencies) coraex network
deployment, higher vulnerability due to the existence of a potential single pbfatlure,
and lack of granularity on the mobility management service (i.e., mobility is offered
per-node basis, not being possible to define finer granularity policeferaxample on a

The Working Group’s official webpage can be fountitat p: / / gr ouper . i eee. or g/ gr oups/ 802/
16/

23rd Generation Partnership Projeat,t p: / / waw. 3gpp. or g/

3Internet Engineering Task Foroeww. i et f . or g


http://grouper.ieee.org/groups/802/16/
http://grouper.ieee.org/groups/802/16/
http://www.3gpp.org/
www.ietf.org
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per-application basis).

Because of all the aforementioned issues, big operators are now Idokialjernative
mobility solutions that are more distributed in nature, allowing a cheaper andefiimient
network deployment capable to meet their customers’ requirements. Inytartithere
is an effort in the IETF, calle®istributed Mobility Management (DMM), that is currently
addressing exactly this particular problem, first starting from a clearitiefiof the problem
statementd].

There are basically two main approaches being researched now: ore aimaking
Mobile IPv6 work in a distributed way, and another one doing the sameisadar Proxy
Mobile IPv6. In this work, we explored both approaches producing Didigns starting
from the corresponding IETF protocols and stretching them to work intalised way: our
objective was to not introduce any new message nor data structure,usd,tmstead, what
is already standardized, applying the necessary changes in terms sieadliexs to legacy
message formats and, especially, re-ordering nodes’ operations\gttezir state-machine.

Hence, we present a complete solution for a mobility client inspired by MIPaied
“Flat Access and Mobility Architecture” (FAMA) and, besides, we shawvesal proposals
for network-based DMM, divided into two categories, the fully distributpdraach and the
partially distributed one.

The rest of the thesis is organized as follows.

e Chapter2z summarizes how centralized mobility management works, by describing the

operations of Mobile IPv6 and Proxy Mobile IPv6, and highlights the main limitation
of this kind of approach, providing some state-of-art DMM schemesreating the
main output available in literature and in the IETF.

e Chapter3 presents Flat Access and Mobility Architecture (FAMA), a complete solu-
tion for client-mobility based on Mobile IPv6, implementing an alternative security

mechanism.

e Chapter4 introduces partially and fully distributed approaches for network-based

DMM, based on Proxy Mobile IPv6, showing several solutions for bpfireaches.

e Chapter5 analyzes and compares our solutions with their centralized counterparts in

terms of overhead, handover latency and communication delay.

e Chaptel6 concludes the thesis, highlighting the main results and proposing the guide-

lines for future work.



Chapter 2

Centralized vs. Distributed Mobility
Management

The mobility management schemes standardized by the IETF for IPv6 netewelex-
tensions or modifications of the well known Mobile IPv6 protocol (MIPVB)][ such as
Proxy Mobile IPv6, (PMIPv6) 17], Dual-Stack Mobile IPv6 (DSMIPv6)35] and Hierar-
chical Mobile IPv6 (HMIPv6) B6]. However, they come at the cost of handling operations
at a cardinal point, the mobility anchor, and burdening it with data forwgrdimd control
mechanisms for a great amount of users. This node is usually far aoraytiie edge, deep
into the core network, and, although HMIPv6 proposes to split the manargdmesarchi-
cally, this only shifts the problem close to the edge without really addressen@ahlIP
architecture demand.

Next sections present the two protocols chosen as most relevant esdorglee client-
based mobility support and the network based one, respectively MIRV®MIPV6. Fi-
nally, we highlight the limitations of such approaches, hence the motivationpukh for
distributed mobility management and some works proposed in literature dealin@Mith

2.1 Mobile IPv6

A step forward in the design of an efficient mobility protocol was achiev&0i with
the release of RFC 3778.] by David Johnson, Charlie Perkins and Jari Arkko, named
Mobility Support in IPv6*, or simplyMIPv6. Mobile IPv6 inherits most of the mechanisms
introduced with its predecessor, Mobile IPv4 (MIPvaY], but, also, it brings several en-
hancements due to the wise exploitation of IPv6 features.

Next subsections detail the involved entities and the protocol operatiats.tilat most
of the terms introduced in the following paragraphs are common to more mobilityqois,
and thus are used throughout the document with that same meaning, eXxmpstated
otherwise.

At the time of writing this report, RFC 6275 is being released that obsoletea¢htioned one. However,
the new release is simply an update of the old one, and it does not introglagant changes for the purposes
of the work
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2.1.1 Entities

Here is the list of nodes comprised in the MIPv6 architecture.

e Mobile Node (MN). It is the moving host, usually referred as a terminal that changes
point of attachment; the notation bfobile Terminal (MT) is also used in literatufe
The Mobile Node (MN) can configure two types of addresses:

— Home Address (HoA) It is the permanent and globally reachable IP address
configured by the MN when at home. Thi®me Network is thus defined as the
network where the HoA is topologically valid.

— Care-of Address (CoA) It is the temporary IP address configured by the MN to
maintain connectivity when in a foreign network.

e Home Agent (HA). This node is in charge of storing an association between the HoA
and CoA (abinding) per each MN. If the MN is present in the Home Network, the
HA is not necessarily involved in the packets delivery to the MN, otherviigbge
MN registered a CoA at the HA, it intercepts the packets destined to the H@A, a
it encapsulates them to the CoA to properly route them to the final recipiens. Th
procedure is known also B tunneling [31].

e Correspondent Node (CN) Itis the other endpoint of a communication with the MN.
It can be a fixed or moving node.

2.1.2 Protocol Overview

In MIPv6, the HA is an entity located in the home network which enables gleaah-
ability and session continuity for the mobile nodes associated to it. The HA enti®
permanent IP address used by the MN, the (HoA), and defends this He&hability when
the MN is not at home, by intercepting the traffic addressed to the HoA air@céng it to
the MN’s current location.

When away from its home network, the MN acquires a temporal IP add@sstfre
visited network — the (CoA) — and informs the HA about its current locatiosdinding a
Binding Update (BU) message. The HA, in turn, updates the session intfommalated to
the MN stored in a database, called Binding Cache (BC), and sends leads{ionse in a
Binding Acknowledgment (BA) message. A bidirectional IP tunnel is estadtidetween
the two nodes and the data traffic is transmitted through it. The necessitytéopatzkets to
traverse the HA lays down a suboptimal path between MN and CN called amgutang,
thus an additional operation has been defined to overcome this limitation. Rptiteiza-
tion (RO) is the procedure standardized to register the MN’s CoA at the CNe#l, so
that the communication can be moved (i.e., packets are forwarded) thrahgintar path to
destination. Unfortunately, in order to perform RO, the CN needs to badad with the
MIPv6 module in its TCP/IP stack implementation, otherwise the control messagestc

2For the sake of completeness, in the documents and specifications@dooy the 3rd Generation Part-
nership Project (3GPP) the moving host is called User Equipment (LHE.convention is typical of cellular
networks and it refers to the user terminal at all layers of the netwock stéile, in the IETF, the term Mobile
Node is intended to be technology agnostic, referring in particular at tley&p.
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Figure 2.1: Mobile IPv6 overview

be processed correctly. Usually, the devices available in the market implémeRv6 stack
without the mobility component. The fact that both MN and CN need to run aa extdule
in addition to the IPv6 stack is one of the reasons that led to the developmeatvadrk
based mobility solutions (see Sectipr2).

The working scheme of Mobile IPv6 mostly reflects that for IPv4, with minoiagens
due to the flexibility gained with IPv6 properties. For instance, when a MN &yait
can configure its address in the foreign network using standard Nei@ibcovery (ND)
operations and StateLess Address Auto-Configuration (SLAAE]) [Hence, there is no
need for a foreign agent to take part of the procedure, also for theeguent signaling.
Besides, BU/BA messages are built in a modular way, appending the sd-bédleility
Header (MH) to an IPv6 header, and with some additional options as tr&leéhis new
message header.

2.1.3 Security

The security mechanisms adopted in MIPv6 leverage the IPsec suitd [n Encrypted
Security Payload mode’[, 26]. This work does not explore in depth the security issues,
thus the scope is limited to present at a very high level the security princigigdes in the
protocols, while further details can be found in the cited references did,if9).

Besides the vulnerability intrinsic in the radio channel nature, some maliciogkatiee
possible when hosts are allowed to change and announce IP addrEssesost common
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is known agredirection attack. A bogus node registers his address as CoA for a HoA that
belongs to another MN. If the attempt is successful, the attacker is able kératkafrom
other users. Conversely, the misbehaving node registers its HoA with gptinitgls CoA

and starts several IP sessions with the purpose of flooding the victim'sdimdésr draining

its resources. For this reason, the the IPsec suite is used in MIPv6 toiaetho MN and

to authenticate its control communication.

However, such kind of protection cannot be guaranteed for the R€egduve, as no
secure associations take place with the CN, which is then particularly praeditection
attacks. After the RO procedure, a CN basically stores a binding betwedvis HoA
and CoA as an HA does, but BU and BA are secured whilst RO messggastaHence, a
CN must make sure that:

e the MN is really identified by the HOA it claims;
e itis actually reachable at the CoA.

The security mechanism designed for this scope is called Return RoutabMR)y #Rd, for
the sake of simplicity, all the details are skipped to highlight the elegance ob#ie idea.
The MN starts the procedure sending a request through both paths tdlthe Cthe direct
one and that via the HA. The CN replies transmitting two tokens through the diptitits,
i.e., one with destination the HoA and the other with destination the CoA. The twagoke
are necessary to generate a key used to encrypt the subsequistnatiog message (a BU)
sent by the MN to the CN. If the key is correct, i.e., if the CN is able to decryphtbssage,
then it means that the MN has successfully received both tokens, hdadbétlegitimate
owner of the HOA and it is actually located at the CoA claimed. Hence a BA ishsahk to
conclude the procedure and enable the optimized path.

2.2 Proxy Mobile IPv6 overview

A new concept for mobility management emerged with the network-basedaxgipifor
which mobility support is provided to hosts in movement without their involvemengrag
as they are roaming inside a Localized Mobility Domain (LMD). The efforts tdwahis
direction resulted in 2007 with the standardizatiorPabxy Mobile IPv6, (PMIPv6) [17],
developed as an enhancement of MIPv6. In PMIPv6, the home ageptésed by the Local
Mobility Anchor (LMA): itis in charge of routing packets in uplink and dowrlicontaining
the IPv6 prefixes assigned uniquely to MNs on a per user basis, the Hem®ik Prefix
(HNP), and it stores the MNs’ mobility sessions information.

The network based scheme is achieved by relocating relevant functidioalityobility
management from the MN to the network, in a node called Mobile Access Ga{&ifes).
In a Network-based Localized Mobility Domain, the network learns throughdard ter-
minal operation, such as NI2§] or by means of link-layer suppor?f], about an MN’s
movement and coordinates routing state updates without any mobility spegifioréfrom
the terminal. While moving inside the LMD, the MN keeps its IP address, and therie
is in charge of updating its location in an efficient manri&f[ The following subsections
give an insight of the entities and operations defined in PMIPV6.
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il ID Prefix AR

LMA MN 1 Pref1::/64 MAG 1
MN 2 Pref2::/64 MAG 2

Figure 2.2: Proxy Mobile IPv6 overview

2.2.1 Entities

The core functional entities in the PMIPV6 infrastructure are (seeZ=ay.

e Mobile Node (MN). It is the moving host.

e Mobile Access Gateway (MAG) This entity performs the mobility related signalling
on behalf of an MN that it is attached to one of its access links. The MAG idlysua
the access router for the MN, i.e., the first hop router and default gatiemtae lo-
calized mobility management infrastructure. It is responsible for trackindiis
movements on the access network. There are multiple MAGs in an LMD.

e Local Mobility Anchor (LMA) . This is an entity within the backbone network that
maintains a collection of routes for individual MNs within the LMD (i.e., it is the
entity that manages the MN's binding state). The routes point to MAGs man#dging
links in which the MNs are currently located. Packets for an MN are routeshdo



8 Chapter 2. Centralized vs. Distributed Mobility Management

Mobil‘e Node MAG

MN
attached

MN attachment event
(Acquire MN-ID and profile)

Router Solicitation

>

PBU

Accept PBU
(Allocate MN-HNP,
setup BCE and tunnel)

PBA

Accept PBA
(Setup tunnel
and routing)

Bi-directional tunnel

Router Advertisement

IP address

configuration
[

Figure 2.3: Registration to a Proxy Mobile IPv6 domain

from the MN through tunnels between the LMA and the corresponding MAg.
LMA is also responsible for assigning IPv6 prefixes to MNs (e.g., it is theltmpcal
anchor point for the prefixes assigned to the MN). There may be moretr@bhMA
inan LMD.

2.2.2 Operations

The sequence of operations in PMIPV6 is quite similar to that drawn in MI&x&pt
that those actions performed by the MN in MIPv6 are now responsibility oMA&.

Once an MN enters an LMD and attaches to an access link, the MAG in trestsalack,
upon identifying the MN, performs the mobility signaling on behalf of the MN. ™&G
receives a Router Solicitation (RS) from the MN and sends to the LMA ayPBaxding
Update (PBU), associating its own address with the MN’s identity (e.g., thesNIMC
address or an ID related with the MN'’s authentication in the network). Upoeiving this
request, the LMA assigns a prefix — called HNP —to the MN (i.e., it allocatesfix for the
attached interface). The LMA creates a Binding Cache Entry (BCE),lwhiain fields are
the Mobile Node Identifier (MN-ID), the prefix assigned and the MAG'satRiress visible
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from the LMA (the Proxy Care-of Address (P-CoA)). Then, the LMgtablishes on its side
a bi-directional tunnel to the MAG for the MN’s traffic forwarding, andapties to the MAG
with a Proxy Binding Acknowledgment (PBA) message, including the preBigaed to the
MN. Once the PBU/PBA handshake is over, the MAG configure the P-Gothea second
end-point of the tunnel with the LMA, and unicasts a Router Advertisenief) (nessage
to the MN specifying the prefix to be used for the IP connectivity. Now the isiBble to
configure one or more addresses from the assigned prefix and thatgn procedure is
over (see Figur@.3). Whenever the MN moves, the new MAG updates the MN’s location
in the LMA by means of a PBU/PBA handshake, and advertises througktastiiRA the
same prefix to the MN. The new MAG shows the same layer-2 and layer-8fidento the
MN, thereby making the IP mobility transparent to the MN. Thus, the MN alkagps the
address configured when it first entered the LMD, even after chgtigipoint of attachment
to the network.

2.2.3 Security

The security mechanisms in PMIPv6 are split into two levels relatédthe accounting
of an MN andii) the authentication of control messages. Indeed, whilst in MIPv6 theesecur
association between MN and HA converges the procedures into one, seritier of control
messages is the HA or the MN itself, in PMIPv6 the MN is first authenticated athddazed
for the service by the MAG, and, next, mobility messages are authenticateddreMAG
and LMA.

Upon a MN’s attachment to the network, either an authentication mechanispidyee
on the access link, or the MAG performs an Authentication, Authorizationfmedunting
(AAA) check querying a dedicated infrastructure. RFC 5213 recommémal use oRa-
dius [33] or Diameter [7] for this purpose. In both cases, the MN results to be authorized
for the PMIPV6 service and provided with an unique identifier in the domaie -MiN-ID.
Moreover, the messages between MAG and LMA are secured with IPaesinmlar way as
in MIPVv6 (see Sectio2.1.3.

2.3 Limitations of centralized mobility management solutions

Centralized mobility solutions, such as those described previously, basekeation
on the existence of a central entity that anchors the IP address useglrngltiiie node (e.g.,
the HA and the LMA). This central anchor point is in charge of trackingdleation of the
mobile and redirecting its traffic towards its current topological location. Whikeway of
addressing mobility management has been fully developed by the Mobiletidtpléamily
and its many extensions, there are also several limitations that have betfired ¢

e Sub-optimal routing. Traffic always traverses the HA/LMA, which leads to paths
that are, in general, longer than the direct one between the mobile node aothits
munication peer. This is exacerbated with the current trend in which cqmvriters
push their data to the edge of the network, as close as possible to theWigkrsen-
tralized mobility management approaches, user traffic will always need fiosgto
the home network and then to the actual content, adding unnecessarpdelasst-
ing operator’s resources. With a distributed mobility architecture, as theoenhare



10 Chapter 2. Centralized vs. Distributed Mobility Management

located at the very edge of the network, close to the user terminal, datat@atht
be shorter.

e Scalability problems. With current mobility architectures, networks have to be di-
mensioned to support all the traffic traversing the central anchors.pbkis several
scalability and network design problems, as the central mobility anchorsoéege
enough processing and routing capabilities to be able to deal with all the mebil& u
traffic simultaneously. Besides, the operator’s network also needs tioneasioned
to be able to cope with all the users’ traffic. A distributed approach is inltigreore
scalable, as the mobility management tasks are distributed and shared anverag se
network entities, which therefore do not need to be as powerful as titeatized
alternative.

e Reliability. Centralized solutions share the problem of being more prone to reliability
problems, as the central entity is a potential single point of failure.

e Lack of fine granularity on the mobility management service.With current central-
ized mobility management solutions, mobility support is offered at a user lgrégu
This means that the network can just decide if mobility is provided or not to e us
but cannot offer a finer granularity, for example, to allow part of histredfic not to
be handled by the mobility solution. There are many scenarios in which palittbe
traffic of a user does not really need to be mobility enabled, as for exantyaa the
user is not mobile (at least during the lifetime of the communication) or the applica-
tion itself is able to effectively deal with the change of IP address caugéchuser
movement. In all these situations, it would be more efficient not to enable mobility.

e Signaling overhead. This is related to the previous limitation. Any mobility man-
agement solution involves certain amount of signaling load. By allowing mobility
management to be dynamically enabled and disabled on a per applicatiorsbasss,
signaling can be saved, as well as the associated handover latencpur®é cthis
depends on the particular scenario, as the use of distributed mobility archétecan
also lead to a higher signaling load in case of very dynamic scenarios in athitie
traffic is required to be mobility enabled.

2.4 State of the Art

The mobility management of users in operator networks has seen in recestttiene
release of several IPv6 centralized solutions to tackle the issue of couasilyuproviding
access and mobility support, as those mentioned in the introduction of this thesis.

However, several researches have already been conductactcip@eé comprehensive
analysis of the comparison between centralized and distributed mobility mareaghitec-
tures, as reported in the DMM problem stateméit fevealing that a distributed approach
already covers most of the issues presented in a centralized approlaelguidelines to
develop new systems are given &, while [23] summarizes some attempts that have been
made to distribute the mobility control and flatten existing architectures, placingityob
entities closer to the edge of the network.
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One of the efforts mentioned by?J| is Flat Access and Mobility Architecture
(FAMA) [ 15], our contribution for host-based DMM, described in detail in next tkap
Another proposal is Dynamic Mobile IP (DMIY[)], with the particularity of keeping active
and reachable old MN'’s addresses (i.e., CoAs) as long as there is@ndessnd to one of
those. Basically it suggests, when the MN is not at home, to start commungatidnthe
CoA, so that traversing the HA is avoided for new traffic. However, ttadtds not taking
into consideration placing the mobility anchors at the MNs’ access routers.

The network-based proposals that are subject of this thesis are a&seddn papers and
draft submitted by the author himself to international conferences and Tied&mmunity,
see [L4, 16, 4].

However, other descriptions exist on how to have a PMIPv6-like distiibatdheme.
In [9], a Proxy Mobile IPv6 domain is envisioned to cover a small area, so thailife
can be deployed closer to the MAGs, and thus to the users. In this way, litti@nyMIPv6
domains form a bigger super-domain, and a custom LMA-to-LMA interfacecessary to
exchange the control signaling to handle the MN moving from a domain to andthe
draft provides also a solution to achieve route optimization in several sosnat the cost
of an excessive control messages exchange. Also, the architeepimymhent requires a
big effort, since every small domain is made of the complete Proxy Mobile IButphment
(LMA + MAGS).

Some other projects of distributed architectures inspired by PMIPv6 ararbig Mobil-
ity Anchoring (DMA) [34] and Dynamic Distributed Mobility Management (DDMMj][
According to these documents, mobility support is provided on demand, thalisfor
those MNs that change access point with ongoing connections. The Mfigores and
maintains an IP address for each access network it visits, and the emetssn that access
network is the anchor for the communications established using the IP addigned by
the router. This means that an access router acts as a standard roeetheiMN is at-
tached to it, otherwise it tunnels the packets to the access router where tieddidently
attached. Even if the ideas in those papers are similar to what are preseQieapter4,
in [34] itis not detailed how to build the control signaling, while & p technology-agnostic
implementation is used with a more passive approach, greatly reducing sigoalthe in-
frastructure network. It relies on the MN to constantly keep sendinggisck order for
the network to passively learn where it is located and adequately setugisiamd routing
(this concept is covered again in Sectibri). In [6] a simulation environment is used to
compare behaviors between DMA and MIPv6, proving that although Dk&atly reduces
the handover duration, it has an increased end-to-end delay.

Finally, both [L3] and [39] propose to use a Distributed Hash Table (DHT) to store
the mobility information of the MNs (in MIPv6 this table is called Binding Cache). The
former focuses on how to efficiently manage the DHT and other relatedtagp@viding
a simulated evaluation, while the latter focuses on a technique to perfornoeanasing
bicasting. We grouped these approaches together as they both suffierefjuiring a lot of
new support and they do not re-use existing legacy standards aridsslu



Chapter 3

Client-based solution for DMM:
FAMA

Distributed Mobility Management approaches try to overcome the limitations ofdhe tr
ditional centralized mobility management, by bringing the mobility anchor closer tdithe
Following this idea, in our proposal, called Flat Access and Mobility ArchitectBAMA),
the MIPv6 centralized home agent is moved to the edge of the network, bejihgyed in
the default gateway of the mobile node. That is, the first elements that pri®vicbnnectiv-
ity to a set of MNs are also the mobility managers for those MNs. In the followiegvil
call these access routdpsstributed Anchor Router (DAR) .

3.1 Working scheme

Every time a mobile node attaches to a DAR, it gets an IPv6 address which is topo
logically anchored at the DAR. That means that while attached to this DAR, théamman
send and receive traffic using that address without any tunnelingpeoied packet handling.
Every time the mobile node moves to a different DAR, it gets a new IPv6 asith@s the
new access router. In case the MN wants to keep the reachability of tbealRiress(es)
it obtained from the previous DAR (note that this decision is dynamic and eatobe on
an application basis for example), the mobile has to involve its MIPv6 staclkermjirsy a
Binding Update to the DAR where the IPv6 address is anchored, using dness obtained
from the current DAR as care-of-address. In this way, the IPvéesddhat the node wants to
maintain plays the role of home address, and the DAR from where thatssddess config-
ured plays the role of home agent (for that particular address). NdtEANA architecture
basically enables a mobile node to simultaneously handle several IPv&selsireeach of
them anchored at a different DAR — ensuring their continuous reachayliging Mobile
IPv6 in a distributed fashion (i.e., each access router is a potential homigfagthe address
it delegates, if required). This distributed address anchoring is enablddmand and on a
per-address granularity, which means that depending on the uses; iteadjht be the case
that all, some or none of the IPv6 addresses that a mobile node confighitesnoving
within a FAMA domain, are kept reachable and used by the mabile.

12
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WLGA-CoAl CGA-CoA2

Figure 3.1: FAMA architecture and example scenarios

3.2 Security

In traditional Mobile IPv6, the communication between the MN and the HA is selcur
through IPsecl?]. Following a similar approach in FAMA is difficult due to the large num-
ber of security associations that would be required, since any gatdwlag access network
can play the role as home agent for any mobile node. In order to overcisny@ablem and
provide authentication between the DAR and the MNs, we propose the @Gsgmibgraph-
ically Generated Address (CGAY][ as introduced inj4]. Cryptographically Generated
Addresses are basically IPv6 addresses for which the interface idedifgenerated by
computing a cryptographic one-way hash function from a public key amdP6 prefix.
The binding between the public key and the address can be verifieddoymetiting the hash

There are additional parameters that are also used to build a CGA, intortehance privacy, recover from
address collision and make brute-force attacks unfeasible.



14 Chapter 3. Client-based solution for DMM: FAMA

function and comparing the result with the interface identifier. To authenticatessage,
the packet is signed with the corresponding private key, hence theeeissable to authenti-
cate the message with the knowledge of the address and the public key.at&a\gowerful

mechanism allowing packet authentication without requiring any public-Kegsimucture,

and hence it is well-suited for this application.

Following the ideas presented above, every time an MN attaches to a DARfiguw®s
a CGA from a prefix anchored at the DAR (e.g., by using stateless adalies-configuration
mechanisms). This address can then be used by the MN to establish a contiounvith a
remote Correspondent Node (CN) — see Bid-(a) — while attached to that particular DAR.
If the mobile then moves to a new DAR (nDAR), the following two cases areilpless)
there is no need for the address that was configured at the prevideg@DMR) to survive
the movement: in this case there is no further action requirgthe mobile wants to keep
the reachability of the address configured at pDAR: in this case Mobilé i¥triggered,
and the MN sends a Binding Update message to the pDAR, using the addrdiggied
at the previous DAR as home address, and the address configuredantDAR as care-
of address. This BU includes the CGA parameters and signature, widahsad by the
receiving DAR to identify the MN as the legitimate owner of the address. Althahg use
of CGAs does not impose a heavy burden in terms of performance, diegaeon the number
of MNs handled by the DAR, the processing of the CGAs can be problenfatieduce the
complexity of the proposed solution, we suggest an alternative mechanisathenticate
any subsequent signaling packets exchanged between the MN and RdifDaase the
mobile performs a new attachment to a different DAR). This alternative metlms on
the use of a Permanent Home Keygen Token (PHKT), which will be usedrergte the
Authorization option that the MN has to include in all next Binding Update messathis
token is forwarded to the MN in the Binding Acknowledgment message, seepinto the
BU. The procedure is depicted in Fi@.2. Once the signaling procedure is completed, a
bi-directional tunnel is established between the mobile node and the DARe eIt Pv6
address is anchored (the “home” DAR — HDAR - for that particular a¥jreso the mobile
can continue using the IPv6 address, as shown inFig(b).

In case the MN performs any subsequent movements and it requires to imalieta
reachability of an address for which it has already sent a BU, the folipBid messages
can be secured using the PHKT exchanged before, reducing the tadiopal load at the
receiving DAR.

Although this approach is attractive because it reduces the signalingeactgenerated
by the mobility support, it can be misused in some particular scenarios by malitiocles
that wish to export an incorrect CoA in the BU message, since it doesoatp proof of
the MN’s reachability at the visited network. Indeed, the CGA approashras that the
BU message has been sent by the legitimate HoA's owner but it does mangemthat the
same MN is reachable at the provided CoA. In order to provide a morestrgblution, we
propose a Return Routability procedure similar to the one defined in MIPu6eROpti-
mization to mitigate this security issue. The Return Routability procedure stantdtadte
handoff. Instead of sending the BU message, the MN sends a Caesbfrltialization
(CoTl) message. This message is replied by the DAR with a Care-of Te3) (@essage
containing a CoA Keygen Token. The MN can now send a BU using both HomdeCoA
Keygen tokens to proof its reachability at both the HoA and the CoA. Theagesand the
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Figure 3.2: Signaling between the mobile node and the Distribute Access Router

knowledge of both tokens is a proof that the MN is the legitimate node who hathgeBU
and also is reachable at the CoA indicated. As all security improvementsné¢haroposed
incurs in a performance penalty, in this case an increase in the handsagr 8pecifically
this enhanced security approach requires four messages to be gadhzatween the MN
and the DAR instead of the two messages of the original solution. In termsnabher
delay, it increases it by a factor of two, as the new solution requires twmdR®drip Times
(RTT) to conclude, instead of one.

Note that on every attachment of a node to a DAR, the terminal also obtaing i&@wé
address which is topologically anchored at that DAR, and that this exldeesbe used for
new communications (avoiding in this way the tunneling required when usingl@mess
anchored at a different DAR), as shown in Fgl-(c). A mobile can keep multiple IPv6
addresses active and reachable at a given time, and that required teeseery time the MN
moves — a BU message to all the previous DARSs that are anchoring the Btflatthe MN
wish to maintain. For instance, in the example depicted in Fig(d), the MN sends a BU
to the first DAR containing CGA-HOA as home address, while the BU it senttetsecond
DAR contains CGA-CoA1l as home address.
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Network-based solutions for DMM

The IETF has been working on an analysis documefitthat proposes the guidelines
for the development of network-based distributed mobility management sautioat can
be divided into two main categories:

e Partially distributed , that basically consists on removing the data path constraint
towards the anchor, but maintaining a centralized control plane;

e Fully distributed , that consists on eliminating any centralized role in the architecture.

In next sections we address how to develop DMM designs based onvBNGPboth ap-
proaches, describing in the detail the required procedures. Nelesshall solutions share
the same data forwarding plane, briefly summarized here: a MAG - thatlivslahility
Anchor and Access Router (MAAR) — assigns IPv6 prefixes on a per-MN basis from a
prefix pool that belongs to that MAAR only and that are anchored to it (opglogically
correct in its access subnet only). In this way, an MN receives axpeeid therefore con-
figures an IP address, per each visited MAAR. A MAAR anchors thesfistarted using the
prefixes it advertises: it acts as plain IPv6 router (i.e., it does not snk#p packets) when
the MN is still attached to its network, otherwise, it establishes a tunnel with thARIA
currently serving the MN.

We introduce next the terminology related to the roles that the MAAR may plageicin
IP flow traversing it:

e Anchor MAAR (A-MAAR) is referred to the MAAR that advertised the prefix used
in the communication/flow.

e Serving MAAR (S-MAAR) is referred to the MAAR where the MN involved in the
communication/flow is attached to.

It should be noted that this separation is only conceptual and applied@m bdkis: the
same MAAR can play simultaneously different roles for the different floWih respect to
the PMIPv6 semantic, an A-MAAR acts as an LMA, and the S-MAAR as a MAG.

16
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4.1 Fully distributed approach

In the fully distributed approach, the LMA and the MAG are collapsed into tA\R.
In other words, MAARs are not only responsible of the forwardinga#/l established with
their prefixes in the manner described before, but they also maintain adtetiae mobility
sessions for those flows. The next use case example clarifies the waedlieme of the
proposed design.

MAARs

1dI:1321d

(c) Start of a new flow (d) Handover with two flows

Figure 4.1: Fully distributed PMIPv6

An MN enters in the domain and attaches to MAARvhich advertises Pref This
prefix is used by the MN to configure an IP address and to start a comrtianigdth a
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remote correspondent node, see Bid.(a)

When a handover occurs, MAARearns that the MN has attached and advertises a new
prefix, Pref. Then, it sends a PBU message to MAARhat is anchoring ongoing MN’s
flows, and, upon the corresponding PBA reception, a tunnel is estathlesmong them,
hence the flows can be redirected through it, as shown imEi¢b) It is worth noticing that,
in this juncture, MAAR is the A-MAAR for the flow, while the S-MAAR is represented by
MAAR 5; in addition, MAAR, becomes the A-MAAR and S-MAAR for the flows started
by the MN using the new address (see Eid.(c). Moreover, upon a new movement of the
MN to a new access network, MAARassigns a third prefix and updates the MN’s location
to all its former S-MAARs, i.e. MAAR and MAAR;, by means of PBU messages. Again,
when the PBAs are received, tunnels are set up and the old communicatoreovered,
as depicted in Figd.1(d)

The main issue in this mechanism is how a MAAR can differentiate between the firs
attachment to the network and subsequent handovers, that is, the M#®R,the MN’s
attachment, should be informed of the past MN's location to be able to contaecels-
sary, the formerly visited MAARs. More than one solution is suggested lea@h with
advantages and disadvantages that should be evaluated looking festhigade-off:

e Broadcast PBU.When a MAAR detects the attachment, it sends a broadcast request
to all the MAARs and waits for a reply, that might be a void PBA in case the MN
joined the network for the first time. It should be noted that sending the gessa
only to the neighbor MAARS is not enough to reconstruct the MN’s pasbtyisthus
the procedure might result excessively long and introduces unregesgnaling.

e Terminal indication. The MN explicitly sends the prefixes acquired previously when
joins the new access network (e.g., as options in the Router Solicitation message
Although this is a fast and light procedure, it requires some capabilitieseohasbt
that are not always possible to rely on (or not even desirable), and pogle some
security issues if a malicious MN misbehaves.

e Automatic learning. In [5] it is proposed that mobility capable access routers learn
the previous MN’s location by inspecting the source address of packetdy the
MNSs. That is, these routers store in an internal database the prefixlpgotgying to
the others, and, upon receiving the first uplink packet sent by the f##X @ move-
ment, they check which is the access router the prefix belongs to and dstatniimel
with it. This requires little signaling but it may lead to an excessive delay if the MN
does not send anything and the router has to explicitly request a packet.

e Layer-2 handover support. Handover may follow a Make-Before-Break philoso-
phy and integrate layer-2 and layer-3 mobility procedures within the sameirane
to assist and drive the handover. IEEE 802.21, Media Independemddder Ser-
vices 9], is a suitable protocol for this purpose.

Among the options listed above, we claim that IEEE 802.21 should be prdfas it
builds a control plane infrastructure by which a handover is prepavaztuted and com-
pleted in a controlled and assisted way, according to a Make-BeforgkEiglosophy. In
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addition, the IEEE 802.21 suite is intended to allow inter-technology hanslayiging sup-
port to MNs roaming within a heterogeneous environment with multiple radicsadeeh-
nologies. Next paragraphs are devoted to detail this approach.

4.1.1 Full distribtion with IEEE 802.21
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Figure 4.2: Fully distributed approach with IEEE 802.21: message exelsatgience dur-
ing handover

The IEEE 802.21 services are provided by a cross-layer entity callétl Rdinction
(MIHF). It runs in the terminal and in the network nodes, it interacts with gtevark inter-
faces, with the layer 3 (or higher) mobility protocol and with the other MIHErpgeither
local in the same node, or remote. A Point of Service (PoS) is a MIHF in ttveone that
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can directly exchange messages with a peer MIHF installed in the terminal. M&@8ce
serves one terminal, so multiple instances run in the same network entity thaedémel
MNSs in its access network. In our design, PoSs are implemented in the MARBSs
maintain information about the layer-2 access entities as Base StationssARmass and
similar nodes connected to the MAAR, by interacting with the MIHF operating imthe
These MIHF are called Point of Attachments (PoAs), and provide thesadicek to MNs,
but they do not establish a direct control communication with the MIHF in the tedmin
In Figure4.2 MAARs and PoSs are represented in the same entities, whilst PoOAs are omit-
ted to keep the chart simple. Indeed, the picture highlights the messagagedietween
the MN and the MAAR, and among MAARSs, rather than the complete procespaefied
by the IEEE 802.21 standard. According to IEEE 802.21 working schan®gS learns
when a handover for its MN is imminent (the details of how this is done are adayfe in
this thesis); therefore it queries resources availability in the surrourRldg that are not
under its direct control, by means of a message calldd N2N_.HO Quer y _Resour ces
request (highlighted in red in Figurel.2), sent to the corresponding PoSs connected to
the desired PoAs (the latter are discovered by the MN, or by the netwitek aa informa-
tion retrieval procedure involving the Media Independent InformationiSe— MIIS —, and
after a scan of the PoAs visible by the MN). This message contains thancGAdAAR’S
(to be the A-MAAR) address (denoted in red in the text-box in the pictura}, ithused
later by the new S-MAAR to send the PBU message. Upon the list of candidéte iB
filled with the requested information, the target for the handover is seleeiibe( by the
MN itself or by the PoS) and the corresponding PoS is notified about thei@®ecThe MN
can now move to the new PoA: the IP mobility procedure is triggered when theaRo
nounces the attachment to the PoS (summarized by the “link establishment” x¢x&bad
the conclusion phase takes place, releasing the resources in the old M83R

This procedure works without changing the standard IEEE 802.21 prisyitiveen only
one MAAR needs to be contacted with the PBU message (as iMHi¢h). Conversely,
when more than one MAAR is anchoring flows, as shown in Eig(d) the current PoS
needs to send to the candidate PoSs a list of all the past visited MAARs,iamdghires a
change in the format of thel HN2N_HO Quer y _Resour ces request primitive.

As shown in the above paragraphs, a fully distributed approach reguirall cases
many interventions on the terminals, that might be not desirable, and, in tie88E21
case, also the implementation of a whole control infrastructure. For thegeigd reducing
complexity and terminal requirements, we present in next section a partiaiijpdied so-
lution, which come at the cost of keeping the control plane centralized@gdiistributing
the data plane (which is the most critical one).

4.2 Partially distributed approach

In this approach, most of the control plane burden is transferred toteatized network
node. According to this principle, in the proposed architecture an additiodi is added,
calledCentral Mobility Database (CMD), storing the mobility sessions (bindings) for the
MNSs. It maintains most of the control functions defined for an LMA but iesaved of the
data forwarding plane since it is not traversed by users’ data traffieveMer, as described
at beginning of the chapter, the data plane works as in the fully distributiproaph, with
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Figure 4.3: Partially distributed PMIPV6: initial registration

the MAARSs acting as plain routers when the MN is connected to the MAAR aimgj tise
prefix advertised by the MAAR, otherwise the MAAR encapsulates the flalvdserving
MAAR when the MN is away, see Figurdsland4.5.

MAARs leverage on the CMD to access and update information related to the MN
stored as mobility sessions; hence, this centralized node maintains a globabrvithe
status of the network. The CMD is queried whenever a MN is detected to joimabdity
domain. It might be a fresh attachment or a handover, but, as MAARs tstoi@ any
mobility session, they contact the CMD to retrieve the data of interest andualigriake
the appropriate action. The procedure adopted for the query and tlsagessexchange
sequence might vary to optimize the update latency and/or the signaling agdettere are
presented three different approaches to update the mobility sessiogPiils and PBAS.
Each approach assigns a different role to the CMD:

e the CMD is a PBU/PBA relay;
e the CMD is a MAAR locator;
e the CMD is a PBU/PBA proxy.

Anyway, the initial registration method is the same in all cases, and it is deddriiee
following paragraph.

Upon MN’s attachment to MAAR an IPv6 global prefix belonging to the MAAR's
prefix pool is reserved for it (Pref. The prefix is sent in a PBU with the MN's Identifier
(MN-ID) by the MAAR to the CMD, that, since the session is new, stores aiBgn@ache
Entry containing as main fields the MN-ID, the MN’s prefix and MAARaddress visible by
the CMD (Proxy-CoA). The CMD replies to MAARwith a PBA indicating that the MN’s
registration is fresh and no past status is available. MAARcasts a Router Advertisement
(RA) to the MN including the prefix reserved before, that can be usdkdoyIN to configure
an IPv6 address (e.g., with SLAAC). The address is routable at the MAARe sense that
the node is on the path of packets addressed to the MN; moreover, the MAKBRs plain
router for those packets, as no encapsulation nor special handlirggpialce (see Figt.3).
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Figure 4.4: Partially distributed PMIPv6: CMD as message relay

4.2.1 The CMD is a PBU/PBA relay

When the MN moves from its current access, it associates to MAMRIch delegates
another IPv6 prefix (Pref and sends it to the CMD for registration. The CMD has already
an entry for the MN, binding the MN-ID to its former locations, thus, it fordsthe PBU to
all the MAARs indicated as Proxy CoAs, in this case only MAARS depicted in Figl.4).

Upon PBU reception, MAAR replies to the CMD with a PBA to ensure that the new
location has successfully changed, containing the prefix anchoredARyL The CMD
updates the BCE adding the P-MAAR address in the list of old P-CoAs amaids the
PBA to the new S-MAAR, containing the previous Proxy-CoA and the prfishored to
it, so that a tunnel can be established between the two MAARS and new arateet
appropriately to recover the flow(s).

Now packets destined to Piedre first received by MAAR encapsulated into the tunnel
and forwarded to MAAR, which finally delivers them to their destination. In uplink, when
the MN transmits packets using Prdébr the source address, they are sent to MAASBS it
is MN’s new default gateway, then tunneled to MAARhich routes them towards the next
hop to destination. Conversely, packets carrying Pae¢ routed by MAAR without any
special packet handling both for uplink and downlink (see Figuse

For next MN’s movements the process is repeated except for the nufmBavidARSs
involved, that rises accordingly to the number of prefixes that the MN wighenaintain.
Indeed, once the CMD receives the first PBU from the new S-MAARyrivards copies of
the PBU to all the A-MAARs indicated in the BCE as current P-CoA (i.e., the NRAFior
to handover) and old P-CoAs. They reply with a PBA to the CMD, which egages the
messages into a single one to notify the S-MAAR, that finally can establish theltuwith
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the A-MAARs.

It should be noted that this design separates the mobility management atftk g ifzne-
ularity, and it can be tuned in order to erase old mobility sessions whenauated, while
the MN is reachable through the latest prefix acquired. Moreover, theclatessociated
to the mobility upadate is bound to the PBA sent by the furthest A-MAAR, thastdlke
longest time to reach the CMD. The drawback can be mitigated introducing a tizteibe
CMD, by which, after its expiration, all the PBAs so far collected are transthitied the
remaining are sent at a later stage, upon their arrival.

4.2.2 The CMD as MAAR locator

The latency experienced in the approach shown before can be mitigated\HfWVAARS
are allowed to signal directly their information to the new S-MAAR. This procedeflects
what was described in Sectidn2.1up to the moment the A-MAAR receives the PBU. At
that point an A-MAAR is aware of the new MN’s location (i.e., S-MAAR) armhsides
sending a PBA to the CMD, it also sends a PBA to the S-MAAR including thexpitef
anchoring. The CMD is relieved from forwarding the PBA to the S-MAAR tlae latter
receives a copy directly from the A-MAAR with the necessary informatiomudd the
tunnel and set the appropriate routes. In Figufgs illustrated the new messages sequence.

4.2.3 The CMD as PBU/PBA proxy

A further enhancement of previous solutions can be achieved wherMiesgénds the
PBA to the new S-MAAR before notifying the A-MAARs of the location chandiedeed,
when the CMD receives the PBU for the new registration, it is already ingessof all the
information that the new S-MAAR requires to set up the tunnel and the roUtess the
PBA is sent to the S-MAAR immediately after a PBU is received. In parallel, d BBent
by the CMD to the A-MAARs to notify them about the new MN’s location, so thegeive
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the suitable information to establish the tunnel and routes on their side. WIMAARS
complete the update, they send a PBA to the CMD to indicate that the operatiocisdead
and the information are updated in all network nodes. This scheme is dejpi¢teplire4.7.



Chapter 4. Network-based solutions for DMM

® Checks MN's BCE
e Immediate reply

® U

MAAE, CMD MA{-&R 3

MN attach.
detection
PRT

BCE check
MAAR, MAAR, Mh% y + update
_ > ——

PR

r/f Routes
update

> update

MAAR, MAAE, M

Figure 4.7: Partially distributed PMIPv6: CMD as message proxy



Chapter 5

Evaluation of the DMM solutions

In this chapter we focus on conducting an analysis of the performaritevable by
FAMA and the network-based proposals, comparing them with what woelldidbained
with plain Mobile IPv6 and Proxy Mobile IPv6.

The comparison is performed considering the three most important chisticseof a
mobility protocol:

e Packet and signaling overhead,;
e Handover latency;

e Delay between the communication endpoints.

5.1 Overhead Analysis

As explained in Chapteisand4, our proposed Distributed Mobility Management solu-
tions are based on Mobile IPv6 and Proxy Mobile IPv6, pushing, r¢ispdc the HA and
LMA functionalities to the edge of the network.

Itis common to all DMM approaches to allow the traffic to be forwarded witleowaap-
sulation whenever the communication is started using the address configtihedaccess
network where the MN is currently attached to. This is a clear advantageatethfp the
centralized schemes, as the tunnels are not always required when tisealialy from home.
This scenario is worsened in a PMIPv6 domain, in which the concept ohéhoetwork”
is lost, as the data traffic is always tunneled as long as the MN is connectezldortiain.
The design of @lynamic mobility management scheme is one of the DMM’s objective; next
paragraphs provide the numeric details of how a tunnel impacts on the degtetra

5.1.1 Client-based scenario

Once an MN moves, the “home” DAR is in charge of tunneling the packets togive n
MN’s location, identified by its care-of address. In terms of packet'stwad, FAMA
and Mobile IPv6 (without Route Optimization) share the same overhead sirthaube a
bi-directional tunnel between the MN and an anchor point, hence botln im@40-byte

26
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overhead due to the packet encapsulation. However, as mentioned,bef@n an appli-
cation is restarted, or a communication refreshed, the MN uses the ajppedpr address
configured in that access network, thus the encapsulation is no moiescequ

Nevertheless, as compared to Mobile IPv6, in FAMA there may be more treamohil-
ity anchor involved, and therefore this introduces a higher signaling fiade the number
of BU/BA messages is increased. In particular, in plain Mobile IPv6 thersiisge BU/BA
exchange at each handoff — as only one home address is maintainedNdi thevhile in
FAMA we have the BU/BA (and the CoTI/CoT in case additional security isiireq) ex-
change multiplied by:, given thatn is the number of IPv6 addresses that need to be kept
reachable (or, equivalently, the number of visited access routerageHke total amount of
messages i2n (+2n in case of additional security).

5.1.2 Network-based scenario

As described in the previous paragraph, when the MN is not at home ffie isdun-
neled, carrying 40 extra bytes for the encapsulation. Unlike the hostilsx®nario, how-
ever, the encapsulation is performed among network nodes, savingdket paerhead in
the radio link. This can be a desired effect in terms of terminal’s efficieayt does not
waste energy to send/receive unwanted bytes in the communication. Mesreyuid be
noted that, in plain PMIPVv6, the encapsulation takes always place, veheedaork based
DMM saves the tunnel when the MN is using the prefix advertised by thermu®-MAAR.

The evaluation of the message number required to update the routing sta@eftlork
nodes proceeds considering separately the fully distributed approdd¢hepartial one.

Fully distributed approach

Regardless the method adopted to learn that a handover occurred,gibe Ma&YAR
has a PBU/PBA handshake withother MAARS, that is, given that is the number of
IPv6 addresses that need to be kept reachable (or, equivalenthyriitger of visited access
routers so far), a total &fn messages.

When the IEEE 802.21 infrastructure is deployed, many more messaggdae to the
handover phase, but, still, no additional messages are necessarg fBratddress continu-
ity and routing state update. Also, the extra message exchanges happentbe actual
handover, so no extra delay or packet loss occurs.

Partially distributed approach

The three procedures proposed to access the CMD produce difédieets on the pro-
liferation of messages:

e CMD as message relayOnce the CMD receives the first PBU from the new MAAR
and forwards copies to the correspondent old MAARS, they reply witBAfack to
the CMD, which in turn sends an aggregated PBA to the new MAAR, contaaling
the previous Proxy-CoAs. In this case the number of messages traasfgows as
2n + 2.
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e CMD as MAAR locator. In this case the amount of PBU and PBA messages grows
as3n + 1: the first PBU sent by the new S-MAAR® more forwarded by the CMD
to old MAARs +2n PBAs sent back by old MAARSs to the CMD and the S-MAAR.

e CMD as message proxyWe have a first handshake with the CMD and the S-MAAR
andn subsequent message exchanges with the old MAARS, resultig-in2 mes-
sages in total.

5.2 Handover latency

The handover latency corresponds to the time during which an IPv6ssdidre@ot us-
able because of a change of the point of attachment. During this proegzssatie multiple
operations performed like the layer-2 attachment, the movement detectioddifesscon-
figuration and duplicate address detection, and the mobility signaling. In libeviiog we
explain the different components of the handover delay:

e Layer-2 handover timeZ(;,"°). This is defined as the time required by the layer-2
technology to perform a handover (i.e., disconnecting from its curm@nt pf attach-
ment and connecting to a new one).

e Movement detection timel{y; p). This delay corresponds to the time required by the
terminal to detect that it has moved to a different layer-3 point of attachrirelRv6
this can be done in different ways. The most simple (and the most widelpsegp
consists in the appropriate use of the Routing Advertisement (RA) messdges
access router periodically multicasts unsolicited RA messages. Movemectiatete
can also be assisted by the use of layer-2 triggers, such the ones imple img HEEE
802.21. In this case, the movement detection delay can be extremely low.

e |IP address configuration and Duplicate Address Detecfign (). This time corre-
sponds to the configuration of the IP address based on the prefivagddpithe RA
(i.e., the MN uses stateless auto-configuration) and the address urggquesiein the
network.

e Network authentication delay{.:x). The handover delay also depends on the partic-
ular authentication method used in the network being accessed by the useater

e Mobility signaling delay {3inq4ing)- This is the time required to update the mobility
anchor (i.e., HA, DAR, LMA or MAAR) with the new location of the MN (i.e., its
CoA or P-CoA) and it highly depends on the distance between the entittaspeting
in the user mobility management: the mobile node on the one side and the HA/DAR
on the other side, for the host based approach, the MAAR-to-MAARMAAR-to-

CMD distances for the network-based solutions.

Hence, we can express the handover latency as follows:

Thandover = TLQhO +Typ +Tpap + Tauth + Tbinding
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in which the most crucial component;, 4., as it depends on the RTT among the network
nodes, whereas the first 4 addends can be considered common to edithei@s mentioned
before, since they do not depend from the IP mobility scheme used. Weewilbser that
this is not totally true for IEEE 802.21 case, as its scope is to cut down the2aygerations,
but, still, our purpose is to deploy a more efficient scheme at layer-3 l@dricing at most
the binding phase.

The termTy,;,q4ing Can be expressed for the different scenarios as follows:

e MIPvV6:
Tyinding = RTTrviN-H A (5.1)
e FAMA:
Tyinding = RTTviN—HDAR (5.2)
e PMIPVG:
Tyinding = RTTaraG—-LM A (5-3)

e Fully distributed network-based DMM:
Thinding = RTTAMAARs—MAARA (5.4)
e Partially distributed network based DMM, CMD as message relay, see Fglre

Tyinding = RITyaarg—cvmp+ RITyaar,—cMD
2 RTTyvAAR-CMD (5.5)

o Partially distributed network based DMM, CMD as MAAR locator, see Figuée

RTTyaars—cmp + RTTvaar,—cMmbD + RT TV AAR—MAAR A
2
RTT _

Tbinding -

~ RITyvaArR—cMD +

e Partially distributed network based DMM, CMD as message proxy, seed-4grr

RTITyvaars—cmp + RT Ty aar A—CMD)
2
RITyaar-cMmD (5.7)

Tyinding = max(RTTyaarg—cMD;

Q

in which we assume that the CMD is approximately at the same distance to the MAARs
Comparing 5.1) and 6.2), it is clear that the mean difference between FAMA and

MIPv6 in terms of handover delay corresponds to the distance betwedviNhand the

HA/HDAR. This is clearly the main advantage of a distributed mobility management ap-

proach as compared with classical centralized mobility solutions, becausel#ycdbetween

the mobile node and its anchor is lower in the distributed approach as ther amttis case

resides at the edge of the network, instead of at the core of the opédr&aiso worth not-

ing how as the MN gets farther away from its HDAR, the handover delagasas, hence
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FAMA is better suited for flows with short duration or mobile nodes with low mobilitlyis
characteristic is explored in more detail in the next section.

Similarly, from (5.3) and 6.4), we can see that a DMM solution produces a shorter la-
tency as long as the A-MAAR is closer to the S-MAAR/MAG than the LMA. Thisgpaeter
strictly depends on the size of the operator’s network, but, as said ingli®ps paragraph,
we can assume that the LMA is always farther than A-MAARs for shomroonications
with limited user mobility patterns.

Moreover, it can be noted by inspecting.%)-(5.7), that the latter solution with the
CMD as message proxy outperforms all the others partially distributed gatgooUnfor-
tunately, compared to full distribution, as the CMD needs to be at almost thedistaece
to the MAARSs, it might result quite far from the network’s edge, hencer@gghing the
RTTrama—mac distance typical of PMIPV6.

One last word worth mentioning is the experimental studyif,[in which handovers in
a PMIPv6 domain are co-ordinated by IEEE 802.21. In the results pedpafter the mea-
surement tests, it was shown that, even with the assistance of IEEE 802.24& {erminal
hands off only when the resources on the target access point agg,radhandover takes a
fixed amount of time (around 20 ms) for the attachment/detachment phase, yausble
interval due to the mobility signaling, that depends on the distance betwees.nadthors
of [27] claim that the fixed interval cannot be reduced, as is it the time necefsattye
network cards to associate to another access point, whilst all the otheoearoperations
are performed before handing off. Therefore, intervening on thadBility scheme could
be the only solution to decrease the handover latency. For these reéhsolizEE 802.21 +
DMM maobility management technique is supposed to produce the fastestigando

5.3 Communication delay

We next analyze of the delay experienced by packets exchangeddneawdIN and its
communication peer (i.e., a CN).

In Mobile IPv6, user data traffic always traverses the HA, although thismpay not be
the shortest one between the MN and the CN. This way of forwardingepgckknown as
angular routing and is characterized by delays that might get to be lange,the packets
must go through the MN’s home network, which can be located at a long désfeom the
MN. Due to the large delays introduced by the angular routing, MIR¢pdIready includes
a procedure called Route Optimization that basically builds a secure dirdcbpwveen
the MN and the CN. Hence packets exchanged between MN and CN flogtlgitterough
the shortest path between the two nodes, without passing through thehitAm&chanism
needs additional support from the CN, required to enable the route optiomzd packets.
In the case of FAMA, packets flow between the MN and the CN through th&R1Bs in
the case of Mobile IPv6 without RO. The difference between both appesais that in the
case of FAMA, DARs are expected to be located near the MN, hencefdwt ef triangular
routing is highly minimized, obtaining delays of the order of RO-enabled MoBW& ! In
the previous section, it was mentioned that the use of FAMA is better suitdbfes with
short duration or low mobility MNs. This is due to the fact that as the MN moves/dmm
the HDAR handling a flow, the inefficiency introduced by the angular routingeases.

Likewise, in PMIPv6, packets need to traverse the LMA, whilst in the DMMrapch
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they are either routed through the shortest path or to another MAAR firdthen to desti-
nation. Basically, we experience the same issue described for FAMA ardXRs: as long
as the user is not getting too far from the A-MAAR, the effect of anguwaiting is lower
than that introduced by traversing the LMA.

In order to assess how far and how fast an MN can move, we perfarfollowing
analysis. Lets suppose a VolP communication between two peers, beinfjtbeen an MN
using one of the DMM schemes to handle its mobility. Considering the maximum mouth-
to-ear delay as specified ing] of 150 ms, we can assume that&) holds:

TensHOME—AR + THOME-AR—MN < 150ms (5.8)

in which HOM E — AR stands for HDAR or A-MAAR according to the appropriate situa-
tion.

Let's assume the CN and MN to be in the same geographical region or everirtity
order to model this delay, we took average values from the PingER prdjettveen several
client-server pairs located in the same regional area. The averaget&ayed corresponds
to roughly 20 ms, hence frond(2) the delay between the HOME-AR and the MN is upper
bounded by 130ms. Assuming that the DMM domain has a good internal cntyeand
is all managed by the same provider, we can conclude that the delay beétweBARS (or
two MAARS) is similar to a local delay between two servers located in the saraaiagegion
from the PingER project (which is on average equal to 5 ms). To simplifysugpose
the access network is deployed in such a way that going farther awaytfre original
HOME-AR increases the delay in a linear way (note that this is a worst caseuso). The
maximum number of hops allowed for the VoIP communication can then be ddriven
(5.9), resulting in a maximum distance of 26 hops. This number represents a limieon th
diameter of the DMM domain, which depends on the access technology used.

The same delay assumptions hold for centralized approach, but we hayesider also
the the angular routing intrinsic in MIPv6 or PMIPv6. So, for instance, areassume that
the distance between an MN and CN is twice the client-server distance mentiefted:
one to get to the HA/LMA, and another to reach the recipient (we can sagslyme that the
anchor is equidistant from the communication endpoints, as they are alldanatee same
region). With these assumptions, after 4/5 hops DMM degrades as alizeatrscheme.
However, the advantage of DMM is that when the delay becomes not tdethé applica-
tion might be restarted, or the communication refreshed, so that the mostestftatuldress
can be picked, thus leading to traverse a shorter (direct) path with belagr de

In the case of a WAN technology such as WIiMAX or 3G, one access roateserve a
cell of about 50 Km of radius, while in the case of a LAN technology sudit&& 802.11,
the cell radius is reduced to less than 100m. Now let’s look at a typical gsewaere a user
starts a VoIP conversation and walks across a DMM domain using IEEEBOPhe typical
speed for pedestrians is 4-5 Km/hZ] and the average call duration is roughly 3 minutes
[30]. This means that during the call, the user will walk around 250m, henderpeng
two handovers and adding a delay of roughly 10ms more than the direcbgiteen the
CN and MN. This simple example shows two of the benefits of DMM: simplicity and low
added end-to-end communications delay.

!ping end-to-end reportingt t p: / / www i epm sl ac. st anf or d. edu/ pi nger/
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5.4 Final remarks

One might argue that a DMM approach produces location updates moretbéie a
centralized one, resulting in an increased signaling overhead.

((‘))

L2 PoA ‘ (i)
CHANGE

IP ADDRESS
CHANGE

=

Figure 5.1: Edge network divided in IP access cells

Actually the update frequency is a parameter left to the operator’s cheitésastrictly
related to the network conformation. For the sake of clarifying this con€égure5.1il-
lustrates a possible scenario for network deployment. Let the colorddscive portions of
the edge network managed by a single IPv6 access router (or, similadysimgle MAG,
DAR or MAAR). As long as the MN moves within the circle, it may change its [&3/&oA,
but, still, its default gateway remains the same, and therefore the IP add@dssed. Con-
versely, when the MN during its movement falls into a different circle, it seesw default
gateway and a proper IP address needs to be configured. Henaiarlagpdate must take
place independently of the mobility management scheme adopted. Thus,gberfcy of
updates depends on the network configuration, which is related to thdlsPscee, rather
than the mobility protocol used.
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Conclusions

In this thesis we have proposed and analyzed different solutions tabdied mobility
management based on a host-based mobility protocol as Mobile IPv6 andaakso on a
network-based one as Proxy Mobile IPv6.

These solutions bring the advantages of a distributed approach, nanoetgrstiata
paths, better scalability and reliability, shorter handover latencies, and bettol on the
mobility granularity offered by the network. Unfortunately they come at thet oban in-
creased overhead due to the proliferation of control messages, hatitide noted that, if
some intelligence is implemented to determine whether applications need mobility or not,
with our DMM approach we can avoid setting up unnecessary mobility seghias sav-
ing the related signaling. If we push this situation to the extreme, we can enablityno
dynamically only when an application that cannot survive an IP addresgye is running.

Envisioning such smart interaction between applications and mobility stacklaime c
that FAMA is a straightforward solution as the two processes run on the sgstem,
whereas a network-based technique is more interesting from a regeasgective. More-
over, in the FAMA architecture, two different levels of security protectoa proposed,
allowing for a faster and easier deployment with respect to the use af'lPse

Nevertheless, client solutions suffer from several limitation due to the 'Hestsires:
legacy terminals need to be upgraded in order to benefit of DMM technilquaddition,
the mobility signaling and the subsequent tunnels are responsibility of the MN the
undesired effect of introducing extra energy consumption due to thetlogeir control
messages and the packet overhead in the data communications

For these reasons, network-based DMM solutions have been resdars well, trying
to stretch PMIPV6 to adapt to a flat network. Indeed, current mobility salsitised in real
operator networks are network-based — as the GPRS Tunneling Pr@&dd®) —, hence it is
reasonable to go through network-based DMM solutions as well. A prelignimark on the
subject was developed in{]. Here we re-elaborated with more detail the topic, describing
the fully distributed approaches, where the data plane and the contrel isléwandled by
the edge routers only, and we researched partially distributed appsoashwell, in which
the data plane is distributed among the edge routers, but the control plan®idicated

!FAMA design was honored with the Best Paper Award at Mobiworld 2@1wprkshop co-located with
IEEE INFOCOM 2011, Shanghai, China, April 2011, and was alsoemtesl at the 80th IETF Meeting in
Prague, Czech Republic, April 2013] [
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by a central entity. The latter approach is IETF-friendly, as we couldseeas much as
possible existing definitions of message formats, data structures and hatitigs, by re-
arranging the order of the operations and changing the entities’ state madfiis latter
part of the work can be found also ir]] an IETF draft submitted in conjunction with
the 81st IETF meeting in Quebec City, Canada, July 2011. The fully distdaproach
requires heavier intervention on the IETF protocols’ specifications;éne integrated an
existing mobility framework provided by the IEEE 802.21 suite to gain a complédteonie
control over the handover phase. This work is currently under etvaiuiay the IEEE 802.21
working group L0, 11], with the intent to enhance the standard with the DMM support.

We claim that, given the results in4], exploiting the IEEE 802.21 infrastructure with
a fully distributed IP mobility management scheme is the preferred solution, asds lan
architecture able to control, assist and decide handovers at the IPréhowlgrity, provid-
ing the best performance in terms of handover latency, and offeringhapaeent support
to heterogeneous access technologies. Besides, the architectursqutap [L4] grounds
the basis for the design of the mobility management solution within the MEDIEVAL EU
project. The project envisions a future mobile network optimized to enhance videeje
to mobile terminals, and the mobility management scheme adopted exploits the main results
presented here, merging in a hybrid architecture a client-based andrkdtagsed DMM
design co-ordinated by the IEEE 802.21 infrastructure.

Future work includes the experimental evaluation of the DMM proposals sihdd
implementation to prove the feasibility of the approach, and to characterizedquéed
changes on the messages formats, state machine and other protocol Neteslaver, fur-
ther studies would be necessary to infer, by means of simulations, whataaipplicability
areas of each solution, with respect to the user mobility and traffic statiséittatps.

2MultiMEDia transport for moblIE Video AppLicationsit t p: / / www. i ct - medi eval . eu/
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