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Abstract—Cloud platforms have become a core component of
the Internet because most services and products rely on them to
host their backends. Estimating and understanding the latency
experienced when accessing those cloud platforms is a challenge
of growing importance that has not been sufficiently studied.
To address this relevant matter, we conducted a three-month
measurement campaign, collecting traceroute data every 30 min
across 256 source—destination probe pairs. Our specific goal is to
analyze whether the current network is able to provide adequate
performance for emerging applications and services. We use this
dataset to evaluate the performance of forecasting algorithms
when predicting cloud latency from both temporal and spatial
perspectives, and we leverage post-hoc explainability methods to
identify the drivers affecting latency. Several prior studies provide
public cloud-latency datasets, but these datasets are generally
analyzed in isolation. To close this gap and provide a cross-dataset
comparative analysis of cloud-latency measurements, we analyzed
the related publicly available datasets and applied a common
forecasting and explainability workflow to compare their findings.
Our analysis reveals that operators do not require complex
methods to predict latency and that distance and a few other
simple features are sufficient to achieve operationally accurate
predictions. We find latency to be remarkably stable from the
user’s perspective, both over the duration of the campaign and
across hours of the day, which contrasts with previous findings,
and we show that the specific path traversed has a significant
impact on latency.

Index Terms—explainability, cloud, latency, RIPE Atlas, fore-
casting, comparative analysis, measurement, LIME, SHAP

I. INTRODUCTION

OCIETY deeply relies on services that run on remote
datacenters. Internet access often provides seamless con-
nectivity that enables these remote services. However, next-
generation services demand very stringent technical require-
ments, mainly in terms of latency and throughput, and current
networks may fall short of these requirements. Therefore, the
development of these emerging latency-sensitive applications
demands a thorough understanding of cloud access time.
Latency is one of the most influential factors affecting user
Quality of Service (QoS) in online applications. However,
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characterizing network latency between cloud servers and
users is a challenging task, because this latency depends on
user location, server distance, access technology, and network
topology, among other aspects. Several studies have con-
tributed to the characterization of cloud-service latency [2]-
[9], although, naturally, they are constrained by the limitations
of measurement campaigns (e.g., temporal or geographical
span), and only partial assessments can be obtained [10].

In this work, our objective is to characterize, predict, and
explain the time it takes for a geographically distributed pop-
ulation to reach the cloud. To achieve that, we first conducted
an extensive measurement campaign of the cloud ecosystem
in Spain, which is a mid-sized, developed country whose
characteristics may be representative of other regions. We
have considered three main Cloud Service Providers (CSPs):
Amazon Web Services (AWS), Microsoft Azure, and Google
Cloud Platform (GCP). The measurements are conducted
using the RIPE Atlas platform [11], and they consist of
traceroute measurements from probes located in these
CSPs toward probes that are connected to the network of
Telefénica, one of the main Infrastructure Operators (IOs) and
Internet service providers (ISPs) in Spain. The decision to
restrict the analysis to a specific ISP serves two purposes:
first, it minimizes the potential influence of diverse network
planning strategies on the measurements; second, Telefénica is
the operator with the largest set of probes connected to RIPE
Atlas, thereby enhancing the quality of the derived results.
We performed a multi-ISP validation campaign to assess the
ISP-specific effect. Our approach is non-cooperative since it
does not require a privileged vantage point or access privileges
within the ISP’s infrastructure, and it employs active probing.

Using the collected data, we characterize cloud latency,
forecast its temporal and spatial behavior, and explain the
importance of the forecasting features. We apply the same
analysis to relevant public datasets [7]-[9], providing the first
cross-dataset comparative analysis of cloud-latency measure-
ment campaigns. Our main contributions are as follows:

o We release a 3-month traceroute campaign covering 256
links between RIPE Atlas and cloud vantage points for
AWS, GCP, and Azure, with 30-min granularity. This
dataset enriches public knowledge of cloud latency per-
formance and provides an updated snapshot of it.

o We characterize the Round Trip Time (RTT) distribution
across these links in both temporal and spatial dimen-
sions, examining how time of day, distance, and routing
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path each influence latency. Our results reveal that latency
is largely stable over time, driven primarily by physical
distance rather than time of day, and that deploying
cloud access at the I0’s edge achieves lower latency than
mainstream CSP deployments.

o We evaluate cloud latency forecasting under (i) predic-
tion of future latency from historical data, and (ii) spatial
regression for unseen links. We show that the inherent
stability of latency enables even simple algorithms to
achieve operationally accurate predictions.

o We perform an extensive post-hoc Explainable Artificial
Intelligence (XAI) analysis to understand the entangle-
ment among the considered features. To generalize our
measurement campaign findings, we provide the first-
of-its-kind cross-dataset comparative analysis of public
datasets on cloud latency measurements [7]-[9]. This
comparison shows some, but not complete, consistency
across datasets, with distance and (to a lesser degree)
user features being the most relevant factors. We observe
that latency variability becomes significant only when
considering several countries and ISPs.

o We release the repository that contains the code needed to
retrieve our measurements and to perform all the analyses
shown in this work to allow for full reproducibility [12].

A preliminary version of this work was presented in [1],
where we presented the characterization and regression anal-
ysis of the data collected during our measurement campaign.
We have thoroughly extended the analysis by (i) providing
new insights on the impact of path variability on the latency,
and (ii) performing a detailed comparison with all the relevant
datasets available in the literature on the topic of cloud latency.

The remainder of this paper is organized as follows. Sec-
tion II reviews cloud-latency measurements, tools, and public
datasets. Section III describes the measurement methodology,
and Section IV presents the latency characterization. Section V
evaluates temporal and spatial forecasting and explainability.
Section VI applies this analysis to public datasets, while
Section VII discusses the resulting cross-dataset comparative
analysis. Section VIII concludes the paper.

II. RELATED WORK ON PUBLIC CLOUD MEASUREMENTS

We summarize the state of the art on related topics, and we
describe the related datasets, which will later be evaluated in
Section VI-C. The discussion of findings and replicability of
previous studies will be presented in Section VI-A.

A. State of the art

1) Tools & platforms for cloud measurements: Cloud mea-
surements have previously been performed using custom tools
or platforms. CloudBeacon [13] was a JavaScript tool that
collected measurements when users accessed web services.
These measurements help CSPs evaluate potential changes to
their edge networks and identify suitable locations for satellite
datacenters. Another tool, CLAudit [14], was built on Planet-
Lab [15], a distributed measurement platform that operated
from 2002 to 2022. Using PlanetLab nodes as distributed
vantage points, CLAudit measured latency toward Azure cloud

services. It was subsequently used to compare measurements
from two one-month campaigns and investigate suspicious
latency events [16]. A later effort introduced CLASP [17],
which combined cloud and speedtest infrastructure. Over
five months, it measured connectivity from GCP to Ookla,
MLab, and Comcast speedtest servers and used latency and
throughput variability to detect network congestion. Other
distributed infrastructures supporting Internet measurements
include MLab [18], BISmark [19], and CAIDA Ark [20].
Early studies relied on internally developed custom tools [13],
[14] due to the limited availability of cloud measurement
platforms, while some more recent studies [17] relied on
external measurement services. Therefore, replicability and
generalizability remain challenging tasks.

2) Network analysis through RIPE Atlas: RIPE Atlas [11]
is a prominent platform for worldwide Internet measurements.
It has supported studies of last-mile congestion [22], edge
server placement [21], IP infrastructure geolocation [7], and
the scarcity of datacenters in Africa [25]. Mohan et al
examined whether edge computing is necessary to satisfy
the latency requirements of modern applications [8]. They
employed over 3200 RIPE Atlas probes distributed across 166
countries as measurement vantage points. The study consid-
ered seven CSPs and performed ping measurements every
3 hours. Corneo et al. extended this work by incorporating
traceroute measurements every 24 hours [9]. These large-
scale studies aggregate measurements across diverse geogra-
phies, operators, and cloud providers, making it difficult to
separate the effects of distance, operator infrastructure, and
temporal variation. They also emphasize descriptive analysis
rather than prediction or the systematic identification of la-
tency drivers, and no empirical synthesis and comparison of
cloud latency measurements using a common methodology
exists. We address these gaps through a homogeneous single-
operator design and a common forecasting and explainability
analysis of our measurements and public datasets, allowing us
to identify latency drivers and assess model generalizability.
Tools such as RIPE Atlas also have some limitations [26],
[27]. While RIPE Atlas comprises thousands of probes, it nat-
urally presents some bias: many probes enjoy favored network
connectivity because of the types of entities and individuals
that install them [26], and there are geographic biases toward
certain countries and urban locations [27]. Furthermore, it is
intrinsically complex to quantify such bias [27].

3) Latency Forecasting and XAI for cloud services: For
large-scale traffic forecasting, Koumar et al. found that convo-
lutional Long Short-Term Memory (LSTM) hybrids performed
best for ISP traffic and observed no strong seasonality [28].
Existing XAI research focuses on operational metrics rather
than user latency. At the network level, Moghadas et al. used
XA to identify the base stations that most influenced spatio-
temporal traffic forecasts and to produce compact explana-
tions [29]. In cloud environments, Gebreyesus et al. used
SHapley Additive exPlanations (SHAP) to explain datacenter
energy use, cooling, and environmental behavior [30], while
Viradia et al. compared SHAP and Local Interpretable Model-
agnostic Explanations (LIME) for optimization across cost,
workload, and performance [31]. Sim et al. applied XAl to
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TABLE |
PUBLICLY AVAILABLE CLOUD-REACHABILITY DATASETS

Ref. Name Year Paper Purpose of study Platform Cloud Service Provider Granularity
CandelaAccl9 201¢ [7]  Geolocating IP Infrastructure RIPE Atlas  RIPE Atlas & NLNOG Ring izhsoﬁi’t'igs“m probes, 825 targets, 97 countries,

Edge computing vs. pure cloud compu GCP, AWS, Azure, Digital Ocean Ping every 3 hours, 9 months, worldwide,
MohanHNets19 202¢ [g] ing RIAE AR Linode, Alibaba and Vultr 3200+ probes, 101 cloud points

Suitability of modern cloud environment AWS, GCP, Azure, Digital Ocean 3-hour ping, 24-hour traceroute, 8500 probes
CorneowebC21 2021 [9] for current and predicted applications RIPE Atlas Alibaba, Vultr, Linode, Oracle, IBM to 189 cloud targets

. Ly Every min., 25 vantage points, 4 cloud re-

ComNet21 2021 [3] Investigate the cloud-to-user latency PlanetLab  AWS, Azure gions, 14 days, ICMP, TCP, HTTP

Placement of general-purpose edge co Amazon, Microsoft, Google, Digital 934 probes, 30 datacenters, only U.S.; period-
IFIPNet21 2021 [21] puting resources on Internet-wide scale RIPE Atlas Ocean, Linode, Vultr and Alibaba icity not indicated

Investigate last-mile congestion in publi 30-min intervals, 216 samples per probe, sev-
IMC20 202C [22] EE RIPE Atlas  None eral long time periods
Conext23 202 [23] Digital Divide Study RIPE Atlas  AWS, Azure, GCP Traceroute 4 times every 3 hours, 4 days
TMA25 202t [24] Latency from users to CDN edge serve RIPE Atlas CDN edge servers Ping every 2 hours, 10 days, 79 src, 100 targets

input selection for energy consumption forecasting [32]. 4) Other Datasets: Palumbo et al. measured cloud-to-

Together, these studies demonstrate the value of XAl faser latency from 25 PlanetLab vantage points to AWS and
analyzing network and cloud systems. However, none jointMicrosoft Azure every minute for 14 days [3], [15]. We
applies forecasting and explainability to latency between usensclude this dataset because it uses PlanetLab rather than RIPE
and cloud services or evaluates the consistency of explanatiéiias. We also exclude the Corneo edge dataset because it
across measurement campaigns. In summary, we address tbesdaps with MohanHNets19 [21]. Fontugne et al. used RIPE
gaps by (a) conducting a 3-month measurement campaign tiddglas measurements toward root DNS servers and random
provides an updated snapshot of cloud service latency; @jdresses to study last-mile congestion [22]. We exclude these
characterizing its spatio-temporal behavior and predictabilitsjeasurements because they do not target commercial CSPs.
(c) systematically applying explainability methods to identify_ater, [24] collected ping data between RIPE Anchors and
important features; and (d) providing a cross-dataset comp&DN edge servers every 2 hours for 10 days, using 79 anchors

ative analysis. as sources and 100 edge servers as targets, while [23] executed
RIPE measurements to AWS Global Accelerator every 3 hours
B. Publicly Available Datasets for 4 days. We do not include them in the cross-dataset

Table | summarizes the related publicly available dataseg@mparative analysis because of their limited duration.
We provide a detailed comparison between our campaign and
the most relevant existing ones in Section VI-A. 1. MEASUREMENT METHODOLOGY

1) MohanHNets19 [8]. Mohan et al, crea}ted this dataset Cloud traf c traverses several public Autonomous Systems
to compare edge and pure cloud computing. They coIIect?ESS) and ISPs, as well as private CSP networks. Since
worldwide ping measurements every 3 hours from more ’ )

e 3200 proes to 101 dtaceners cpertea by GCp, A8 TP 1P o e Lce S, S ey
Microsoft Azure, Digital Ocean, Linode, Alibaba, and \Vultr, q geograp y P i

e Previous measurement platforms often required maintenance
beglnnm.g in September 2019. They released the Clear{ﬁ(a?t volunteer contributions could not sustain, and some even-
dataset in MySQL format.

2) CandelaAccld [7]: This dataset originated from a tually ceased operation [15], [34]. We conduct our campaign

i . through RIPE Atlas [11], an open measurement platform
study that aimed to geolocate Internet backbone infrastruc- "~ S
. . maintained by RIPE NCC [35]. It has globally distributed

ture. This study used RIPE Atlas anchors and NLNOG rin . L

. : . obes that actively measure Internet connectivity and support
nodes [33] as destinations representing the Internet mfrastrcﬁ-stom experiments throuah public APIs
ture. It provided one dataset with RIPE Atlas anchors as source P gh p '
points to represent a sample of the infrastructure and another

dataset with RIPE Atlas probes as source points to charactedzeRIPE Atlas platform
the Internet edge and end users. The dataset is available 0fpE NCC serves as the Regional Internet Registry for

RIPE Atlas under the label “mcgl.” L collected i Europe, the Middle East, and parts of Central Asia and
3) CorneoWebC21 [9]: Corneo et al. co ected ping operates RIPE Atlas as its active measurement platform [11].
measurements every 3 hours and dally traceroute mea- At the time of writing, RIPE Atlas included more than 12,000

suremegti from 8500 RIP,E Atlaf.:, probes t.o.1£|39 dataceptg@tive probes across over 90% of all countries [36]. In Spain,
operated by GCP, AWS, Microsoft Azure, Digital Ocean, Ling aintained 224 active probes in networks serving more than

ode, Alibaba, and Vultr to analyze client-to-cloud latency ango% of the country’s 38 million Internet users [37]
assess the suitability of cloud platforms for general-purposempE Atlas supports ping, traceroute, DNS éSL
applications. The dataset is available in SQLite forfmat. HTTP, and NTP measureménts. Users, who ,contrib’ute re-

1Dataset: https://dataserv.ub.tum.de/index.php/s/m1574595 sources, such as hosted probes, earn credits that they can use to
2Dataset: https://mediatum.ub.tum.de/1593899 conduct custom experiments. The platform also provides APIs
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and supporting software: Magellan, a command-line inter-
face for con guring, streaming, and querying measurements;
Sagan, a Python library for parsing measurement results; and
Cousteau, a Python wrapper for the RIPE Atlas API. The
platform architecture is detailed in [38].

B. Main measurement campaign details

Our geographical scope is limited to Spain, with the excep-
tion of some cloud-based vantage points located in France,
because some CSPs do not have a cloud region in Spain, and
their closest region is in France. We will refer to this campaign
as singleAS24.
The measurements were performed using traceroute and
initiated from cloud-based probes toward end-user RIPE Atlas
probes across Spain, because preliminary attempts in the
opposite user!cloud direction showed the cloud infrastructure
frequently blocked, dropped, or failed to respond to th@g. 1. Geographical distribution of the selected probes. The cloud (source)

messages. We separatelv explain the different component®'gpes are denoted by the icon , whereas the destination probes are denoted
9 P Y €Xp P % .the RIPE Atlas icon . Circled numbers indicate the number of closely

the car_npaign: destination prObeS' S.OUI.’C.e prqbeS' and the 'l Bled destination probes; this notation avoids overlapping symbols. The
campaign parameters, such as periodicity, size, and durati@anary Islands (bottom right) and the Paris region (top right) are not shown

1) Destination vantage points: The destination probes refj-iheir actual locations.
resent end users. In May 2024, RIPE Atlas contained 624

probes in Spain, of which 224 were active. To isolate thgecause C2 has no Spanish cloud region, we use its closest
contributions of ISPs and CSPs to latency, we selected staglgion in France. We also include French regions for C1 and
probes belonging to Telefonica's AS Number (ASN) 3352. 3 to assess the effect of locating cloud infrastructure in the
We required each probe to have remained online for gme country as the users.
least (i) 99% of the week before the campaign, (i) 99% 3) Measurement setup: We performed ICMP traceroute
of the preceding month, and (iii) 80% of the time since itsneasurements from each of the eight cloud-based van-
registration with RIPE Atlas. We obtained these availabilitiayge points to each of the 36 destination points. Each
metrics by scraping the RIPE Atlas website because its ARfgceroute measurement sent three packets, each with a
do not provide access to this information. 1,499-Byte payload, excluding network- and transport-layer
These criteria produced 36 destination probes. We laigiotocol headers (IP, ICMP, UDP, TCP, etc.). The experiments
discarded four during preprocessing, as explained in S&gere performed using standard ICMP (Paris=0), with the
tion 1lI-D, leaving the 32 probes shown in Fig. 1. TheiDont Fragment (DF) bit unset, thereby allowing fragmen-
distribution broadly follows Spain's population density, withation; we veri ed that no fragmentation occurred anywhere
concentrations in coastal regions and around Madrid afflthe dataset. Because ICMP lacks transport-layer port elds,
Zaragoza. The Canary Islands actually lie approximately 15@@&Mp (Equal-Cost Multipath) hashing causes all packets in
km southwest of the Iberian Peninsula. a measurement to follow the same path, making repeated
2) Source vantage points: Eight cloud probes initiate th@easurements directly comparable. Nevertheless, these biases
traceroute measurements. Alongside probes hosted on C&iPé systematic and consistent across all paths, preserving cross-
we include probes within Telefonica's infrastructure to exanpath comparability within our dataset.
ine cloud services operated by both CSPs and the ISP. Sinc&hese measurements were repeated every 30 min for almost
we aim to characterize general cloud performance rather théifee months: they were initiated on January 30, 2024, and ran
rank providers, we anonymize the CSPs as C1, C2, and Cgonsistently until April 24, 2024. That amounts to a total of
The source set comprises {#O(ID 1006162), located at more than 4000 traceroute measurements for each of the
Telefonica's headquarters in Madrid; ©1(ID 1006085), 288 CSP-endpoint pairs. The 36 RIPE Atlas measurements
hosted in a C1 deployment at the edge of Telefonica's ng¢bne per destination probe) are publicly available at https:/
work; Cls, (ID 1004991) and Gi (ID 1003375), hosted in atlas.ripe.net/measurements.
C1 regions in Spain and France; &£3q (ID 1007394) and  The RIPE Atlas credit system imposes a hard trade-off
C3sp-prm (ID 1007393), hosted in the Spanish C3 region witamong the dimensions of the tuple {probes, time granularity,
basic and premium network services;Ga, (ID 1007409), time span, geographical scope}, since increasing one requires
hosted in the French C3 region with premium service; andducing another. The optimal balance depends on the cam-
C2; (ID 1007405), hosted in the French C2 region. paign objective. In the literature, campaigns range from a few
As Fig. 1 shows, ve source probes are located in Spain,

four in Madrid and one in Zaragoza while three are Iocateds':or the sake of reproducibility, the RIPE Atlas measurement IDs start as
’ 66888XXX, with the last three digits being: 490, 491, 492, 494, 495, 497,

near Paris. By ownership, the set contains one probe b ‘500, 501, 502, 503, 505, 507, 509, 511, 512, 513, 515, 516, 517, 518,
Telefonica's network, three in C1, three in C3, and one in C820, 521, 524, 525, 527, 529, 530, 532, 533, 535, 536, 538, 539, 541, 542.
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TABLE I
TRACEROUTE PACKET-LOSS RATE BY DESTINATION PROBE/CLOUD SERVER

Probe ID 341 3712 3726 13881 14866 15118 15618 15632 21537 26072 30039 30392 33627 33818 33948 33971 34344 51265
% loss 0% 0.03%° 0.01% 78.56% 0.49% 5.89% 5.61% 0% 0.07% 0% 22.78% 1.47% 0.01% 0% 0.16% 2.75% 7.71% 0.08%
Probe ID 51352 52511 55661 6049/ 60561 61357 61547 6236 6258¢ 6279¢ 100309 100397' 1004201 100514! 100564. 100738 1007401
% loss 0%  6.28% 0.04% 0.31% 0% 0%  1.34% 0.43% 2.03% 0.03% 0% 15% 1.22% 0% 0.03% 0.5% 0.04%

days [3], [22], [24] (with a higher number of probes) to one TABLE Il
year [8], [9] (with sparser temporal granularity). We selected a SUCCESSFUL TRACEROUTE SAMPLES PER CLOUD SERVER
30-min granularity and a 3-month span as the optimal tempor-p,gpe 1D % loss % loss
trade-off for our study, because ISPs and CSPs are typicé (cloud) Cloud label (35 probes) (32 probes)
interested in forecasting performance over the upcoming da 1003375 Clgy 3.68% 0.93%
weeks, or months. This con guration is suf cient to capture 1004991 Clsp 4.06% 1.02%
daily and weekly patterns (which are the strongest patter 1006085 Clo 3.88% 1.01%
in network trafc), as well as infrequent events occurring 1006162 1Oint 4.00% 1.01%
on a monthly scale. This work does not target long-terr 1007393 C35p-prm 4.09% 1.12%
seasonal variations, BGP routing changes, or low-probabili 1007394 C3sp-sta 4.19% 1.15%
1007409 C3iprm 3.96% 1.11%

network anomalies, which would require a longer observatic
window at the cost of temporal resolution. Instead, our focus
is on whether cloud latency performance can be (temporally
or spatially) predicted and explained under normal operati
conditions.

1007405 C2; 5.80% 1.00%

?(9 supplement the available information about probes and
measurements, and we performed a preliminary analysis of the
C. Additional multi-ISP measurement campaign probes' connectivity to remove those that were not functioning

correctly. The following details correspond to singleAS24.

The singleAS24 measurement campaign deliberatel " . :
g hag y 1) Additional Information: We retrieved all the probe meta-

considered probes belonging to a single ISP (Telefénic X : . )
because our goal was to understand cloud providers' conﬁl-ta available through RIPE Atlas APIs, including spatial

butions to latency and variability. Thus, selecting a single |§,90rd|nat_es, ASN, ”.3 add_resses, and network pre xes, which
allowed us to remove the inter-ISP variability. are not directly provided in the measurements. We computed

To address generalizability, we conducted an addition%rl‘d incorporated the distance for each source—destination pair.
measurement campaign, refe’rred to as multilSP26, from Finally, we included in the dataset the average RTT of the three

April 17 to 24, 2026, with 5 cloud vantage points in 4 countrie@aCkets sent S|multan.eously at each hop pf each traceroute.
and 40 probes across Spain and France, representing 15 ISP%) Probe Responsiveness: We examined traceroute re-
To select the probes, we (i) searched for the probes in Sp&RONses and timeouts before conducting the analysis. First,
and France that had at least one of these tags: wireless, 39,%,removed one destination probe that returned no successful
59, Ite, mobile, wi , or system-wi . We found only 2 in Spain, Mmeasurements, likely because its network bl.o.cked traceroute
and 16 in France; (i) randomly selected 10 probes from thgaf c. Table Il reports packet loss for the remaining 35 pr.obes.
main campaign (cf. Section 111-B), (iii) selected 13 additionalTWwo probes remained 'unreachable for substantial portions of
random probes from Spain; (iv) added the 2 Spanish probdt campaign, producing loss rates of 78:56% and 22:78%,
with a wireless-related tag (Wi-Fi); and (v) selected 10 randoff We removed them. We also removed probe 52511 because
probes in France and 5 random probes among the 16 probggported latencies between 2 s and 3 s for approximately
in France with a wireless tag (LTE). 85% of its samples. The nal dataset therefore contains 32
The 40 destination probes span 15 ISPs (8 Spanishdgstination probes and 256 source—destination pairs, as shown
French). Of these, 33 (82.5%) use ber and 7 (17.5%) ate Fig. 1. Table Il aggregates packet loss by cloud source
connected through wireless technologies. Only 26 destinatiBffore and after these removals. We observe that excluding the
probes returned data; all probes were Online’ so the most “kél[Sl;ee malfunctioning prObeS SubStantially reduces unsuccessful
reason is the presence of rewalls or other security measur¢asurements for every cloud source.
We remove outliers above 500 ms (0.15%), which correspond
to timeouts. All the other con guration parameters are the
same as in singleAS24. multilISP26 is included as a
sanity-check dataset. Our analysis focuses on singleAS24. We characterize cloud latency in the singleAS24 cam-
Results from multilISP26 are included for validation, and paign. We study (i) the temporal patterns over a typical day,

IV. CLOUD LATENCY CHARACTERIZATION

the two campaigns are discussed in Section VII-A. (ii) the probability distribution for each CSP and source—
) destination pair, (iii) the correlation between RTT and dis-
D. Dataset pre-processing tance, and (iv) the variability and statistics of IP paths, i.e.,

The results were retrieved from RIPE Atlas in JSONhe alternative sequences of IP addresses traversed for each
format. We enhanced the dataset with additional featuresurce—destination pair, as observed in traceroute samples.
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Fig. 2. Daily RTT statistics, aggregated over all source and destination probeigy. 3. CDFs of the 8 cloud probes, aggregating data across all destinations.

A. Characterization of RTT across time, servers, and usersof RIPE Atlas networks toward well-connected devices and

1) Daily RTT patterns: An aspect of interest in latencyhe subsequent under-representation of wireless devices, since
characterization is the identi cation of daily patterns in theellular wireless networks are more likely to experience
RTT. As a rst step, we cluster the measurements based wiable delays due to the variable congestion at the access
the hour of the day at which they were performed, and weetwork [44]. Although we have omitted the visualization
obtain the main statistics of those clusters over the three-moufththe latency characterization results for the multiiISP26
period. We represent the mean, median, and 90th percentileaimpaign due to space constraints, the stability across the day
the RTT for each hour in Fig. 2. In addition, the shaded aresserved in Fig. 2 is maintained, with the only difference
represents the range given by mean one standard deviatideing an increase in the mean and median RTT and in the
We observe that these statistics remain remarkably constgoth percentile (5 ms each, approx.), which stems from the
across the whole day and across the whole 3-month perigéliger distances. Thus, including several ISPs and wireless
measured. This behavior, previously noticed in [3], is alsgccess technologies does not appear to materially affect these
consistent across vantage points. The only visible variationrissults.

the subtle varianqe increase d_uring peak hours (i.e., mo”‘”!g’ 22) Cumulative Distribution Function (CDF) of RTT: We
p.m., 9 p.m., mainland Spanish time). However, these Sp'k?§t aggregate the 32 destination probes for each cloud source
are negllglble_(1—2 ms) and _do not affect the performanﬁ:ﬁ Fig. 3. All eight CDFs have steep slopes, with approxi-
of the underlying services. This nding is supporFed by Bh"’}Inately 90% of samples falling within a 15 ms range, which
Et al. [24], (\jNhO statedd @?)IN Egd-to-end Iatenc'es.Of”patqﬁdicates stable latency. The three French source vantage
etween end users an edge servers are typically qLﬁEﬁnts have the highest RTT, with a nearly constant gap of

stable, spikes are rare, and vaglatl;ﬂop s arel Sma”’. i Iany. _I_a roximately 20 ms that can affect the QoS of latency-
These remarks are supported by formal statistical tests. sitive applications such as extended reality.

ADF (Augmented Dickey-Fuller) test [39] conrms mean- . . .
reverting behavior in RTT for 93.2% of paths (median p = 9:9 The ba_S|c and premium CS_ se_rwces,sg:;’w an(_j C%p'p”T‘
101 ), con rming that RTT does not drift or follow a randomShOW qulvalent varlab|l!ty. This dlffe.rs. from previous p_dlngs
walk, whereas the KPSS (Kwiatkowski-PhiIIips-Schmidt-Shin?at p_ubhc—netyvork services can exhibit greater variability than
test [40] con rms level-stationarity for only 31.8% of paths, remium Services [17]. Gd, the 0”'Y edge source probe,
which at rst appears contradictory. However, this patterf’fChleves the lowest RTT’ aIth_ough its advantage oveg,10
is known to indicate evidence of piecewise stationarity witﬁ%p‘pfm and C3p.qd IS not signi cant. In contrast, G}
occasional structural breaks rather than genuine long-teHfaderperforms the other Spanish cloud sources.
instability [41]. This interpretation is corroborated by the Fig. 4 presents the 32 individual links from each source
small practical effect sizes reported below and by the pend highlights the 10th, 50th, and 90th percentiles of mean
IP path analysis in Section IV-C. To formally assess laten&TT. The bottom plot provides a detailed view of i{Q
stability across the day, we applied Mann-Whitney U tests [48Lio, C2r, and C3pm. The individual CDFs are steeper
comparing day (07:00-20:59) and night (21:00-06:59) RTthan the aggregated curves, showing greater stability at the
distributions per pair. No signi cant difference was found fofink level. Some links exhibit stepwise behavior, such as the
62.1% of paths (median p = 0:148), and, even where signi 10th-percentile link for Cg, but the steps remain within
cant, the effect is negligible (median j medianj = 0:061 ms, approximately 5 ms and have little operational impact. Most
jrj = 0:056). Levene's test [43] con rms that variance differs destination probes also remain within a 15 ms range, which
across paths (p 0), re ecting heterogeneous link distancel§ consistent with the aggregate results.
and routing conditions rather than temporal instability. Overall, Two probes in the Canary Islands deviate from this pattern
the uniformly small effect sizes support the claim that latengnd show higher RTT, further demonstrating the effect of dis-
is notably stable over time. tance. In similarly remote regions, edge infrastructure becomes
This steady behavior is partially explained by the biasecessary for services requiring network latency below 40 ms.
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Fig. 5. RTT statistics for each source—dest. pair as a function of the distance.

C. Impact of path variability on RTT

Once we have veri ed that distance cannot completely de-
termine the mean RTT to the cloud, we analyze the impact of
IP path variability on latency by means of the path information
provided by traceroute.
Fig. 6 illustrates the RTT variability across time for different
IP paths. Each color represents a different route traversed by
the packets. From a qualitative perspective, we can observe in
Fig. 6 that each cloud probe is characterized by a stable RTT
oor, higher for the French regions. We also observe that a
given path experiences a stable RTT; this property is clear, for
example, for C2 (e.g., gray, green, or salmon colors),1
(e.g., lilac, dark blue, purple, or red routes), orijlde.g.,
green, red, purple, or peach cases). While less immediately
apparent, the same behavior is observed across the remaining
Fig. 4. Per-pair RTT CDFs grouped by cloud source (top) and detailed fg[oud probes and for most paths. We show the RTT stability
‘;ooutL’Sgﬁgc‘;%t(r?%té?g)htffgslog?%‘;gr‘" e%'??”t'fy destination probes at the 108  gneci ¢ path in Fig. 7, which also reveals that there exists
temporal stability on the chosen routes, since a particular route
becomes dominant every few days.

B. Characterization of RTT as a function of distance To quantify the in uence of the IP path on the RTT, we
obtain the main statistics for the most frequent routes, and we

We examine the validity of a core assumption in cloud COMiustrate them in Fig. 8. There, we represent all the IP paths

. . . Rat are used for at least 1% of the samples, and the paths are
in uencing latency between users and cloud infrastructure? . :
sorted by increasing percentage of samples. We can clearly

| tTg asce;tan? Whtether RT-Il-_ and d|stanc§ ar? I't?]e_arly Ic?rrgbserve that the RTT variability per path is considerably
ated, we 1 a least-squares finear regression to their refalionz, o than the variability when we jointly consider all paths.

sh|p.. Fig. 5 shows Fhe per-pair medlap RT.T as a fur'Ct'ci{fumerically, the standard deviation (StD) of the RTT over all
of distance, along with the tted regression line, the per'paéramples is 1.3 ms, while the mean StD averaged over paths is
interquartile range, and the 95% con dence interval. .

i . less than half: 0.63 ms. Thus, the speci ¢ IP path does impact
We nd that RTT increases by about 2 ms per 100 km ("ethe latency, and path stability can reduce RTT variabili
20 ms per 1000 km), with an additive minimum delay of 8:29 y P y v

ms. This result is consistent with the 15 ms gap between the

sources located in Madrid and those located in Paris, and ma§ CLOUD LATENCY FORECASTING & EXPLAINABILITY
partially justify the underperformance of Gwith respectto ~ We aim to determine (i) whether future connectivity perfor-
the other sources located in Spain, due to the concentratinance can be forecast from the preceding characterization to
of destination probes in Madrid area and the fact that,Clestimate RTT in advance, (ii) which models are most suitable
is located in Zaragoza, 350 km away from the capital dér this task, and (iii) whether the forecasting models can be
Spain. A coef cient of determination of R=0:81 suggests explained to identify the most relevant features.

a strong linear correlation, although other factors, including We consider two problems: time series forecasting, i.e.,
stochastic variability, also signi cantly in uence the RTT.predicting the future RTT of an existing link, and spatial
This observation underscores the need for further analysisféoecasting, i.e., inferring cloud performance for a new user
identify the primary drivers of user-to-cloud latency. before it is actually connected from other cloud—user sessions.
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Fig. 6. RTT measurements from each cloud vantage point. Colors represent different IP paths, and only paths that occur at least 1% of the time are represented

Fig. 7. RTT per IP path from G} to destination probe with ID 1003090.
Fig. 8. Statistical distribution of the RTT for distinct IP paths fromsg1
to destination probe with ID 1003090. Boxes represent the median and the
interquartile range, whiskers indicate the 5th and 95th percentiles, and color
shows the percentage of samples that use the corresponding IP path.

We consider a range of well-established forecasting meth-
ods, from the most basic algorithms to state-of-the-art meth-
ods, to determine whether complex Machine Learning (ML)- Traceroute data were collected from RIPE probes at 30-min
based methods are required. These methods are: Naive fofervals. We consider several forecast horizons: 30 min, 3 h,
cast, which matches the prediction to the latest availab®d 6 h (1, 6, and 12-step-ahead forecasts, respectively).
RTT value, Simple Exponential Smoothing (SES), Holt's lin- The performance of the considered methods is summa-
ear, AutoRegressive Integrated Moving Average (AutoARIMAized in Table IV and Table V for the singleAS24 and
which automatically identi es the optimal parameters for amultiiSP26 datasets, respectively. In these tables, we pro-
ARIMA model (p,d,q) with seasonal parameters (P, D, Qjde the dimensionless normalized root mean squared error
m), Facebook's Prophet [45], and an LSTM neural networiNRMSE), the actual root mean squared error (RMSE) in
SES and Holt's linear can be expressed as ARIMA(0,1,1) andilliseconds, and the 95% Prediction Interval (Pl). The 95% PI
ARIMA(0,2,2), respectively. For completeness, we also comepresents the range between the 2.5th and 97.5th percentiles
sider a state-of-the-art model for spatio-temporal forecastimg the error distribution. We rst observe that most methods
called Graph WaveNet (GWN) [46]. The graph represents tligp to Prophet) provide similarly accurate predictions. The
measurement paths, while the model produces forecasts daors of LSTM and Graph WaveNet are approximately one
the desired time horizons. The model is composed of foarder of magnitude larger. At rst glance, this result may seem
blocks with two layers per block, 32 hidden channels, andsarprising, given that Prophet, LSTM, and Graph WaveNet
look-back window of four observations. are the most advanced methods among those considered.

A. Time series forecasting
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