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Abstract
The BGP maximum-prefix limit serves as a network circuit breaker,
tearing down sessions when announcements exceed a configured
threshold. Despite its operational significance, little is known em-
pirically about how accurately these limits reflect reality, how often
they are exceeded, or what connectivity impact results from their
exceedance. We present a first large-scale measurement study of
BGP maximum-prefix limits in the wild, combining 12 months of
RIPE RIS snapshots with PeeringDB metadata and CAIDA AS Rank
data. Only 32.49% of RIS-visible ASes appear in PeeringDB, and
21–27% of recent limit fields carry a value of zero, indicating no
declared limit; after filtering for recency and non-zero limits, 14,973
ASes form our analytical dataset. Among these, 14.55% (IPv4) and
11.24% (IPv6) exceed their declared limit intermittently, and 2.15%
and 2.32% do so in every observed snapshot. These exceedances
are driven by organic growth, such as new space acquisition or
deaggregation, yet the mechanism responds identically to a route
leak: Tier-1 and Major peers account for 18.4% of IPv4 lost sessions
despite representing roughly 0.1% of all ASes. Based on our find-
ings, we offer recommendations for operators and IXPs and call for
renewed IETF standardization of dynamic limit negotiation.
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•Networks→Networkmeasurement;Routing protocols; Net-
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1 Introduction
The Border Gateway Protocol (BGP) [60] is the inter-domain rout-
ing protocol of the Internet. Networks (autonomous systems, or
ASes) exchange routing information through BGP sessions estab-
lished between neighboring routers; each session reflects a com-
mercial relationship, either customer-to-provider or peer-to-peer,
that determines which routes are accepted and propagated [27].
Together they build a global routing table that today spans over
120,000 ASes [14], advertising over 1.1 million IPv4 and 260,000
IPv6 prefixes [29], a count that has grown steadily as IPv4 address
exhaustion drives deaggregation [26] and IPv6 adoption accelerates.
Although BGP is the backbone of modern Internet connectivity,
it was designed in an era of small scale and mutual trust; it has
no built-in mechanisms to validate the correctness or intent of the
routing information it carries.

BGP failures. Its architectural openness makes BGP a source
of both accidental and deliberate disruptions. Prior work has mea-
sured BGP dynamics broadly [7, 72], characterized operational BGP
mechanisms at Internet Exchange Points (IXPs) such as blackhol-
ing [46], peering infrastructure outages [28], and route-server route
diversity [21], studied Resource Public Key Infrastructure (RPKI)
deployment and its operational challenges [16], and characterized
PeeringDB as a coordination platform [39].

State actors have exploited BGP for censorship and traffic inter-
ception, routing domestic traffic through national chokepoints to
enable surveillance and deep-packet inspection, or leaking intended
blackhole routes to the global Internet [44, 61, 64]. Attackers have
weaponized BGP for financial fraud by advertising more-specific
prefixes that appear more attractive to routers: in April 2018, hi-
jacked Amazon Route 53 DNS prefixes redirected MyEtherWallet
users to fraudulent servers, enabling cryptocurrency theft [54].

Misconfigurations can propagate globally within minutes; soft-
ware bugs can leave stale routing state (zombie routes) persisting
in routing tables long after withdrawal, with outbreaks occurring
more than once per day on monitored prefixes and documented
cases of degradation lasting days or weeks [24, 73].

Across this spectrum of failures, the community’s defensive
response concentrates on routing information correctness. RPKI
route-origin authorizations now cover more than half of routed
prefixes [30], though the protection actually delivered is limited
where route-origin validation is only partially deployed [17]. Au-
tonomous System Provider Authorization (ASPA) [62, 74] extends
validation to the AS-path, remaining effective against route leaks
even under partial adoption [8, 23, 25]. Both validate the correct-
ness of routing information, authorizing which AS may originate a
prefix and which AS-paths are legitimate, yet neither places any
bound on the how many of routes a neighbor may send.
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A circuit breaker against route leaks. The operational safe-
guards that govern session behavior have received far less empiri-
cal scrutiny. One such mechanism stands out: the maximum-prefix
limit [19, 60], which bounds how many prefixes a neighbor may
send. This operator-set threshold causes a BGP session to take a
protective action when a neighbor announces more prefixes than
expected. The actions goes from logging a warning to tearing the
session down, depending on the configuration, serving as a circuit
breaker against memory exhaustion and route leaks. Events where
an AS re-advertises routes received from one neighbor to another
in violation of its routing policy, typically a customer propagat-
ing a transit provider’s routes to a second provider. The routes
leaked tend to gain preference on the BGP best-path selection by
through two mechanisms: by advertisingmore-specific prefixes, pre-
ferred under the longest-prefix match rule; and/or shorter AS-paths
through the leaking AS, causing neighbors to prefer this route.

During route leaks, neighboring routers absorb tens of thousands
of spurious routes, exhausting their memory; the leaking AS, sud-
denly carrying traffic far beyond its capacity, may itself experience
congestion or outage. In some cases, resolution requires manual
coordination: detecting the anomaly, identifying the responsible AS,
and negotiating a withdrawal; in the 2019 Verizon incident, a BGP
optimizer at a small Internet Service Provider (ISP) propagated
over 20,000 illegitimate routes globally, taking Cloudflare, Ama-
zon, and Linode offline, with Verizon still unresponsive more than
eight hours later due to the absence of inbound maximum-prefix
limits [70]. In 2023, Optus, Australia’s second-largest telecommu-
nications provider, experienced a 12-hour nationwide outage after
core routers hit their maximum-prefix limits and self-isolated; a
critical infrastructure failure leaving 10 million customers without
service and blocking 2,145 emergency Triple Zero calls, resulting
in a $12 million government fine [5, 20]. As recently as January
2026, Venezuela’s state-run ISP CANTV (AS8048) leaked routes re-
ceived from transit provider Sparkle to peer GlobeNet across eleven
separate events spanning weeks, each traced to overly permissive
export policies, with affected prefixes hosting banking, telecommu-
nications, and government infrastructure [33]. The Kirin attack [58]
showed that maximum-prefix configurations are not merely fragile
but exploitable: an adversary can craft announcements that make
a victim’s peers believe it has exceeded its limit, triggering tear-
downs that isolate the target from transit and peering with no
misconfiguration on its part.

Consequences beyond the session. The examples above show
how the consequences of a maximum-prefix limit breach extend
beyond the two networks involved in a session teardown. When a
session drops, the effects on downstream customers of the affected
AS range from suboptimal routing paths and increased latency or
cost to, in the worst case, complete loss of reachability. Recovery is
not always automatic. Most implementations require the session to
be manually cleared or a timer to expire, leaving networks isolated
for minutes to hours. For ISPs and content providers, these episodes
mean Service Level Agreement (SLA) violations, escalations, brand
damage, and lost revenue. Unlike most failures, these outages are
deterministic, arising from a configuration mismatch that persists
undetected until traffic exposes it.

Beyond the immediate connectivity loss, the problem is com-
pounded by the lack of in-protocol coordination. BGP cannot signal
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Figure 1: AS44901 (BelCloud Ltd., IPv6): announced prefix
count (green) crosses its suggested max-prefix limit (orange),
after deaggregating its /32 block into more-specific /38 sub-
prefixes, causing an immediate peer drop from ∼800 to ∼650.

that a configured limit is outdated or that a neighbor’s announced
prefix count has exceeded it. Resolution requires out-of-band co-
ordination, typically Network Operations Center (NOC) calls or
email, with no protocol-level guidance for either party. Which side
acts first depends on the peering relationship. The peer holding
the limit may move quickly if the originating network is a critical
provider; the originating network may reach out to request a limit
increase or withdraw the new prefixes if the peer is essential for
its reachability. In some cases, the session can be restored without
either party addressing the root cause, a stale limit that no longer
reflects the peer’s actual prefix count, leaving the same mismatch.

Stale limits and organic exceedances. Our measurements re-
veal a different and more insidious failure mode: BGP sessions drop-
ping because a network’s prefix count has grown by a modest margin
above a stale limit. Figure 1 illustrates this dynamic in a concrete rep-
resentative example: AS44901’s announced prefix count crosses its
recommended limit, triggering an immediate collapse in peer count.
Although the operator responds by updating their limit, connectiv-
ity takes hours to days to partially recover as peers reconfigure the
new limit on their own schedules.

A systematic classification of a large number of similar critical
events that we identify confirms that the trigger is routine oper-
ational growth: new prefix space acquisition for IPv4 (60.0%) and
deaggregation of existing address space for IPv6 (60.3%), with me-
dian additions of just 5 (IPv4) and 2 (IPv6) prefixes at crossing.
The mechanism has no way to distinguish this routine operational
practice from a route leak, and no channel exists to negotiate an up-
dated limit; the circuit breaker fires on normal traffic engineering, and
well-behaved networks bear the cost of an outdated configuration.

To our knowledge, no public post-mortem of a max-prefix ex-
ceedance event caused by organic prefix growth has been docu-
mented: the affected operator faces no external pressure to publish
one, and the session is quietly restarted once the peer reconfigures
their limits or the originating operator rolls back its announce-
ments. Nor has any study systematically measured how well this
mechanism actually functions: whether declared limits are accurate,
how often they are exceeded, and what connectivity impact follows.
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Contributions.We present a first large-scale empirical study
of BGP maximum-prefix limits. We combine 12 months of RIPE
Routing Information Service (RIS) routing snapshots (January 1
– December 31, 2025) from 23 route collectors (25,185 RIB dumps
totaling 3.4 TB of raw data) with PeeringDB metadata, covering
90,451 ASes and yielding a working dataset of 14,973 ASes with
RIS visibility and a recent, non-zero PeeringDB limit. Our main
findings and contributions are as follows.
• PeeringDB coverage and data quality. About a third of RIS-
visible ASes appear in PeeringDB, and just a fifth have an entry
updated since 2023; among those recent entries, roughly a quarter
carry a zero (unset) limit.

• Exceedance rates. About 2% of ASes in both the IPv4 and IPv6
families exceed their declared limit in every snapshot across the
year, a chronic mismatch rather than isolated incidents, while
a larger 11–15% exceed only intermittently. The median prefix
increase during an exceedance is just a handful of prefixes (5 IPv4,
2 IPv6), suggesting gradual growth against stale limits rather
than sudden routing anomalies.

• Peer connectivity impact. We identify 303 IPv4 and 132 IPv6
impactful events, where the exceedance coincides with a peer-
count drop beyond the AS’s 95th-percentile churn. The typical
loss is substantial, a median of 25% of peers for IPv4 and 33%
for IPv6, with a tail of ASes losing over 85%. Tier-1 and Major
providers, though only roughly 0.1% of all ASes, account for a
disproportionate 18.4% of lost IPv4 sessions, showing how these
exceedances can sever high-value transit.

• Root-cause analysis. We classify every impactful event by its
structural signature, finding that IPv4 exceedances are driven
mainly by new address-space origination and IPv6 by deaggre-
gation of existing space (about 60% each).

• Recommendations. We provide concrete guidance for oper-
ators and discuss the path toward Internet Engineering Task
Force (IETF) standardization of limit signaling.
The remainder of this paper is organized as follows: Section 2

describes the maximum-prefix mechanism, the history of stan-
dardization attempts, and current operator practices. Section 3
describes our data sources, measurement methodology, and dataset
construction. Section 4 analyzes PeeringDB coverage and data qual-
ity. Section 5 measures how often ASes exceed their declared limits.
Section 6 examines the connectivity impact of exceedance events.
Section 7 offers recommendations for operators and the community.

2 BGP Maximum-Prefix Limit
The maximum-prefix limit is a locally configured parameter that
specifies the maximum number of prefixes a BGP session will ac-
cept from a neighbor [12, 19, 37, 47, 60]; to protects against mem-
ory exhaustion on routers with limited hardware resources, and
route leaks. While most implementations support two thresholds:
a configurable warning level at which the router logs an alert but
keeps the session alive, and a hard limit at which the session is
torn down automatically. Vendors implement this mechanism dif-
ferently: some, notably Juniper [37] and BIRD [12], add further
limit types that differ both in when prefix counting occurs and in
the action taken on exceed such as warn, drop, or restart. Table 1

summarizes vendor behavior based on Job Snijders’ RIPE 77 pre-
sentation [67] and the expired IETF draft [69], updated with each
vendor’s latest public documentation. A pre-policy limit counts all
received prefixes before import filters are applied; a post-policy limit
counts only prefixes accepted after filtering; and an outbound limit
caps what the local router advertises to the neighbor. Pre-policy
limits are stricter and more predictable; post-policy limits depend
on local filters and can vary across sessions with the same peer.

This fragmentation means operators must understand vendor-
specific semantics, and, moreover, no mechanism signals which type
of limit is in effect to a remote peer.

2.1 The IETF Standardization Saga
The importance of maximum-prefix limits is broadly recognized
across the industry: the mechanism is part of the base BGP spec-
ification [60], recommended as a Best Current Practice [22], and
implemented by every major router vendor (see Table 1); even
outside the networking industry, government security guidance
specifically recommends bounding the number of prefixes accepted
from a peer [20, 45]. Despite this agreement, the IETF standardiza-
tion efforts to automatically exchange or negotiate limits between
peers have repeatedly stalled. The timeline below summarizes key
attempts:
• April 2004: draft-chavali-bgp-prefixlimit [59] proposes embed-
ding limits in BGP OPEN message capabilities. No traction.

• December 2018: draft-sa-grow-maxprefix [68] introduced in
Global Routing Operations Working Group (GROW) by Snijders
and Aelmans.

• September 2019: Draft migrates to Inter-Domain Routing (IDR)
working group as draft-sa-idr-maxprefix [68].

• February 2021:Draft splits into separate inbound and outbound
documents.

• March 2022: Working Group adoption call issued for draft-sas-
idr-maxprefix-inbound [69]. Documents implementations from
Huawei, Nokia, OpenBSD, and Cisco.

• February 2023: Inbound draft reaches version -05 [69].
• August 2023: Draft expires without RFC publication.
• December 2024:Newdraft byAbraitis, draft-abraitis-idr-maximum-
prefix-orf [1], proposes Outbound Route Filtering (ORF)-based
approach. Expires without adoption.
The lack of standardization has left operators without a mech-

anism to automatically exchange or negotiate limits; as late as
June 2023, the twin drafts were still highlighted as significant on-
going work in operator community overviews [6]. Many factors
have contributed to this impasse. Competing design approaches
(OPEN message capability advertisement versus ORF-based sig-
naling) prevented consensus on the right layer for limit exchange.
The pre-policy vs. post-policy divide reflects a genuine semantic
tension: transit providers prioritize raw-announcement protection
while peering fabrics care about contract enforcement, making a
single standard difficult to specify. Two further factors surfaced in
our conversations with operators. The fact that any mechanism that
signals a peer’s configured limit also hands a would-be route leaker
the exact headroom available before a teardown triggers, therefore
in-band limit negotiation carries a security cost that a static, out-of-
band value does not. On top of that, part of the community regards
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Table 1: Vendor implementations of maximum-prefix limits and their exceed actions.

Vendor Pre-policy Post-policy Outbound Exceed action(s)

Juniper Junos [37] prefix-limit accepted-prefix-limit advertise-prefix-limit log-only / reject / teardown (idle-timeout)
Cisco IOS XR/XE [18] — maximum-prefix — warn / discard-extra / restart-timer / teardown
Nokia SR OS [47] prefix-limit post-import — log-only / teardown / idle-timeout
OpenBSD OpenBGPD [48] max-prefix — max-prefix out teardown / restart
NIC.CZ BIRD [12] receive limit import limit export limit warn / block / restart / disable

limit management as operational hygiene and therefore operator’s
own responsibility; holding that it does not belong in the protocol.
Finally, the emergence of PeeringDB as a de facto workaround re-
duced urgency; imperfect but functional, it dampened pressure for
a protocol solution even as it shifted the problem from the protocol
layer to manual operational hygiene.

2.2 How Networks Set Their Limits
A 2021 NANOG thread [57] captures the operational confusion left
by two decades of stalled standardization: “I can hardly find any
recommendations on how to arrive at a sensible limit. . .Do you nego-
tiate/exchange sensible values whenever you establish a new session?
Do you rely on PeeringDB?” Quite tellingly, operators in the same
thread independently proposed what the IETF had been attempting
to standardize, namely embedding limits in BGP OPEN messages
or encoding them as RPKI objects, suggesting broad demand that
standardization never satisfied.

2.2.1 General Practices. Drawing on this thread, publicly avail-
able documentation, and conversations with network engineers at
RIPE meetings and regional Network Operators Group (NOG)s, we
identify five common approaches operators have developed in the
absence of a standard:
• PeeringDB-based:Operators query PeeringDB info_prefixes
fields, as they represent the network suggested limits [52, 53]1
and apply a multiplier. Multipliers vary widely in practice: a
common approach is 2x the PeeringDB value, falling back to
1.5x (or the raw value itself) when the result would approach
full-table size [38]. More sophisticated operators combine three
inputs (PeeringDB value, Internet Routing Registry (IRR) pre-
fix expansion, and currently observed count), select the most
reliable, then apply ∼30% headroom [13].

• Bucket tiering: Some operators assign peers to one of 5–6 fixed
capacity tiers based on their expected prefix count. At ∼90%
utilization, the peer is moved to the next tier, eliminating per-
peer limit management for the vast majority of sessions [9].
Transit sessions instead use tighter, table-size-based limits.

• Conservative thresholds: Some operators eyeball the current
observed prefix count and add a buffer, treating the limit as a last-
resort failsafe for gross misconfigurations rather than a precision
tool [57]; others apply a fixed blanket default (e.g., 1000 prefixes)
for all but the largest networks, a practice corroborated by our
measurements (Section 4, Figure 5).

1PeeringDB’s documentation is inconsistent here: its field help and API documentation
describe the value as a “recommended maximum number of routes/prefixes to be
configured on peering sessions for this ASN,” whereas its operator getting-started
guide frames it as the number of prefixes that “peers [should] expect to see advertised
by your network” [50]. We adopt the limit reading; the two coincide when operators
declare a value close to what they advertise.

• Manual negotiation: For significant peering relationships, lim-
its are discussed via email, phone, or at forums.
The thread also revealed data quality concerns about PeeringDB,

noting that approximately 30–40% of IPv4/IPv6 entries carry a value
of 0 [55], and that stale entries frequently cause newly established
sessions to immediately trip limits [38]. Operators report that hy-
giene is handled ad-hoc: some rely on quarterly calendar reminders
to audit configured limits [57], while best practice calls for daily
snapshotting of peer prefix counts to catch growth before it causes
session drops [57], concerns echoed across the community at the
RIPE Routing Working Group [56].

2.2.2 Automation Tools. Network automation tools handle prefix
limit configuration inconsistently, reflecting the absence of a stan-
dard data source. bgpq4 [65] generates vendor-specific prefix-list
filters from IRR data but does not produce max-prefix session lim-
its. ARouteServer [71] queries PeeringDB for AS-SET information
used in IRR filtering but does not read the info_prefixes{4,6}
fields; its max-prefix support covers only enforcement actions (e.g.,
session shutdown or a 15-minute restart timer), not limit values.
IXP Manager [35, 36] auto-populates limits at member onboard-
ing using a single value applied to both IPv4 and IPv6, falling
back to 250 prefixes when no per-member value is configured,
independent of PeeringDB-declared values. Peering Manager [49]
is the exception: it exposes IPv4 Max Prefixes and IPv6 Max
Prefixes as configurable fields and can synchronise them from the
operator’s PeeringDB record. Three of the four therefore bypass
info_prefixes entirely, leaving the values operators maintain un-
used by the toolchain meant to operationalize them.

PeeringDB addresses these operational needs but relies on vol-
untary participation and manual data entry, with no enforcement
mechanism; our work is the first empirical characterization of how
well it functions in practice.

Takeaways. PeeringDB [51] is the de facto community-maintained
coordination mechanism for max-prefix limits, yet no mechanism
enforces accuracy or currency of its entries, and vendor fragmentation
means operators cannot know what limit type their peer has con-
figured or whether the published value reflects the real status of the
actual system.

3 Data and Methodology
We now describe the data and methodology behind our evalua-
tion of how accurately declared maximum-prefix limits reflect ob-
served prefix announcements. All measurement code and processed
datasets are publicly released (see Appendix B).
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3.1 Data Sources
We construct a working dataset of ASes with observed routing
behavior, recently maintained prefix limit information, and net-
work importance rankings, combining RIPE RIS routing snapshots,
PeeringDB metadata, and CAIDA AS Rank [14].

RIPE RIS [63]. We use Routing Information Base (RIB) snap-
shots from all 23 RIPE RIS route collectors active during 2025, span-
ning January 1 to December 31. Each collector (identified as RRC00–
RRC26, non-sequential) peers with BGP speakers at one or more
IXP peering LANs; three of them (RRC00, RRC24, and RRC25) oper-
ate as multi-hop collectors, accepting sessions from ASes anywhere
on the Internet rather than only from co-located IXP participants.
Collectors produce continuous BGP update feeds (rotated every
5 minutes) and full RIB dumps every 8 hours; we use the latter.
The collectors are geographically distributed across Europe, the
Americas, Asia, and Africa, though coverage is uneven, with 14 of
23 collectors concentrated in Europe.

Snapshots are taken at 00:00, 08:00, and 16:00 UTC, yielding 3
dumps per collector per day and 25,185 RIB files in total across
the observation period. Each dump contains prefix announcements
with full AS paths, timestamps, and origin ASes, providing visibility
into 90,451 unique ASes over the year. We parse all MRT-formatted
RIB files using pybgpkit [10]. For each snapshot, we compute an-
nounced prefix counts per AS; the precise computation and visibility
threshold are detailed in Section 3.2.

PeeringDB [51].We collected daily PeeringDB snapshots through-
out 2025 from the CAIDA public PeeringDB archive [15]. For each
network with an entry, we extract the suggested IPv4 and IPv6
(info_prefixes4 and info_prefixes6) prefix limits, last update
timestamp (updated), and network type (info_type). PeeringDB
limits are suggested values: they reflect what a network recommends
peers to configure, not the limits their peers actually deploy on
routers. Because info_prefixes is a single value a network adver-
tises to all of its peers rather than a per-session setting, we read it
as a network-wide suggested limit.

CAIDA AS Rank [14]. We use the CAIDA AS Rank dataset to
classify ASes by their topological position in the Internet hierarchy.
Each AS is assigned a rank based on its customer cone size, i.e., the
number of ASes it provides transit for directly or indirectly, with
rank 1 being the most central.

3.2 Methodology
We adopt the upstream, downstream and peer terminology from
bgp.tools [11]: an upstream exists when the AS reaches the Tier-1
core through a neighbor; a downstream is the same adjacency in the
opposite direction (the neighbor reaches the core through this AS,
i.e., a customer); and a peer is any lateral relationship between two
ASes. We define Tier-1 ASes following the bgp.tools knowledge
base [11] (see Appendix D for the full list).

For each snapshot, announced prefixes are computed by identi-
fying all AS paths containing a Tier-1 AS and assigning each prefix
to every AS between the rightmost Tier-1 and the origin, inclusive,
covering both prefixes the AS originates itself and those from down-
stream customers it transits toward the global backbone, following
the methodology in [11]. Prefixes confined to local peering or re-
gional transit are excluded, as peers enforcing PeeringDB-based

Table 2: Sensitivity of exceedance and impactful-event counts
to the high-visibility threshold. Exceedance: the announced
count, visible at the given threshold, exceeds the declared
limit; Impactful: the exceedance’s coincident peer drop ex-
ceeds the AS’s own 95th-percentile churn baseline.

Threshold IPv4 IPv6

Exceedance Impactful Exceedance Impactful

80% 2283 181 1133 61
90% 3447 265 1195 75
95% 4314 303 1501 132
100% 5060 399 2371 198

limits would not observe them on their sessions. For the exceedance
analysis in Sections 5–6, we use this count exclusively, making our
exceedance counts a conservative lower bound. This count corre-
sponds to a pre-policy view (i.e., prefixes received before any import
filters are applied), the strictest of the three limit types described in
Section 2 and the most comparable across vendor implementations.

Throughout this work we use AS-level peer count as a proxy
for connectivity impact: a sudden drop in visible peers signals that
BGP sessions have been torn down, with direct consequences for
reachability, latency, and traffic delivery; we acknowledge that,
without direct traffic or latency measurements, this remains an
approximation, as mentioned on Limitations on Section 3.4.

To reduce noise from transient route leaks, hijacks, and partial
propagation, we apply a high-visibility filter adapted from [40]: a
prefix is included in an AS’s effective count only if it is seen by at
least 95% of the route collectors (22 out of 23) at that snapshot. The
choice of 95% reflects a deliberate trade-off between precision and
recall. Setting the threshold lower (e.g., 70–80%) risks counting pre-
fixes not part of an AS’s global routing footprint: prefixes selectively
announced only to specific IXP route servers under looser local
policies, routes advertised under a private agreement, or prefixes
still propagating slowly and not yet widely visible; in each case,
the prefix would not be seen by peers enforcing PeeringDB-based
limits, but our analysis would incorrectly record an exceedance.
Setting the threshold at 100%, on the other hand, is overly strict:
a single collector outage or transient peering failure would sup-
press a prefix even when it is genuinely and widely propagated.
At 95%, the threshold is narrow enough to exclude spurious or
partially-propagated announcements yet broad enough to tolerate
a single-collector outage or transient peering failure.

The two filters are complementary: the Tier-1 filter is a qual-
ity check (only prefixes observed in globally-propagated paths are
counted) while the 95% visibility threshold is a consistency check
(the prefix must be stably observed across the collector infrastruc-
ture, not just glimpsed from one vantage point). Together, they
define a prefix that is clearly part of an AS’s global routing foot-
print.

Table 2 reports the number of exceedance events and how many
were impactful, across four thresholds. The exceedance count in-
creases from 80% to 100%. This is the opposite of the naive ex-
pectation that counting fewer prefixes yields fewer exceedances.
However, an exceedance is a below-to-above transition, so the lower
counts at stricter thresholds move ASes out of the chronically-above
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Figure 2: Filtering funnel from all RIPE RIS-visible ASes to
the analytical sample with at least one non-zero limit. Each
bar labeled ∩ is a strict subset of the previous.

regime, where they never transition and are excluded, and into the
near-limit regime where they can cross. Two artifacts bound the
extremes: at permissive thresholds the excluded, chronically-above
ASes are largely those with stale, low PeeringDB limits, deflating
the count; at 100%, single-collector outages produce transient dips
below the limit that register as spurious exceedances, inflating it.
Among these exceedances, we also report how many are impactful
(defined in detail in Section 6.1): those whose coincident peer drop
exceeds the AS’s own 95th-percentile churn baseline. The share of
impactful exceedances stays within a narrow band across thresh-
olds, 7–8% for IPv4 and 5–9% for IPv6. The 95% choice therefore
rescales both columns together instead of distorting the fraction of
exceedances that coincide with a meaningful peer loss.

3.3 Dataset Construction
We build our working dataset through a four-step filtering pipeline,
illustrated in Figure 2, and an auxiliary peer graph.

Step 1: RIPE RIS.We observe 90,451 unique ASes in RIPE RIS
during 2025: 50,507 announcing exclusively IPv4 prefixes, 7,712
exclusively IPv6, and 32,232 both.

Step 2: PeeringDB intersection. Of these 90,451 ASes, 29,387
(32.49%) have a corresponding PeeringDB entry. The remaining two-
thirds of visible ASes publish no public prefix limit information.

While coverage may appear low, it is concentrated where limits
matter: 75.5% of transit-providing ASes (those with customers)
appear in PeeringDB, versus only 19.7% of single-homed stubs.

Step 3: Recency filter. A PeeringDB entry that has not been
updated in years may reflect outdated limits rather than current
practice. We restrict to entries last updated on or after January 1,
2023, a conservative threshold that excludes entries untouched for
over two years. This yields 17,896 ASes (19.79% of all RIS-visible
ASes); among these, 4,110 are exclusively IPv4, 1,118 exclusively
IPv6, and 12,668 announce both.

Step 4: Non-zero filter. A PeeringDB entry with a limit of
zero, while valid, carries no information for our measurement. We
therefore retain only ASes with at least one non-zero limit in either
address family, yielding 14,973 ASes (16.55% of all RIS-visible ASes),
which form our working dataset for the exceedance and impact
analyses in Sections 5–6.

AS-level peer graph. For each of the 1,095 RIB snapshots span-
ning the observation year, we construct an AS-level peer graph

using NetworkX [32], with nodes representing all visible RIS ASes
and directed edges representing adjacency relationships, enabling
efficient per-snapshot queries for any AS in the working dataset.
From this graphwe derive peer count, the number of unique adjacent
ASes observed in a snapshot, and relative peer loss, the fractional
decrease in this count across an exceedance. Because peer count
derives from the AS-path adjacency graph, it is independent of
whether the AS originates any prefixes: it remains a node with
intact adjacencies as long as it appears in any observed path.

3.4 Limitations
Several constraints apply to our methodology and should be kept
in mind when interpreting our results.

First, the info_prefixes4 and info_prefixes6 fields in Peer-
ingDB reflect what a network recommends peers configure, not what
is actually configured on routers; a router may enforce a stricter
or more permissive limit than what PeeringDB advertises. Con-
sequently, our exceedance events are those where the announced
count crosses the declared PeeringDB limit; actual enforcement may
occur at a different threshold. This means we may observe events
that were not enforced (because the router was configured more
permissively) and may miss events that were enforced (because the
router was configured more strictly). Both failure modes act in the
direction of measurement uncertainty rather than systematic bias:
our reported enforcement-associated peer drops are conservative
lower bounds on events where the PeeringDB limit matches the
actual router configuration.

Second, PeeringDB does not distinguish which type of limit
is intended. Our prefix counts reflect announcements visible to
RIPE RIS (a pre-policy view), but operators may configure post-
policy limits that differ based on their import filters. This mismatch
could lead us to over- or under-estimate exceedance rates if import
policies substantially reduce the announced prefix set.

Third, our analysis is restricted to RIPE RIS [63] and does not
incorporate other public route collector infrastructures such as
RouteViews. This is a deliberate choice: RIPE RIS and RouteViews
are highly redundant for widely propagated prefixes [2, 3], and
because our visibility metric requires a prefix to be present on 95%
(22 of 23) of collectors, a marginal collector adds little. Emerging
platforms such as bgproutes.io [4] impose strict per-hour data-
volume limits (100 MB/h) and were still under active development
during our observation period, making year-scale bulk analysis
infeasible. On balance, RIPE RIS offers a suitable tradeoff between
visibility, stability, and data volume at year scale; our methodol-
ogy could extend to other collector infrastructures in future work.
Within RIPE RIS, vantage-point coverage is uneven: sessions be-
tween networks not well-connected to RIS peers may be missed,
biasing our sample toward larger, better-connected ASes. Our high-
visibility filter compounds this at a finer grain: it counts route
collectors rather than individual collector-peers, so collectors with
many and few peers contribute equally toward the 95% threshold;
a peer-weighted metric is a refinement we leave to future work.

Fourth, our methodology is based on 8-hour RIB snapshots [63],
i.e., point-in-time captures of routing table state at 00:00, 08:00, and
16:00 UTC, rather than continuous BGP update streams. An event
that begins and fully recovers between two consecutive snapshots
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leaves no trace in our data: a peer session that drops and restores
within a single 8-hour window goes undetected. To understand the
impact of this limitation, we examined the BGP update stream for
our case studies, confirming both the exceedance and its persis-
tence. This finer view also illustrates instances where snapshots are
a sound base: the raw update stream carries session-reset zombie
routes [24], i.e., stale paths a peer stops refreshing without an ex-
plicit withdrawal, which only periodic RIB dumps reconcile away.
The 8-hour snapshots under a 95% visibility threshold therefore
yield a noise-robust base that update-level replay alone does not. A
systematic update-stream study is left as future work.

Finally, when a peer-count drop coincideswith a limit exceedance,
we treat it as a strong correlation, not definitive causal evidence. A
teardown is only one of several configurable exceed-actions, as
shown in Table 1, and the only one externally visible: because
warn-only enforcement leaves no trace in BGP data, our teardown-
based counts are a lower bound on configured max-prefix enforce-
ment, missing sessions where the operator chose to warn rather
than drop. Conversely, we do not claim every impactful event is
exceedance-caused. A peer drop coinciding with an exceedance may
instead reflect deliberate traffic engineering or DDoS mitigation,
and RIB-only data cannot always separate limit enforcement from
an intentional withdrawal. Our per-AS churn floor (see Section 6)
discards drops indistinguishable from ordinary churn, and we clas-
sify events by structural signature to flag the ambiguous ones, but
we frame the results as exceedance-coincident peer loss rather than
a strict causal claim. Without access to router logs, we cannot rule
out concurrent unrelated events such as planned maintenance or
other misconfigurations. Our update-level reconstruction of the
case studies (see Section 6.3) confirms these drops at 5-minute
resolution, yet the peer counts still derive from RIS control-plane
best-paths rather than directly observed session state. Independent
validation against live looking glasses or active reachability probes
is a natural extension for future work.

4 PeeringDB Coverage and Data Quality
We now characterize PeeringDB as a data source: how recent its
entries are, which networks participate, and how declared limits
distribute across address families and network types.

4.1 Staleness Analysis
The median declared limit in PeeringDB is essentially unchanged
over the four-year observation window. Figure 3 shows the median
limit across all entries at six-month intervals from 2022 to 2026,
unfiltered. The median IPv4 limit holds at 5 prefixes across 7 of 9
snapshots, stepping to 8 from mid-2025 onward; the median IPv6
limit holds at 1 across 8 of 9 snapshots, stepping to 2 only at the
start of 2026. The upward steps reflect a mix of newly registered
entries carrying higher limits and incremental operator increases.

To understand why, we examine entry age. Figure 4 shows the
CDF of entry ages across all 33,130 PeeringDB entries as of Janu-
ary 1, 2025. Two step discontinuities near months 27 and 30 cor-
respond to PeeringDB platform bulk updates in October and July
2022 (affecting 3.3% and 34.5% of all entries, respectively), where
timestamps were refreshed without any operator action.

20
22

-01

20
22

-07

20
23

-01

20
23

-07

20
24

-01

20
24

-07

20
25

-01

20
25

-07

20
26

-01
0

2

4

6

8

10

M
ed

ia
n 

M
ax

im
um

 P
re

fix

IPv4 IPv6
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tries older than our cutoff are excluded (red). Steps near
months 27 and 30 reflect mid-2022 PeeringDB platform bulk
resets, not operator edits.

These bulk resets motivate our two-year exclusion threshold:
cutting at January 1, 2023 excludes entries whose most recent times-
tamp traces to a platform event, retaining only those with genuine
operator activity since 2023. A looser threshold would readmit both
these bulk-refreshed timestamps and older entries whose limits pre-
date current practice, confounding our exceedance measurement
with values no operator has revisited in years. Of the 33,130 entries,
19,391 (58.5%) satisfy this criterion; the remaining 13,739 (41.5%)
have not been updated in over two years. Intersecting with RIPE
RIS yields 17,896 ASes.

A recently updated entry is necessary but not sufficient: in Peer-
ingDB, zero is the uninitialized default for the limit field, not an
explicit “no limit” declaration. Among the 19,391 recently updated
entries, 4,213 IPv4 limits (21.73%) and 5,226 IPv6 limits (26.95%)
are zero; 5,953 entries (30.70%) carry a zero in at least one address
family, and 3,486 (17.98%) are zero in both. These rates fall below
the 30–40% operator estimate from community discussions [55, 66],
because our recency filter already excludes entries untouched for
over two years, which disproportionately carry zero values. The ze-
ros that remain belong to recently active networks that nonetheless
never set a meaningful limit. Excluding these leaves 14,973 ASes
with at least one actionable limit.
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Table 3: PeeringDB coverage as of December 2025.

Network Type Visible ASes Percentage

Cable/DSL/ISP 7,104 47.4%
NSP 2,400 16.0%
N/A 1,509 10.1%
Content 1,324 8.8%
Educational/Research 889 5.9%
Enterprise 758 5.1%
Network Services 553 3.7%
Non-Profit 297 2.0%
Government 72 0.5%
Route Server 60 0.4%
Route Collector 7 0.0%
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Figure 5: Distribution of declared maximum-prefix limits
(log scale, December 31, 2025); spikes at exact powers of ten
reveal a round-number bias in operator configuration.

4.2 Coverage and Limit Distribution
Table 3 breaks down the 14,973 working-dataset ASes by Peer-
ingDB’s info_type field as of December 2025. Connectivity providers
(Cable, DSL, and ISP networks) dominate at 47.4%, reflecting that
transit ISPs are the most active PeeringDB participants; peering
coordination is a core operational concern for networks that sell
transit. NSPs (16.0%) and Content providers (8.8%) follow, consistent
with their reliance on coordinated peering agreements. The N/A
category (10.1%) carries no declared type; its reduced share relative
to the broader PeeringDB population reflects a disproportionately
high zero-limit rate among these entries. It likely also masks mis-
classified networks that would shift type-level rates if properly
labeled. Educational, Enterprise, and Government networks are
underrepresented relative to their actual prevalence on the Inter-
net. These organizations more commonly reach the global routing
table through upstream transit providers rather than through IXPs,
where PeeringDB participation is most active.

Beyond who participates, a natural question is what limits oper-
ators actually declare. Figure 5 shows the distribution of declared
limits on a log scale across the working dataset. The distribution is
heavily right-skewed, with most limits concentrated below 100 pre-
fixes. The most striking feature is a pronounced round-number bias:
sharp spikes at exact powers of ten (1, 10, 100, 1,000, 10,000) stand
well above neighboring bins in both address families, indicating
that in some instances operators select limits by Eyeballing and/or
intuition rather than by measuring their actual prefix footprint.
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Figure 6: Distribution of the share of 8-hour snapshots each
AS spends above its declared limit. Hatched bars mark the
endpoints: ASes never exceeding (leftmost) and exceeding in
every snapshot (rightmost).

Takeaways. Only 32.49% of RIS-visible ASes appear in PeeringDB,
21.7–27.0% of recent limit fields carry a value of zero, and declared
limits cluster at powers of ten, revealing that operators set them by
Eyeballing and/or intuition rather than measurement. Together, these
gaps leave the max-prefix mechanism without a reliable configuration
baseline for the vast majority of Internet ASes; only 14,973 (16.55%)
carry an actionable limit.

5 How Often Do ASes Exceed Their Limits?
Leveraging our 14,973 working-dataset ASes, we measure how
their announced prefix count relates to their suggested (and re-
cently updated) PeeringDB limit, over each of the 8-hour snapshots.
Figure 6 shows the resulting distribution. Among the 13,978 IPv4
ASes: 11,643 (83.30%) never exceed their limit; 2,034 (14.55%) exceed
it in 1–99% of snapshots; and 301 (2.15%) exceed it in every observed
snapshot. Similarly, the 11,757 IPv6 ASes: 10,163 (86.44%) never ex-
ceed; 1,321 (11.24%) exceed intermittently; and 273 (2.32%) exceed
persistently. These proportions suggest that PeeringDB is adequate
for the large majority of networks, and in particular for those it is
designed to serve, i.e., networks that peer or are multi-homed. We
deliberately study the remaining minority, the 16.70% of IPv4 and
13.56% of IPv6 ASes that exceed at least once, operators for whom
prefix limits matter yet the declared value is mismatched.

The Partially exceeding category is roughly 7× larger than the
Always category for IPv4 (2,034 vs. 301 ASes) and 5× for IPv6
(1,321 vs. 273), suggesting that transient churn, not merely stale
limits, drives the majority of exceedances. The 2% that are Always
above their limit indicate a permanent mismatch. Their declared
PeeringDB limit has never reflected their actual routing footprint
throughout the entire observation year.

Beyond how often ASes exceed, we also measure by how much.
Across all exceedances, i.e., every below-to-above transition treated
as one independent event, the announced count sits a median of
+40% (IPv4) and +100% (IPv6) over the declared limit. In absolute
terms the excess is small: nearly half of exceedances are a single prefix
over the limit (42% IPv4, 48% IPv6), and roughly 90% are within ten.
A stricter threshold of 1.5× or 2× the limit would therefore miss
the majority of real exceedances, discarding 64% and 37% of events
at 1.5× and 83% and 70% at 2×; we thus flag exceedance at the
declared limit itself. Appendix E reports the full distribution, which
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Table 4: Exceedance rates by network type. Remaining ASes
never exceeded their declared limit.

Type Partially Always

IPv4 IPv6 IPv4 IPv6

Cable/DSL/ISP 16.9% 10.1% 2.1% 1.8%
Network Services 14.6% 8.1% 3.4% 2.0%
N/A 12.6% 8.4% 2.7% 1.9%
Enterprise 12.5% 7.0% 2.0% 2.1%
Content 11.5% 7.3% 1.8% 2.1%
NSP 10.0% 7.5% 1.6% 1.7%
Government 9.7% 5.6% 2.8% 1.4%
Non-Profit 7.1% 9.4% 1.0% 2.7%
Route Server 5.0% 3.3% 0.0% 0.0%
Edu/Research 4.8% 7.4% 1.0% 1.2%
Route Collector 0.0% 14.3% 0.0% 0.0%
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Figure 7: Exceedance rates by CAIDA AS Rank tier. Percent-
ages are computed over all ASes in the working dataset with
a valid rank assignment in each tier.

empirically justifies using the declared limit itself, rather than a
stricter multiple, as our exceedance threshold.

5.1 Exceedance by Network Type and AS Rank
Table 4 breaks down exceedance rates by PeeringDB network type.
Cable/DSL/ISP networks exhibit the highest episodic exceedance
rate (16.9% IPv4), consistent with their role as connectivity providers
for residential and business customers whose prefix counts grow
organically over time. Network Services providers show the high-
est persistent-misconfiguration rate (3.4% IPv4 always above limit),
suggesting that operators set their PeeringDB entries once and rarely
revisit them. In principle, their router configurations may well be
maintained more actively; but the coordination data others rely
on that drifts out of date. NSPs and Route Servers exhibit the best
hygiene, with near-zero persistent exceedance rates (1.6% and 0.0%
IPv4, respectively). Their small representation in the dataset (Ta-
ble 3) and limited visibility in RIB dumps warrant caution when
interpreting these rates. Route Collectors are a special case: their
low counts and unusual role make comparisons unreliable.

Figure 7 breaks down exceedance rates by CAIDA AS Rank tier.
All rates are computed within each tier: Peripheral ASes (rank
>1,000) show the highest intermittent exceedance rate at 15.3%
(IPv4) and 11.7% (IPv6), 3.6× and 1.9× higher than Regional ASes

(4.3% and 6.2%, respectively), while Major ASes sit at 2.5% (IPv4)
and 1.2% (IPv6). Tier-1 ASes show no measurable exceedance in
either address family. Persistent exceedance (always above) follows
the same gradient but at lower absolute rates: Peripheral 2.2%/2.4%,
Regional 1.3%/1.9%, Major and Tier-1 near zero. The monotonic
decrease from Peripheral to Major is consistent with larger, better-
resourced operators maintaining tighter coordination between their
PeeringDB entries and operational routing policy.

Takeaways. About 2% of ASes persistently exceed their declared
limits throughout the year, and about 15% (IPv4) or 11% (IPv6) do so
intermittently, the signature of organic growth against stale coordina-
tion data, not route leaks. Exceedance follows a clear rank gradient:
Peripheral ASes exceed intermittently while Tier-1 ASes show none,
consistent with larger operators maintaining tighter coordination
between their PeeringDB entries and operational policy.

6 Operational Impact and Causes
When a peer enforces the PeeringDB-suggested limit, an exceedance
triggers an automatic session teardown and a direct connectivity
loss. The question is not how many peers are lost, but which: sever-
ity depends on the disconnected neighbor.

6.1 Detecting Exceedance-Driven Peer Loss
We define an exceedance event as a transition in which an AS’s
announced prefix count crosses its PeeringDB limit from below
to above within a single 8-hour observation window. We further
classify an event as impactful when its coincident peer drop ex-
ceeds that AS’s own churn baseline. The baseline is defined as the
95th percentile of the AS’s peer drops across all non-exceedance
8-hour windows in the year. Therefore coincident peer drops that
are indistinguishable from ordinary churn are discarded, and only
those that clearly exceed the AS’s own historical variability are
classified as impactful. Because the bar is each AS’s own churn, it
is size-aware by construction, adapting to large and small networks
alike rather than imposing a single fixed percentage, and it sepa-
rates exceedance-driven loss from ordinary rerouting. We report
event counts under the 90th, 95th, and 99th-percentile floors as a
sensitivity check. Appendix C shows the impactful count is robust
to the choice of percentile floor. We measure the drop over the cur-
rent and the following snapshot, which accommodates enforcement
that only becomes visible one snapshot after the crossing.

Across our working dataset, where a single AS may cross its limit
multiple times during the year, we identify 303 IPv4 events (across
219 ASes) and 132 IPv6 events (across 81 ASes) whose coincident
peer drop clears the AS’s own 95th-percentile churn floor. During
these impactful events, the median absolute prefix increase over
the prior 8-hour window is just 5 prefixes for IPv4 and 2 for IPv6, as
shown in Figure 8. This pattern is consistent with gradual growth
on a stale limit rather than a sudden routing anomaly.

Figure 9 shows the distribution of relative peer loss across all
impactful exceedance events. The distribution is right-skewed: most
events cause modest drops, but a long tail of severe incidents pulls
the mean well above the median. For IPv4 the median relative
peer loss is 25.0% against a mean of 32.0%; for IPv6 the median
is 33.3% and the mean 33.4%. The per-AS churn baseline discards
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Figure 8: Distribution of absolute prefix count increase at
impactful exceedance events (log scale).
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Figure 9: Distribution of relative peer loss (%) immediately
after impactful exceedance events.

the many marginal fluctuations and retains only losses that clearly
exceed an AS’s ordinary variability, thus the surviving events are
correspondingly severe. In the most severe cases, 20 IPv4 and 5 IPv6
ASes lose more than 85% of their visible peers, a near-complete loss
of reachability. At the extreme, an AS losing all BGP sessions ceases
to appear in the RIS observation space, a complete routing outage.
Still, aggregate statistics understate operational impact: a small peer
loss among 200 BGP sessions is negligible if the lost sessions are
low-traffic peers, whereas the same percentage severing a Tier-1
transit link produces a network partition that effectively isolates
the AS from most of the Internet.

6.2 Connectivity Impact by Lost Peer Rank
To understand how severe these losses are, we classify peers using
CAIDA AS Rank [14] into four tiers. Tier-1: the 16 settlement-free
backbone providers listed in Appendix D [11]. Major: AS Rank
from 1 to 100 excluding Tier-1. Regional: AS Rank from 101 to
1,000. Peripheral: AS Rank >1,000.

Of the 303 IPv4 impactful events, 170 (56.1%) include at least one
Tier-1 or Major peer in the lost-peer set, with 43 severing at least
one Tier-1 provider: one in seven IPv4 events cuts a Tier-1 transit
link. For IPv6, 78 of the 132 impactful events (59.1%) include at least
one Tier-1 or Major peer, with 13 losing at least one Tier-1 provider.
Table 5 breaks down the 1,771 IPv4 and 5,157 IPv6 peer connections
lost across all impactful events by AS Rank tier, expressed as a share
of each address family’s total lost peers.

The majority of lost peers by count are Regional and Periph-
eral ASes, consistent with enforcement events affecting the full

Table 5: AS Rank tier of peers lost during exceedances.

AS Rank tier Lost peers (IPv4) Lost peers (IPv6)

Tier-1 2.7% 0.3%
Major 15.7% 3.1%
Regional 46.6% 12.3%
Peripheral 35.0% 84.0%
Unknown 0.0% 0.3%

peering fabric rather than transit specifically. Yet Tier-1 and Ma-
jor peers account for 18.4% of IPv4 and 3.4% of IPv6 lost peers, a
disproportionately high fraction given that Tier-1 and Major ASes
represent roughly 0.1% of all ASes. The lower top-tier fraction in
IPv6 is likely attributable to IXP route-server cascades: a single
enforcement event can drop hundreds of route-server-mediated
sessions with peripheral participants simultaneously, inflating the
Peripheral count relative to top-tier losses.

6.3 Case Studies
To make the operational impact more concrete, instead of reporting
aggregate statistics, we examine four cases, two IPv4 and two IPv6,
chosen to span what an exceedance can look like in our data: a
deaggregation we cannot separate from traffic engineering, a clean
enforcement, a fast operator response, and an enforcement RIBs
vantage cannot fully observe. For each case we pair the 8-hour RIB
view with the update stream at 5-minute resolution, re-anchoring
at each snapshot to discard session-reset zombie routes [24] that
the raw stream would otherwise carry.

Case 1: AS25273 —Broadcasting Centre Europe (BCE/ IPv4).
Figure 10a shows that BCE, the broadcast-infrastructure subsidiary
of RTL Group, had maintained a stable announced IPv4 count of
roughly 6 prefixes against a PeeringDB limit of 23 for most of
2025. On September 5, the announced count jumped from 6 to
33, a deaggregation of BCE’s existing address space: all 27 new
prefixes are /24 sub-announcements of the five /22 and one /20
block already in their routing footprint, instantly crossing the limit.
Within the same 8-hour snapshot, BCE lost three Tier-1 transit
providers simultaneously: Level3/Lumen (AS3356, rank 1), Arelion
(AS1299, rank 2), and Cogent (AS174, rank 4). It also gained one new
session at LU-CIX (AS208374), the Luxembourg Internet Exchange
route server, bringing the net peer count from 15 to 13. The update-
level zoom first shows the peer count increase by one, due to the
new LU-CIX session. It then resolves the loss into a staggered
teardown of the three Tier-1 upstreams within 40 minutes.

This case, however, reads two ways. The deaggregation and the
simultaneous LU-CIX session are equally consistent with traffic
engineering or DDoS mitigation, plausible given Luxembourg’s
heightened threat environment in 2025: a July cyberattack on the
national operator POST disrupted mobile and emergency services
nationwide [31, 41]. From BGP data alone we cannot attribute
the transit loss to either the three providers enforcing their limits
against the 33-prefix announcement or BCE intentionally withdraw-
ing from them, since the two are indistinguishable in best-path data.



The Circuit Breaker That Cried Wolf: Measuring BGP Maximum-Prefix Exceedance and Connectivity Impact IMC ’26, October 12–16, 2026, Karlsruhe, Germany

Announced Prefixes Max-Prefix Limit Number of Peers Exceedance Event Zoom Window
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(a) AS25273 BCE (IPv4), Luxembourg
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(b) AS52920 IVOCS (IPv4), Brazil
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(c) AS44901 BelCloud (IPv6), Bulgaria
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(d) AS52603 Supply Net (IPv6), Brazil

Figure 10: Our four case studies. In each panel, the left plot shows the 8-hour RIB: announced prefix count (green) and PeeringDB
limit (orange) on the left axis, peer count (purple) on the right, and the red dot marks the exceedance snapshot. The right plot
zooms into the shaded band around the exceedance, resolving the peer loss at 5-minute update resolution.

Either way the lesson holds: whether enforced or intentional, those
more-specifics crossed a suggested limit too low to carry them.

Case 2: AS52920 — Internet e Comunicação Ltda (IVOCS
/ IPv4). Figure 10b shows IVOCS over the 10-day window; its
history divides into three phases. From January through mid-July,

IVOCS announced 4–7 IPv4 prefixes to roughly 22 peers: normal
operation fully connected to the Default-Free Zone (DFZ). From
mid-July through early August, IVOCS withdrew all originations,
reporting zero prefixes; despite this, all 22 peer sessions stayed
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active, indicating it kept DFZ connectivity through upstream transit,
with peers’ limits untriggered.

On August 12, IVOCS began originating 26 prefixes simultane-
ously, all within the newly assigned block 177.184.160.0/19, instantly
crossing its PeeringDB limit of 16. Peer count collapsed from 22 to
2 (90.9%) within the same snapshot and remained at 2 for the rest of
the year, a permanent near-total isolation. The update-level zoom
resolves the jump into two steps, but the first alone clears the limit
of 16 and drives essentially the entire collapse from 22 to 2; the sec-
ond merely completes the announcement. Lost peers included HE
(AS6939, Tier-1 rank 7), AS7195 (Major, rank 23), and AS24482 (Ma-
jor, rank 89). The three-phase pattern eliminates any confound from
prior instability: the collapse is a single, abrupt, and irreversible
cliff edge triggered by the new address block announcement.

Case 3: AS44901 — BelCloud (IPv6). BelCloud’s announced
IPv6 prefix count was stable at 9 prefixes and roughly 788 peers
until January 15, when the count surged to 128, a deaggregation of
its existing 2a09:be87::/32 block into 120 more-specific /38 and /41
sub-prefixes, thereby crossing its PeeringDB limit of 100.Within the
same snapshot 136 peers disconnected, leaving 652. Lost peers in-
cluded AS28917 (rank 52), AS50263 (rank 58), and AS29076 (rank 93).

This case is distinctive for the operator’s visible reaction: within
hours of enforcement, BelCloud updated its PeeringDB entry from
100 to 300, raising the limit to accommodate its expanded announce-
ment. This limit update is directly observable as a step in the orange
(limit) line of Figure 10c, a rare end-to-end instance of the feedback
loop from enforcement to corrective action.

The update-level zoom sharpens the picture and argues this is
legitimate growth rather than a transient leak. The crossing local-
izes to ∼14:30, about 1.5 hours before the 8-hour snapshot flags
it, and the 120 more-specifics all originate from a single down-
stream customer (AS214342) announcing them within BelCloud’s
own 2a09:be87::/32 allocation, with the covering aggregate with-
drawn as the more-specifics appear (9 − 1 + 120 = 128). As in BCE,
the peer count first ticks up at the crossing before it drops, the
same visibility artifact as the 120 more-specifics reach additional
collector peers. Two signatures separate this from a route leak:
the added prefixes lie entirely inside BelCloud’s own block rather
than being third-party routes, and they persist across the rest of
the window instead of being withdrawn once observed. That the
operator responds by raising its own limit, not by withdrawing the
routes, is itself consistent with intended growth: the exceedance is
a false alarm of the protection mechanism, not a misconfiguration
or attack. The zoom also shows the peers reconverging (from ∼650
back toward ∼790) over the following day once the limit is lifted.

Case 4: AS52603 — Serviços Ltda (Supply Net / IPv6). Supply
Net advertised a single highly visible IPv6 prefix, a /32 aggregate,
to roughly 20 peers for most of 2025, as shown in Figure 10d. Two
less-visible /33 halves of that block had also been standing before
September. Late on September 1 it deaggregated the /32 into addi-
tional /36 more-specifics, driving the visible count to 8 and crossing
its PeeringDB limit of 3; peer count collapsed from 20 to 3 (85.0%),
leaving Supply Net reachable only through its two transit providers.
The update-level zoom exposes a subtlety the RIBs hide: the peering
collapse precedes, by about ten minutes, the point at which the
announced count formally exceeds the limit in our data. Supply
Net reaches the RIS collectors two ways: two transit providers,

0 20 40 60 80 100
Share of critical events (%)

IPv4

IPv6

27.6% 7.6% 60.0%

60.3% 34.6%

Deaggregation
Deaggregation-dominant
Mixed

New-space-dominant
New space

Figure 11: Root-cause classification of 170 IPv4 and 78 IPv6
critical events: new prefixes are labeled deaggregation or new
space, with mixed events split by deaggregation share.

AS61568 and AS269646, carry its /32 aggregate, while a set of peers,
Hurricane Electric (AS6939) among them, carry its two /33 halves.
When Supply Net deaggregated, its peers dropped it at once, while
the two providers accepted the full over-limit set and kept carrying
it, so the excess reappears in our data only through those providers,
about ten minutes later. We read this as the peers enforcing a tight
limit as Supply Net crossed it, before the more-specifics could prop-
agate. We cannot show it directly, because no collector receives
Supply Net’s announcements first-hand, not even additional van-
tage points at its own IXP. The ordering we record is therefore a
property of where the collectors sit, not of the enforcement itself.
Lost peers included HE and AS24482 (rank 89). Supply Net neither
corrected its prefix count nor updated its PeeringDB entry: the high
announcement persisted, and enforcement continued.

6.4 Root Cause Classification
The four cases cover a variaty of operational patterns, from a single
new block to deaggregation of existing space, and from a prompt
operator response to persistent degradation. Three cases involve
deaggregation of existing address space; while one involves bulk
origination of a newly assigned block. To determine whether this
breakdown holds at scale, we apply prefix containment checks to
each of the 170 IPv4 and 78 IPv6 critical events: for each prefix
present at the crossing snapshot but absent in the prior window,
we test whether it is a subnet of any block already in the pre-event
announcement set (i.e., deaggregation) or falls entirely outside that
space (i.e., new space acquisition). Events where all new prefixes
fall on one side are labeled Deaggregation or New space; events
with both types are sub-classified by the deaggregation share into
deaggregation-dominant (≥80%), truly mixed (20%–80%), and New-
space-dominant (≤20%). We require 80% to label an event as domi-
nant, ensuring the classification reflects a clear operational pattern
rather than a marginal majority.

Figure 11 shows the full breakdown. For IPv4, pure new space
dominates (60.0%), with those prefixes concentrated at /24 (63.3%),
consistent with typical allocation sizes at the edge of the rout-
ing table; mixed events account for 12.4% of IPv4 cases. For IPv6,
pure deaggregation dominates (60.3%), with new space acquisition
accounting for a further 34.6%; consistent with address space sub-
division within pre-allocated blocks, with mixed events accounting
for only 5.1%. For a broader analysis that extends this classification
to all impactful events and adds whether each announcement per-
sists or quickly reverts, the reader can consult Appendix F.
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Table 6: Recommendations organized by time horizon and target audience.

ID Horizon Actor Recommendation

(i) Near-term Multi-homed
operators

Maintain PeeringDB entries; review annually or on significant network changes (e.g.,
expansions, deaggregation).

(ii) Near-term All operators Set safetymargins: 50–100% buffer above current announced count for peers/customers;
1.2–1.5× routing table size for transit providers.

(iii) Near-term All operators Alert at 80–90% of configured limit; include max-prefix review in change management,
especially before customer acquisitions and network expansions.

(iv) Near-term IXPs Build dashboards showing member prefix trajectories, current position relative to
declared limits, and projected breach dates.

(v) Medium-term Tools Automate PeeringDB synchronization from router configuration systems; build light-
weight peer visibility APIs for voluntary prefix count sharing [58].

(vi) Long-term IETF / Vendors Revive the ORF-based draft [1]; standardize dynamic limit negotiation, staged enforce-
ment, and pre/post-policy semantics to reduce vendor fragmentation.

Takeaways. Limit exceedances produce median peer losses of 25%
(IPv4) and 33% (IPv6), but severity is driven by identity: Tier-1 and Ma-
jor peers account for 18.4% of lost IPv4 sessions despite being roughly
0.1% of all ASes. Across critical events, IPv4 exceedances are pre-
dominantly new prefix space (60.0%) and IPv6 deaggregation (60.3%),
routine operational growth rather than route leaks.

7 Recommendations
Our findings present a largely positive view of the maximum-prefix
mechanism. The large majority of ASes with a declared limit (about
83% IPv4 and 86% IPv6) never exceed it across the year. However, in
the minority of cases where exceedance occurs, the consequences
are severe: a moderate prefix increase can sever a meaningful frac-
tion of an AS’s peers, including Tier-1 transit links, and isolate it
from the global routing table. The recommendations below there-
fore target the minority for whom the declared value is stale or
mismatched, and we frame them as scoped rather than absolute.
Addressing these mismatches does not require waiting for proto-
col standardization. Meaningful improvements are available today,
with longer-term gains unlocked by tooling and protocol exten-
sions. Table 6 organizes six concrete recommendations by time
horizon and target audience.

Recommendations (i)–(iii) address the root cause of the exceedances
we observe: stale limits and absent monitoring. The safety margins
in (ii) are grounded in our empirical violation patterns and are con-
sistent with prior operator guidance [6, 57, 58, 67]; a 50–100% buffer
would have prevented the majority of the crossing events we iden-
tify. Recommendation (iii) extends this to operational workflows.
The IVOCS and Supply Net cases show that a single network event,
a new block announcement or a deaggregation, can permanently
cross a stale limit without the operator noticing. A max-prefix
review embedded in change management would have surfaced
the mismatch before enforcement. Recommendation (iv) positions
IXPs as early-warning monitors. Because route servers observe
prefix trajectories for all connected members simultaneously, an
IXP is uniquely placed to detect approaching limit violations and
notify members proactively, before enforcement forces a session
teardown. Tooling (v) attacks staleness at its source: synchronizing
PeeringDB directly from router configuration systems keeps the

declared limit current without manual effort, while lightweight
peer-visibility APIs let networks share their live prefix count volun-
tarily [58]. Such sharing is especially valuable in dynamic scenarios
such as on-demand Distributed Denial of Service (DDoS) scrubbing:
a scrubbing provider’s prefix count spikes during mitigations and
returns to a low steady state between attacks, a case where a static
limit cannot captures both states. The long-term direction (vi) is in-
band standardization: reviving dynamic limit negotiation so peers
exchange limits automatically, alongside staged enforcement and
consistent pre/post-policy semantics. The concern that signaling a
negotiated limit creates an attack surface is real, but it argues for
openness over obscurity. As RPKI and ASPA deployment matures,
the marginal risk of limit disclosure shrinks.

Operatorsmust also settle a fundamental design question: whether
enforcement should drop the session or freeze it. Session drops risk
extended outages (as in the Optus case [20]), while session freezing
risks traffic loops if stale routes persist [34]. The right answer is
criticality-dependent rather than universal: for most sessions a tear-
down is a safe default, but for a highly critical session, keeping it up
may be preferable to isolating dependent customers. We therefore
favor staged enforcement, warn, then alert, then act, which several
vendors (Juniper’s idle-timeout, BIRD’s warn-and-restart) already
support, reserving a hard teardown for sessions where the operator
judges the exceedance riskier than the disconnection.

8 Conclusion
We present the first large-scale empirical measurement of the BGP
maximum-prefix mechanism. Community-maintained limit data
in PeeringDB is missing or stale for most ASes, and even among
well-maintained entries, exceedance is common. These exceedances
are modest: the median count above the limit is just 5 (IPv4) and 2
(IPv6). They are driven by organic growth, such as new space or
deaggregation, not routing anomalies. Yet they are treated as route
leaks, with a disproportionate share of lost peers being Tier-1 and
Major providers. The maximum-prefix mechanism exemplifies a
broader class of infrastructure problems: critical systems sustained
by informal coordination, where the gap between design intent and
operational reality goes unmeasured until someone looks.
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Table 7: Impactful events under per-AS churn floors.

IP Crossings @90th @95th @99th

IPv4 4,314 391 303 131
IPv6 1,501 150 132 66

D Tier-1 ASes
Table 8 lists the 16 Tier-1 ASes used to identify paths reaching the
global routing core, following the definition in [11], annotated with
their CAIDA AS Rank [14] (from the asns.jsonl dataset). An AS
is considered Tier-1 if it has no upstream provider, i.e., it exchanges
traffic exclusively through peering and does not pay for transit.

We acknowledge that this classification is generally accepted
but not universally agreed upon: Hurricane Electric (AS6939), for
instance, is widely regarded as Tier-1 for IPv6, where it maintains
settlement-free peering with all major providers, but its IPv4 status
is debated due to a long-standing peering dispute with Cogent
(AS174) [11]. We follow the bgp.tools classification and include HE
in our list, consistent with common operator practice.

Table 8: Tier-1 ASes used in this study.

Network Name ASN AS Rank

Cogent Communications 174 4
Verizon Enterprise (UUNET) 701 35
Arelion (formerly Telia Carrier) 1299 2
NTT Communications (Verio) 2914 5
GTT Communications 3257 3
Deutsche Telekom Global Carrier 3320 18
Lumen Technologies (Level 3) 3356 1
PCCW Global 3491 10
Orange S.A. 5511 12
TATA Communications 6453 6
Zayo Group 6461 8
Telecom Italia Sparkle/Seabone 6762 9
Liberty Global 6830 31
Hurricane Electric 6939 7
AT&T 7018 32
Telxius International 12956 13

E Exceedance Magnitude
A natural objection to flagging exceedance at the declared limit is
that operatorsmay tolerate some overshoot: community discussions
on NANOG [57] and RIPE [67] point to a 1.5× or 2×multiple of the
declared limit as a more common enforcement threshold. We there-
fore examine how far over the limit ASes go at the moment they
cross it, treating each below-to-above transition as one independent
event pooled across all ASes, so a persistently-exceeding AS con-
tributes one point per new exceedance rather than one per 8-hour
snapshot (this also avoids treating the time-varying exceedance
value as static). Figure 12 shows the resulting distribution. The
medians are +40% (IPv4) and +100% (IPv6); a 2× threshold would
discard the majority of exceedances in both families, and even a
1.5× threshold a large share (Section 5). The pronounced relative
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Figure 12: CDF of the over-limit magnitude at each ex-
ceedance, across all below-to-above transitions. A stricter
1.5×/2× threshold would miss a large share of exceedances,
motivating our choice to flag at the declared limit.

steps at +100%, +200%, and +300% hide how small the absolute
values are: 45% of IPv6 exceedances occur against a limit of a single
prefix, so one extra prefix already registers as a 100% exceedance.

F Event Classification: Cause and Persistence
In Section 6we classify the critical events by cause. Here we broaden
to all impactful events (303 IPv4, 132 IPv6) and add a second axis,
whether the exceedance persists or reverts, to isolate the cases RIB-
only data cannot distinguish from traffic engineering or DDoS
scrubbing. Cause labels each event by prefix containment (as in
Section 6): Deaggregation (≥80% of new prefixes are more-specifics
of existing space), New space (≤20%), or Mixed. Persistence marks
an event persistent if the announced count stays above its pre-
crossing baseline for most of the following week, else reverting; we
use the baseline rather than the limit, since an operator can raise
its limit while keeping the prefixes (BelCloud, Figure 10c). Only
the deaggregation-that-reverts cell (Table 9, shaded) is ambiguous
under RIB-only data: a quickly-withdrawn more-specific is equally
consistent with enforcement, traffic engineering, or scrubbing, and
is where BCE sits. That cell holds just 12% of IPv4 and 35% of
IPv6 impactful events; the rest are new-space growth or persistent
deaggregation, consistent with genuine enforcement rather than a
transient anomaly.

Table 9: Impactful events by cause and persistence. Only the
shaded deaggregation-that-reverts cell is ambiguous under
RIB-only data (where BCE sits).

IPv4 IPv6

Cause Reverts Persists Reverts Persists

Deaggregation 37 47 46 21
New space 97 99 43 20
Mixed 11 12 1 1
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