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Abstract

We present XIN, the dataset of a closed-access
Russian-English underground hacking forum. It con-
tains a collection of ≈1.3M posts from over 20 years
(Feb 2005-Aug 2025), and — to the best of our knowl-
edge — is the largest collection of a closed-access
underground hacking forum available for research.
While there is a wide range of underground forum
datasets available, there is a lack of non-English fo-
rums, and especially closed-access forums. Those
are particularly challenging to crawl as the access is
gated. Hence, a limited few-shot opportunity requires
extreme care when crawling to avoid detection, which
leads to account banning. Our stealthy data collection
spanned 5 years (2020-2025).

The statistical analysis of our data mirrors how
cybercrime gradually shifted from technical, hands-
on hacking to an industry where different building
blocks can be assembled and applied in the absence
of a broad or profound technical understanding. This
dataset will contribute to a more complete evalua-
tion of the cybercriminal landscape, shedding light on
the activity that happens in closed-door, non-English
communities.

Dataset:
https://www.cambridgecybercrime.uk/datasets.html

Introduction

Underground forums are a central infrastructure of
the cybercriminal ecosystem and a substantial driver
of severe cyberattacks that threaten society [42].
On those platforms, participants exchange (techni-
cal) knowledge, provide advice, and trade a wide
range of crime-related services, including spam or

pay-per-install, as well as hacking-related tools and
even ready-to-use malware like Trojans and Keylog-
gers [25, 27]. The product trading resembles that of
the clear-web: vendors give away free samples to
trusted members, who in return provide a detailed
review that influences the purchase decision of other
users. As such, discussions in underground forums
often relate to early stages of cyberattacks, when pro-
grams are being developed and tested, or products are
first offered for sale. Notably, recent research shows
that underground forums frequently share knowledge
prior to its appearance in cyber threat intelligence
(CTI) reports [31, 27]. Hence, underground forums
are a valuable source for anticipating emerging threats
and underscore their importance for early detection
and prevention of cyberattacks. For instance, their
analysis can reveal criminals’ tactics [39, 10], the
risks they pose for society [6], and actionable CTI for
active threat prevention [15, 27].

At a broader level, these forums are structured
around large underground hubs that connect a wide
range of hacking communities. One natural demar-
cation between these communities is the language
spoken by their members. Consequently, the forums
catering to them are available in multiple languages.
Another clear way to distinguish these communities is
by their level of exposure, spanning from widely vis-
ible open forums to secretive ones. On the one hand,
open forums allow users to browse freely without an
account or to create one for free without any form of
vetting. On the other hand, closed-access forums re-
strict entry, granting access only through invitations
or the payment of an entrance fee. This access hur-
dle results in a more selective audience, as either a
prior connection to the cybercriminal environment is
required or the willingness to pay the entrance fee
demonstrates real commitment, thereby filtering out
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those with casual curiosity. While large open-access
communities often observe many entry-level cyber-
criminals, serious actors gather in more exclusive and
even closed-access forums [11].

Unfortunately, prior work on underground forum
analysis is limited to open-access forums [34], which
English-speaking actors predominantly use. This
oversight in the study of multilingual closed-access
forums introduces bias into the findings, as it does not
capture the full cybercriminal landscape. One reason
could be the greater difficulty of accessing these fo-
rums, combined with the limited number of accounts
the crawler can use to access the various sites. Con-
sequently, the few-shot opportunity makes crawling
these forums particularly difficult, as crawling-related
behavior, such as increased website requests, may re-
sult in the account being banned. To contribute a step
in that direction, we release the dataset of a multi-
lingual closed-access Russian-English underground
hacking forum, called XIN. We have been crawling
the forum from 2020 to 2025, and the dataset spans
more than 20 years of forum data with ≈ 1.3M posts.

Background

Online underground forums serve as platforms where
cybercriminals exchange knowledge, illicit goods,
and services. The following section provides an
overview of how such exchanges have contributed to
the broader commoditization of cybercrime, thereby
underscoring the importance of collecting data from
these forums and analyzing their posts.
Commoditization of Cybercrime. While modern
cyberattacks may still rely on individual expertise,
cybercrime has become an industry in which the dif-
ferent building blocks of a cyberattack are offered by
different actors [42, 6]. Consequently, to conduct a
successful cyberattack, a cybercriminal does not re-
quire technical expertise. The components required
for a cyberattack can be obtained within the under-
ground ecosystem, either by assembling services and
ready-to-use tools or by engaging with affiliate pro-
grams and partners. As a result, although the techni-
cal learning curve is gradually decreasing, we see an
increase in cybercrime activity and its impact.
Underground Forums. Forums are usually orga-
nized in so-called “sub-forums” or “boards,” a first di-

vision of discussions into high-level topics. Through
their title, these provide a first high-level description
of the topics being discussed, e.g., “System Access”:
where conversation evolves around how to break into
systems. These forums provide not only knowledge,
but also access to key actors who can transform that
knowledge into actionable products and services [33].
The topics, products, and services described therein
have been organized into a taxonomy constructed by
the so-called profit centers and support centers [17].
From a financial perspective, funds are channeled into
the underground through profit centers, i.e., the ac-
tual scams targeting victims. Those profit centers rely
on underlying support centers that provide the infras-
tructure behind those scams, such as hosting services
or malware distribution services, resulting in a (finan-
cial) dependency among the different services. This
division of roles is reflected in the wide scope of
topics discussed in underground forums and the di-
versity of their boards, which mirror the cybercrime
supply chain [34]: Those boards cover a range of top-
ics, including hardware and software, programming,
leaks, money-related aspects, legal advice, and pur-
chasing products and services. In addition to these,
other non-hacking-related boards, such as forum or-
ganization or entertainment, are also present. Some
forums are created for a very specific subject, e.g.,
forums dedicated to spam-related activity of a spam
affiliate program [42], or forums for the exchange of
stolen data [26].

Closed-Access Forums. Many forums are open ac-
cess, meaning that anyone can create an account and
participate in the discussions. Some forums are re-
stricted, with an administrator vetting new users. This
vetting is typically enforced either through invitation-
only access or by requiring the payment of a sub-
stantial fee. This has implications for the commu-
nity. First, naturally, this leads to a more selective
audience. The invitation requires prior access to the
hacking environment; therefore, new members are
likely already familiar with crime-related activities
and are expected to possess a higher skill set. Mem-
bers who gain entry by paying a fee often have a
strong incentive to engage in cybercrime in order to
recoup their initial investment. Either way, due to
the entrance barriers, members might feel safer in
sharing crime-related content. Furthermore, it may
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affect members’ behavior (e.g., by prompting them to
avoid disputes) because a possible account ban carries
greater weight. Due to these attributes, closed-access
forums are worth studying, besides the increased dif-
ficulty in crawling.
Languages. These forums are available in multiple
languages, including English, Russian, and Spanish,
and support multilingual content. The language bar-
rier shapes who can participate in the community.
While English forums address a more global audi-
ence, non-English forums foster regionally focused
communities in which participants share a cultural
background and community-specific attack vectors.

Crawling Methodology and Data Col-
lection

In this section, we provide an overview of the data col-
lection process and the data format. First, we discuss
the challenges of crawling a closed-access forum and
the implications for crawling methods and duration.
Furthermore, we describe how we handle the data
present in the forum. Underground forum posts may
contain non-textual content such as images, video
frames, or attachments. As we only download and
store text, we explain how we contain other content
present in a post. Finally, we present the data structure
for organizing and storing forum content.
Crawling Challenges. The forum we crawl is closed-
access, which presents particular challenges. First,
we have access to only one account, provided by
an industry partner who wishes to remain anony-
mous. As such, the crawling process cannot be paral-
lelized like reference crawlers [34]. Second, in con-
trast to crawling other open-registration underground
forums, stealth is crucial, as detection could result in
our account being banned.
Crawling Methodology. Accordingly, to minimize
the risk of detection, our crawling mimics human nav-
igation in terms of connection patterns and fetch rates,
an approach previously described by CARONTE [9].
While CARONTE focuses only on the ‘interesting’
areas of the forum, we encounter greater difficulties
in crawling the forum in its entirety. For example, ac-
cessing historical data at a rapid pace (e.g., sequen-
tially viewing posts written a decade ago) might raise

suspicion if this activity is being monitored. These
challenges increased the time and effort required to
crawl the entire forum [45], motivating us to make the
data available to other researchers, thereby reducing
their scientific workload.
Crawl Duration. We crawled the forum for more
than five years, with the first request made on July 20,
2020, and the last on August 27, 2025. The prolonged
crawling time necessitated increased maintenance
due to expiring cookies or website changes. Further-
more, crawling the entire forum required multiple
iterations, as by the time the first iteration finished,
a substantial number of new posts had appeared. We
later provide overall statistics of the dataset.
Content Type. Due to the nature of the forum we
crawl, there is a risk of downloading illegal or mali-
cious content. However, as our crawler gathers only
raw text data from the forum, we do not expect any
artifacts or apparent negative effects in these data. To
display non-textual content, such as images or videos,
we use delimiters (placed in front of keywords) to in-
dicate their presence in the post. Furthermore, we in-
dicate whether a post contains quotations or citations
from a previous post, and we annotate the source code
accordingly. Table 1 lists all crawler annotations. This
would allow other researchers to download and con-
duct additional analyses with these artifacts [21, 43],
provided they have a proper legal and ethical frame-
work for downloading these assets.

Annotation Description
***IMG*** URL to an image.
***CITING*** IdPost of cited post.
***CITING_ Plain text of cited post in case
MISSED_POST*** IdPost could not be retrieved.
***IFRAME*** URL to an external iframe, usually used

for embedding videos.
***LINK*** Other external URL.
***CODE*** Source code written explicitly. Note that

in some cases, the source code is written
as regular text so it won’t be annotated.

Table 1: Crawler annotation types and their descrip-
tions.

Data Structure. The data is available as a SQL
database. The database has three tables (described
in Table 2): Forum (Sub-forums), Thread, and Post.

• Sub-forums. The forum is divided into sub-
forums (or boards), each with a headline and a
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Table Attribute PSQL type Description
Forum IdForum integer Unique identifier of the forum in the site

NumThreads integer Number of threads in DB for this forum
Title character varying(512) Name of the forum
URL character varying(512) URL of this forum

Thread IdThread integer Unique identifier of the thread in the site
Author integer ID of the member initiating this thread
AuthorName character varying(90) Name of the member initiating this thread
Forum integer Forum ID to which this thread belongs to
Heading character varying(512) Name given to the thread by the initiator
NumPosts integer Number of posts in database for this thread
NumViews integer Number of views of the thread
URL character varying(512) URL of this thread

Post IdPost integer Unique identifier of post in the site
Author integer ID of the member writing this post
AuthorName character varying Name of the member writing this post
Thread integer Thread ID to which this post belongs to
Timestamp timestamp with time zone Indicates where the post was written
Content text Actual content of the post
AuthorNumPosts integer Number of posts of the author (as seen in the post)
AuthorReputation integer Reputation of the author (as seen in the post)

Table 2: Description of the attributes of the Database.

unique identifier. Most headlines concern hack-
ing, and the threads thematically align with the
sub-forum’s topic.

• Thread. Each sub-forum contains various
threads, i.e., conversations. A thread comprises
at least one post that discusses a particular topic.
The discussion is initiated by the Member, who
creates the thread and writes a headline and the
first post that describe the subject. Subsequent
posts are understood as replies to the previous
content.

• Post. Posts contain the actual forum discussion
text. A post can link to parts of other previously
existing posts, indicating a targeted reply to that
particular text.

We note that the account we use to crawl the forum
does not have first-level access to restricted forums.
The next section offers more details on the sections
of the forum that are restricted.

Exploratory Analysis

The dataset spans over 20 years. The first post is from
February 2005, and the last post is from August 2025
(when our crawling ended).
Posting Activity. Our dataset contains 1,304,542
posts across 200,889 threads. On average, 177 posts
and 28 threads appear in the forum each day. We
investigate the distribution of posts in Figure 1, and
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Figure 1: Number of posts (y-axis) per month in the
forum.
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Figure 2: Number of threads (y-axis) per month in the
forum.

threads in Figure 2 over time. We observe a steady in-
crease in posts per month from the forum’s founding
in 2005 through March 2017, when a peak of 11,139
new posts was reached. Over the following two years,
the number of posts per month decreased slightly and
has remained stable since, fluctuating between 5,000
and 7,500 per month. We observe a similar pattern
in newly appearing threads per month; however, after
a plateau around March 2017, the number of newly
appearing threads remained stable at approximately
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1,250 per month, and the thread count exceeded 1,500
twice: in July 2018 and May 2025. This led us to
investigate the number of posts per thread. On aver-
age, there are 6.5 posts per thread; the median is 3.
The maximum is 6,967 posts (from a thread related
to hash cracking, where participants typically post a
cryptographic hash and ask the community to recover
the corresponding message, a practice often used in
password-cracking attacks). The minimum is 1, i.e.,
a post without replies.
Contained Artifacts. First, we report the annotations
of our crawler, as described in Table 1, and find a num-
ber of 1,990 posts containing an ***IFRAME***,
and 40,341 posts containing an ***IMG***. More-
over, we count how many times artifacts are men-
tioned in the posts with iocsearcher [7]. Three
posts could not be processed with iocsearcher and
are excluded. In the remaining posts we count 2,931
Bitcoin addresses, 517,645 URLs, 214,889 email ad-
dresses, 108,107 IPs, as well as 84,815 MD5, 16,070
Sha1, and 12,451 Sha256 hashes. These artifacts have
been studied to predict posts containing Indicators of
Compromise [27].
Forum Language. To examine communication pat-
terns, we analyze the distribution of languages across
all forum posts. Language identification was per-
formed using langdetect.1 The results indicate that
Russian dominated the forum, accounting for 72.4%
of all posts, followed by English (14.4%) and Bul-
garian (3.9%). Less frequently used languages, such
as Macedonian and French, collectively accounted
for less than 9.2%. This distribution suggests that,
although the forum primarily caters to a Russian-
speaking audience, notable linguistic diversity exists,
reflecting its international user base and highlighting
opportunities for multilingual engagement. In this re-
gard, a comparison of the topics discussed in the
English language and Russian language of this forum
revealed topics only discussed in one language [29].
Weekly Activity. We investigate the posting activity
throughout the week in Figure 3. The least posting
activity is between 2:00 and 3:00 UTC. Afterwards,
the activity steadily increases, peaks around 12:00 to
15:00 UTC, and then steadily decreases again. These
time patterns correspond to daytime hours in Europe

1https://pypi.org/project/langdetect/
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Figure 3: The activity over hours of the week.

and Western Asia. This is unsurprising, given that the
main forum language is Russian and many countries
where Russian is spoken are in this region. Russia
spans 11 time zones from UTC+02:00 to UTC+12:00.
The peak activity would occur in the late evening and
night in the eastern parts of Russia. Furthermore, we
observe a weekday pattern: most posts are made dur-
ing the week, whereas activity is lower on weekends,
particularly Saturdays. This activity patterns would
fit labor time in Europe and Western Asia.

Sub-Forum Activity. We collect 52 sub-forums.
In summary, the sub-forums are either technical,
entertainment-related, product-buying and selling,
or organizational. A further description about sub-
forum titles and their categories is available within
the dataset. Table 3 shows the top-most active sub-
forums over all years, the most recent ones (2025,
2024, 2023), and earlier years (2020, 2015, 2010).
For clarity and ease of reading, the sub-forum names
listed in the table are aliases that closely resemble the
original titles and their categories. In the early years
of the forum up until 2013 the sub-forum for Other
topics was most used. Afterwards, the discussions
shifted to the forums for buying and selling, where
we observe a high level of activity to this day. This
aligns with the transition of cybercrime into a well-
established industry, in which cybercriminals operate
through a constellation of building blocks to carry out
their activities. We also observe that the sub-forum
Arbitration has grown in popularity over the past three
years, reflecting the forum’s efforts to prevent it from
turning into a lemon market.
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ID Forum Category Number of Posts
Top sub-forums all years
23 Other topics 112,124
85 Buying and Selling Software 102,539
88 Buying and Selling Other 72,646
84 Buying and Selling Spam 71,753
89 Buying and Selling Jobs 65,025
77 Auctions 59,514
86 Buying and Selling Finance 56,792
3 Security and Hacking 54,310
81 Buying and Selling Traffic 50,517
61 Malware 46,818
Top sub-forums 2025
77 Auctions 4,489
88 Buying and Selling Other 3,392
75 Arbitration 3,382
84 Buying and Selling Spam 3,332
86 Buying and Selling Financial 2,816
Top sub-forums 2024
77 Auctions 8,388
84 Buying and Selling Spam 5,010
88 Buying and Selling Other 4,521
75 Arbitration 4,254
89 Buying and Selling Jobs 3,934
Top sub-forums 2023
77 Auctions 9,180
84 Buying and Selling Spam 5,621
88 Buying and Selling Other 4,535
75 Arbitration 4,359
85 Buying and Selling Software 4,205
Top sub-forums 2020
85 Buying and Selling Software 7,100
77 Auctions 7,099
86 Buying and Selling Finance 5,716
89 Buying and Selling Jobs 5,622
84 Buying and Selling Spam 5,453
Top sub-forums 2015
85 Buying and Selling Software 7,813
23 Other topics 5,440
81 Buying and selling Traffic 4,170
82 Buying and selling Access 3,635
84 Buying and selling Spam 3,521
Top sub-forums 2010
23 Other topics 8,615
88 Buying and Selling Other 4,511
61 Malware 4,356
5 Money 3,912
3 Security and Hacking 2,743

Table 3: Showing Sub-forums and their IDs with the
most posts for all years together and years individu-
ally.

Viewed differently, Figure 4 depicts the time when
each sub-forum got its first post. We observe that
most sub-forums emerged within the first three years.
However, we see other forums emerging opportunis-
tically with each new technological development. For
instance, in 2013, we see the emergence of a cryp-
tocurrency sub-forum (101), which aligns with the
period when Bitcoin gained popularity among cyber-
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Figure 4: Timestamp of the first post that appeared in
a sub-forum.

criminals [23]. Likewise, in 2019, a sub-forum was
created to discuss various traffic-related content in the
context of online advertising (122). Furthermore, we
also see the integration of evolving market dynam-
ics into the forum’s hierarchy. For instance, we ob-
serve the emergence of a forum for auctions in 2014
and a forum dedicated to finding investors or part-
ners in 2020; both illustrate the increase in affiliate
cybercrime programs over the last decade. We also
observe the creation of a sub-forum devoted to dis-
cussing instant messaging services in 2010, as well as
a disposable notes service and a file-sharing service
in 2021. This demonstrates how forums contribute to
the infrastructure required for cybercrime, extending
beyond mere text-based information exchange.
Restricted Access. Apart from the 52 sub-forums,
there is a restricted-access sub-forum that is only
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accessible if other members vouch for and vote for
you. Besides this, we note that a further restricted-
access area appears to be transversal to the different
sub-forums. These restricted posts may appear in any
sub-forum and are hidden from users who have not
created a specified number of posts in the forum. We
note that the number of restricted posts accounts for
a very small fraction of our dataset (≈ 0.5%). Hav-
ing restricted areas for different skill levels has been
observed in previous closed-access forums [11]. As
interacting with the forum is against our Ethics pro-
tocol, we were unable to access or collect data from
this sub-forum.

Takeaway. Until around 2017, the forum ex-
perienced a steady increase in activity. After-
wards, the number of newly created posts declined
slightly, whereas the number of new threads re-
mained steady. This pattern suggests that cyber-
criminals engage in fewer dialogues per thread,
while the overall activity remains high. Forum ac-
tivity peaks during European and Western Asian
working hours. We furthermore observe a shift in
the discussion from technical topics toward the
buying and selling of diverse cybercrime-related
components. This development mirrors the trans-
formation of cybercrime from hands-on techni-
cal engineering and expertise to a mature indus-
try in which components can be purchased and
assembled without requiring expertise across all
domains.

Dataset Applications

Underground forums have been subject to intensive
studies for a few years [30, 19]. Cybercriminals fre-
quently resort to underground forums to exchange
knowledge in preparation for attacks or to distribute
newly developed tools before deployment. The top-
ics discussed in these forums often emerge well be-
fore they are reflected in formal security reports [31],
underscoring that effective CTI should include ac-
tive monitoring of these forums. Furthermore, sys-
tematic analysis of these forums provides investiga-
tors with actionable insights, enabling them to an-
ticipate emerging cyberattacks at an early stage and
strengthen proactive threat intelligence efforts [27]. In

this regard, we note that new and more profound re-
search is enabled by rapid advances in artificial intel-
ligence. For instance, statistical ML can be applied to
evaluate account behavior or event probability, while
Natural Language Processing (NLP) can be used to
extract information from the forum text. In any case,
the design, implementation, and validation of these
techniques depend heavily on the availability of real-
world datasets for offline experimental settings. Taken
together, we identify the following specific areas that
could be interesting for research:

Extraction of CTI. Underground forums are a rich
source of CTI that can be used to effectively fight
cybercrime [25, 15]. Research has investigated un-
derground forums to explore cybercriminals’ popu-
lar means of payment [39] , supply chains [4] the
distribution of malware [16], and the relation of ac-
tive cybercrime with malware distributed in those
forums [32], as well as trends and shifts in the cyber-
criminal infrastructure and strategies [40].

Social Network analysis. The relevance of individ-
ual members, as well as connections among all users
in the forum, can reveal important information about
upcoming threats. Unlike traditional CTI, which usu-
ally focuses on technical aspects, analyzing the social
structures behind cybercrime enables the identifica-
tion of influential actors and collaboration patterns.
Reporting on high-level social structures and obser-
vations, while ensuring the anonymity of each indi-
vidual user, aligns with ethical research principles
for underground forums. Existing work investigates
the posting behavior of well-connected users in un-
derground forums [35]. Other studies have identified
key actors in underground forums [3, 33], and au-
thors active in multiple forums [13], revealing how
cybercriminal online connections foster cybercrime
and how forums facilitate cooperation among users
through trust-building mechanisms such as reputation
systems.

Social Studies on Underground Communities. Be-
yond its direct impact on cybersecurity, a social study
can reveal interesting insights into these particular un-
derground communities. These could, for example,
include a comparison with regular forum communi-
ties like Reddit, Facebook, or X, regarding common
and distinct aspects or the connection patterns among
users. Furthermore, it could be studied if known so-
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cial phenomena are visible in those forums, like echo
chambers, sexism, and hate towards minorities or re-
ligion. Also, the level of political streams and involve-
ment can be useful for anticipating potential targets.

Discovery of Dark Jargon. To obfuscate their ac-
tivities, cybercriminals use benign-looking keywords
with a hidden meaning, so-called dark jargon. Au-
tomatically detecting and understanding these dark
keywords has been studied in literature [37, 38, 24,
46, 18]. This dark keyword detection has to be done
in each language individually [22], however, recent
work found that Large Language Models (LLMs)
show capability correctly understanding such key-
words, as well as translation as possible bridge to
existing methods designed for English language [28].
Our dataset fuels the detection of Russian dark jargon.

Study of non-English forums. Many studies of un-
derground forums are based on English-language
data only [8, 33, 39]. The reason for that is, on
the one hand, the uncertainty about how to process
multilingual data, which has been addressed in re-
cent work [28], and, on the other hand, the limited
availability of multilingual forum datasets. However,
region-specific cybercrime activities can only be un-
covered by including non-English datasets. Unfortu-
nately, CrimeBB [34], the largest publicly available
collection of underground forums, is dominated by
English forums, with only a small share representing
other non-English communities, such as Russian, all
of which are open forums. Our dataset is a further
step toward supporting the research on a wide range
of criminal activities.

Takeaway. The research community has extracted
CTI and conducted social network analyses us-
ing publicly available datasets, mostly in En-
glish and in open hacking communities due to
their accessibility and ease of processing. This
paradigm, however, leaves a knowledge gap re-
garding non-English closed-door communities.
Russian-speaking hacking communities are a sig-
nificant hub for eCrime, and many serious activi-
ties take place in closed-access spaces. Our dataset
is a cornerstone in bridging this gap by offering
a multilingual perspective on a closed-access fo-
rum.

Related Work

There is a variety of underground economy datasets
available for research. CrimeBB [34] is the biggest,
well-maintained collection of underground forums.
As of 2025, CrimeBB contains only open-access fo-
rums; our dataset will therefore be a valuable contri-
bution. Our work aims at complementing CrimeBB
with our dataset. Both CrimeBB and our dataset, XIN,
are available through data sharing agreements with
the Cambridge Cybercrime Centre. Another dataset
of underground forums is AZSecure Hacker Assets
Portal [36]. Unlike our dataset, which collects forum
data, AZSecure also contains hacker source code and
attachment assets. Unfortunately, it has been discon-
tinued, and the data is no longer available to the re-
searcher community at the time of writing. DUTA [1]
is a collection and categorization of Darknet content,
in which authors crawled onion domains and manu-
ally labeled them into 26 categories. While the dataset
is not primarily focused on underground hacking fo-
rums, the work describes how such a forum was sorted
into the “Hacking” category. In follow-up work, the
dataset was extended to a collection of 10,367 onion
domains, called DUTA-10K, of which 84% are En-
glish and 6% are Russian [2] — all sites accessible
without registration. Likewise, another collection of
mainly English dark web webpages is CODA [20].
They categorize the pages into one out of 10 possi-
ble categories. These include hacking, porn, drugs,
or financial issues. This dataset is not focused on
underground hacking forums either, but contains a
“hacking” category as well. Finally, Darknet Market
Archives contains a collection of 89 darknet markets
and more than 37 underground forum datasets. The
dataset was collected between 2013 and 2015 and
spans ≈ 1.6TB of data [5]. While restricted under-
ground forums are often accessible through the Dark-
net, they differ from open Darknet sites in both pur-
pose and structure. Forums are typically closed com-
munities that require vetting or invitations to join, and
they function primarily as spaces for knowledge ex-
change, technical discussions, and community build-
ing among hackers or cybercriminal groups. In con-
trast, open darknet sites are usually accessible with
fewer barriers and are oriented toward commerce,
serving as marketplaces or advertising platforms for
illicit goods and services rather than fostering sus-
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tained interaction or knowledge sharing.

Data Availability

With regards to data availability, this repository ad-
heres to the FAIR principles [12] as follows:
Findability. Our dataset is associated with the
unique Digital Object Identifier (DOI): 10.5281/zen-
odo.17130286
Accessibility. Our dataset, XIN, is available through
data sharing agreements with the Cambridge Cyber-
crime Centre.2

Interoperability. The dataset is provided in a Post-
greSQL file format, allowing researchers to store it
offline and operate over it efficiently.
Reusability. A data-usage agreement allows use only
by academic researchers.3 Our dataset is released
without further modification, so future work can reuse
it as if it were directly crawled from the website. It
is provided in a similar format as in other related
datasets [34].

Ethical Issues

To evaluate the ethical implications of our research,
we consulted with the Institutional Review Board
(IRB) of the former institution of the senior (last)
author and the principal investigator of the project
in which data collection was initiated. The data are
accessed through a gatekeeper; however, we did not
disclose our collection process to this gatekeeper, as
such disclosure would have resulted in the termina-
tion of our account and rendered the study infeasible.
We identified three principal risks associated with
data collection. First, there is a potential risk to the
privacy of forum participants. Although this risk is
mitigated by the fact that users generally have strong
incentives to remain anonymous and rarely disclose
their legal identities, we adopt additional safeguards.
Specifically, we do not attempt to deanonymize users
if it were technically possible, and we demand a sim-
ilar commitment from those who get access to this
data. Second, there is a risk of disrupting the forum’s
normal operation through automated data collection.

2https://www.cambridgecybercrime.uk/datasets.html
3https://www.cambridgecybercrime.uk/data.html

To address this, our crawler was deliberately designed
to emulate human browsing behavior, thereby mini-
mizing server load and preventing interference with
the platform’s functionality. Third, there is a risk that
dissemination of our findings could inadvertently fa-
cilitate engagement in cybercrime by drawing atten-
tion to illicit pathways. To mitigate this concern, we
omit all references to specific individuals or groups
observed during data collection and refrain from dis-
closing the name of the forum studied.

We obtained ethics approval to collect and analyze
forum data under application number LRS-19/20-
17377. We note that data recipients would require
additional approval from their IRB, since each re-
search project involves different ethical implications.
We identify three additional risks: (1) Risk to forum
authors and the gatekeeper, (2) Risk to the authors of
this paper, and (3) Risks of data-sharing agreement
violation. We discuss these risks next.

First, we respect the communities privacy by keep-
ing the author names and the forum name anony-
mous. Second, the authors and the gatekeepers of
the dataset acknowledge there is non-trivial risk that
any bad actors involved with this forum may seek
some form of retribution. We mitigate this risk by
not publicly disclosing the actual name of the forum,
and we prohibit future researchers from disclosing
the forum name. Third, we note that access to the
dataset is strictly controlled: researchers must apply
for access and sign a data-sharing agreement pro-
hibiting attempts to deanonymize users or engage in
any activity that could cause harm. The XIN dataset is
published through the Cambridge Cybercrime Cen-
tre, where also CrimeBB is hosted and maintained,
a widely used research data hub for sharing under-
ground forums. The data-sharing agreement, which
is similar to the one used for CrimeBB, strictly per-
mits access only to academic scholars for research
purposes alone. We acknowledge that scholars may
reshare this dataset, and that, in doing so, the dataset
could fall into the “wrong hands”. This would violate
the agreement and could allow restricted access to
be bypassed. However, we regard scholars as reliable
and authoritative actors, and we are not aware of any
violations of the agreements with CrimeBB since its
release eight years ago. We also note that bad actors
are already members of these communities or find
alternative means to access the knowledge shared in
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such forums. This creates an asymmetry with benign
actors, such as scholars, who struggle getting into
closed-access communities. By releasing this dataset
to the research community, we aim to address this
asymmetry, promote research on mitigating the harm
these communities cause, and ultimately benefit so-
ciety. The tradeoff between the likelihood of scholars
violating the agreement and the benefit was factored
in our risk assessment. One of the authors of this
paper was a co-author of the original development of
CrimeBB [34] and guided the process of mitigating
ethical issues.

Conclusion

In this work, we describe XIN, a dataset from a closed-
access Russian-English underground hacking forum.
Our dataset contains ≈1.3M posts across ≈200k
threads from 52 sub-forums. The collection spans
more than 20 years, from February 2005 to August
2025. The data crawling lasted over five years, reflect-
ing the inherent challenges of collecting data from
a closed-access forum. The statistical forum analy-
sis highlights how shifts in discussions and activity
mirror the broader evolution of cybercrime—from
reliance on individual technical expertise to an in-
dustry built on readily available, combinable building
blocks. We believe our work is an important contri-
bution to the study of the cybercriminal threat land-
scape. Due to the lack of comparable resources, re-
search so far has largely relied on English-speaking,
open-access forums. By making this dataset available
for the research community, we enable a more com-
prehensive study of cybercrime that goes beyond the
traditionally studied communities.
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Paper Checklist

1. For most authors...

(a) Would answering this research question
advance science without violating social
contracts, such as violating privacy norms,
perpetuating unfair profiling, exacerbat-
ing the socio-economic divide, or imply-
ing disrespect to societies or cultures? The
data-usage agreement does not allow the
deanonymization of users.

(b) Do your main claims in the abstract and
introduction accurately reflect the paper’s
contributions and scope? Yes.

(c) Do you clarify how the proposed method-
ological approach is appropriate for the
claims made? NA.

(d) Do you clarify what are possible artifacts
in the data used, given population-specific
distributions? Yes, we clarify we collect
all data available except content posted in
the restricted area and discuss its implica-
tions in both the Crawling Methodology
and Data Collection and the Exploratory
Analysis sections.

(e) Did you describe the limitations of your
work? Yes, we discuss why we were un-
able to access (and thus collect) data from
restricted areas in the forum

(f) Did you discuss any potential negative so-
cietal impacts of your work? Yes, there is a
risk that dissemination of our work could
inadvertently facilitate engagement in cy-
bercrime by drawing attention to illicit
pathways. Due to these underlying risks,
we discuss the measures we put in place
to avoid harm, which include a very strict
sharing policy, maintained by the Cam-
bridge Cybercrime Centre, that includes
a binding legal commitment through data
agreement. We discuss this in the Ethical
Issues section.

(g) Did you discuss any potential misuse of
your work? The data-usage agreement pre-
vents this.

(h) Did you describe steps taken to prevent
or mitigate potential negative outcomes of
the research, such as data and model docu-
mentation, data anonymization, responsi-
ble release, access control, and the repro-
ducibility of findings? Yes, we discuss the
measures we put in place to control the ac-
cess to this data, which include a very strict
sharing policy, maintained by the Cam-
bridge Cybercrime Centre, that includes
a binding legal commitment through data
agreement. We discuss this in the Ethical
Issues section.

(i) Have you read the ethics review guidelines
and ensured that your paper conforms to
them? We discuss ethics in the Ethical Is-
sues Section.

2. Additionally, if your study involves hypotheses
testing...

(a) Did you clearly state the assumptions un-
derlying all theoretical results? NA

(b) Have you provided justifications for all the-
oretical results? NA

(c) Did you discuss competing hypotheses or
theories that might challenge or comple-
ment your theoretical results? NA

(d) Have you considered alternative mecha-
nisms or explanations that might account
for the same outcomes observed in your
study? NA

(e) Did you address potential biases or limita-
tions in your theoretical framework? NA

(f) Have you related your theoretical results
to the existing literature in social science?
NA

(g) Did you discuss the implications of your
theoretical results for policy, practice, or
further research in the social science do-
main? NA

3. Additionally, if you are including theoretical
proofs...

(a) Did you state the full set of assumptions of
all theoretical results? NA
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(b) Did you include complete proofs of all the-
oretical results? NA

4. Additionally, if you ran machine learning exper-
iments...

(a) Did you include the code, data, and instruc-
tions needed to reproduce the main exper-
imental results (either in the supplemental
material or as a URL)? NA

(b) Did you specify all the training details
(e.g., data splits, hyperparameters, how
they were chosen)? NA

(c) Did you report error bars (e.g., with respect
to the random seed after running experi-
ments multiple times)? NA

(d) Did you include the total amount of com-
pute and the type of resources used (e.g.,
type of GPUs, internal cluster, or cloud
provider)? NA

(e) Do you justify how the proposed evalu-
ation is sufficient and appropriate to the
claims made? NA

(f) Do you discuss what is “the cost“ of mis-
classification and fault (in)tolerance? NA

5. Additionally, if you are using existing as-
sets (e.g., code, data, models) or curat-
ing/releasing new assets, without compromis-
ing anonymity...

(a) If your work uses existing assets, did you
cite the creators? NA

(b) Did you mention the license of the as-
sets? Yes, we mentioned that the data
will be released through a legal agree-
ment with Cambridge Cybercrime Cen-
ter (CCC). According to such agreement,
“CCC has agreed to sub-license certain of
its rights in the Data to the recipients for
use in the Project on the terms set out in
this Agreement”.

(c) Did you include any new assets in the sup-
plemental material or as a URL? Yes, we
are releasing a new dataset, for which we
are providing the corresponding DOI

(d) Did you discuss whether and how con-
sent was obtained from people whose data
you’re using/curating? Yes. It may be tech-
nically possible to seek informed consent
from the forum members through private
messaging, but this might be considered
spam. Also, notifying users could affect the
results [41]. Following the ethical guide-
lines from previous works [34, 44], in-
formed consent is not required since the
data will be used for research on collective
behavior, without aiming to identify par-
ticular members. We discuss this further
in the Ethical Issues Section.

(e) Did you discuss whether the data you are
using/curating contains personally identi-
fiable information or offensive content?
Yes, in Ethical Issues section we discuss
that users of this forum generally have
strong incentives to remain anonymous
and rarely share personally identifiable in-
formation (PII). We have not come across
PII, but we acknowledge that crawling web
data is not absent of risk. Additionally, we
note that the content in this forum could
be considered offensive by nature. Due to
these underlying risks, we discuss the mea-
sures we put in place to avoid harm, which
include a very strict sharing policy, main-
tained by the Cambridge Cybercrime Cen-
tre, that includes a binding legal commit-
ment through data agreement.

(f) If you are curating or releasing new
datasets, did you discuss how you intend to
make your datasets FAIR (see FORCE11
[12])? We discuss this in Section Data
Availability.

(g) If you are curating or releasing new
datasets, did you create a Datasheet for the
(see Gebru et al. [14])? Yes, it is appended
to this checklist.

6. Additionally, if you used crowdsourcing or con-
ducted research with human subjects, without
compromising anonymity...

(a) Did you include the full text of instructions
given to participants and screenshots? We
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do not conduct research with human sub-
jects.

(b) Did you describe any potential participant
risks, with mentions of Institutional Re-
view Board (IRB) approvals? We do not
conduct research with human subjects.

(c) Did you include the estimated hourly wage
paid to participants and the total amount
spent on participant compensation? We do
not conduct research with human subjects.

(d) Did you discuss how data is stored, shared,
and deidentified? We do not conduct re-
search with human subjects.

Datasheets for Datasets

This is the datasheet for datasets [14], as required by
the Paper Checklist.

Motivation

For what purpose was the dataset created? Was there
a specific task in mind? Was there a specific gap that
needed to be filled? Please provide a description.

Some collections of open-access forums are
available for research, the biggest one being
CrimeBB [34]. However, there is a lack of closed-
access forums. We release this closed-access under-
ground forum dataset to complement existing cor-
pora, enabling further research of the cybercriminal
ecosystem.
Who created the dataset (e.g., which team, research
group) and on behalf of which entity (e.g., company,
institution, organization)?

The dataset was created by Mariella Mischinger
(IMDEA Networks Institute & Universidad Carlos III
de Madrid), Sergio Pastrana (Universidad Carlos III
de Madrid), and Guillermo Suarez-Tangil (IMDEA
Networks Institute).
Who funded the creation of the dataset? If there is
an associated grant, please provide the name of the
grantor and the grant name and number.

Guillermo Suárez Tangil is a 2020
RyC fellow RYC2020-029401-I funded by
MCIU/AEI/10.13039/501100011033 and the

ESF Investing in your future. The same grant has
funded Mariella Mischinger’s work.
Any other comments?

None

Composition

What do the instances that comprise the dataset rep-
resent (e.g., documents, photos, people, countries)?
Are there multiple types of instances (e.g., movies,
users, and ratings; people and interactions between
them; nodes and edges)? Please provide a description

The instances are textual content from forum posts,
including names and titles of threads and sub-forums,
collected from an underground hacking forum.
How many instances are there in total (of each type,
if appropriate)?
≈ 1.3M posts, ≈ 200k threads, 52 sub-forums

Does the dataset contain all possible instances or
is it a sample (not necessarily random) of instances
from a larger set? If the dataset is a sample, then
what is the larger set? Is the sample representative
of the larger set (e.g., geographic coverage)? If so,
please describe how this representativeness was val-
idated/verified. If it is not representative of the larger
set, please describe why not (e.g., to cover a more
diverse range of instances, because instances were
withheld or unavailable).

This dataset contains all the instances collected
at the time of submission. The complete dataset is
released through the Cambridge Cybercrime Center4

under a legal agreement. A testimonial sample can be
accessed through: 10.5281/zenodo.17130286
What data does each instance consist of? “Raw”
data (e.g., unprocessed text or images)or features?
In either case, please provide a description.

The dataset contains the raw data as collected from
the forum. It contains also information regarding the
subforums, threads and posts.
Is there a label or target associated with each in-
stance? If so, please provide a description.

Yes, Table 2 describes all different attributes and
their variable type that can be found in the database.
Is any information missing from individual instances?
If so, please provide a description, explaining why

4https://www.cambridgecybercrime.uk/data.html
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this information is missing (e.g., because it was un-
available). This does not include intentionally re-
moved information, but might include, e.g., redacted
text.

Parts of some threads can not be directly viewed
by our crawlers due to permission restrictions of our
account. Such content is hidden behind the text to
view this content you need to create at least x posts,
whereby x are different numbers.
Are relationships between individual instances made
explicit (e.g., users’ movie ratings, social network
links)? If so, please describe how these relationships
are made explicit.

Yes, the posts are grouped in threads, and have
an increasing identifier which indicates which posts
are replying to each other. Also, when one post cites
another (even from another thread), this information
is kept in the dataset.
Are there recommended data splits (e.g., training, de-
velopment/validation, testing)? If so, please provide
a description of these splits, explaining the rationale
behind them.

No
Are there any errors, sources of noise, or redundan-
cies in the dataset? If so, please provide a description.

As mentioned previously, some post content cannot
be viewed on our account due to access restrictions.
Is the dataset self-contained, or does it link to or
otherwise rely on external resources (e.g., websites,
tweets, other datasets)? If it links to or relies on exter-
nal resources, a) are there guarantees that they will
exist, and remain constant, over time; b) are there
official archival versions of the complete dataset (i.e.,
including the external resources as they existed at the
time the dataset was created); c) are there any restric-
tions (e.g., licenses, fees) associated with any of the
external resources that might apply to a dataset con-
sumer? Please provide descriptions of all external
resources and any restrictions associated with them,
as well as links or other access points, as appropriate.

The dataset is self contained. External links
(URLs) mentioned in the posts are annotated, but
not visited by our crawler. The availability, freshness
and correctness of those links may change over time
and it is beyond this dataset.
Does the dataset contain data that might be consid-

ered confidential (e.g., data that is protected by legal
privilege or by doctor–patient confidentiality, data
that includes the content of individuals’ non-public
communications)? If so, please provide a descrip-
tion.

The data is publicly available. Nevertheless, as dis-
cussed in the Ethics section, there is a risk to the pri-
vacy of forum users. Strict access control permits data
access only for research and prohibits any attempt to
deanonymize users.
Does the dataset contain data that, if viewed directly,
might be offensive, insulting, threatening, or might
otherwise cause anxiety? If so, please describe why.

The data is collected from a cybercriminal under-
ground forum. Although forum rules prohibit offen-
sive and harassing content, collected data may include
content that is illegal, offensive, insulting, threaten-
ing, or otherwise anxiety-inducing.
Does the dataset identify any subpopulations (e.g., by
age, gender)? If so, please describe how these sub-
populations are identified and provide a description
of their respective distributions within the dataset.

No.
Is it possible to identify individuals (i.e., one or more
natural persons), either directly or indirectly (i.e., in
combination with other data) from the dataset? If so,
please describe how

While the nature of the forum enables user
anonymity, the paper discusses existing risks and the
mitigations implemented.
Does the dataset contain data that might be con-
sidered sensitive in any way (e.g., data that reveals
race or ethnic origins, sexual orientations, religious
beliefs, political opinions or union memberships, or
locations; financial or health data; biometric or ge-
netic data; forms of government identification, such
as social security numbers; criminal history)? If so,
please provide a description.

The dataset contains no sensitive information other
than elements already identified.
Any other comments?

No

Collection Process

How was the data associated with each instance ac-
quired? Was the data directly observable (e.g., raw
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text, movie ratings), reported by subjects (e.g., survey
responses), or indirectly inferred/derived from other
data (e.g., part-of-speech tags, model-based guesses
for age or language)? If the data was reported by sub-
jects or indirectly inferred/derived from other data,
was the data validated/verified? If so, please describe
how.

The information was directly extracted from the
forum webpage as raw text.
What mechanisms or procedures were used to col-
lect the data (e.g., hardware apparatuses or sensors,
manual human curation, software programs, software
APIs)? How were these mechanisms or procedures
validated?

We developed custom software that crawls and
scrapes data into a local database. The crawler was de-
signed and implemented using robust programming
techniques to detect and fix errors, and it underwent
multiple debugging steps prior to deployment, using
a stealthy (limited and paced daily HTTP request vol-
ume) crawl. No special hardware was required.
If the dataset is a sample from a larger set, what was
the sampling strategy (e.g., deterministic, probabilis-
tic with specific sampling probabilities)?

N/A
Who was involved in the data collection process (e.g.,
students, crowdworkers, contractors) and how were
they compensated (e.g., how much were crowdwork-
ers paid)?

Only co-authors of this paper were involved in the
collection process. One of the co-authors is a PhD
student, the two others are senior researchers.
Over what timeframe was the data collected? Does
this timeframe match the creation timeframe of the
data associated with the instances (e.g., recent crawl
of old news articles)? If not, please describe the time-
frame in which the data associated with the instances
was created.

The data were crawled between 2020 and 2025,
whereas the original data were posted in the forum
between 2005 and 2025.
Were any ethical review processes conducted (e.g., by
an institutional review board)? If so, please provide
a description of these review processes, including the
outcomes, as well as a link or other access point to
any supporting documentation.

Yes, we discuss Ethics in section.
Did you collect the data from the individuals in ques-
tion directly, or obtain it via third parties or other
sources (e.g., websites)?

We collected the data from the forum website.
Were the individuals in question notified about the
data collection? If so, please describe (or show with
screenshots or other information) how notice was
provided, and provide a link or other access point
to, or other- wise reproduce, the exact language of
the notification itself.

The individuals were not informed about data col-
lection, as doing so would have led to the termination
of data collection and thus affected its quality. We
discuss this in the Ethics section.
Did the individuals in question consent to the collec-
tion and use of their data? If so, please describe (or
show with screenshots or other information) how con-
sent was requested and provided, and provide a link
or other access point to, or otherwise reproduce, the
exact language to which the individuals consented.

As discussed, forum users were not informed about
data collection. Full disclosure would have resulted
in the immediate termination of our account, thereby
rendering the study infeasible. Consequently, we ad-
hered to the ethical and legal precautions established
in previous work (see Ethics section).
If consent was obtained, were the consenting indi-
viduals provided with a mechanism to revoke their
consent in the future or for certain uses? If so, please
provide a description, as well as a link or other access
point to the mechanism (if appropriate).

N/A
Has an analysis of the potential impact of the dataset
and its use on data subjects (e.g., a data protection
impact analysis) been conducted? If so, please pro-
vide a description of this analysis, including the out-
comes, as well as a link or other access point to any
supporting documentation.

Yes, a risk assessment was conducted and submit-
ted before data collection began to the former insti-
tution of the senior (last) author and to the principal
investigator of the project in which data collection
was initiated. Our data collection followed the estab-
lished procedures of CrimeBB [34], a longitudinal
research hub maintained by the Cambridge Cyber-
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crime Centre. One of the authors of this paper was
a co-developer of CrimeBB and guided the mitiga-
tion of ethical issues. To prevent harmful impact on
forum users, the dataset is shared through theCam-
bridge Cybercrime Centre, and its use is governed by
the legal agreement.5

Any other comments?
No

Preprocessing/cleaning/labeling

Was any preprocessing/cleaning/labeling of the data
done (e.g., discretization or bucketing, tokenization,
part-of-speech tagging, SIFT feature extraction, re-
moval of instances, processing of missing val- ues)?
If so, please provide a description. If not, you may
skip the remaining questions in this section.

No.
Was the “raw” data saved in addition to the prepro-
cessed/cleaned/labeled data (e.g., to support unan-
ticipated future uses)? If so, please provide a link or
other access point to the “raw” data.

N/A
Is the software that was used to prepro-
cess/clean/label the data available? If so, please pro-
vide a link or other access point.

N/A
Any other comments?

No

Uses

Has the dataset been used for any tasks already? If
so, please provide a description.

A subset of the dataset was used for the analysis in
existing publications [27] and also ongoing research
work.
Is there a repository that links to any or all papers or
systems that use the dataset? If so, please provide a
link or other access point.

No
What (other) tasks could the dataset be used for?

The dataset may be used only by the academic
community for scientific research, including, but not
limited to, cybercrime.

5https://www.cambridgecybercrime.uk/data.html)

Is there anything about the composition of the
dataset or the way it was collected and pre-
processed/cleaned/labeled that might impact future
uses? For example, is there anything that a dataset
consumer might need to know to avoid uses that could
result in unfair treatment of individuals or groups
(e.g., stereotyping, quality of service issues) or other
risks or harms (e.g., legal risks, financial harms)? If
so, please provide a description. Is there anything a
dataset consumer could do to mitigate these risks or
harms?

The dataset does contain user information. How-
ever, the controlled data access through the Cam-
bridge Cybercrime Center strictly prohibits the at-
tempt to deanonymize users. This should be consid-
ered when processing the data and reporting results.
Are there tasks for which the dataset should not be
used? If so, please provide a description.

This dataset is available for research purposes only
and is subject to the data-sharing legal agreement.
Particularly, it is forbidden to reverse engineer the
data, use it for any commercial purpose, or use it for
illegal activities.
Any other comments?

No

Distribution

Will the dataset be distributed to third parties outside
of the entity (e.g., company, institution, organization)
on behalf of which the dataset was created?

Our dataset is available through data sharing agree-
ments with the Cambridge Cybercrime Centre.6

How will the dataset will be distributed (e.g., tarball
on website, API, GitHub)? Does the dataset have a
digital object identifier (DOI)?

The data can be accessed through a custom website
from the Cambridge Cybercrime Centre, with access
restriction to those who have signed the data sharing
agreement.
When will the dataset be distributed?

The dataset will be released upon the publication
of this paper.
Will the dataset be distributed under a copyright or
other intellectual property (IP) license, and/or under

6https://www.cambridgecybercrime.uk/datasets.html
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applicable terms of use (ToU)? If so, please describe
this license and/or ToU, and provide a link or other
access point to, or otherwise reproduce, any relevant
licensing terms or ToU, as well as any fees associated
with these restrictions.

The copyright belongs to the post authors unless
otherwise stated. When using the dataset, this paper
should be cited.
Have any third parties imposed IP-based or other re-
strictions on the data associated with the instances?
If so, please describe these restrictions, and provide
a link or other access point to, or otherwise repro-
duce, any relevant licensing terms, as well as any fees
associated with these restrictions.

No
Do any export controls or other regulatory restric-
tions apply to the dataset or to individual instances?
If so, please describe these restrictions, and provide a
link or other access point to, or otherwise reproduce,
any supporting documentation.

Unknown to the authors of the datasheet.
Any other comments?

No

Maintenance

Who will be supporting/hosting/maintaining the
dataset?

The Cambridge Cybercrime Center.
How can the owner/curator/manager of the dataset
be contacted (e.g., email address)?

All information can be found here:
https://www.cambridgecybercrime.uk/data.html.
The email address for contacting is datare-
quest@cambridgecybercrime.uk
Is there an erratum? If so, please provide a link or
other access point

No.
Will the dataset be updated (e.g., to correct label-
ing errors, add new instances, delete instances)? If
so, please describe how often, by whom, and how
updates will be communicated to dataset consumers
(e.g., mailing list, GitHub)?

This will be communicated and managed by The
Cambridge Cybercrime Center.

If the dataset relates to people, are there applicable
limits on the retention of the data associated with the
instances (e.g., were the individuals in question told
that their data would be retained for a fixed period of
time and then deleted)? If so, please describe these
limits and explain how they will be enforced

The data contains all historical data kept by the
forum at the time of this collection. There are no data
retention restrictions associated to this data.
Will older versions of the dataset continue to be
supported/hosted/maintained? If so, please describe
how. If not, please describe how its obsolescence will
be communicated to dataset consumers.

All the posts in the dataset contain a timestamp.
Accordingly, all data recipients must understand how
data freshness affects the conclusions of their work
(e.g., conducting research on cyberattacks using data
from 8 years ago may have historical interest but may
not be useful for designing modern cyberdefenses).
When updated, data recipients will be individually
communicated.
If others want to extend/augment/build on/contribute
to the dataset, is there a mechanism for them to do so?
If so, please provide a description. Will these contri-
butions be validated/verified? If so, please describe
how. If not, why not? Is there a process for commu-
nicating/distributing these contributions to dataset
consumers? If so, please provide a description.

The dataset could be extended by crawling later
posts and providing them in the same data format.
This should be discussed with the Cambridge Cyber-
crime Center.
Any other comments?

No
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