An Agent-Orchestrated Anomaly Detection
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Abstract Use case and dataset

Developing the Science of Networks

Today's telecom anomaly detection relies on hand-engineered pipelines We collect network data by setting up an NTD7 server in the lab
that break whenever data or scenario shifts. We propose a reasoning (https://github.com/m-lab/ndt-server) and running speed tests from a
agent that builds, tunes, and explains its own detection pipeline by local client configured to impose limitations to simulate network
orchestrating tools in an adaptive loop, thereby turning a brittle performance anomalies (target: throughput in kbps).
process into an auditable one and laying the foundation for agentic Network Throughput Degradation (Dataset Focus)
reasoning on cellular networks. — Measured Download Throughpur
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* Modern cellular networks use machine learning to monitor
performance and detect faults [1]; “ U' l N ‘ H
 These models are accurate but work as black boxes [2]: they tell d— o = ot T

Test Sequence (Chronological Index)

operators that something is wrong, not why.

Preliminary Results

slels UL e BUILD —> agent composes the pipeline from a registered toolbox; new
hand-tuned hand-tuned output . . .o .
tools plug in without modification.

TUNE —> strategy is revised in flight: residuals and metrics feed back
into the next tool call.
EXPLAIN —> every decision logged with tool, inputs, hypothesis —

Raw data Preprocess
input hand-tuned

* Detecting anomalies reliably is the first step toward fixing them: yet
today's detection pipelines are themselves the bottleneck;

* Preprocessing, model choice, and thresholds are all hand-tuned for one
specific dataset, and the whole pipeline has to be redone when the - ~

auditable reasoning trail.

network, vendor, or data changes [3].

R Execution State

= Can a reasoning agent autonomously build, tune, and explain an \_ [AGENT] a
anomaly detection pipeline? | + s tstony
= Choose preprocessing, model, and thresholds with no operator? {Uionomous decision maiing
= Adapt mid-execution from intermediate metrics? L
= |[eave a reasoning trail alongside every detection? Dynamic tools use rieasoning loop N
Y
[ TOOLS ]
Methods / 4 \
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Preprocessing Modeling Explaining
Reasoning agent: An LLM agent [4] orchestrates calls to tools from a (orofile dataset | | train morm model Eatiptis’ B
registered toolbox, in an observe — decide — act loop [5] o | Vomned ceaiaiate’| (stie adodlde o
rprune multicoll. W Detection compute roaa
User Orchestrator Tools State ofure hibh/ corr f \ | cémpute rga
- L / "/, ) detect anomalies B
Dataset + objective Feature selection eval anomal —
>
Profile + standardize eval_semantically
.......................................................................................................................................................... >.. 7L L oo
loop [until objective met] AT, /)
decide next tool Mola loos
[ hrite note I ask user Igef:_ state _E.umm.ﬂr}]
Call tool (params)
>
Read / write o
- > Conclusions and future work
Result summary :
< . . . .
heerve outcome = Anomaly detection moves from hand-engineered pipelines to
E adaptive, auditable orchestration;
| . Askuser (ifunclear) = The same architecture is the natural substrate for causal reasoning;
Clarification - Beyopd detectlop, causal netwo.rk.acolapt.atlon .demands a general,
] > multi-agent architecture and this is its first trigger module;
' Evaluate metrjcs (RGA, F1) ol diagnostic agents, safety validation, and closed-loop action come
.......................................................................................................................................................................... ext.
Anomaly labels + report
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Deterministic / agentic separation:
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