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Abstract—Decentralized exchanges (DEXs) are a core compo-
nent of decentralized finance (DeFi) but remain vulnerable to
Maximal Extractable Value (MEV) attacks, particularly sand-
wich attacks that exploit transaction ordering across accounts
and blocks. Existing defenses often rely on protocol modifications
or identity-based assumptions, limiting their practicality and
robustness.

We present Context-Aware Directional Constraint (CADC), a
lightweight application-layer defense implemented as an ERC-
20–compatible token. CADC enforces directional consistency
within pool-specific execution contexts and maintains a per-
direction entry price to prevent both immediate and delayed
profit extraction. By constraining the temporal and price con-
ditions required for attack execution, CADC remains effective
against multi-address and cross-block strategies. Evaluation on
a testnet shows that CADC prevents same-block and delayed
sandwich attacks while preserving normal trading behavior,
with minimal overhead (2–3k gas per pool interaction, 3–8%
of typical swaps). CADC provides a practical and deployable
MEV mitigation without requiring changes to the underlying
blockchain protocol.

Index Terms—Decentralized Finance, Maximal Extractable
Value, Sandwich Attacks, ERC-20 Tokens, Decentralized Ex-
changes

I. INTRODUCTION

Decentralized Finance (DeFi) has emerged as a major
application of blockchain technology, enabling services such
as trading, lending, and asset exchange through smart contracts
[1]. Within this ecosystem, Decentralized Exchanges (DEXs)
allow users to trade assets directly without intermediaries [2].
However, the transparency of these systems exposes transac-
tions to adversarial strategies known as Maximal Extractable
Value (MEV), where attackers exploit transaction ordering
for profit [3]. A prominent example is the sandwich attack,
in which an adversary places transactions before and after a
victim’s trade to manipulate prices and extract risk-free profit.
Such attacks are widespread, particularly on Ethereum, posing
ongoing risks to fairness and user welfare in DeFi [4] [5].
Existing mitigation approaches span multiple layers, includ-
ing protocol-level solutions like proposer-builder separation
and encrypted mempools, but these often require substantial
changes to consensus mechanisms and face practical deploy-
ment challenges [6] [7] [8].

At the application layer, prior defenses attempt to prevent
sandwich attacks by detecting transaction patterns or enforc-
ing cooldowns based on sender identity [9]. However, such

approaches rely on the assumption that adversaries operate
from a single account. In practice, blockchain identities are
ephemeral: attackers can easily create and rotate multiple
addresses at negligible cost. Empirical evidence shows that
many sandwich attacks already exploit multiple accounts or
distribute attack steps across blocks as shown in Figure 1,
rendering identity-based defenses ineffective [5], [10], [11].

Fig. 1: Illustration of sandwich attack variants (across single or
multiple blocks). The attacker’s front-running transaction TA1

precedes the victim transaction TV , while the back-running
transaction TA2

follows it.

These limitations suggest that effective mitigation should
avoid assumptions about attacker identity and instead constrain
the structural conditions required for sandwich attacks. In
particular, restricting how trades can be sequenced within a
given execution context offers a robust approach against both
single-address and coordinated multi-address adversaries.

Motivated by this insight, we propose Context-Aware Di-
rectional Constraint (CADC), a lightweight application-layer
mechanism that extends the ERC-20 token standard with-
out requiring changes to the underlying blockchain protocol.
CADC enforces directional consistency of trades within a
pool-specific execution context over a configurable k-block
window, and maintains a per-direction entry price pentry to
prevent delayed profit extraction through unfavorable rever-
sals. By constraining both the temporal and price conditions
necessary for profitable sandwich attacks, CADC remains
effective against same-block, cross-block, and multi-address
attacks while preserving normal trading behavior.

Our contributions:

• We design CADC, an ERC-20–compatible mechanism
that enforces directional and price constraints per AMM
pool over configurable k-block windows, preventing
same-block, multi-address, and delayed sandwich attacks.



• We implement and evaluate CADC on Ethereum Sepo-
lia, demonstrating complete attack prevention with low
overhead (2–3k gas per pool interaction, 3–8% of typical
swaps) and no cost for wallet-to-wallet transfers.

• We compare CADC with sender-based defenses, showing
robustness against address rotation and coordinated multi-
account attacks.

II. CADC OVERVIEW

We propose Context-Aware Directional Constraint (CADC),
an application-layer mitigation for sandwich attacks imple-
mented as an ERC-20–compatible token. Unlike prior solu-
tions that rely on protocol changes, batching, or solver-based
architectures, CADC operates at the token layer and enforces
constraints on transfers, enabling infrastructure-agnostic pro-
tection across AMMs without modifying underlying protocols.

Execution Context. CADC defines an execution context
C = (T, P ), where T is the token and P is an AMM pool.
The contract maintains minimal state per context: last trade
block ℓC , active trade direction dC , and an entry price pentry.
Trade direction is inferred from token transfers (e.g., T → P
as sell, P → T as buy). This design supports multiple AMM
types without altering pricing mechanisms or invariants (e.g.,
x · y = k).

Directional Constraint. Given a configurable window k,
CADC rejects transactions that reverse the trade direction
within the same context before k blocks have elapsed. Same-
direction trades are always permitted, ensuring continuous
trading and preserving market liveness.

Price Constraint. To prevent delayed attacks, trades are
grouped into directional epochs. For each epoch, CADC
maintains an entry price pentry, initialized at the first trade and
updated only for the active direction:

pentry = max(pmarket)

A reversal is allowed only if:

b− ℓC ≥ k and pmarket ≥ pentry

This prevents attackers from reversing direction at more fa-
vorable prices, eliminating delayed profit extraction.

Design Properties. CADC enforces constraints per execu-
tion context rather than sender identity, making it robust to
address rotation and coordinated multi-account attacks. The
mechanism is deterministic, requires no changes to consensus
or AMM logic, and preserves liveness by allowing unrestricted
same-direction trades. The protection window (e.g., k = 12
blocks) captures the vast majority of observed sandwich at-
tacks while remaining configurable to balance security and
usability.

Key Insight. By constraining the temporal and price condi-
tions required for directional reversal, CADC prevents same-
block, cross-block, and multi-address sandwich attacks while
preserving normal trading behavior and AMM price discovery.

III. IMPLEMENTATION AND EVALUATION

Implementation and Setup. CADC is implemented as
an ERC-20–compatible token and deployed on the Ethereum
Sepolia testnet with an initial supply of 106 tokens and
a configurable protection window of k = 12 blocks. We
evaluate the system using a standard AMM pool with multiple
accounts simulating attacker and victim behavior to capture
both same-block and cross-block sandwich attacks. Imple-
mentation details are available at: https://github.com/prerna13/
anti-sandwichERC20.

Attack Prevention. We simulate a sandwich attack consist-
ing of (i) a frontrun, (ii) a victim trade, and (iii) a backrun from
a different address. While the frontrun and victim transactions
execute successfully, the backrun transaction is reverted due to
violation of the directional constraint (b−ℓC < k) as shown in
Figure 2. This demonstrates that CADC prevents multi-address
and cross-block sandwich attacks by blocking rapid directional
reversals.

Fig. 2: Backrun transaction reverted under CADC.

Key Insight. Enforcement is scoped to the execution context
(T, P ) rather than sender identity, making address rotation
ineffective while preserving normal same-direction trades. The
comparison of CADC with Coo is given in Table I.

Overhead. CADC introduces a small overhead of 2–3k gas
per pool-interacting transfer (3–8% of typical swaps), with no
additional cost for wallet-to-wallet transfers.

TABLE I: The comparison of CADC with Sender-Based
Cooldown token [9]

Property CADC (Ours) Coo
Enforcement Scope Pool-specific (T, P ) Per-sender
Multi-address Sandwich ✓ ✗
Cross-block Sandwich ✓ Limited
Liveness Immediate Delayed
ERC-20 Compliance ✓ ✓

IV. CONCLUSION

CADC is a lightweight, ERC-20–compatible defense against
sandwich attacks that enforces context-aware directional and
price constraints over configurable k-block windows. It pre-
vents same-block, cross-block, and multi-address attacks while
preserving continuous trading and AMM price discovery, with
minimal overhead (3–8% for pool interactions, none for wallet
transfers). By enforcing constraints per execution context
rather than sender identity, CADC achieves strong protection
without protocol changes. Future work includes extending
CADC to multi-pool and cross-chain settings.
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