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Nowadays the traditional file systems cannot handle the new requirements in terms of volume of data, high
performance, fault-tolerance, and improved capabilities. So Distributed Storage Systems (DSS) took place to
cover the need of a shared storage between separate systems, provide a scalable storage to serve thousands
of servers, and improve the fault-tolerance. To this respect, a series of issues need to be properly addressed:
scalability, the ability to handle large data, high performance even under heavy access concurrency, versioning,
and fault-tolerance.

In this work, we propose CoBFS, a framework of a DSS designed to boost the concurrent access to large
shared data objects (such as files), while maintaining strong consistency guarantees. COBFS has two key
design factors: data striping and versioning-based concurrency control (through coverability) to enable higher
operation performance on large concurrent data objects. To this respect, we introduce the notions of a block as
a “bounded” Read/Write register, of a fragmented object as a sequence of blocks, and of fragmented coverable
linearizability, a strong consistency property suitable for fragmented objects.

CoBFS adopts a modular architecture, separating the object fragmentation process from the shared memory
service allowing to use different shared memory implementations. At first, we use as storage a static atomic
distributed shared memory (ADSM) emulation, the well known ABD, yielding CoABDF, which satisfies
fragmented coverable linearizability. Then, we substitute the storage layer of CoBFS with a dynamic (recon-
figurable) storage algorithm, called AREes, yielding COARESF; COARESF allows the addition and removal of
servers without system interruptions and improves the storage efficiency due to the use of an erasure-coded
mechanism. We conduct an extensive experimental evaluation on the Emulab and AWS EC2 testbeds, illustrat-
ing the benefits of our approaches, as well as other interesting tradeoffs. We believe that CoBFS’s features
(versioning, high concurrent accesses, handling large objects) has the potential of benefiting any static or
dynamic storage algorithm to further extend its functionality for data-intensive applications at large scale.
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1 Introduction

Motivation and Prior Work. The exponential growth of data leads to the continued improvements
in the efficiency of storage technology. A Distributed Storage System (DSS) [57, 59] can split
data across multiple servers for high availability, data redundancy, and recovery purposes. In such
a replicated environment, consistency must be enforced across the data servers. When a replicated
storage system behaves identical to that of a storage system running on a single machine, we say that
it is strongly consistent. Leslie Lamport [45, 46] was the first to define the notion of atomic register,
which is the strongest consistency semantic and provides the illusion that the storage is accessed
sequentially. Herlihy and Wing [39] generalize Lamport’s notion of atomic registers by defining
the notion of linearizability. According to the CAP theorem [35], it is impossible to provide both
strong consistency, in particular linearizability, and available operation in the presence of partitions
(i.e., network failures). Thus, numerous platforms prefer high availability over consistency, due to
the belief that strong consistency will burden the performance of their systems. Fault tolerance
is another important property of distributed systems. It is the ability of a system to continue to
be both available and reliable in the presence of failures. In synchronous systems, it is possible to
detect a crash failure (using heartbeats or timeouts). Fischer, Lynch and Paterson [26] presented
the FLP Impossibility result, which states that it is impossible in an asynchronous system for a
set of nodes to reach agreement if at least one node fails, even by crashing; asynchrony prevents
distinguishing between a process that has crashed and a process that is running slowly.

There are Distributed Shared Memory (DSM) emulations in theory and practical DSS in the
market, and they are two distinct concepts for handling storage in distributed environments. On the
one hand, a series of research works spanning over two decades, such as [2, 5, 19, 28, 30, 36, 49, 51],
suggested solutions for building Atomic Distributed Shared Memory (ADSM) emulations, for
both static, i.e., where replica participation does not change over time, and dynamic (reconfigurable)
environments, i.e., where failed replicas may retire and new replicas may join the service in a
non-blocking manner. Variations like coverability [50], were also introduced to guarantee version
history and consistency across updates. Coverability extends linearizability to versioned objects by
ensuring operations are ordered according to their versions, thus preventing outdated writes from
overwriting newer ones. Currently, ADSM emulations are either limited to small-size shared objects
or, if two writes occur concurrently on different parts of the object, only one of them prevails. These
theoretical ADSMs come with rigorous proofs that guarantee the desired properties, such as atomic
consistency and fault-tolerance, under specific assumptions. On the other hand, DSSs prioritize
availability and scalability over strong consistency. As a result, they either often provide weaker
consistency guarantees (like weak [57] and eventual consistency [42, 60]), devise strategies with
limited concurrency (e.g., files in HDFS [38] restrict one writer at a time), or rely on centralized
solutions to provide strong consistency. However, the guarantees they offer are often based on
empirical evidence and real-world performance. Given the limitations of existing atomic algorithms
and new challenges that arise in the context of exponentially growing data sizes, this work aims at
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demonstrating, with provable guarantees, that it is possible to build robust and strongly consistent
DSSs while providing highly concurrent access to its users at large scale.

Our Contributions. We propose CoBFS, a framework of a DSS designed to boost the concurrent
access to large shared data objects (such as files), while maintaining strong consistency guarantees.
CoBFS has two key design factors: data striping and versioning-based concurrency control (through
coverability [50]) to enable higher operation performance on large concurrent data objects. COBFS
adopts a modular architecture, separating the object fragmentation process from the distributed
shared memory implementation. rendering the CoBFS framework compatible with multiple applica-
tion needs. Thus, COBFS is the composition of two main modules: (i) Fragmentation Module (FM),
and (if) Distributed Shared Memory Module (DSMM). In the sequel, we present an implemen-
tation of the FM, and two implementations for the DSMM: one for the static environment based on
the CoABD [50] algorithm, and one for the dynamic environment based on the ARres [51] algorithm.
In particular, using COABD we develop a static algorithm, we call COABDF, that: (i) supports
versioned objects, and (ii) is suitable for large objects. Then, we develop a dynamic algorithm, called
CoARESsF, which builds on AREs to bring versioning and large object support in dynamic systems,
and in addition to introduce: (i) long-liveness, and (i) storage-efficiency. We believe that our work
makes a leap toward dynamic DSSs that are attractive for practical applications.

For clarity, a glossary mapping the main acronyms and algorithm names used throughout the
article is provided at the end of this section (see Table 1).

Key contributions of this work include the definition of new data structures for fragmented objects,
the introduction of a consistency model called Fragmented Coverable Linearizability, optimization
of read/write operations in the distributed memory layer, integration of fragmentation with both
CoABD and ARrEs algorithms to support large versioned objects, and the demonstration of superior
scalability and performance through extensive experimental evaluation. In more detail:

— To form the data structure in our fragmentation strategy, we define two types of concurrent
objects: (i) the block object, and (ii) the fragmented object. Blocks are treated as R/W objects,
while fragmented objects are defined as sequences of block objects (Section 4.1).

— To enable concurrent modifications, we examine the consistency properties when allowing
R/W operations on individual blocks of the fragmented object. Assuming that each block is
linearizable, we define the precise consistency that the fragmented object provides, termed
Fragmented Coverable Linearizability (Section 4.2).

— We provide a framework, called CoBFS, suitable for fragmented objects. CoBFS adopts a
modular architecture, separating the object fragmentation process from the shared mem-
ory service, which allows to follow different fragmentation strategies and shared memory
implementations (Section 4.3).

— Then we provide an implementation of a FM designed for seamless integration within the
CoBFS framework (Section 5).

— We introduce a DSMM implementation based on an optimized coverable variant of the ABD
algorithm, referred to as COABD [50]. This optimization results in a reduced operational
latency for read/write operations in the DSMM layer (Section 6.1).

— The integration of COABD with the FM yields CoOABDF, designed to handle large shared data
objects and increased data access concurrency. We show that COABDF preserves the validity
of the fragmented object and satisfies fragmented coverable linearizability (Section 6.2).

— We then extend ARes (cf. Section 7.1) to support coverable objects. Thus, we propose and
prove the correctness of the coverable version of Ares, COAREs, the first Fault-tolerant,
Reconfigurable, Erasure coded, Atomic Memory, to support versioned objects (Section 7.2).
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Table 1. Glossary of Algorithm Names and Acronyms

Term Description

ABD Attiya-Bar-Noy-Dolev algorithm for atomic registers in static systems
EC Erasure Coding — data encoding strategy for efficient storage
CoABD Coverable static ABD (no fragmentation) — baseline
CoABDF Fragmented CoABD - supports concurrent block updates
ARES dynamic/reconfigurable atomic storage

ABD-DAP ABD-BASED Data Access Primitives used in AREs variants
EC-DAP EC-BaSED Data Access Primitives used in AREs variants
EC-DAPopt Optimized EC-DAP

ARESABD ARES using ABD-BASED DAP

ARESEC ARES using EC-BASED DAP

CoAResABD  Coverable AREs using ABD-BASED DAP

CoAResABDF Fragmented COARESABD - supports fragmentation and concurrent updates
CoAResEC Coverable ArEes using EC-BASED DAP

CoAREsECF  Fragmented COARESEC — uses two-level striping

CASSANDRA Commercial distributed storage system (baseline key-value store)
CassaNDRAF  Chunked version of CAsSANDRA to support large objects

— Then we adopt the idea of fragmentation as presented in CoBFS and integrate it with COAREs
to obtain COARESF (Section 7.4). The correctness of COARESF is rigorously proven.

— To reduce the operational latency of the read/write operations in the DSMM layer, we apply
and prove correct an optimization in the implementation of the erasure coded data-access
primitives (DAP) used by ARes (thus, by CoARES and COARESF). This optimization has its
own interest, as it could be applicable beyond AREs, i.e., by other erasure coded algorithms
relying on tag-ordered DAPs (Section 7.3).

— We have performed an in-depth experimental evaluation to compare the performance of
CoBFS using different storage emulations (COABD, COARESABD, COARESEC) against the
original ones without the fragmentation approach of CoBES over both Emulab [20], a pop-
ular emulation testbed, and Amazon Web Services (AWS) EC2 [8], an overlay testbed
(Section 8). Our experiments compare various versions of our implementation, i.e., with
and without the fragmentation technique or with and without Erasure Code or with and
without reconfiguration, illustrating tradeoffs and synergies. We also compare against the
commercial DSS CassaNDRA and its chunked variant CassaNDRAF, showing that CoBFS
consistently outperforms both, demonstrating superior scalability and performance for large
file workloads.

2 State-of-the-art

We begin by discussing some of the early works on replication-based atomic storage. Next, we delve
into reconfigurable atomic storage. Finally, we overview the main characteristics of prominent
Distributed Storage Systems while presenting the strengths and weaknesses of each of them.

Replication-based Atomic Storage. There are many prior works [5, 19, 22, 28, 30, 37, 49] implement-
ing algorithms for atomic (linearizable) shared memory emulation. Attiya, Bar-Noy and Dolev [5]
present the first fault-tolerant emulation of atomic shared memory in an asynchronous message
passing system, also known as ABD. It implements Single-Writer Multi-Reader (SWMR) regis-
ters in an asynchronous network, provided that at least a majority of the servers do not crash. The
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writer completes write operations in a single round by incrementing its local timestamp and propa-
gating the value with its new timestamp to the servers, waiting acknowledgments from a majority
of them. The timestamp, represented as an integer, enables the system to keep track of old values in
the face of asynchrony. The read operation completes in two rounds: (i) it discovers the maximum
timestamp-value pair that is known to a majority of the servers, (ii) it propagates the pair to the
servers, in order to ensure that a majority of them have the latest value, hence preserving atomicity.
The ABD algorithm was extended by Lynch and Shvartsman [49], who present an emulation
of MWMR atomic registers in message-passing systems. Also, they generalized majorities into
quorums [61]. A quorum is a subset of the set of servers, and each quorum has a common intersection
with every other quorum in the system. In this work, both write and read operations perform 2
rounds, a query round to discover the maximum tag, and a propagation round to inform the servers
of its local tag. The read operation is identical to the two-round protocol in SWMR ABD, the only
difference being that tags are used instead of timestamps. A tag is a tuple (s, id), where ts is a logical
timestamp, and id is the writer’s unique id that distinguishes the current write operation from all
others. The only difference between a write and a read lies in the second round, where the write
operation increments the maximum tag, while the read operation propagates this maximum tag.
The first round ensures that the writer produces a tag that is higher than that of any preceding write.
In shared objects, a write operation should extend the latest written version of the object, and
not overwrite any new value. In this respect, some works [14, 50] introduce consistency guarantees
that extends linearizability in order to provide refined correctness conditions for concurrent objects.
The notion of coverability, introduced in [50], extends linearizability and concerns versioned objects
(cf. Definition 4 in Section 3). Coverability ensures that the operations on versioned objects are
ordered with respect to their versions. This notion is useful in scenarios where versioning and
historical consistency are crucial, such as in distributed storage systems. The original work [50]
also presented an implementation of a coverable (versioned) object , which we call CoOABD. This
implementation is essentially the classical MWMR ABD algorithm enhanced with version tags,
where each value is linked to a specific tag. Read operations are identical to those of MWMR ABD,
with the difference that they return both the version and the value of the object. Write operations,
on the other hand, attempt to write a “versioned” value on the object. If the reported version is
older than the latest version of the object, then the write does not take effect and is converted into
a read operation. This ensures that writes have updated the previously latest version of the object.
More flexible notions of linearizability are the set- and interval-linearizability [14]. Set-
linearizability allows for the simultaneity of operations by grouping them into sets. Operations
within the same set (as concurrency classes) are considered to occur simultaneously. This is useful
when operations on concurrent objects need to be grouped together to reflect certain aspects of
their behavior. Interval-linearizability extents set-linearizability by allowing operations to appear as
executed concurrently with several consecutive, non-overlapping operations. Thus, an operation can
span an interval of time, overlapping with other operations. This is useful when operations on con-
current objects can span longer durations or when there is a need to capture the timing of operations.
Several works have followed, presenting different ways to achieve one-round reads (e.g., SLIQ [33],
CwFR [29], OuSAM [37], OHMAM [37], FasT [24], SFW [21], SF [30], ccHYBRID [24], OHFAST [24],
Erato [28]). The above works on shared memory emulations were focused on small-size objects.
Fan and Lynch [22] proposed an extension called LDR, which can cope with large-size objects such
as files. The key idea was to maintain copies of the data objects separately from their metadata,
involving two types of servers: replicas (storing the files) and directories (handling metadata and
essentially running a version of ABD). However, in this approach, the entire object is still transmitted
in every message exchanged between the clients and the replica servers. Furthermore, if two writes
update different parts of the object concurrently, only one of them prevails.
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Reconfigurable Atomic Storage. We now consider distributed storage systems that work in dy-
namic asynchronous environments, that is, the servers maintain the storage change over time. The
set of servers maintaining the storage is called a configuration, and the process of changing the set
is called a reconfiguration. Below, we describe algorithms for reconfigurable atomic storage, with
and without consensus. A main challenge when supporting reconfiguration is to ensure consistency
when multiple users submit concurrent reconfiguration requests.

Early implementations of reconfigurable storage systems, such as RAMBO [36] rely on con-
sensus [43]. When several reconfiguration requests are issued concurrently, the clients can use
consensus to agree on the next configuration and then transfer the state of the object to this
new configuration. However, it was later discovered that replicated services that do not require
consensus can be reconfigured in a purely asynchronous way. DYNASTORE [2] was the first asyn-
chronous consensus-free implementation of reconfigurable storage. RAMBO uses consensus to
choose only one successor for every configuration, whereas in DYNASTORE configurations can have
multiple successors, while lattice agreement [43] or the Speculating Snapshot (SpSn) algorithm
[27] can ensure that configurations are ordered. i.e., for two configurations, the changes realized
in one of them are also part of the other. Lately, a lot of progress was made in defining abstract
asynchronous reconfiguration in a simple and efficient way. Examples of works that improved in
terms of efficiency, simplicity and modularity are the SM-STorE [40] and SPSNSTORE [27]. ARES [51]
is another reconfigurable algorithm, designed as a modular framework to implement dynamic,
reconfigurable, fault-tolerant, read/write distributed linearizable (atomic) shared memory objects.
AREsS, like other reconfigurable algorithms, copes with changing participants via reconfigurations.
Due to this modularity, Ares allows for reconfiguration between completely different protocols
in principle, as long as they can be expressed using the primitives presented in Section 7.1, called
DAPs. ARes shares similarities with consensus algorithms like RAMBO. Similar to DYNASTORE,
AREs also requires reading of reconfiguration information (more than once in some cases) for each
read and write operation. However, it is the only algorithm to combine a dynamic behavior with
the use of Erasure Codes, while reducing the storage and communication costs associated with the
read or write operations. Yet, the need to effectively handle large objects remains. Moreover, in
AREs the number of rounds per write and read is at least as good as in any of the above algorithms.
For a more detailed description of AREs, we refer the reader to Section 7.1.

Distributed Storage Systems. Scalability is the main concern that these systems manage to address.
Those systems are designed to manage increasing amounts of data in an appropriate manner. The
above systems are built to tolerate failures [10]. These failures may include crashes, hardware
failures, or other types of faults.

The first-generation distributed file systems of Google and Facebook, that is, GFS [34] and
HDFS [38] respectively, were not scalable enough because their centralized components did not
allow them to support huge amounts of metadata. Thus, both Google and Facebook introduced
next-generation storage systems that provide a more scalable and highly available metadata system.
Google continues with Corossus [15] and Facebook with TEcTonic [53]. Both systems store their
metadata in a key-value store. Google used its BigTable key-value store to store CoLossus’ metadata.
Facebook chose the ZippyDB key-value store for TEcTONIC.

CAsSSANDRA [44], REDIs [55], CEPH [62] are also well-used high-performance data stores. CASsAN-
DRA - a key-value store again introduced by Facebook — does not have a master-slave architecture;
it follows a masterless architecture. CASSANDRA can work with multiple small records (structured
data, record-level indexing), while large unstructured files are split into multiple parts. CASSANDRA
is a disk-based, distributed NoSQL database that prioritizes availability and durability. REpIS, on
the other hand, is an in-memory, real-time data store that sacrifices durability for speed. Last but
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not least, CEPH emphasizes scalability, fault tolerance, and flexibility. Unlike systems such as HDFS,
CEepH does not rely on a centralized NameNode; instead, it distributes metadata across the cluster
using a distributed placement algorithm.

With regards to consistency guarantees, BLOBSEER provides linearizability by using a central
version manager to order the accesses and the values written on the data. HDFS stores the metadata
centrally on a single device — hence trivially achieving linearizable metadata access — and adopts
a write-once architecture for data access. On the other hand, TEcTONIC provides a type of causal
consistency, more specifically read-your-writes consistency. This means that when a user performs
changes, they can view these changes (read data) right after making those changes. However, like its
ancestor, HDFS, it allows a single writer per file. This simplifies the complexity of serializing writes
to a file from multiple writers. Nevertheless, if a tenant needs multi-writer semantics, it will have to
build its own write serialization semantics on top of TEcToNIc. CEPH provides strong consistency
for metadata and read-your-writes semantics for data, which allows clients to observe their own
changes. However, CEPH does not prevent concurrent writes to the same object, leaving applications
responsible for coordinating access and preventing conflicts. This design allows high throughput
and scalability but sacrifices stronger guarantees like linearizability unless additional mechanisms
are employed at the application level. Additionally, CAssaANDRA offers tunable consistency for read
and write operations, allowing the system to guarantee weaker or stronger consistency, as required
by the client application. Finally, K differs from other file systems as it simply syncs files between
local storage and the cloud for backup, sharing, and remote access. There is a limited number of
articles, e.g., [9, 12, 17, 41, 47, 53], that perform proof-of-concept experimental analysis of the above
DSSs, in order to verify that the DSS will function as envisioned and not violate its guarantees.

Summary. Table 2 presents a comparison of the main characteristics of the distributed algorithms
and storage systems, including the algorithms that are developed and implemented in the current
work (CoBFS, CoARESABD, COARESEC, COARESABDF, CoOARESECF). The discussed algorithms and
systems are assessed in terms of data scalability, data access concurrency, consistency guarantees,
versioning, data striping, and reconfiguration capabilities. These aspects encompass the systems’
abilities to handle growing data requirements, manage conflicting data accesses, follow specific
consistency models, record versions of changed data, employ data striping across disks, and support
dynamic reconfiguration.

On the one hand, the advantage of ADSMs is that they come with provable guarantees on strong
consistency and reconfiguration correctness. By strong consistency, we either mean linearizability
(cf. Section3), coverable (cf. Section 3), or fragmented coverable linearizability (cf. Section 4.2).
However, ADSMs require to transmit the entire object over the network per read and write operation.
Moreover, if two concurrent write operations affect different “parts” of the object, only one of
them would prevail, despite the updates not being directly conflicting. So, a challenge would be to
make ADSMs suitable for handling large-sized objects while providing linearizable consistency
guarantees.

On the other hand, there are dozens of DSSs that exist on the market today that can handle
large objects. However, these systems provide weaker consistency guarantees, such as relaxed
or eventual consistency, thus they have serious issues when conflicting writes occur. Relaxed [1]
and eventual [42, 60] consistency types are weaker than linearizability. These consistency types
tradeoff stronger consistency guarantees for higher availability, fault tolerance, and performance.
Relaxed consistency introduces relaxations based on program order and write atomicity, which
enable many optimizations, such as allowing writes to proceed without waiting and reads to return
values before updates are visible to all processors. In addition, most of these systems, like GFS for
example, use centralized components, and this may lead to high congestion or to a bottleneck effect.
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Table 2. Comparative Table of Distributed Algorithms and Storage Systems

Algorithm/ Data Data Consistency Versioning | Data Non-
System scalability | access guarantees Striping | blocking
Concurrency Reconfigu-
ration
GFS [34] YES concurrent relaxed YES YES YES (short
appends downtime)
Colossus [15] YES concurrent relaxed YES YES YES
appends
HDEFS [38] YES files restrict | strong NO YES YES
one writer at | (metadata),
a time write-once-
read-many
(data)
Ceph [62] YES concurrent strong YES YES YES
writes man- | (metadata), (optional)
aged by app | read-your-
writes (data)
CASSANDRA [13] YES YES tunable YES NO NO
(default=
eventual)
Dropbox [18] YES creates eventual YES YES N/A
conflicting
copies
REDIS [55] YES YES eventual YES NO NO
Blobseer [12] YES YES strong YES YES YES
(centralized)
Tectonic [53] YES files restrict | strong (meta- | YES YES YES
one writer at | data), read-
a time your-writes
(data)
ABD [5, 49] NO NO strong NO NO NO
CoABD [50] NO NO strong YES NO NO
COABDF YES YES strong YES YES NO
RAMBO [36] NO NO strong NO NO YES
DYNASTORE [2] NO NO strong NO NO YES
SM-STORE [40] NO NO strong NO NO YES
SPSNSTORE [27] NO NO strong NO NO YES
ARESABD [51] NO NO strong NO NO YES
AResEC [51] NO NO strong NO YES YES
CoARESABD NO NO strong YES NO YES
COARESEC NO NO strong YES YES YES
COARESABDF YES YES strong YES YES YES
COARESECF YES YES strong YES YES YES
(two
levels of
striping)

“The algorithms marked with an asterisk (*) are introduced in this work.
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To the best of our knowledge, there was no commercial DSS that could provide provable atomic
consistency guarantees in a decentralized environment in the absence of failure detection and
coordination for large objects; and that was our motivation: to develop a reconfigurable DSS that
provides and provably guarantees these characteristics.

3 System Settings and Definitions

We consider an asynchronous message-passing system in which processes communicate by ex-
changing messages via asynchronous point-to-point reliable channels; messages may be reordered.
As mentioned, our main goal is to implement a strongly consistent system that supports large
shared objects and favors high access concurrency. We assume read/write (R/W) shared objects
that support two operations: (i) a read operation, denoted by read(), that takes no arguments and
returns the value of the object, and (ii) a write operation, denoted by write(v), that modifies the
value of the object to v.

Clients and Servers. The system is a collection of crash-prone, asynchronous processors with
unique identifiers (ids) from a totally-ordered set 7, composed of two main disjoint sets of processes:
(a) a set € of client processes ids that may perform operations on a replicated object, and (b) a set §
of server processes ids that each holds a replica of the object.

A quorum is defined as a subset of §. A quorum system [61] is a collection of pair-wise intersecting
quorums. In this work, we address problems in both static and dynamic settings, based on the type
of configuration. Configuration includes the set of servers and some additional information that is
needed, while reconfiguration refers to the process of modifying or changing this setup, such as
adding or removing servers. In a static environment, the configuration of the system, including
the set of S, remains fixed, even if servers fail. In dynamic environments the configuration of the
system may dynamically change over time due to servers removal or addition.

We consider three distinct sets of client processes: a set W of writers, a set X of readers, and a set
3 of reconfiguration clients (only for dynamic settings). Each writer is allowed to modify the value
of a shared object, and each reader is allowed to obtain the value of that object. Reconfiguration
clients attempt to introduce new configuration of servers to the system in order to mask transient
errors and to ensure the longevity of the service (cf. Section 7.1).

In the algorithms presented in this work, any subset of client processes and up to a certain
number of servers (specified by the algorithm'!) may crash at any time during an execution. A
crash failure occurs when a node halts once, and then stops responding completely, and becomes
unresponsive (aka, it crashes).

Executions, Histories and Operations. An execution £ of a distributed algorithm A is an alternating
sequence of states and actions of A reflecting the evolution in real time of the execution. A history
Hg is the subsequence of the actions in & We say that an operation 7 is invoked (starts) in an
execution § when the invocation action of & appears in Hy, and 7 responds to the environment (ends
or completes) when the response action appears in Hg. An operation is complete in { when both its
invocation and matching response actions appear in Hy in that order. A history Hy is sequential if
it starts with an invocation action and each invocation is immediately followed by its matching
response; otherwise, Hy is concurrent. Finally, Hy is complete if every invocation in Hy has a matching
response in H (i.e., each operation in {'is complete). We say that an operation 7 precedes in real
time an operation i’ (or i’ succeeds in real time ) in an execution & denoted by & — 7, if the
response of 77 appears before the invocation of 7’ in Hy. Two operations are concurrent if neither
precedes the other.

The correctness of the algorithm is associated with a bond on the number of server crashes tolerated.
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Linearizability. We now formally define linearizability [39], following [7]. First, we define the
notion of the sequential specification of a R/W object.

Definition 1 (Sequential Specification). The sequential specification of a R/W object O over history
H is defined as follows: Initially, the value of the object O is L. If at the invocation event of an
operation 7 in H the value of the object O is v, then:

—if is a read() operation, then the response event of 7 returns v, and
—if is a write(v’) operation, then at the response event of 7, the value of the object Ois v’.

Definition 2 (Linearizability). A R/W object O is linearizable if, given any complete history H,
there exists a permutation o of all actions in H such that:

— o'is a sequential history and follows the sequential specification of the object O, and
— for operations 7y, 7y, if 1y — 7, in H, then m; appears before 7, in o.

Coverability. Coverability [50] extends linearizability by ensuring that a write operation is
performed on the latest version of the object. Thus, this consistency guarantee is defined over
a totally ordered set of versions, say Versions, and introduces the notion of versioned (coverable)
objects. According to [50], a coverable object is a type of R/W object where each value written is
assigned with a version from the set Versions. Denoting a successful write as cvr-w(ver)[ver’, chg] »
(updating the object from version verto ver’), and an unsuccessful write as cvr-w(ver)[ver’, unchg| P
a coverable implementation satisfies the properties of consolidation, continuity and evolution as
formally defined below in Definition 4.

Intuitively, consolidation specifies that write operations may revise the register with a version
larger than any version modified by a preceding write operation, and may lead to a version newer
than any version introduced by a preceding write operation. Continuity requires that a write
operation may revise a version that was introduced by a preceding write operation, according to
the given total order. Finally, evolution limits the relative increment on the version of a register that
can be introduced by any operation.

We say that a write operation revises a version ver of the versioned object to a version ver’ (or
produces ver’) in an execution  if cvr-w(ver)[ver’], completes in Hy. Let the set of successful write
operations on a history Hy be defined as Wy .= {7 : 7 = cvr-w(ver)[ver’], completes in Hg}. The
set now of produced versions in the history Hy is defined by Versionsy= {ver; : cvr-w(ver)[ver;] €
Wg,succ}u{ve”o} where ver; is the initial version of the object. Observe that the elements of Versions;
are totally ordered.

Next, we present the validity property, which defines explicitly the set of executions (histories)
that are considered to be valid executions (histories).

Definition 3 (Validity [50]). An execution £ (respectively its history Hy) is a valid execution
(respectively history) on a versioned object, for any p;, p; € J:
— Vevr-w(ver)[ver’], € W gyec, ver < ver’,
— for any operations cvr-w(+)[ver],, and cvr-o(x)[ver”] p, In We suce> ver’ # ver”, and
— for each ver, € Versionssz there is a sequence of versions very, very, ..., ver, such that
cvr-w(ver;)[veri 1] € We gyee, for 0 <i <k.

Definition 4 (Coverability [50]). A valid execution £ is coverable with respect to a total order <¢
on operations in W g, if:
— (Consolidation) If 1 = cvr-w(x)[ver;], my = cvr-w(ver))[x] € W gy, and w1 — H, 72 In Hy,
then ver; < ver; and 7 <g 7.

ACM Trans. Storage, Vol. 22, No. 2, Article 20. Publication date: March 2026.



Boosting Concurrency and Fault-Tolerance for Reconfigurable Shared Large Objects 20:11

— (Continuity) if 7, = cvr-w(ver)[ver;] € We g, then there exists 1; € We g .t 1y =
cvr-w(x)[ver] and 7y <g 7y, or ver = ver,.

— (Evolution) let ver,ver’,ver” € Versions;. If there are sequences of versions
ver{ ,verz’,...,ver]: and ver;’,very,...,very’, where ver = ver{ = very, ver]: = wver’, and
ver{’ = ver” such that cvr-w(very)[ver/ ;] € We suce> for 1 <i <k, and cvr-w(ver!”)[ver{,,]
€ We suce- for 1 <i <, and k < ¢, then ver’” < ver”.

Tags. We use logical tags to order operations. A tag 7 is defined as a pair (ts, wid), where ts € N,
a timestamp, and wid € W, an ID of a writer. Let 7 be the set of all tags. Notice that tags could
be defined in any totally ordered domain and given that this domain is countably infinite, then
there can be a direct mapping to the domain we assume. For any 7;,7, € T we define 7, > 7y if
(i) 7y.ts > 1y.ts or (i) 7y.ts = 7y.ts and 7y.wid > 71.wid. In the rest of the document, we use tags to
declare the version of a shared object; thus, 7 = Versions.

4 Framework for Fragmented Objects

In this section, we set the goal to study and formally define the consistency guarantees we can
provide when fragmenting a large R/W object into smaller objects (blocks), so that operations are
still issued on the former but are applied on the latter. Next, we introduce a framework, denoted as
CoBFS, designed for the implementation of coverable fragmented objects.

To motivate this, consider a simple example where a string object stores “Hello world!” and is
fragmented into two blocks: “Hello ” and “world!”. Suppose that two clients concurrently try to
update the entire file, one to “Hi folks!” and another to “Hello all!”. According to linearizability [39],
the system must choose one order, either Update 1 — Update 2 (“Hello all!” persists) or Update
2 — Update 1 (“Hi folks!” persists). Coverability [50] extends linearizability by adding version
awareness. If the first client starts at version v, (“Hello world!”), its update succeeds by creating v;
(“Hi folks!”), while a concurrent write with stale v, fails and transparently becomes a read returning
the current v; (“Hi folks!”). This prevents lost updates but still requires whole-object coordination.
The new consistency guarantee we introduce in this section, called Fragmented linearizability
relaxes the model by requiring linearizability only per block, thus concurrent updates to different
blocks (e.g., changning “Hello” to “Hi” and “world!” to “all!”) proceed without ordering the blocks,
allowing states like “Hi world!” or “Hi all!” during updates. Fragmented coverability then adds
version control: a stale update on the first block (e.g., using version v; when the current version is
v3) fails and returns the current value, while valid updates to other blocks succeed (e.g., second
block from v, to “all!”). This combination provides block-level consistency with versioning, enabling
us to support concurrent modifications while preventing overwrites.

4.1 Concurrent R/W Objects: Blocks and Fragmented Objects

A fragmented object is a concurrent object (e.g., can be accessed concurrently by multiple processes)
that is composed of a finite sequence of blocks. Section 4.1.1 formally defines the notion of a block,
and Section 4.1.2 gives the formal definition of a fragmented object.

4.1.1 Block Object. A block b is a concurrent R/W object with a unique identifier from a set
B. A block has a value val(b) € 3*, extracted from an alphabet 3. For performance reasons it is
convenient to bound the block length. Hence, we denote by Bt ¢ B, the set that contains bounded
length blocks, s.t. Vb € B the length of |val(b)| < £. We use |b| to denote the length of the value
of b when convenient. An empty block is a block b whose value is the empty string ¢, i.e., |b| = 0.
Operation create(b, D) is used to introduce a new block b € Bt initialized with value D, such that
|D| < £. Once created, block b supports the following two operations: (i) read(),, that returns the
value of the object b, and (ii) write(D)p, that sets the value of the object b to D, where |D| < ¢.
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A block object is linearizable if is satisfies the linearizability properties (see Section 4.2) with
respect to its create (which acts as a write), read, and write operations. Once created, a block object
is an atomic register [48] whose value cannot exceed a predefined length £.

4.1.2  Fragmented Object. A fragmented object fis a concurrent R/W object with a unique
identifier from a set F. Essentially, a fragmented object is a sequence of blocks from 5, with a value
val(f) = (by, by, ..., b,), where b; € B,fori € [0,n]. Initially, each fragmented object contains an
empty block, i.e., val( f) = (by) with val(by) = . We say that fis valid and f € F'if Vb; € val(f),
b; € BY. Otherwise, fis invalid. Being a R/W object, one would expect that a fragmented object
f € FY, for any ¢, supports the following operations:

— read() s returns the list (val(by), ..., val(b,)), where val(f) = (by, by, ..., by)
— write({Dy, ..., Dn))f, D;| < ¢, Vi € [0,n], sets the value of fto (b, ..., b,) s.t.val(h;) = D;,Vi €
[0,n].

Having the write operation to modify the values of all blocks in the list may hinder in many
cases the concurrency of the object. For instance, consider the following execution & Let val(f) =
(by, by), val(by) = Dy, val(b;) = Dy, and assume that & contains two concurrent writes by two
different clients, one attempting to modify block b, and the other attempting to modify block b;:
7 = write((D, Dy ))f and 7, = write({Dy, Dy ))f followed by a read()f. By linearizability, the read
will return either the list written in 7; or in 77, on f(depending on how the operations are ordered
by the linearizability property). However, as blocks are independent objects, it would be expected
that both writes could take effect, with ; updating the value of b, and 7, updating the value of b;.
To this respect, we redefine the write to only update one of the blocks of a fragmented object. Since
the update does not manipulate the value of the whole object, which would include also new blocks
to be written, it should allow the update of a block b with a value |D| > £. This essentially leads to
the generation of new blocks in the sequence. More formally, the update operation is defined as
follows:

— update(b;, D) s updates the value of block b; € fsuch that:
— if |D| < £: sets val(b;) = D;
= if |D| > & partition D = {D, ..., Dy} such that |Dj| < &,Vj € [0,k], set val(h;) = D, and
create blocks bl] ,for j € [1,k] with val(bl-] ) = Dj, so that fremains valid.

With the update operation in place, fragmented objects resemble store-collect objects presented
in [6]. However, fragmented objects aim at minimizing the communication overhead by exchanging
individual blocks (in a consistent manner) instead of exchanging the list (view) of block values in
each operation. Since the update operation only affects a block in the list of blocks of a fragmented
object, it potentially allows for a higher degree of concurrency. It is still unclear what are the
consistency guarantees we can provide when allowing concurrent updates on different blocks to
take effect. Thus, we will consider that only operations read and update are issued in fragmented
objects. Note that the list of blocks of a fragmented object cannot be reduced. The contents of a
block can be deleted by invoking an update with an empty value.

Observe that, as a fragmented object is composed of block objects, its operations are implemented
by using read, write, and create block operations. The read() ¢ performs a sequence of read block
operations (starting from block b, and traversing the list of blocks) to obtain and return the value of
the fragmented object. Regarding update operations, if [D| < ¢, then the update(b;, D) f operation
performs a write operation on the block b; as write(D)bi. However, if |D| > ¢, then D is partitioned
into substrings Dy, ..., Dy each of length at most £. The update operation modifies the value of

b; as write(DO)bi. Then, k new blocks bl-l, ...,blk are created as create(bi], D)), Vj € [1,k], and are
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inserted in fbetween b; and b;,; (or appended at the end if i = | f|). The sequential specification of
a fragmented object extends the definition of sequential specification for read/write (R/W) objects,
as defined in Definition 1 of Section 3. It is defined as follows:

Definition 5 (Sequential Specification). The sequential specification of a fragmented object f € F*
over the complete sequential history His defined as follows: Initially val( f) = (b,) with val(b,) = €.
If at the invocation action of an operation 7 in Hhas val(f) = (b, ..., b,) and Vb; € f,val(b;) = D;,
and |Dj| < ¢. Then:

— if wis a read() 4, then 7 returns (val(by), ..., val(b,)). At the response action of 7, it still holds
that val(f) = (by, ..., b,) and Yb; € f,val(;) = D;.
— if ris an update(d;, D)f operation, b; € f, then at the response action of 7, Vj # i, val(bj) =D;
and
— if |D| < & val(f) = (by, ..., by,), val(b;) = D;
—if D] > € val(f) = (by, .., b, b}, ... ,b, b1, ..., by,), such that val(b;) = D° and val(b)) =
D/,Vj € [1,k], where D = D°|D!|---|D¥ and |D/| < ¢, Vj € [0, k].2

4.2 Fragmented Coverable Linearizability

A fragmented object is linearizable if it satisfies both the Liveness (termination) and Linearizability
(atomicity) properties (cf. Definition 2 of Section 3). A fragmented object implemented by a single
linearizable block is trivially linearizable as well. Here, we focus on fragmented objects that may
contain a list of multiple linearizable blocks, and consider only read and update operations. As
defined, update operations are applied on single blocks, which allows multiple update operations
to modify different blocks of the fragmented object concurrently. Termination holds since read and
update operations on the fragmented object always complete. It remains to examine the consistency
properties. When multiple blocks within a fragmented object can be updated concurrently, a critical
question arises: What consistency model should the system provide? This section introduces the
concept of Fragmented Coverable Linearizability as the consistency guarantee for such systems.

Fragmented Linearizability. Let Hy be a sequential history of update and read invocations and
responses on a fragmented object f. This definition is an extension of the linearizability definition for
R/W objects, as defined in Definition 2 of Section 3, and it incorporates the sequential specification
of a fragmented object, as defined in Definition 5 of Section 4.1.

Definition 6 (Linearizability). A fragmented object fis linearizable if, given any complete history
H, there exists a permutation o of all actions in H such that:

— o is a sequential history and follows the sequential specification of f, and
— for operations m;, 7y, if 1; = 7, in H, then ; appears before 7, in o.

Observe, that in order to satisfy Definition 6, the operations must be totally ordered. Let us
consider again the sample execution & from Section 4.1. Since we decided not to use write operations,
the execution changes as follows: Initially, val(f) = (by, by), val(by) = Dy, val(b;) = Dy, and then
& contains two concurrent update operations by two different clients, one attempting to modify
the first block, and the other attempting to modify the second block: 7; = update(by, Dg)  and
7, = update(by, Di)f (IDgl < £ and |D]| < ¢), followed by a read()f operation. In this case, since
both update operations operate on different blocks, independently of how ; and r, are ordered in

2The operator “|” denotes concatenation. The exact way D is partitioned is left to the implementation.
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update(by, Dy’) . update(bo, Dg')
o .
*

date(b;, Dy’

update(b;, Dy’) update(b,, .‘)
time
time read(Dy’, D1)¢
read(Dy’, Dq)¢
o * . read(D0’ )y, read(D1)y;
read(Dy, Dy')¢ .
. read(Do, Di) . read(D0)yo read(D1')y,
A
(a) (b)

Fig. 1. Executions showing the operations on a fragmented object. Figure (a) shows linearizable reads on the
fragmented object (and serialization points), and (b) reads on the fragmented object that are implemented
with individual linearizable reads on blocks.

the permutation o, the read() f operation will return (D{, D} ). Therefore, the use of these update
operations has increased the concurrency in the fragmented object.

Using linearizable read operations on the entire fragmented object can ensure the linearizability
of the fragmented object as can be seen in the example presented in Figure 1(a). However, providing
a linearizable read when the object involves multiple R/W objects (i.e., an atomic snapshot) can be
expensive or impact concurrency [16]. Thus, it is cheaper to take advantage of the atomic nature of
the individual blocks and invoke one read operation per block in the fragmented object. But, what
is the consistency guarantee we can provide on the entire fragmented object in this case?

As seen in the example of Figure 1(b), two reads concurrent with two update operations may
violate linearizability on the entire object. According to the real time ordering of the operations
on the individual blocks, block linearizability is preserved if the first read on the fragmented object
should return (Dj, D;), while the second read returns (Dy, D1). Note that we cannot find a permu-
tation on these concurrent operations that follows the sequential specification of the fragmented
object. Thus, the execution in Figure 1(b) violates linearizability. This leads to the definition of
fragmented linearizability on the fragmented object, which relying on the fact that each individual
block is linearizable, it allows executions like the one seen in Figure 1(b). Essentially, fragmented
linearizability captures the consistency one can obtain on a collection of linearizable objects, when
these are accessed concurrently and individually, but under the “umbrella” of the collection.

In this respect, we specify each read() f operation of a certain process, as a sequence of read()p,
operations on each block b € fby that process. In particular, a read operation read() ¢ that returns
(val(by), ..., val(b,)) is specified by n+ 1 individual read operations read()bo,..., read()bn, that return
val(by), ..., val(b,), respectively, where read();70 -, read()bn.

Then, given a history H, we denote for an operation 7 the history H” which contains the actions
extracted from H and performed during 7 (including its invocation and response actions). Hence, if
val(f) is the value returned by read() s, then H re2d0 contains an invocation and matching response
for a read();, operation, for each b € val(f). Then, from H, we can construct a history H|f that
only contains operations on the whole fragmented object. In particular, H| f1s the same as H with
the following changes: for each read() pif (val(by), ..., val(b,)) is the value returned by the read
operation, then we replace the invocation of read()b0 operation with the invocation of the read() I
operation and the response of the read();, block with the response action for the read() f operation.

Then, we remove from H]| ¥ all the actions in H"240s,
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Definition 7 (Fragmented Linearizability). Let f € F* be a fragmented object, Ha complete history
on f, and val(f)y C B the value of fat the end of H. Then, fis fragmented linearizable if there
exists a permutation oy, over all the actions on b in H, Vb € val(f)g, such that:

— 0, is a sequential history that follows the sequential specification of b,> and
— for operations 7y, 7, that appear in H| fextracted from H, if 1y — 7, in H | 1> then all operations

on bin H”! appear before any operations on b in H*? in g},

Fragmented linearizability guarantees that all concurrent operations on different blocks prevail,
and only concurrent operations on the same blocks are conflicting. Consider two reads r; and r,
s.t. r; = ry; then r, must return a supersequence of blocks with respect to the sequence returned
by ry, and that for each block belonging in both sequences, its value returned by r, is the same or
newer than the one returned by ;.

Fragmented Coverable Linearizability. When writing a value to a linearizable R/W object, the
value written does not need to be dependent on the previous written value. However, in some
objects (e.g., files), it is expected that a value update will build upon (and thus avoid to overwrite) the
current value of the object. In such cases, a writer should be aware of the latest value of the object
(i.e., by reading the object) before updating it. Although a read-modify-write (RMW) semantic
would be more appropriate for this type of objects, it can only be achieved through consensus,
which is known to be merely impossible to solve in an asynchronous environment with crashes
[25].

As already discussed, in [50] the notion of coverability (cf. Definition 4 of Section 3) was
introduced to leverage the solvability of R/W object implementations, while providing a weak RMW
object. Recall that coverability extends linearizability with the additional guarantee that object
writes succeed when associating the written value with the “current” version of the object. In a
different case, a write operation becomes a read operation and returns the latest version and the
associated value of the object.

If a fragmented object utilizes coverable blocks, instead of linearizable blocks, then Definition 7
provides what we would call fragmented coverable linearizability or for short, fragmented
coverability: Concurrent update operations on different blocks would all prevail (as long as each
update is tagged with the latest version of each block), whereas only one update operation on the
same block would prevail (all the other updates on the same block that are concurrent with this
would become a read operation). As we see in the reminder of this work, fragmented coverability
is a good alternative to RMW semantics to implement large objects, like files, of which any new
value may depend on the current value of the object.

4.3 CoBFS: Framework for Fragmented Coverable Objects

After laying out the theoretical foundation of Fragmented Objects, we now introduce a framework
for a Distributed Storage System, which we refer to as CoBFS.

Coverability, as described in the Section 4.2, is crucial for updating the content of a fragmented
object. When updating a fragmented object, one expects the update to be on the previous version
of the object. Therefore, a write operation cannot change the value of the object arbitrarily, but
must always update it independently of the previously written value. By utilizing coverable blocks,
our storage system provides fragmented coverability as a consistency guarantee. The underlying
theoretical formulation allows to support any kind of large objects (e.g., a plain text or binary file).

Overview of the Basic Architecture: The basic architecture of CoBFS appears in Figure 2. CoBFS
is composed of two main modules: (i) a FM, and (if) a DSMM. In summary, the FM implements the

3The sequential specification of a block is similar to that of a R/W register [48], whose value has bounded length.
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Fig. 2. Basic architecture of CoBFS.

fragmented object while the DSMM implements an interface to a shared memory service that allows
read/write operations on individual block objects. Following this architecture, clients may access
the storage system through the FM, while the blocks of each fragmented object are maintained by
servers through the DSMM.

Fragmentation Module: Within FM, an essential function is Block Identification. This process
entails partitioning the object into smaller blocks and ensuring that each of these blocks adheres to
a predefined length (as specified in Section 4.1). The FM uses the DSMM as an external service to
write and read blocks to the shared memory. To this respect, CoBFS is flexible enough to utilize
various fragmentation strategies and adapt to any underlying distributed shared object algorithm.
In Section 5, we present a specific implementation of the Fragmentation Module designed for
seamless integration within the COBFS framework.

Distributed Shared Memory Module: The DSMM exposes three operations for a block b:
dsmm-read;, dsmm-write(v)p,, and dsmm-create(v),. The specification of each operation is shown
in Algorithm 1. For each block b, the DSMM maintains its latest known version ver;, and its associ-
ated value valy,. Upon receipt of a read request for a block b, the DSMM invokes a cvr-read operation
on b and returns the value received from that operation. The dsmm-create and dsmm-write opera-
tions invoke cvr-write operations to update the value of the shared block b. Their main difference is
that version (0, L) is used during a dsmm-create operation to indicate that this is the first time that
the block is written. Notice that the cvr-write in dsmm-create will always be considered successful
as it will introduce a new, never before written block. However, the cvr-write in dsmm-write may
be converted to a read operation, thus retrieving and returning the latest value of b. In such cases,
the update is considered unsuccessful.

5 Fragmentation Module: Design and Implementation Details
This section presents a specific and detailed implementation of the FM designed for seamless
integration within the CoBFS framework.

Implement a Coverable Fragmented Object: A fragmented object is modeled with its blocks being
coverable objects. The fragmented object is implemented as a linked-list of blocks with the first
block being a special block bg € B, which we call the genesis block, and then each block having a
pointer pir to its next block, whereas the last block has a null pointer. Initially each fragmented
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ALGORITHM 1: DSMM: Operations on a coverable block object b at client p

1: State Variables: 7: function dsmm—create(val)b!p

2: ver, € N* x W initially (0, L); val, € V initially 1; 8 (very,val,) < b.cvr-write(val, (0, L))
9: end function

3: function dsmm-read( )b,p

4:  (very,val,) < b.cvr-read() 10: function dsmm-write(val), ,

5:  returnval, 11:  (ver,,val,) < b.cvr-write(val, ver;)

6: end function 12:  return val,

13: end function

object contains only the genesis block; the genesis block contains special purpose (meta) data. The

val(b) of b is set as a tuple, val(b) = (ptr, data).

Object and Block Id Assignment: A key aspect of our implementation is the unique assignment
of ids to both fragmented objects and individual blocks. A fragmented object f € Fis assigned
a pair {cfid,cfseq) € € x N, where cfid € C is the universally unique identifier of the client
that created the object (i.e., the owner) and cfseq € N is the client’s local sequence number,
incremented every time the client creates a new object and ensuring the uniqueness of the objects
created by the same client.

In turn, a block b € B of a fragmented object is identified by a triplet ( fid, cid, cseq) € F x € x N,
where fid € Fis the identifier of the object to which the block belongs, cid € C is the identifier of
the client that created the block (this is not necessarily the owner/creator of the fragmented object),
and cseq € N is the client’s local sequence number of blocks that is incremented every time this
client creates a block for this object (this ensures the uniqueness of the blocks created by the same
client for the same fragmented object).

Fragmentation Module: The FM is the core concept of CoBFS implementation. Each client has
an FM responsible for (i) fragmenting the fragmented object into blocks and identifying modified
blocks, and (ii) following a specific strategy to store and retrieve the object’s blocks from the
R/W shared memory. As we show later, the block update strategy followed by FM is necessary in
order to preserve the structure of the fragmented object and sufficient to preserve the properties
of fragmented coverability. The FM’s external signature includes the two main operations of a
fragmented object: read , and update f Their specifications appear in Algorithm 2.

Update Operation - fm-update(b, D) f,p- The update strategy of the FM is the most challenging
part of our work. For the fragmented object division of the blocks and the identification of the newly
created blocks, the FM contains a Block Identification (BI) module that utilizes known approaches for
data fragmentation and diff extraction. Given the data D of a fragmented object f, the goal of Bl is
to break D into data blocks (Dy, ..., D,,), s.t. the size of each D; is less than a predefined upper bound
£. By drawing ideas from the RSYNC (Remote Sync) algorithm [58], given two versions of the same
fragmented object, say fand f’, the BI tries to identify blocks that (a) may exist in fbut not in f”
(and vice-versa), or (b) they have been changed from fto f’. To achieve these goals BI proceeds in
two steps: (1) it fragments D into blocks, using the Rabin fingerprints rolling hash algorithm [54], and
(2) it compares the hashes of the blocks of the current and the previous version of the fragmented
object using a string matching algorithm [11] to determine the modified/new data blocks. The role of
BI within the architecture of CoBFS and its process flow appears in Figure 3, while its specification
is provided in Algorithm 2. A high-level description of BI (fm-block-identify() r,p) has as follows:

— Block Division: Initially, the BI partitions a given fragmented object finto data blocks based
on its contents, using Rabin fingerprints. This scheme allows to divide finto blocks of at most
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Fig. 3. Example of a writer x writing text at the beginning of the second block of a fragmented object with id
fia = 7. The hash value of the existing second block “4bad..” is replaced with “d595..” and a new block with
hash value “8223..” is inserted immediately after. The block b,; = x_7-x_2 and the new block b,; = x_7-x_4 are
sent to the DSM.

ALGORITHM 2: Fragmentation Module: BI and Operations on a fragmented object fat client p

State Variables:
Hinitially @; £ € N;

£ g alinked-list of blocks, initially (bg);

bey € N initially 0;

function fm-block-identify( )y,

(newD, newH) < RabinFingerprints(f, £)

curH = hash(£ )

for (h(b)), hy) € C.mods s.t.
h(b;) € curH, hy. € newH do

> blocks modified

D « {D, : D, € newD A h; = hash(D,)}

fm-update(b;, D)fyp

for (h(b)), S) € C.insertss.t.
h(b;) € curH,S C newH do

> blocks inserted

D «{D; : hy € SAD, € newD A h; = hash(D;)}

fm-update(b;, D)N,

end function

: function Assemble(L )

fet
fori=0:[Ldo
fefoLdi
return f
end function

27:
28:
29:
30:
31:
32:

33:
> hashes of the data of the blocks in L'f 34:
C « SMatching(curH,newH) 35:

36:

37:
38:
39:
40:
41:
42:
43:
44:
45:
46:
47:

48:
49:
50:
51:
52:

function fm-read(); ,
b« val(bg).ptr
Ly (by)
while b not NULL do
val(b) < dsmm—read()byp
£ f.insert(val(b))
b« val(b).ptr
end while
return Assemble(£ )
end function

function fm-update(b, D = (D,, Dy, ...

forj=k: 1do
by < (f, p.bepr+)
val(b;).data = D;
if j < k then
val(b)).ptr = b;,
else
val(b;).ptr = val(b).ptr

L‘f.insert(val(bi))
dsmm-create(val(bj))bj
val(b).data = D,
if k > 0 then
val(b).ptr = b,
dsmm-write(val(b)),
end function

> reset L'f

“Disp
> set block id
> set block data

> set block ptr

> point last to b ptr

> change b ptr if |D| > 1
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size £, which are identified by their hashes (fingerprints). When used in two versions of the
same fragmented object, the scheme guarantees that only the hash of changed blocks (and at
most their respective next blocks) will be affected. To this end, any data that may cause a
changed block to overflow will yield new blocks.

— Block Matching: Given the set of blocks (Dy, ..., D,,,) and associated block hashes (h, ..., h,,;,)
generated by the Rabin fingerprint algorithm, the BI tries to match each hash to a block
identifier, based on block ids produced during the previous division of fragmented object
f, say (b, ..., b,). We produce the vector (h(by), ..., h(b,)) where h(b;) = hash(val(b;).data)
from the current blocks of f, and using a string matching algorithm [11], we compare the
two hash vectors to obtain one of the following statuses for each entry: (i) equal, (ii) modified,
(iii) inserted, (iv) deleted.

— Block Updates: Based on the hash statuses computed through block matching previously,
the blocks of the fragmented object are updated. In particular, in the case of equality, if a
h; = h(bj) then D is identified as the data of block bj. In case of modification, e.g., (h(bj), hy),
an fm-update(b;, {Di})f,p action is issued to modify the data of b; to D; (Lines 10:14). In
case new hashes (e.g., (h;, hy)) are inserted after the hash of block b; (i.e., h(b))), the ac-
tion fm-update(b;, {val(b;).data, D;, Di}) t,p is performed to create the new blocks after b;
(Lines 15:19). In our formulatlon block deletion is treated as a modification that sets an
empty data value thus, in our implementation no blocks are deleted. Note that an fm-update
operation is considered successful only when the underlying dsmm-write that modifies the
data of block b (line Algorithm 2:51) succeeds. Otherwise, the entire update is considered
unsuccessful.

Read Operation - fm- read() . To retrieve the value of a fragmented object f, a client p may
invoke a fm-ready , to the fragmented object. The FM issues a series of reads on fragmented
object’s blocks; starting from the genesis block of fand proceeding to the last block by following
the pointers in the linked-list of blocks £ ¢ comprising the fragmented object. The ordered list of
blocks £ ¢ is passed to the Assemble() function, which concatenates the blocks together into one
fragmented object, maintaining the order specified in the list £1.

6 Fragmented ABD: Static Storage for Large Objects

In this section, we integrate the static ADSM algorithm, ABD [4, 5], with the DSMM module in
CoBFS. To accomplish this integration, we first implement the coverable variant of ABD, referred
to as COABD [50]. Subsequently, we combine the CoABD algorithm with the DSMM module in
CoBEFS, thereby creating the combined system named CoABDF.

6.1 CoABD Optimization

Before proceeding to the integration of the COABD to CoBFS, we introduce an optimization of
the CoABD (see Algorithm 3), aiming at reducing the amount of data transmitted during read and
write operations, particularly benefiting scenarios involving fragmented objects.

Description of Optimized CoABD: The blue text in Algorithm 3 annotates the changes when
compared to the original COABD read/write protocols as presented in [50]. To reduce the data
transmitted per read, we apply a simple yet very effective optimization: servers avoid to reply with
the object value when the client already knows a more recent version of the object, and readers
avoid value propagation when enough servers are aware of the latest version of the object. In
particular, when a server receives a READ request it replies with both its local tag and object content
only if the tag enclosed in the READ request is smaller than its local tag; otherwise it replies with its
local tag without the object content. Once the reader receives replies from a majority of servers,
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ALGORITHM 3: Optimized coverable ABD

1: at each reader r for object b 14: at each server s for object b

2: State Variables: 15: State Variables:

3: tg, € N* x W initially (0, L); val, € V, init. 1; 16: tg, € N* x W initially (0, L); val, € V, init. 1;

4: function cvr-read() 17: function rcv(M)q > Reception of a message from q
5:  send (READ,tg;) to all servers > Query Phase 18:  if M.type # READ and M.tg > tg, then

6:  wait until WTH reply 19: (tgy, val,) < (M.tg, M.v)

7:  maxP <« max({(tg’,v")}) 20:  if M.type = READ and M.tg > tg, then

8: if maxP.tg >tg, then 21: send({tg,, L)) to q > Reply without content
9: send (WRITE, maxP) to all servers > Propagation Phase 22:  else

10: wait until “S‘T“ servers reply 23: send((tgy, val,)) to g > Reply with content
11: (tgy, val,) < maxP 24: end function

12:  return((tg,, val,))
13: end function

it detects the maximum tag among the replies, and checks if it is higher than the local known
tag. If it is, then it forwards the tag and its associated object content to a majority of servers; if
not, then the read operation returns the locally known tag and object content without performing
the propagation phase. While this optimisation makes little difference on the non-fragmented
version of the ABD (under read/write contention), it makes a significant difference in the case of
the fragmented objects. For example, if each read is concurrent with a write causing the execution
of a propagation phase, then the read sends the complete object to the servers; in the case of
fragmented objects only the fragments that changed by the write will be sent over to the servers,
resulting in significant reductions. During the query phase of the write operation, we apply the same
optimization as in the read operation. The only difference between the write and read operations
is that the former performs the propagation phase in any execution, whereas the read operation
performs a propagation phase only if the reader does not have the latest version, as explained
above. The cvr-write operation is omitted due to slight changes in its code; specifically, in the query
phase, it now includes its local tag in the READ request message.

Correctness of Optimized COABD. We now argue that this simple optimization does not affect
the correctness of the algorithm.

LEMMA 8. In any execution £ of COABD, if 1,,,,, is the maximum tag discovered at the query phase
of a read/write operation 7 from process p, and 7, the local tag in p after the completion of , then
Tp 2T, The proof of this lemma is provided in Appendix A.1.

max-

The next lemma states that if two operations are separated in time then the latter operation will
observe/return a “fresher” tag than the first operation.

LEMMA 9. Let m; and m, denote completed read/write operations in an execution & from processes
P1> P2 € J respectively, such that 1 — 7. If 7, and 7, are the local tags at p; and p, after the
completion of ) and 1y respectively, thent, <1, ;if 1, is a successful write operation then 7, <1, .
The proof of this lemma is provided in Appendix A.2.

THEOREM 10. The optimized COABD implements R/W coverable objects.

Proor. Lemma 9 shows that COABD satisfies linearizability. So, let’s focus on coverability. When
both the read and write operations perform two phases, the correctness of the algorithm is derived
from Theorem 10 in [50]. The propagation phase of a read is omitted when all the servers reply
with a tag smaller or equal to the local tag of the reader r (cf. line Algorithm 3:8). Since however, a
read propagates its local tag to a majority of servers at every tag update, then every subsequent
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operation will observe (and return) the latest value of the object to be associated with a tag at least
as high as the local tag of r. ]

6.2 CoABDF: Integrate CoOABD with CoBFS

In this section, we integrate COABD with CoBFS to obtain what we refer to as CoABDF. This
results in a static distributed storage designed for handling large objects. Also, we have to prove
that the CoOABDF system satisfies certain properties, including coverability for block operations,
adhesion to a limiting block size by Block Identification (BI) (cf. Section 5), and the creation of a
valid fragmented object according to the criteria in Definition 7.

Integration of COABD in CoBFS. In the CoBFS framework, we utilize the FM detailed in Section 5
and, in the DSMM component of the framework, we leverage the optimized CoABD version outlined
in Section 6.1.

Read Operation: When the system receives a read request from a client, the FM issues a series
of block read operations, detailed in Algorithm 2. The read operation executes the block read
operations on the shared memory using the dsmm-read function in Algorithm 1. Finally, the shared
memory executes the cvr-read as defined in Algorithm 3.

Update Operation: Upon receiving an update operation, the FM uses the BI module for the division
of the objects into data blocks utilizing update in Algorithm 2. Thus, D = <DO, v Dk>, fork >0,

with the size |D| = 2,{(:0 |D;] and the size of each |Dj| < £ for some maximum block size £. Then, the
FM attempts to update the value of each block with identifier b in fragmented object fwith the
data in D. Depending on the size of D the update operation using Algorithm 1 will either perform a
write on the block (i.e., dsmm-write) if k = 0, or it will create new blocks (i.e., dsmm-create) and
update the block pointers in case k > 0. Assuming that val(b).ptr = b’ then:

—k = 0: In this case update, for block b, calls write({(val(b).ptr, Dy), {p, bseq))y.
—k > 0: Given the sequence of chunks D = (D, ..., D) the following block operations are
performed in this particular order:
— create(b, = (f, p, bcp++>, (b, Dg), {p,0)) = Block by ptr points to b’ **
- ..
— create(by = (f, p, bcp++>, (by, Dy),{p,0)) ** Block b, ptr points to b, **
— write({by, Dy), {p, bseq)), ** Block b ptr points to b, **
Finally, the block operations are executed on the DSMM using cvr-write. (Given the slight deviation
from the original operation, as depicted in Figure 2 in [50], the description of this operation is
omitted. Please refer to Section 6.1 for further details.)

Correctness of COABDF. The provided proof demonstrates the correctness of the COABDF, ad-
dressing challenges related to read and update operations. The main challenge involves coordinating
the update operation to maintain the integrity of the fragmented object while avoiding interference
with concurrent operations.

We commence with a proof addressing the correctness of the CoABD implementation in the
DSMM.

LEMMA 11. DSMM implements R/W coverable block objects. The proof of this lemma is provided in
Appendix A.3.

Also, the challenge in update operation was to insert the list of blocks without causing any
concurrent operation to return a divided fragmented object, while also avoiding blocking any
ongoing operations. To achieve that, create operations are executed in a reverse order: we first
create block by pointing to b’, and we move backward until creating b; pointing to block b,. The last
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operation, write, tries to update the value of block b, with value (b;, D). If the last coverable write
completes successfully, then all the blocks are inserted in fand the update is successful; otherwise,
none of the blocks appears in fand thus the update is unsuccessful. This is captured by the following
lemma:

LEMMA 12. In any execution & of COABDF, if € contains an m = update(b, D)f’p, then 7t is successful
iff the operation b.cvr-write called within dsmm-write(val(b))y, ,, is successful. The proof of this lemma
is provided in Appendix A.4.

Now a read operation may return a list that contains a block b; only if b; was written by a
successful update operation. More formally:

LEMMA 13. In any execution ¢ of COABDF, if a p = read  , operation returns a list £ then for any
block b € £ there exists successful update(x) .« operation that either precedes or is concurrent to p
and invokes sm-create(val(b)), operation. The proof of this lemma is provided in Appendix A.5.

The above lemma will help us to show that the linked-list used for implementing our fragmented
object stays connected in any execution.

LemMA 14. In any execution & of COABDF, if aread ¢ , operation returns alist £ = (bg, by, ..., b,) for
a fragmented object f, then val(by).ptr = by, val(by).ptr = b1, for1 <i <n-—1, andval(b,).ptr = L.
The proof of this lemma is provided in Appendix A.6.

We now show that a subsequent read operation always contains the blocks from a preceding
read, with versions that are equally or more recent.

LemMA 15. Let & be an execution of COABDF with two reads p; = read ,, and p, = ready 4 from
clients p and q on the fragmented object f, s.t. py — p,. If p; returns a list of blocks £, and p, a
list £, then Yb; € £, thenb; € £, and the version of each b; € £, is smaller than or equal to the
version of b; € L. The proof of this lemma is provided in Appendix A.7.

This leads us to the following:
THEOREM 16. COABDF implements a R/W Fragmented Coverable object.

Proor. By Lemma 11, every block operation in COABDF satisfies coverability and together
with Lemma 15 it follows that COABDF implements a coverable fragmented object satisfying the
properties presented in Definition 7. Also, the BI ensures that the size of each block is limited
under a bound € and Lemma 14 ensures that each operation obtains a connected list of blocks. Thus,
CoABDF implements a valid fragmented object. O

7 Fragmented Ares: Dynamic Storage for Large Objects

In this section, we bring the coverability and fragmentation strategy of CoBFS (cf. Sections 4.3
and 5) to a dynamic environment. To achieve this, we integrate the dynamic ADSM algorithm
AREs (cf. Section 7.1) with the DSMM module in CoBFS. We first provide a coverable version of
AREs, i.e., COARES (cf. Section 7.2), and then integrate CoAREs with CoBFS to obtain COARESF (cf.
Section 7.4). We also present an optimization of the DAP-EC (the Data Access Primitive utilizing
Erasure Coding), which has its own indepentent interest (cf. Section 7.3).

7.1 Overview of ARES

We begin by providing an overview of AREs, including its design principles and key features. For
more information, please refer to [51]; there one can also find information about the implementation
of AREs, as well as relevant experiments carried out by some of the authors of the current work.
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AREs is a modular algorithm, designed to implement dynamic, reconfigurable, fault-tolerant,
read/write distributed linearizable (atomic) shared memory objects. We begin ARES’s overview by
explaining how a configuration is defined in AREs.

Configurations. A configuration, ¢ € C, consists of: (i) c.Servers C S: a set of server identifiers;
(if) c.Quorums: the set of quorums on c.Servers, s.t. VQ;,Q, € c.Quorums,Q;,Q, C c.Servers and
01 N Qy # @; (iii) DAP(c): the set of data access primitives (operations at level lower than reads
or writes) that clients in 7 may invoke on c.Servers (see more info below); (iv) c.Con: a consensus
instance with the values from €, implemented as a service on top of the servers in c.Servers; and
(v) the pair (c.tag, c.val): the maximum tag-value pair that clients in J have. A tag consists of a
timestamp ts (sequence number) and a writer id; the timestamp is used for ordering the operations,
and the writer id is used to break symmetry (when two writers attempt to write concurrently using
the same timestamp) [36]. We refer to a server s € c.Servers as a member of configuration c.

Data Access Primitives (DAPs). Similar to traditional implementations, ARES uses (tag, value)
pairs to order the operations on a shared object. In contrast to existing solutions, AREs does not
define the exact methodology to access the object replicas. Rather, it relies on three, so called, data
access primitives (DAPs): (i) the get-tag, which returns the tag of an object, (i) the get-data, which
returns a (tag, value) pair, and (iii) the put-data((tag, value)), which accepts a (tag, value) as an
argument.

As seenin [51], these DAPs may be used to express the data access strategy (i.e., how they retrieve
and update the object data) of different shared memory algorithms (e.g., [4]). Using the DAPs, ARES
achieves a modular design, agnostic of the data access strategies, and enables the use of different
DAP implementation per configuration (something impossible for other solutions). Different DAP;
can be used in different configurations, as long as the following consistency properties hold:

Property 1 (DAP Consistency Properties). A DAP operation in an execution £ is complete if both the
invocation and the matching response steps appear in & If IT is the set of complete DAP operations
in execution & then for any ¢, 7 € II:

Cl If §is c.put-data((1'¢, v¢)), forc € C, <T¢, v¢> € T xV, and r is c.get-data() that returns
(Tp, Vp) € T x V and ¢ completes before 7 is invoked in  then 7, > 7.

C2 If ¢ is a c.get-data() that returns (r,,v,;) € T x V, then there exists 7 such that r is
c.put-data({z,, v;)) and ¢ did not complete before the invocation of 7. If no such r exists in &,
then (z,,, V) is equal to (#y, V)

DAP Implementations. To demonstrate the flexibility that DAPs provide, the authors in [51],
expressed two different atomic shared R/W algorithms in terms of DAPs. These are the DAPs for
the well celebrated ABD algorithm (see Section 8.1 in article [51]), and the DAPs for an erasure
coded based approach presented for the first time in Section 5 of [51]. In the rest of the manuscript
we refer to the two DAP implementations as ABD-DAP and EC-DAP. An [n, k]-MDS erasure coding
algorithm (e.g., Reed-Solomon [56]) encodes k object fragments into n coded elements, which
consist of the k encoded data fragments and m encoded parity fragments. The n coded fragments
are distributed among a set of n different servers. Any k of the n coded fragments can then be
used to reconstruct the initial object value. As servers maintain a fragment instead of the whole
object value, EC-based approaches claim significant storage benefits. By utilizing the EC-DAP, ARes
became the first erasure coded dynamic algorithm to implement an atomic R/W object.

AREs Operations. We now provide a high-level description of the two main functionalities
supported by Ares: (i) the reconfiguration of the servers, and (i) the read/write operations on the
shared object.
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Reconfiguration: Reconfiguration is the process of changing the set of servers. A configuration
sequence cseq in AREs is defined as a sequence of pairs {c, status) where ¢ € C, and status € {P, F}
(P stands for pending and F for finalized). Configuration sequences are constructed and stored in
clients, while each server in a configuration c only maintains the configuration that follows cin a
local variable nextC € € U {1} x {P, F}.

To perform a reconfiguration operation recon(c), a client r follows 4 steps. At first, r executes
a sequence traversal to discover the latest configuration sequence cseq. Then it attempts to add
(c, P) at the end of cseq by proposing ¢ to a consensus mechanism. The outcome of the consensus
may be a configuration ¢’ (possibly different than c) proposed by some reconfiguration client. Then
the client determines the maximum tag-value pair of the object, say (7 v) by executing get-data
operation and transfers the pair to ¢’ by performing put-data({z v)) on ¢’. Once the update of the
value is complete, the client finalizes the proposed configuration by setting nextC = {(¢’, F) in a
quorum of servers of the last configuration in cseq (or ¢, if no other configuration exists). As shown
in [51], this reconfiguration procedure guarantees that configuration sequences obtained by any
two clients cseq,, and cseq,, then either cseq,, is a prefix of cseqy, or vice versa.

Read/Write Operations: A write (or read) operation 7 by a client p is executed by performing the
following actions: (i) 7 invokes a read-config action to obtain the latest configuration sequence cseq,
(if) minvokes a get-tag (if a write) or get-data (if a read) in each configuration, starting from the last
finalized to the last configuration in cseq, and discovers the maximum 7 or (z, v) pair respectively,
and (iii) repeatedly invokes put-data({z’,v’)), where (t/,v") = {(r.ts + 1, p),v’) if m is a write and
(r/,v") = (rv) if ris a read in the last configuration in cseq, and read-config to discover any new
configuration, until no additional configuration is observed.

7.2 CoARes: Coverable AREs

We now present and analyze the coverable extension of AREs, which we refer to as COAREs.

Description. Below, we describe the modification that needs to occur on AREs in order to support
coverability. The reconfiguration protocol and the DAP implementations remain the same as they are
not affected by the application of coverability. The changes occur in the specification of read/write
operations, which we detail below.

Read/Write operations. Algorithm 4 specifies the read and write protocols of CoAREs. The blue
text annotates the changes when compared to the original AREs read/write protocols.

The local variable flag € {chg, unchg}, maintained by the write clients, is set to chg when the
write operation is successful and to unchg otherwise; initially it is set to unchg. The state variable
version is used by the client to maintain the tag of the coverable object. At first, in both cvr-read and
cvr-write operations, the read/write client issues a read-config action to obtain the latest introduced
configuration; cf. line Algorithm 4:14 (respectively line Algorithm 4:47).

In the case of cvr-write, the writer w; finds the last finalized entry in cseq, say p, and performs
a cseq[j].conf.get-data() action, for y < j < |cseq| (lines Algorithm 4:15-18). Thus, w; retrieves
all the (r,v) pairs from the last finalized configuration and all the pending ones. Note that in
cvr-write, get-data is used in the first phase instead of a get-tag, as the coverable version needs
both the highest tag and value and not only the tag, as in the original write protocol. Then, the
writer computes the maximum (7, v) pair among all the returned replies. Lines Algorithm 4:19 - 24
depict the main difference between the coverable cvr-write and the original one: if the maximum
7 is equal to the state variable version, meaning that the writer w; has the latest version of the
object, it proceeds to update the state of the object ({r, v)) by increasing r and assigning (z, v) to
((r.ts + 1, w;), val), where val is the value it wishes to write (lines Algorithm 4:20-21). Otherwise,
the state of the object does not change and the writer keeps the maximum (z, v) pair found in the

ACM Trans. Storage, Vol. 22, No. 2, Article 20. Publication date: March 2026.



Boosting Concurrency and Fault-Tolerance for Reconfigurable Shared Large Objects

20:25

ALGORITHM 4: Write and Read protocols for COARES.

1: CVR-Write Operation:

36: CVR-Read Operation:

2:  at each writer w; 37:  ateachreaderr;
3:  State Variables: 38:  State Variables:
4:  cseq[]s.t.cseqlj] € € x{F, P} 39:  cseq[]s.t.cseqlj] € C x {F, P}
5:  wversion € Nt x W U {1} initially (0, L) 40:  Local Variables:
6:  Local Variables: 41:  p € INY initially 0, v € N* initially 0
7:  p € N7 initially 0, v € IN* initially 0 42:  r€ IN' x W initially (0, w;)
8: r&€ N'xW initially (0, w;) 43: v € Vinitially L
9: v &€ Vinitially 1 44:  Initialization:
10:  flag € {chg, unchg} initially unchg 45:  cseq[0] = (c,, F)
11:  Initialization:
12:  cseql0] = (¢, F) 46:  operation cvr-read()
47: cseq <read-config(cseq)
13:  operation cvr-write(val), val € V 48: u < max({j : cseqlj].status = F})
14: cseq «read-config(cseq) 49: v« leseq]
15: u < max({i : cseq[i].status = F}) 50: fori=yp :vdo
16: v < leseq] 51: (r,v) « max(cseq[i].cf g.get-data(), (r,v))
17: fori=y :vdo 52: done < false
18: (z,v) < max(cseq[i].cf g.get-data(), (z, v)) 53: while not done do
19: if version = 7 then 54: cseq[v].cfg.put-data((z, v))
20: flag < chg 55: cseq <read-config(cseq)
21: (r,v) « ((rts + 1,;), val) 56: if |cseq| = vthen
22: else 57: done « true
23: flag < unchg 58: else
24: version < T 59: v < leseq]
25: done « false 60: end while
26: while not done do 61: return (z, v)
27: cseq[v].cfg.put-data((z,v)) 62: end operation
28: cseq «read-config(cseq)
29: if |cseg| = v then
30: done « true
31: else
32: v < |eseq]
33: end while
34: return (7, v), flag

35:  end operation

first phase (i.e., the write has become a read). No matter whether the state changed or not, the
writer updates its version with the value 7 (line Algorithm 4:24).

In the case of cvr-read, the first phase is the same as the original, that is, it discovers the maximum
tag-value pair among the received replies (lines Algorithm 4:50-51). The propagation of (z,v) in
both cvr-write (lines Algorithm 4:26-33) and cvr-read (lines Algorithm 4:53-60)) remains the same.
Finally, the cvr-write operation returns (r, v) and the flag, whereas the cvr-read operation only
returns ((z,v)).

CorrRECTNESS OF COARES. COAREs is correct if it satisfies liveness (termination) and safety (i.e.,
linearizable coverability). Termination holds since read, update and reconfig operations on the
CoAREs always complete given that the DAP completes. As shown in [51], AREs implements a
linearizable object given that the DAP used satisfy Property 1. Given that COARES uses the same
reconfiguration and read operations, while the write operation might get converted to a read
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operation, then linearizability is not affected and can be shown that it holds in a similar way as
in [51].

The validity and coverability properties, defined formally as Definitions 3 and 4, remain to be
examined. In COAREs, we use tags to denote the version of the register. Given that the DAP(c)
used in any configuration ¢ € € satisfies Property 1, we will show that any execution £ of COARES
satisfies the properties of Definitions 3 and 4.

Proof Challenges: The main challenge is to show that COAREs satisfies the coverability properties
despite any reconfiguration in the system. In particular, we would like to ensure: (i) new values
are not overwritten, i.e., if a write is successfully completed then no subsequent write successfully
writes a value associated with an older version in any active configuration, (ii) versions are unique,
and (iii) eventually a single version path prevails.

Definitions and Proofs: We proceed with formal statements and proofs. Lemmas 17 to 19 help us
show that CoAREs satisfies Validity.

LEMMA 17 (VERSION INCREMENT). In any execution & of COARES, if w is a successful write operation,
and ver the maximum version it discovered during the get-data operation, then w propagates a version
ver’ > ver. The proof of this lemma is provided in Appendix A.8.

LEmMMA 18 (VERSION UNIQUENESS). In any execution & of COARES, if two write operations w; and
w9, write values associated with versions ver; and ver, respectively, then ver; # very. The proof of this
lemma is provided in Appendix A.9.

LEMMA 19. Each version we reach in an execution is derived (through a chain of operations) from
the initial version of the register very. The proof of this lemma is provided in Appendix A.10.

From this point onward we fix ¢ to be a valid execution and Hy to be its valid history. We now
show coverability (Definition 4).

LEMMA 20. In any execution & of COAREs, all properties of Definition 4 are satisfied. The proof of
this lemma is provided in Appendix A.11.

Lemmas 17 to 20 show that COAREs satisfies validity (Definition 3) and coverability (Definition 4):

THEOREM 21. COAREs implements a linearizable coverable object, given that the DAPs implemented
in any configuration c satisfy Property 1.

7.3 EC-DAP Optimization

Here we present an optimization in the implementation of EC-DAP, to reduce the operational
latency of the read/write operations in DSMM layer. We show that this optimized EC-DAP, which
we refer to as EC-DAPopt, satisfies Property 1, and thus can be used by any algorithm that utilizes
the DAPs, like any variant of Ares (e.g., COAREs and COARESF).

Description of EC-DAPopt. The main idea of the optimization stems from the optimization of
Algorithm 3 in Section 6.1, which is to avoid unnecessary object transmissions between the clients
and the servers. Specifically, we apply the following optimization: in the get-data primitive, each
server sends only the tag-value pairs with a larger or equal tag than the client’s tag. In the case where
the client is a reader, it performs the put-data action (propagation phase), only if the maximum tag
is higher than its local one. EC-DAPopt is presented in Algorithms 5 and 6. Text in blue annotates
the changed or newly added code, whereas struck out blue text annotates code that has been
removed from the original implementation.

Following [51], each server s; maintains a local state variable, List;, which stores a set of up to
(6 + 1) (tag, coded-element) pairs. The variable § is the maximum number of concurrent put-data
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ALGORITHM 5: EC-DAPopt implementation

at each process p; € J 16:  elseif Tags‘ilz # 1 then
el
2: procedure c.get-data() 18: v « decode value for 19«

max
send (QUERY-LIST,c.tag) to each s € c.Servers

4:  until p; receives List; from each server s € S,
_ [ ntk
< s.t. ‘5g| = [T]

return (¢, v)

20: end procedure

and 8, C c.Servers procedure c.put-data((z, v)))
6: Iagsfkﬁ—s%eﬂtag&tha%appeaﬁsm—lehsts 22: if 7 > c.tag then
Tagsi’z = set of tags that appears in k lists code-elems = [(z,e,), ..., (z,€,)].
8: with values 24: =,(v)
by max(Tags™) send (PUT-DATA, (, ;) to each s,
10:  tde max(Tagsfe’Z) < € c.Servers
jfgdec — ¢ then 26: until p; receives Ack from [%‘] servers in
max max
12:  ifctag = t% then < c.Servers
t < ctag ctag <t
14: v « c.val 28: cval <« v
return (t,v) end procedure

operations that overlap with the get-data, until the time the client has all data needed to attempt
decoding a value. In EC-DAPopt, we need another two state variables, the tag of the configuration
(c.tag) and its associated value (c.val). We now proceed with the details of the optimization. Note
that the c.get-tag() primitive remains the same as the original.

Primitive c.get-data(): A client, during the execution of a c.get-data() primitive, queries all the
servers in c.Servers for their List, and awaits responses from [%‘ ] servers. Each server generates
a new list (List’) where it adds every (tag, coded-element) from the List, if the tag is higher than
the c.tag of the client and the (tag, 1) if the tag is equal to c.tag; otherwise it does not add the
pair, as the client already has a newer version. Once the client receives Lists from [%C ] servers,
it selects the highest tag t, such that: (i) its corresponding value v is decodable from the coded
elements in the lists; and (ii) ¢ is the highest tag seen from the responses of at least k Lists (see
lines Algorithm 5:8—10) and returns the pair (¢, v). Note that in the case where any of the above
conditions is not satisfied, the corresponding read operation does not complete. The main difference
with the original code is that in the case where variable c.tag is the same as the highest decodable
tag (tf,ll‘;cx), the client already has the latest decodable version and does not need to decode it again
(see line Algorithm 5:12).

Primitive c.put-data((t,, v)): This primitive is executed only when the incoming ¢, is greater than
c.tag (line Algorithm 5:22). In this case, the client computes the coded elements and sends the pair
(¢, ©;(v)) to each server s; € c.Servers. Also, the client has to update its state (c.tag and c.val). If the
condition does not hold, the client does not perform any of the above, as it already has the latest
version, and so the servers are up-to-date. When a server s; receives a message (PUT-DATA, t,,, G;), it
adds the pair in its local List and trims the pairs with the smallest tags exceeding the length (5 + 1)
(see line Algorithm 6:16).

Correctness of EC-DAPopt. To prove the correctness of EC-DAPopt, we need to show that it is
safe, i.e., it ensures the necessary Property 1, and live, i.e., it allows each operation to terminate. In
the following proof, we will not refer to the get-tag access primitive that the EC-DAP algorithm
uses [51], as the optimization has no effect on this operation, so it should preserve safety as shown
in [51].
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ALGORITHM 6: The response protocols at any server s; € S in EC-DAPopt for client requests.

1: at each server s; € S in configuration ¢ 12: Upon receive (PUT-DATA, (T, ¢;)) s,q fromg
13:  List < List U{(r, )}
2: State Variables: 14:  if |List| > § + 1 then
List € T x C,, initially {(#,, ®;(vy))} 15: Topin < min{t : (¢, ) € List}
3: Local Variables: /* remove the coded value */
List” C T x Cy, initially L 16: List « List\ {(r,e) : 7 =1, A(r,e) € List}
17: List «— List U{(75. L)}
4: Upon receive (QUERY-LIST, £g) ; ., from g 18:  Send ack to g
5 for 7,vin List do 19: end receive
6: if 7> tg, then
7: List’ « List’ U{(r, )}
8 else if 7 = tg, then
9 List’ « List” U{(r, L)}

10:  Send List’ to g
11: end receive

For the following proofs, we fix the configuration to c as it suffices that the DAPs preserve
Property 1 in any single configuration. Also we assume an [n, k] MDS code, |c.Servers| = n of which
no more than ”T_k may crash, and that § is the maximum number of put-data operations concurrent
with any get-data operation.

We first prove Property 1-C2 as it is later being used to prove Property 1-C1.

LEmMA 22 (C2). Let & be an execution of an algorithm A that uses the EC-DAPopt. If ¢ is a
c.get-data() that returns (z,,v,) € T x V, then there exists & such that 7 is a c.put-data({r,, v,)) and
¢ did not complete before the invocation of . If no such r exists in & then (z,;, v,) is equal to (ty, V)
The proof of this lemma is provided in Appendix A.12.

LEmMMA 23 (C1). Let & be an execution of an algorithm A that uses the EC-DAPopt. If ¢ is
c.put-data((zg, vg)), for c € C, (14, vy) € T x V, and  is c.get-data() that returns (t, vy) € T x V
and ¢ — min &, then 7, > 4. The proof of this lemma is provided in Appendix A.13.

THEOREM 24 (SAFETY). Let & be an execution of an algorithm A that contains a set I1 of complete
get-data and put-data operations of Algorithm 5. Then every pair of operations ¢, € II satisfy
Property 1.

Proor. Follows directly from Lemmas 22 and 23. g

Liveness requires that any put-data and get-data operation defined by EC-DAPopt terminates.
The following theorem captures the main result of this section.

THEOREM 25 (LIVENESS). Let & be an execution of an algorithm A that utilises the EC-DAPopt. Then
any put-data or get-data operation 7 invoked in & will eventually terminate.

Proor. Given that no more than "T_k servers may fail, then from Algorithm 5 (lines Algo-

rithm 5:21-29), it is easy to see that there are at least "TJrk servers that remain correct and reply to
the put-data operation. Thus, any put-data operation completes.
Now we prove the liveness property of any get-data operation 7. Let p,, and p,, be the processes

that invoke the put-data operation w and get-data operation 7. Let S, be the set of [”TH‘] servers

that responds to p,,, in the put-data operations, in w. Let S, be the set of [%‘ ] servers that responds
to p, during the get-data step of 7. Note that in £ at the point execution T;, just before the execution
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ALGORITHM 7: DSMM: Reconfig operation on block b at client p

1: function dsmm-reconfig(c)y, ,
2:  b.reconfig(c)
3: end function

of 7, none of the write operations in A is complete. Let T, denote the earliest point of time when
P receives all the ["TH{] responses. Also, the set A includes all the put-data operations that starts
before T, such that tag(1) > tag(w)}. Observe that, by algorithm design, the coded-elements
corresponding to t,, are garbage-collected from the List variable of a server only if more than §
higher tags are introduced by subsequent writes into the server. Since the number of concurrent
writes |A], s.t. > |A| the corresponding value of tag ¢, is not garbage collected in & at least until
execution point T, in any of the servers in S,,. Therefore, during the execution fragment between
the execution points T; and T, of the execution & the tag and coded-element pair is present in
the List variable of every server in S, that is active. As a result, the tag and coded-element pairs,
(t,, ©4(v,)) exists in the List received from any s € S, N S, during operation 7. Note that since
1S, = 1S, = [%‘] hence |S,, N S,| > k and hence t, € Tagsfekc, the set of decode-able tag, i.e., the

value v, can be decoded by p,, in 7, which demonstrates that Tagsfe]z * Q.

Next we want to argue that t9 is the maximum tag that 7 discovers via a contradiction: we

assume a tag t,,,,,, which is the maximum tag s discovers, but it isnot decode-able, i.e., t,,,, & Ta gstilz

and t,,,, > 13, Let S C Sbe any subset of k servers that responds with t,,,, in their List’ variables
to p,.. Note that since k > n/3 hence |S,, N S| > ["TH‘] +[51 > 1,ie,5,n Sk # @. Thent,,,, must
be in some servers in S,, at T, and since £, > t4€. >t Now since |A| < § hence (tyqy Ps(Vimax))
cannot be removed from any server at T, because there are not enough concurrent write operations
(i.e., writes in A) to garbage-collect the coded-elements corresponding to tag t,,,,. Also since 7
cannot have a local tag larger than t,,,,, according to the lines Algorithm 6:6-9 each server in S,
includes the t,,,, in its replies. In that case, t,,,, must be in Ta gdzelz , a contradiction. O

7.4 CoAREsF: Integrate CoARes with CoBFS

We are now ready to describe how CoOAREs can be integrated with CoBFS to obtain what we call
CoAREsF, thus yielding a dynamic distributed memory suitable for large objects. Furthermore,
this enables to combine the fragmentation approach of CoBFS (utilizing the FM implementation
described in Section 5) with a second level of striping when EC-DAP is used, making storage
efficient at the servers. A particular challenge of this integration is how the fragmentation approach
should invoke reconfiguration operations, since CoBFS considered only static (non-reconfigurable)
systems. The main challenge of CoAREsF, however, was to prove that the blocks’ sequence
of a fragmented object remains connected, despite the existence of concurrent read/write and
reconfiguration operations.

Integration of COAREs in CoBFS.. Integration with the CoBFS is achieved by using COAREs as
the external DSMM service. To accommodate the dynamic nature of COAREs, we need to introduce
the reconfiguration operation in COARESF as shown next.

Reconfig Operation: The specification of reconfig on the DSMM is given in Algorithm 7, while
the specification of reconfig on a fragmented object is given in Algorithm 8.

When the system receives a reconfig request from a client, the FM issues a series of reconfig
operations on the fragmented object’s blocks, starting from the genesis block and proceeding to
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ALGORITHM 8: FM: Reconfig operation on fragmented object fat client p

1: function fm-reconfig(c)s ,
2: b« wval(hy).ptr

3 while b not NULL do

4: dsmm—reconfig(c)byp

5 b < val(b).ptr

6 end while

7:

end function

the last block by following the next block ids (Algorithm 1). The reconfig operation executes the
block recon fig operations on the shared memory (Algorithm 7) using dsmm-reconfig operations.

Correctness of COARESF. When a reconfig(c) operation is invoked in COAREs, a reconfiguration
client requests to change the configuration of the servers hosting the single R/W object. By design,
each instance of CoAREs handles a single R/W object. In the case of a fragmented object f, each
block composing fis handled as a separate atomic object, and thus assigned to a different ARES
instance. Therefore, the main challenge of COARESF is to ensure that the sequence composing f
remains connected and composed of the most recent blocks, despite concurrent read/write and
reconfig operations. Note that each individual block may exist in different configurations and be
accessed by different DAPs.

In the remainder, we show that fragmented coverability (see Section 4.2) cannot be violated.
Before we prove any lemmas, we first state a claim that follows directly from the algorithm.

Cram 26. For any block b # by, where b, the genesis block, created by an update operation, it is
initialized with a configuration sequence cseqy, = cseqq, where cseqq is the initial configuration.

Notice that we assume that a single quorum remains correct in cseq at any point in the execution.
This may change in practical settings by having an external service to maintain and distribute the
latest cseq that will be used in a created block.

We begin with alemma that states that for any block in the sequence obtained by a read operation,
there is a successful update operation that wrote this block. Its proof follows the proof of Lemma 4
presented in [23].

LEmMMA 27. In any execution & of COARESF, if p is a read operation on f that returns a sequence
L, then for any block b € £, there exists a successful update operation on f that either precedes or is
concurrent to p.

In the following lemma, we show that a reconfiguration moves a version of the object larger
than any version wrote by a preceding write operation to the installed configuration.

LEmma 28. Suppose that p is a dsmm-reconfig(c,)p .. operation and w a successful cvr-write(v)p,
operation that changes the version of b to ver, s.t.  — p in an execution £ of COARESF. Then p invokes
cy.put-data({ver’, *)) in c,, s.t. ver’ > ver. The proof of this lemma is provided in Appendix A.14.

Next, we need to show that any sequence returned by any read operation is connected, despite
any reconfiguration operations that may be executed concurrently. This corresponds to the most
challenging part of the integration.

LEmMMA 29. In any execution & of COARESF, if p is a read operation on f that returns a sequence
of blocks £ = {by, by, ...,b,}, then it must be the case that (i) by.ptr = by, (ii) by.ptr = b4, for
i € [1,n— 1], and (iii) b,.ptr = L. The proof of this lemma is provided in Appendix A.15.

We conclude with the main result of this section.
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THEOREM 30. COARESF implements a linearizable coverable fragmented object.

Proor. By the correctness proof in Section 7.2 follows that every block operation in CoOARESF
satisfies linearizable coverability and together with Lemma 29, which shows the connectivity of
blocks, it follows that COARESF implements a linearizable coverable fragmented object satisfying
the properties of fragmented linearizable coverability (see Section 4.2). O

8 Experimental Evaluation

After presenting the implementations, we now proceed to an experimental evaluation. Section 8.1
describes general information for the setup of experiments and Section 8.2 presents the experiments.
Our implementation is a prototype of a Distributed File System, thus each file is modeled as a
fragmented object with blocks as presented in Section 5. While in these experiments we consider
text files with random byte strings, our implementations support any file type.

8.1 Experimental Evaluation Setup

Distributed systems are often evaluated on an emulation or an overlay testbed. Emulation testbeds
give users full control over the host and network environments, their experiments are repeatable,
but their network conditions are artificial. The environmental conditions of overlay testbeds are
not repeatable and provide less control over the experiment, however, they provide real network
conditions and thus provide better insight on the performance of the algorithms in a real deployment.
We used Emulab [20] as an emulation testbed and AWS EC2 [8] as an overlay testbed. Evaluated

Algorithms. We have implemented and evaluated the performance of the following algorithms:

— CoABD. This is the coverable version of the traditional static ABD [5, 49], as introduced
in [50], incorporating the optimization detailed in Section 6.1. It serves as our overall baseline.

— CoABDF. This is the version of optimized CoABD that provides fragmented coverability, as
presented in Section 4. It can be considered as a baseline algorithm of the CoBFS framework.

— CoARESABD. This is a coverable version of AREs (COARES), presented in Section 7.2, that uses
the ABD-DAP implementation (cf. Section 7.1). The ABD-DAP implementation is optimized
similarly to the EC-DAPopt presented in Section 7.3. It can be considered as the dynamic
(reconfigurable) version of CoABD.

— CoARESABDEF. This is COARESF (cf. Section 7.4) together with the ABD-DAP implementation,
i.e., it is the fragmented version of COARESABD.

— CoARESEC. This is a version of COARES (see Section 7.2) that uses the EC-DAPopt implemen-
tation (see Section 7.3).

— CoAREsECF. This is the two-level striping algorithm presented in Section 7.4 when used with
the EC-DAPopt implementation of Section 7.3, i.e., it is the fragmented version of COARESEC.

— CassANDRA. Cassandra is a highly available, tunable consistent key-value store. We use it
to provide a performance reference for comparison (see Section 2 and the implementation
details below).

— CassaNDRAF. This is the fragmented variant of CASSANDRA, adapted to support object chunk-
ing in order to handle large objects (see the implementation details below).

Note that we have implemented all the above algorithms using the same baseline code and
communication libraries. All the modules of the algorithms are written in Python, and the asyn-
chronous communication between layers is achieved by using DEALER and ROUTER sockets, from
the ZeroMQ library [63].

In the remainder, for ease of presentation, and when appropriate, we will be referring to algorithms
CoABD(F) and CoARESABD(F) as the ABD-based algorithms and to algorithms CoAResEC(F) as
the EC-based algorithms.
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Overview of the Experiments. In a first phase, to further appreciate the proposed approach
from an applied point of view, we performed a preliminary evaluation of CoBFS with CoABD
storage (COABDF) against the original CoOABD. Due to the design of the two algorithms, CoOABD
will transmit the entire file per read/update operation, while COABDF will transmit as many blocks
as necessary for an update operation, but perform as many reads as the number of blocks during a
read operation. The two algorithms use the read optimization of Algorithm 3. This preliminary ex-
perimentation evaluated the performance of read and write operations and of the read optimization.

In a second phase, we compared the performance of CoBFS using different storage emulations
(CoABD, CoARESABD, CoARESEC) against the original ones without the fragmentation approach
of CoBFS. We have evaluated the impact of using CoBFS instead of the original storage. To this
end, we show the clear benefits of using CoBFS over different storage, especially in the case of
concurrent accesses to the same huge file, and find the optimized storage for this framework. We
just display a small portion of the preliminary experiments because these extended ones contain all
the findings.

Deployment and Execution. For the deployment and remote execution of the experimental
tasks, we have an extra physical machine, the controller, which orchestrates the experiments.
The controller used Ansible [3], a tool to automate different IT tasks, such as cloud provisioning,
configuration management, application deployment, and intra-service orchestration. There are
two main steps to run an experiment: (i) booting up the client (either writer or reader) and the
server nodes, and (i) executing each scenario using Ansible Playbooks, scripts written in the YAML
language. The scripts get pushed to target machines, they are executed, and then get removed. In
our experiments, one instance node was dedicated as a controller to orchestrate the experiments.
For the execution of the experiment, Ansible automated the provision of the executables in each
machine, the execution of the operations in the experiment, and the collection of the logs for our
analysis.

Node Types. During the experiments, we use four distinct types of nodes, writers, readers, recon-
figurers, and servers. Their main role is listed below:

— writer w € W C (: a client that sends write requests to all servers and waits for a quorum
of the servers to reply.

—reader r € X C C: a client that sends read requests to servers and waits for a quorum of the
servers to reply.

—reconfigurer g € G C (: a client that sends reconfiguration requests to servers and waits
for a quorum of the servers to reply. This type of node is used only in any variant of AREs
algorithm.

—server s € &: a server listens for read and write and reconfiguration requests, it updates
its object replica according to the DSMM implementation and replies to the process that
originated the request.

Performance Metrics. We assess performance using: (i) operational latency, and (ii) the update
success ratio. The operational latency is computed as the sum of communication and computation
delays. In the case of algorithms that use CoBFS, computational latency encompasses the time
necessary for the FM to fragment a file object and generate the respective hashes for its blocks. The
update success ratio is the percentage of update operations that have not been converted to reads
(and thus successfully changed the value of the indented object). In the case of non-fragmented
algorithms, we compute the percentage of successful updates on the file as a whole over the number
of all updates. For fragmented algorithms, we compute the percentage of file updates, where all
individual block updates succeed. The performance of ABD-based algorithms shown in the results
can be used as a reference point in the presented experiments since the rest algorithms combine
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ideas from it. To perform a fair comparison and to yield valuable observations, the results shown
are compiled as averages over several samples per each scenario. The Emulab results are compiled
as averages over five samples per each scenario. However, the AWS results are complied as averages
over three samples for the Scalability scenario, while the rest scenarios run only once.

Distributed Experimental Setup on Emulab. For the preliminary experiments, we used XEN
virtual machines with a routable IP address, while for the extended experiments, we used physical
machines. All nodes were placed on a single LAN using a DropTail queue without delay or packet
loss. We used nodes with one 2.4 GHz 64-bit Quad Core Xeon E5530 “Nehalem” processor and
12 GB RAM. Each node runs one server or client process. This guarantees a fair communication
delay between a client and a server node. We have an extra physical node, the controller, which
orchestrates the experiments. A client’s node has one Daemon that listens for its requests.

Distributed Experimental Setup on AWS. For the File Sizes and Block Sizes experiments, we
create a cluster with 8 node instances. All of them have the same specifications, their type is
t2.medium with 4 GB RAM, 2 vCPUs and 20 GB storage. For the Scalability experiments, we create
a cluster with 11 node instances. Ten of them have the same specifications, their type is t2.small
with 2 GB RAM, 1 vCPU and 20 GB storage, and one is of type t2.medium. In all experiments one
medium node has also the role of controller to orchestrate the experiments. In order to guarantee a
fair communication delay between a client and a server node, we placed at most one server process
on each physical machine. Each instance with clients has one Daemon to listen for clients’ requests.

Reconfiguration Service of Any Variant of ArRes. We used an external implementation of
Raft [52] consensus algorithms, which was used for the service reconfiguration and was deployed
on top of small RPi devices. Small devices introduced further delays in the system, reducing the
speed of reconfigurations and creating harsh conditions for longer periods in the service.

Cassandra Implementation. We deployed the Apache Cassandra 4.1 on each node. In order to
guarantee atomicity, as in ARes and ABD, we set the consistency level parameter of CASSANDRA to
“quorum”. This means that a majority of nodes of the replicas must respond. Thus, if n is the total
number of available replicas, and replication factor is n, then | 5 | + 1 must respond. To send read and
write request we created a script using the Cassandra-driver Python library. First, the script creates
connections to the cluster nodes, giving their IPs and ports. Then we specify a keyspace (a namespace
that defines data replication on nodes) and create a table (a list of key-value pairs). Once that is
done, the client can send write and read requests, using the insert and select statements, respectively.
We implemented two distinct approaches for interacting with CAsSANDRA: (i) Non-fragmented
Implementation: In this approach, we treat each file as a single large object. A writer inserts a tuple
(fileid, value), where the value is a byte string of type blobs (binary large objects) in CASSANDRA.
A reader selects the value providing the file’s id; (ii) Fragmented Implementation: This approach
(CassanDRrAF) simulates fragmentation by breaking down each file into smaller, fixed-size chunks.
For writing, each chunk is inserted as a separate entry, with a tuple ( fileid, chunk_number, value).
For reading, the client iterates through chunk_number values to retrieve all chunks associated with
a file id and then reassembles them to reconstruct the original file.

Parameters of Algorithms. The quorum size of the EC-based algorithms is [”T“Lk], while the
quorum size of the ABD-based algorithms is | 5 | + 1. The parameter n is the total number of servers,
k is the number of encoded data fragments, and m is the number of parity fragments, i.e., n — k. In
relation to EC-based algorithms, we can conclude that the parameter k is directly proportional to the
quorum size. But as the value of k and quorum size increase, the size of coded elements decreases.
Also, a high number of k and consequently a small number of m means less redundancy with the
system tolerating fewer failures. When k = 1 we essentially converge to replication. Parameter ¢ in
EC-based algorithms is the maximum number of concurrent put-data operations, i.e., the number
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of writers. For the CassaNDRa algorithm, we set the consistency level to the majority, as in the
case of ABD-based algorithms.

8.2 Experimental Scenarios and Results

Here, we describe the scenarios we constructed and the settings for each of them. In all scenarios a
writer bootstraps the system by writing a text file with a specific size, i.e., the initial size. As the
writers keep updating the file, its size increases.

For the distributed experiments (in both testbeds) we use a stochastic invocation scheme in
which readers and writers pick a random time uniformly distributed (discrete) between intervals
to invoke their next operations. Respectively the intervals are [1...rInt] and [1..wInt]. If there is a
reconfigurer, it invokes its next operation every 15sec and performs a total of 5 reconfigurations.

Scenarios.We present three types of scenarios:

— Performance vs. Initial File Sizes: examine performance when using different initial file sizes.

— Performance vs. Scalability of nodes under concurrency: examine performance as the number
of service participants increases.

— Performance vs. Block Sizes: examine performance under different block sizes (only for
fragmented algorithms).

Overall, our results suggest that the efficiency of CoBFS is inversely proportional to the number
of block operations, rather than the size of the file. This is primarily due to the individual block-
processing nature of CoBFS.

Performance vs. Initial File Sizes. The first scenario measures the performance of algorithms when
the writers update a file whose size gradually increases. We varied the f;;,, by doubling the file size
in each simulation run. The performance of some experiments is missing as the non-fragmented
algorithms crashed when testing larger file sizes due to an out-of-memory error. This demonstrates
that non-fragmented algorithms cannot handle large data objects in a relatively large deployment (11
servers) without exceeding memory limits, whereas fragmented algorithms complete the operations
successfully. The maximum, minimum and average block sizes (rabin fingerprints parameters) were
set 1 MB, 512 kB, and 512 kB, respectively. In the preliminary Emulab experiments, we focused on
comparing only CoABDF and CoABD to evaluate the impact of fragmentation and the optimization
in Algorithm 3. These early experiments validated the benefit of fragmentation in isolation. The
extended experiments expand the evaluation to all algorithm variants under larger deployments in
Emulab and AWS.

Preliminary Experiments: |W| = 5,|R| = 5,|8| = 5, f;iz, from 1 MB to 1 GB. In total, each writer
performed 5 updates and each reader 5 reads.

Extended Experiments: f;,, from 1 MB to 512 MB. The ABD-based algorithms have quorums of
size 3.

Emulab Parameters. [W| = 5,|R| = 5,|8| = 11. For EC-based algorithms we used parity m €
{1, 5} yielding quorum sizes of 11 and 9, respectively. For ABD-based algorithms and CAsSANDRA
we used quorums of size 6. In total, each writer performs 20 writes and each reader 20 reads.

AWS Parameters. |W| = 1,|R| = 1,|S| = 6. For EC-based algorithms we used parity m € {1, 4}
yielding quorum sizes of 6 and 4, respectively. For ABD-based algorithms and CASSANDRA we used
quorums of size 4. In total, each writer performs 50 writes and each reader 50 reads. The above
experimental parameters are summarized in Table 3.

Results: We measure the read and write operation latencies for both original and the fragmented
variant of algorithms; the results can be seen on Figures 4, 5, and 6. As shown in Figures 5(a)
and 6(a), the fragmented algorithms that use the FM achieve significantly smaller write latency,
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Table 3. Experimental Parameters Summary for File Size Experiments

Parameter

Preliminary Experiments

Extended Experiments Extended Experiments

Emulab Emulab AWS
File Size Range 1MB - 1GB 1MB - 512 MB 1MB - 512 MB
|8 5 11 6
(W) 5 5 1
|R| 5 5 1
Ops per Client 5 20 50
Parity m (EC-based) — lor5 lor4
Quorum Size (ABD-based/CASSANDRA) 3 6 4

Quorum Size (EC-based)

11form=1or9form=5 6form=1or4form=4
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Fig. 4. Emulab preliminary results for File Size experiments. (a) Write operation latency as file size increases.
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Fig. 5. Emulab results for file size experiments. (a) Write operation latency as file size increases.

(b) Read operation latency as file size increases.

ACM Trans. Storage, Vol. 22, No. 2, Article 20. Publication date: March 2026.



20:36 A. Trigeorgi et al.

Min Block Size: 512kB, Avg Block Size: 512kB, Max Block Size: 1MB Min Block Size: 512kB, Avg Block Size: 512kB, Max Block Size: 1MB

CoARES_ABD

CoARES_ABD-F
~—*— CoARES_EC m=1
30 =+ ¢+ COARES_EC-F m=1
CoARES_EC m=4
CoARES_EC-Fm=4

' CoARES_ABD
§ COARES_ABDF
4B ——CoARES_EC m=1
J -+ COARES_EC-F m=1
CoARES_EC m=4
CoARES_EC-F m=4

%

w
13
s

n
3
s

mean # of blocks

20

3
s

READ Operation Latency (sec)

WRITE Operation Latency (sec)

W T ——

2 5 10M 20M  50M 100M 200M 500M

T

=

M 2 5 10M 20M 50M 100M200M 500M
Initial File Size (B) Initial File Size (B)
(@) (b)
Algorithm: CoARES_EC-F, Min Block Size: 512KB, Avg Block Size: 512kB, Max Block Size: 1MB Algorithm: CoARES _ABD-F, Min Block Size: 512kB, Avg Block Size: 512kB, Max Block Size: 1MB

Read Operation Latency
Read Config Latency

=

’ +# Write Operation Latency
) Write Computation Latency of BI
Write Communication Latency

s
=

&l
>

3
o

=

Write Operation Latency per File (sec)
Repad Opeoratlon é_atencz per B_olock (sgc)
=

=

w2 5 100M 2 5

o 2 5
Iniial File Size (B)

(c) (d)

1M 2 5
Inital File Size (B)

Fig. 6. AWS results for File Size experiments. (a) Write operation latency as file size increases. (b) Read
operation latency and average number of blocks read as file size increases. (c) Breakdown of COARESECF write
latency: total write, Bl computation, and communication as file size increases. (d) Read operation latency and
read-config latency as file size increases.

when the file size increases, which is a result of the block distribution strategy. Both CAsSANDRA
and its fragmented counterpart CAssaNDRAF (Figure 5(a)) are significantly outperformed by all
of our non-fragmented algorithms, as well as by all optimized EC-based algorithms, whether
fragmented or not. This highlights the scalability and efficiency of our designs in handling large
data workloads. In Figure 5(a), the lines of fragmented algorithms are very closed to each other. The
fact that the CoARESECF with m=1 (Figure 6(a)) at smaller file sizes does not benefit so much from
the fragmentation, is because the client waits more responses for each block request compared
to ABD-based algorithms with fragmentation. Regarding CassaNDRAF, for write operations it
outperforms CAssANDRA for file sizes up to 32 MB (22> bytes), which is the maximum file size
CAssANDRA can handle without errors. However, the update latency exhibited in non-fragmented
algorithms appears to increase linearly with the file size. This was expected, since as the file size
increases, it takes longer latency to update the whole file.
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Also, the successful file updates achieved by fragmented algorithms are significantly higher as
the file size increases, since the probability of two writes to collide on a single block decreases as the
file size increases (Figure 5(a)). On the contrary, the non-fragmented algorithms do not experience
any improvement as it always manipulates the file as a whole. We do not measure CASSANDRA’S
success ratio as it does not provide a versioning mechanism; hence, all updates are considered
successful.

The BI computation latency contributes significantly to the increase of fragmented algorithms’
update latency in larger file sizes, as shown in Figure 6(c). We have set the same parameters for
the rabin fingerprints algorithm for all the initial file sizes, which may have favored some file sizes
but burdened others. An optimization of the rabin algorithm or a use of a different algorithm for
managing blocks could possibly lead to improved BI computation latency; this is a subject for
future work. The CoBFS update communication latency remains almost stable, since it depends
primarily on the number and size of update block operations. That is in contrast to the update
latency exhibited in non-fragmented algorithms which appears to increase linearly with the file
size. This was expected, since as the file size increases, it takes longer to update the whole file.

As shown in Figure 5(b), all the fragmented algorithms have smaller read latency than the
non-fragmented ones. This happens since the readers in the shared memory level transmit only
the contents of the blocks that have a newer version. While in the non-fragmented algorithms,
the readers transmit the whole file each time a newer version of the file is discovered. This ex-
plains the increasing curve of non-fragmented compared to their counterpart with fragmentation.
CassANDRAF outperforms CAsSANDRA read latency for file sizes up to 32 MB (2%° bytes), which
is the maximum size CASSANDRA can handle without errors. In this range, CASSANDRAF achieves
latencies close to those of our fragmented algorithms. However, for file sizes beyond 64 MB (226
bytes), the latency of CAssaNDRAF increases significantly, exceeding that of both our fragmented
algorithms and even non-fragmented EC-based algorithms.

On the contrary, the read latency of COAREs in the corresponding AWS experiment (Figure 6(b))
has not improved with the fragmentation strategy. This is due to the fact that the AWS testbed
provides real network conditions. The COARESF read/write operation has at least two more rounds
of communication to perform than CoABDF in order to read the configuration before each of the
two phases. As we can see in Figure 6(d), the read-config operations of COARESABDF during a
block read operation have a stable overhead in latency. Thus, when the FM module sends multiple
read block requests, waiting each time for a reply, the client has this stable overhead for each block
request. The average number of blocks read in each experiment is shown in the Figure 6(b). This
reveals an important observation: in static algorithms (e.g., COABDF), fragmentation improves
read latency because only modified blocks are transmitted, and no extra metadata exchange is
needed. In contrast, reconfigurable algorithms (e.g., COARESF) may incur higher latencies despite
transferring less data, due to the need to retrieve or synchronize configuration state. To address this
in a follow-up work [31], several optimizations have been proposed and evaluated: (i) piggybacking
configuration metadata on client messages to reduce discovery overhead, (if) a garbage collection
mechanism that prunes obsolete configurations and propagates updated ones, and (iii) batching
reconfiguration actions across multiple objects, which is particularly effective in fragmented settings.
It is also worth mentioning that the decoding of the read operation in EC-based algorithms is slower
than the encoding of the write as it requires more computation.

EC-based algorithms with m=>5, k=6 in Emulab and with m=4, k=2 in AWS results in the generation
of smaller number of data fragments and thus bigger sizes of fragments and higher redundancy,
compared to EC-based algorithms with m=1. As a result, with a higher number of m (i.e., smaller k) we
achieve higher levels of fault-tolerance, but with wasted storage efficiency. The write latency seems
to be less affected by the number of m since the encoding is faster as it requires less computation.
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Table 4. Experimental Parameters Summary for Scalability Experiments
Parameter Emulab AWS
File Size 4MB 4MB
Block Sizes Min: 512 kB, Avg: 512kB, Max: 1MB  Min: 512kB, Avg: 512kB, Max: 1 MB
18| 3,5,7,9,11 3,5,7,9,11
| %] 5 to 25 5 to 25
W) 5to 25 5 to 25
Ops per Client 20 20

Client Placement
Parity m (EC-based)

Quorum Size (ABD-based)

Quorum Size (EC-based)

All clients on different nodes
1(81=3),2(8|=5).3(8I=7),
4(81=9),5 (8] =11)

(181 =13),3 (8| =5),4 (8] =7,
(181=9).6 (8] =11)

(181 =3),4 (8] =5),6 (18] = 7),
( )s

2
5
3
78] =9),9 (8| = 11)

Round-robin across nodes
1(81=3),2(8|=5).3 (81 =7),
4(81=9),5 (8] =11)

(181 =13),3 (8| =5)4 (8] =7),
(181 =9).6 (8] =11)

(181 =3),4 (8| =5)6 (8] = 7),
( )s

2
5
3
718 = 9), 9 (8] = 11)

In the preliminary experiments, we compared the read latencies of COoABDF and CoABD with and
without the optimization of Algorithm 3.As seen in Figure 4(b), the CoABD read latency increases
sharply, even when using the optimized reads. This is in line with our initial hypothesis, as CoABD
requires reads to request and propagate the whole file each time a newer version of the file is
discovered. Similarly, when the optimization is not used in CoOABDF, the latency is close of CoABD.
Notice that each read that discovers a new version of the file needs to request and propagate the
content of each individual block. On the contrary, the optimization decreases significantly the
CoABDF read latency, as reads transmit only the contents of the blocks that have changed.

In Figure 5(a) and (b), we can additionally observe the write and read latency of COARESEC and
CoARESECF (with m=5) when EC-DAP is used instead of EC-DAPopt in the DSMM layer. Both
algorithms, when using the optimization (i.e., EC-DAPopt) incur significant reductions on the
read latency (in half), especially for large files. Furthermore, the write latency of CoOARESEC is
significantly reduced (in half); there is no much gain for the write latency of COARESECF, which
was expected since it is already very low due to fragmentation (the optimization was aiming the
read latency anyway).

Performance vs. Scalability of nodes under concurrency. This scenario is constructed to compare
the read, write and recon latency of the algorithms, as the number of service participants increases.

Without Reconfiguration: In both Emulab and AWS, we varied the number of readers |R| and
the number of writers |W| from 5 to 25, while the number of servers |S| varies from 3 to 11. In
AWS, the clients and servers are distributed in a round-robin fashion. We calculate all possible
combinations of readers, writers and servers where the number of readers or writers is kept to 5. In
total, each writer performs 20 writes and each reader 20 reads. The size of the file used is 4 MB. The
maximum, minimum and average block sizes were set to 1 MB, 512 kB, and 512 kB, respectively.
To match the fault-tolerance of ABD-based algorithms, we used a different parity for EC-based
algorithms (except in the case of 3 servers to avoid replication). With this, the EC client has to
wait for responses from a larger quorums. The parity value of the EC-based algorithms is set to
m=1 for |8| = 3, m=2 for |§| = 5, m=3 for || = 7, m=4 for |§| = 9 and m=5 for |§| = 11. The above
experimental parameters are summarized in Table 4.

Results: The results obtained in this scenario are presented in Figure 7. As expected, COARESEC
has the lowest update latency among non-fragmented algorithms because of the striping level.
Each object is divided into k encoded fragments that reduce the communication latency (since
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Fig. 7. Emulab results for Scalability experiments. (a) Write operation latency as the number of writers
increases. (b) Read operation latency as the number of readers increases. (c) Write operation latency as the
number of servers increases.

it transfers less data over the network) and the storage utilization. The fragmented algorithms
perform significantly better update latency than the non-fragmented ones, even when the number
of writers increases (see Figure 7(a)).This is because the non-fragmented writer updates the whole
file, while each fragmented writer updates only a subset of blocks. To complement the latency
analysis, we also measured the number of operations per second (throughput) each algorithm
can sustain. The results confirm the improved scalability of fragmented algorithms. For instance,
while the non-fragmented CoABD achieves only 1.61 + 0.51 update ops/sec, its fragmented coun-
terpart COABDF sustains 4.45 + 0.99 update ops/sec. Similarly, COARESEC handles 2.57 + 0.30
update ops/sec, compared to 4.89 £ 0.35 by COARESECF. We observe that the update operation
latency in algorithms CoABD and CoARESABD increases as the number of servers increases, while
the operation latency of COARESEC decreases or stays the same (Figures 7(c)) That is because
when increasing the number of servers, the quorum size grows but the message size decreases.
Therefore, while both non-fragmented ABD-based algorithms and COARESEC wait for responses
from more servers, COARESEC gains the advantage of decreased message size. When going from
7 to 9 servers, we observe a decrease in latency. This is due the choice of parity value (param-
eter of EC-based algorithms) that we select for 7 servers. Due to the block allocation strategy
in fragment algorithms, more data are successfully written (cf. Figure 7(a) and (b)), explaining
the slower COARESF read operation (cf. Figures 7(b)). The corresponding AWS findings show
similar trends.

With Reconfiguration: We built three extra experiments in Emulab to verify the correctness of
the variants of AREs when reconfigurations coexist with read/write operations. We assume a crash-
stop failure model, where processes (including servers and reconfigurers) may fail by halting. No
failures were explicitly injected during these experiments. The reconfigurations simulate planned,
dynamic membership changes, rather than recovery from node crashes. Our goal was to evaluate
the correctness and performance of the system under frequent reconfiguration scenarios. The
three experiments differ in the way the reconfigurer works; two experiments are based on the way
the reconfigurer chooses the next storage algorithm and one in which the reconfigurer changes
concurrently the next storage algorithm and the quorum of servers. In these experiments the
number of servers |S| is fixed to 11 and there is one reconfigurer. All of the scenarios below are run
for both CoAres and CoAREsF.
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— Reconfiguring to the same DAP: We execute two separate runs, one for each DAP. We use
only one reconfigurer which requests recon operations that lead to the same shared memory
emulation and server nodes.

— Reconfiguring to a random DAP: The reconfigurer chooses randomly between the two
DAP..

— Reconfiguring to a different number of servers: The reconfigurer switches between
the two DAP; and at the same time chooses randomly the number of servers between
[3,5,7,9,11].

Results: As expected, in all scenarios, the reconfiguration delays are higher than those of read and
write operations (Figures 8, 9, and 10), since a reconfiguration involves more communication rounds,
including interactions with the external consensus service and the execution of DAP operations. A
detailed tracing analysis of operation latencies is provided in a follow-up work [32].

As we mentioned earlier, our choice of k minimizes the coded fragment size but introduces bigger
quorums and thus larger communication overhead. As a result, in smaller file sizes, AREs (either
fragmented or not) may not benefit so much from the coding, bringing the delays of the COARESEC
and CoARESABD closer to each other (cf. Figure 8). However, the read latency of COARESECF is
significant lower than of COARESABDF. This is because the COARESECF takes less time to transfer
the blocks to the new configuration.

Figure 9 illustrates the results of COARESF experiments with the random storage change. During
the experiments, there are cases where a single read/write operation may access configurations that
implement both ABD-DAP and EC-DAPopt, when concurrent with a reconfiguration operation.
We observe that the cost of accessing multiple DAPs within a single read/write operation is more
noticeable in non-fragmented variants. In these cases, the protocols must transfer the entire object
across configurations, which significantly increases latency. In contrast, fragmented versions of
the protocols exhibit a much smaller increase in latency, since they move smaller fragments. This
highlights an important advantage of our fragmentation approach, it not only lowers latencies but
also reduces the overhead introduced by dynamic transitions across heterogeneous DAPs.

The last scenario in Figure 10 is constructed to show that the service is working without inter-
ruptions despite the existence of concurrent read/write and reconfiguration operations that may
add/remove servers and switch the storage algorithm in the system. Also, we can observe that
CoAREsF (Figure 10(b)) has shorter update and read latencies than CoARres (Figure 10(a)).

Performance vs. Min/Avg Block Sizes. We varied the minimum and average by;,,, of fragmented
algorithms from 8 kB to 1 MB. The size of the initial file used was set to 4 MB, while the maximum
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Operation Latency per File (sec) vs # of Readers
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Fig. 10. Emulab results for read, write, and reconfiguration operations as the number of readers increases
when Reconfiguring DAP, Alternately and Servers Randomly. (a) Non-fragmented algorithms. (b) Fragmented
algorithms.
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Fig. 11. Emulab results for Min/Avg block sizes’ experiments. (a) Write operation latency as Min/Avg block
sizes increases. (b) Read operation latency as Min/Avg block sizes increases.

block size was set to 1 MB. In Emulab, each writer performs 20 writes and each reader 20 reads,
whereas in AWS each writer performs 50 writes and each reader 50 reads.

Emulab Parameters. |W| = 5,|8| = 5,|S| = 5. For EC-based algorithms, m = 2 and the quorum
size is 4. For ABD-based algorithms, we used quorums of size 4.

AWS Parameters. |W| = 1,|R| = 1,|8| = 6. For EC-based algorithms, m = 1 and the quorum
size is 6. For ABD-based algorithms, we used quorums of size 4. The above experimental parameters
are summarized in Table 5.

Results: From Figure 11(a), we can infer in general that when larger min/avg block sizes are used,
the update latency reaches its highest values since larger blocks need to be transferred. However,
too small min/avg block sizes lead to the generation of more new blocks during update operations,
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Table 5. Parameters for Block Size Experiments

Parameter Emulab AWS
File Size 4 MB 4MB
Min/Avg Block Size Range 8kB - 1MB 8kB - 1 MB
Max Block Size 1MB 1MB
S| 5 6

|R| 5 1

(W) 5 1
Ops per Client 20 50
Parity m (EC-based) 2 1
Quorum Size (ABD-based) 4 4
Quorum Size (EC-based) 4 6

resulting in more update block operations, and hence slightly higher update latency. In Figure 11(b),
smaller block sizes require more read block operations to obtain the file’s value. As the minimum
and average b, increase, lower number of rather small blocks need to be read. Thus, further
increase of the minimum and average by, forces the decrease of the read latency, reaching a
plateau in the graph. This means that the scenario finds optimal minimum and average b, and
increasing them does not give better (or worse) read latency. The corresponding AWS findings
show similar trends.

Performance vs. Min/Avg/Max Block Sizes. We varied the minimum and average by;,,, from 2 MB
to 64 MB and the maximum bg;,, from 4 MB to 1 GB. In Emulab and AWS, this scenario has the
same settings as the prior block size scenario. In total, each writer performs 20 writes and each
reader 20 reads. The size of the initial file used was set to 512 MB.

Results: This scenario evaluates how the block size impacts the latencies when having a rather large
file size. As all examined block sizes are enough to fit the text additions no new blocks are created.
All the algorithms achieve the maximal update latency as the block size gets larger (Figures 13(a),
and 12(a)). COARESECF has the lower impact as block size increases mainly due to the extra level of
striping. Similar behaviour has the read latency in Emulab, as shown in Figure 13(b). However, in real
time conditions of AWS, the read latency of a higher number of relatively large blocks (Figure 12(c))
has a significant impact on overall latency, resulting in a larger read latency (Figure 12(b)).

9 Conclusions

Existing methods for managing data in distributed storage systems have several shortcomings,
such as centralized metadata management, weaker guarantees, and a lack of support for efficient
versioning of data in concurrency. The development of CoBFS, a highly efficient distributed data
storage framework, has addressed these limitations and facilitated data sharing at a large scale.
The benefits of CoOBFS were demonstrated through various experiments on both emulation and
real conditions environments, meeting the main objective proposed in this work. We highlight the
usefulness of the contributions and provide future perspectives for further development.

CoBFS: Efficient, Large-scale Data Storage. We proposed CoBFS, a distributed storage service
that illustrates design principles for building a distributed storage system that can scale to large
size data. To develop it, we had to introduce the notion of linearizable and coverable fragmented
objects that are based in two design principles: data striping and versioning-based concurrency
control in a storage to enable efficient data management of large objects.
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Fig. 13. Emulab results for Min/Avg/Max block sizes’ experiments. (a) Write operation latency as Min/Avg/Max
block sizes increases. (b) Read operation latency as Min/Avg/Max block sizes increases.

CoBFS Improves Performance of Distributed Shared Memory. The efficiency of CoBFS is
mainly affected by the storage layer. Thanks to its modular architecture, we are able to use different
storage emulations with different design principles (such as versioning, fault-tolerance, erasure-
codes, block replication, fast operations). Among different storages we test on the core of CoBFS, we
developed CoARESF, the first dynamic distributed shared memory that utilizes coverable fragmented
objects and enables the use of erasure coding. Compared to the approach that does not use the
fragmentation layer of CoBFS (CoAREs), COARESF is optimized for efficient access to shared data
under heavy concurrency.

Theoretical Principles Illustrated through Extensive Experiments. To validate the theoretical
principles of each developed algorithm, we performed extensive experimental scenarios. In all
evaluations, we examine the design principles that each algorithm promises, e.g., atomic consistency,
data striping, erasure coding, access to the same files under heavy concurrency, fault-tolerance,
reconfiguration.
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Below we discuss the main tradeoffs that we have observed during the implementation and
deployment.

Block size of FM. The performance of data striping highly depends on the block size. There is
a tradeoff between splitting the object into smaller blocks, for improving the concurrency in the
system, and paying for the cost of sending these blocks in a distributed fashion. Therefore, it is
crucial to discover the “golden” spot with the minimum communication delays (while having a
large block size) that ensures a small expected probability of collision (as a parameter of the block
size and the delays in the network).

Parity of EC. There is a tradeoff between operation latency and fault-tolerance in the system: the
further increase of the parity (and thus higher fault-tolerance) the larger the latency.

Parameter 0 of EC. The value of § equals the number of writers. As a result, as the number of
writers increases, the latency of the first phase of EC also increases, since each server sends the list
with all the concurrent values. In this point, we understand the importance of the optimization in
the DSMM layer.

Our storage service demonstrates strong potential for future development and improvement, as
described below. In fact, new features can be leveraged to enhance the system’s capabilities.

Enhance the Performance of our DSS. Although the work has achieved promising results, there
is still potential for further improvement or optimization. During the extensive experiments in this
work, we have already identified performance bottlenecks in distributed setting. The main goal
is to devise methodologies to reduce the latency of read, write, and reconfig operations, making
our DSS prototype more practical and attractive for commercial use. In this work, we observed the
stable overhead of read-config operations in the experiment sets of Section 8.2. Another issue of
the AREs algorithms is the old or even unviable configurations that exist in cseq in any variant of
AREs (cf. Section 7.1). Subsequent work [32], introduced distributed tracing to find the performance
bottlenecks of DSM algorithms, specifically the ArEes algorithm and its variants. By identifying
bottlenecks, key optimizations we implemented in [31] that enhanced the algorithm’s efficiency,
such as batched operations, garbage collection, and piggybacking configuration data. These improve-
ments offer significant performance gains while maintaining correctness. The optimizations include
piggy-backing data on read/write messages to speed up configuration discovery, implementing
a garbage collection mechanism to remove outdated configurations and update older ones for
improved service longevity and faster discovery, and introducing a batching mechanism to apply a
single configuration to multiple objects at once, accelerating reconfiguration. Certainly, there is
more room for improvement as several aspects remain open for future exploration. In particular,
integrating lightweight data integrity mechanisms (e.g., checksums) and adopting client/server-side
caching techniques—common in existing DDS like HDFS or Tectonic— will further enhance the
reliability and performance of CoBFS, and thus, broaden the system’s applicability in real-world
settings. Future work will also focus on advanced management of DSM via a distributed memory
management module, enabling orchestration of multiple DSM instances, optimized object placement
and migration, and improved scalability, fault tolerance, and resource utilization.

Design Reconfiguration Orchestration Strategies for Dynamic DSS. Utilizing the reconfig-
uration mechanism offered by CoAREsF, a future goal is to design and analyze (smart) Recon-
figuration Orchestration Strategies (ROS) on when reconfigurations should be invoked on
CoARESF and how the membership of the service should change. Proposed approaches will specify
which environmental parameters may affect the decisions on when and how to reconfigure, and
reconfiguration decisions will utilize (existing) tools that monitor these parameters, eliminating
or minimizing human intervention. The developed service will be designed to interact with any
dynamic reconfigurable service (beyond CoAREsF) via the reconfiguration mechanism.
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Real-world Implementations of the DSMs. The DSM systems presented in this work, are
being actively integrated into practical, real-world applications that span both edge and cloud
domains. For instance, we are deploying ADSM in maritime surveillance scenarios involving
autonomous unmanned vehicles (UVs), such as aerial drones and underwater robots, which
operate in dynamic edge environments. Here, ADSM functions as a lightweight coordination
and data-sharing backbone to support tasks like swarm intelligence and real-time monitoring.
In parallel, we are developing a web-based platform to facilitate the deployment, configuration,
and use of ADSM via a user-friendly UL, built on Laravel. This platform enables users to manage
configurations, monitor system state, and perform read/write operations efficiently. Together, these
efforts demonstrate the flexibility and applicability of our DSM solutions in both mission-critical
and general-purpose computing environments.
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Appendix
A Proofs

This appendix contains the proofs of lemmas omitted from the main text.

A.1 Proof of Lemma 8

ProoF. Let 7 be the local tag at the invocation of the operation 7. According to Algorithm 3, both
read and write operations perform a query phase, during which they collect the (tag, value) pairs
from a majority of servers. During the query phase, 7 identifies the maximum pair (7,3, Viax)
from the majority of servers. We consider two cases based on the condition before the propagation
phase (line Algorithm 3:8 for a read and line Figure 2:10 in [50] for a write): (i) 7,,,,, > 7, or (ii)
Tmax < 7. In the case (i), irrespective whether 7 is a write or a read operation, it updates its local
tag to 7, = 7,4, (line Algorithm 3:11 and Figure 2:15 in [50]). In case (ii), if 7 is a read, it skips the
propagation phase since the condition in line Algorithm 3:8 is not met, resulting in its local tag
remaining the same, i.e., 7, = 7, hence 7, > 1,,,,,.. If 7 is a write, according to the algorithm (lines
Figure 2:11-13 in [50]), 7, = (Tyaxts + 1, py), hence 7; > 7,,,,,- Hence, in any case 7,; > 7,,,,, and
the claim of the lemma follows. O

A.2 Proof of Lemma 9

PRrOOF. Let us assume that v, ,v, € V, the values associated with 7, and 7, , respectively.
According to Algorithm 3, both read and write operations perform a query phase, during which
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they collect the (tag, value) pairs from a majority of servers. Let 8y, and S the sets of servers
that reply during the query phase of 7; and 7,, respectively. Process p; discovers the max pair
(Trmaxs Vimax) from a server s € 8 g, Given 7,4, and 7 to be the local tag value in p, at the invocation
of 71; we have two cases to consider: (i) either 7,,,, > 7, or (i) 7,4, < 7. We will investigate those
cases separately. In addition to the previous notation, let 7/ be the local tag at the invocation of
7, and 2 be the state in & before the invocation of 7,. Since 1y — 7, then 7; completed before 2.
As read and write operations have identical query phase and differ only in the propagation phase,
for the rest of the proof the operations are type independent, unless when the type is specifically
stated.

Case (i): In this case 7; sets its local pair (z; , vy ) t0 (Tngy, Vinax) (if 7 is a write is converted to a
read by [50]) and propagates this pair to a majority of servers, say S, before the completion of
m; and thus before state 2 (lines Algorithm 3:9-11 and Figure 2:15-17 in [50]). When operation
7y is invoked in discovers the maximum of all the pairs received from the servers € &, during
the query phase; denoted as (T4 Vihax)- Since both 87y and 8¢, contain at least the majority
of servers, then there exists at least one server s € §; N S, that received the pair <T7T1’V7T1>
from m; before replying to the query phase of 7,. According to the algorithm, a server updates
its local copy only if a higher tag is received (cf. line Algorithm 3:19). Thus, the tag is increasing
monotonically at each server, and hence s € &, replies to 7, with a tag 7, > 7, . So p, will discover
a max tag T,y > 7, from the replies of the servers in §q;. By Lemma 8, the local tag 7, is at
least as large as 7y, L.€., 7 > Ty Thus, combining the previous two results, we conclude that

’
T/l'z 2 Tmax 2 Tﬂl'

Case (ii): In this case ; takes different steps depending whether it is a write or a read. If 7; is a
write, it increments the maximum timestamp 7,,,,,. discovered during the query phase, generating
T, = (Tnax-ts+1, p;) and propagating it along with the value it wishes to write (lines Figure 2:11-13
in [50]). Since, 7; sends the pair to a majority of servers before completing, then with similar
arguments as in Case (i), we can show that there is a server s that replies both during the propagation
phase of 77; and during the query phase of 7,. Hence, 7, will discover a 7,4, > 7, , and by Lemma 8,
will set 7, > Ty > 7 -

If 7 is a read, then in Case (ii) the propagation phase is omitted since the max tag received from
the servers in 8 is 7yq, < 7 (cf. line Algorithm 3:8). Since, however process p; is initialized with
the tag (0, p;), then either 7 = (0, p; ), in which case no write operation has been completed before
7y, or p; invoked an operation 7/ — 7, in which it discovered 7’ > 7,,,,. Let us assume w.lL.o.g.
that 7’ is the first operation in & in which p; discovers 7’ during the query phase of 7’. If that
is the case, then 7 either propagates r = 7’ if 7’ is a read, or 7 = (z.ts + 1, p; ) if 77 is a write to
a majority of servers, say &,.. So, during 7y, there is a server in $7/ N 8qy, such that it replies
to both the propagation phase to 7’ and the query phase of ;. Since the tags in the servers are
monotonically increasing then s will reply to ; with a tag 7, > 7. According to Case (ii), however,
p1 observed a maximum tag 7,,,,, < 7. Hence, s replied with the maximum tag and it must be the
case that 7, = 7 = 7, . Finally, since 7 — 7y, then by the transitivity of —, it must be the case
that 7" — 7, as well. Therefore, there exists a server s’ € §;, N &/, that replies to the query phase
of 7, with a tag 7y > 7 and hence 7y > 7, . Thus, p, will discover a maximum tag 7y, > 7y 2 7,
during the query phase of 7,, and therefore by Lemma 8 it follows that 7, > 7,4 2 7 .

Therefore, regardless of whether 7, is a read or write operation, we have Tr, < Tn,» with strict
inequality when 7, is a successful write operation (and thus it increments the maximum timestamp
discovered). This concludes the proof. g
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A.3 Proof of Lemma 11

Proor. DSMM relies on the correctness of the optimized CoABD algorithm. According to
Theorem 10, the optimized version of the CoABD algorithm is indeed capable of implementing
R/W coverable objects, and hence block objects. ]

A.4 Proof of Lemma 12

Proor. It is easy to see that if 7 = update(b, D)f’p is successful, then all the dsmm-write
operations invoked within 7, including dsmm-write(val(b))b)p, are successful. It remains to show
that 7 can only be unsuccessful whenever dsm m-write(val(b))b’p is unsuccessful. In the case where
D contains a single chunk, ie., D = (D) then 7 invokes a single dsmm-write(val(b)), , with
val(b).data = Dj. If the cvr-write invoked in that operation is unsuccessful then 7 is also unsuccess-
ful. In the case where k > 0, rinvokes k — 1 create operations with new block identifiers (due to the
incremented block counter bc). The cvr-write operation on every such block will be successful as (i)
the block id ( f, p, bc) (and thus the block) can only be generated by process p, and (ii) the block is
not yet inserted in the link-list. So no other write operation will attempt to cvr-write the same block
concurrently. So the only operation that may fail in this case as well, is the dsmm-write(val(b)),, »
as b was a part of the list and may be accessed concurrently by a writer g # p. (]

A.5 Proof of Lemma 13

ProorF. According to our protocol it is clear that a block with id b appears in the list of fonly
if that is created and written during an update o operation. Also, if the block is created by an

update that precedes p, then no other block in the list will point to b, p will not invoke a sm-read,,
operation for b, and thus b & £.
So it remains to examine the case where p may obtain b from an unsuccessful update = Let

us assume by contradiction that a read operation may return a block b for a file f created by an
unsuccessful update. Let b € (by, ..., b,), the list of blocks that the update needs to write on the
DSM. In particular, the operation will create all the blocks (b,, ..., b,) and attempt to write block b;.
There are two cases to consider: (i) either b is equal to by, or (i) b is in (b, ..., b,).

If case (i) is true, then p will invoke a sm-write(val(b)),, as bis the block that is updated. However,
since we assume that the update was not successful, then by Lemma 12, the write operation is not
successful. Thus, according to the coverable DSM, b was never written and this contradicts the
assumption that p obtain b € £.

If case (ii) holds, then b was created by p (an operation that cannot fail). However, since the
update is not successful, then b; was not written in the list. It is also true that there is no link path
leading to b since the only path was b; — by — ... = b. So, during the traversal of the blocks, the
read operation will not see b; and thus will never reach and obtain b, contradicting again our initial
assumption. ]

A.6 Proof of Lemma 14

ProoF. Assume by contradiction that there exist some b, € £, s.t. val(h,).ptr # b4 (or
val(by).prt # by). By Lemma 13, a block b; may appear in the list returned by a read opera-
tion only if it was created by a successful update operation, say w.l.o.g. 7 = update(b, D)f,*. Let
D =(Dy,...,Dy) and B = (by, ..., b) be the set of k — 1 blocks created in 7, with b; € B. By the
design of the algorithm we create a single linked path from b to by, by pointing b to b; and each
bj to b4, for 1 < j < k. Block by points to the block pointed by b at the invocation of 7, say b’.
So there exists a path b — b; — ... = b; that also leads to b;. According again to the algorithm,
ij € B is created and written before bj, for ¢ < j < k. So when the bj.cvr—write is invoked, the
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operation b;, ;.cvr-write has completed, and thus when b is written successfully all the blocks in
the path are inserted successfully in f. So, if now b; is different than by by the construction of the
update then both b; and b;,; are in the list with val(b;).ptr = b, contradicting our assumption.
If now b; = by, then val(b;).ptr = b’. Since b was pointing to b’ at the invocation of 7 then b’
was either (i) created during the update operation that also created b, or (ii) was created before b.
In case (i), by Lemma 12, the update operation that created b was successful and thus b” must be
created and inserted in fas well. In case (i) it follows that b is the last inserted block of an update
and is assigned to point to b’. With a simple induction one may show that the update operation
that created b’ must precede the update that created b. Since no block is deleted, then b’ remains in
£ when b; is created and thus b; points to an existing block. Furthermore, since 7 was successful,
then it successfully wrote b and hence only the blocks in B were inserted between b and b’ at the
response of 7. So b’ must be the next block after b; in £ at the response of 7 and there is a path
between b and b’. This completes our proof. O

A.7 Proof of Lemma 15

Proor. We begin by showing that if the two lists share an arbitary block b; then the version
of b; € £ is smaller than or equal to the version of the same b; € £;. Let 7, be the maximum
tag (version) of b; € £ as observed during p; and 7, be the maximum tag (version) of b; € £,
as observed by p,. Since each block is a coverable object, and since p; = p, then by Lemma 9 it
follows that if both p; and p; retrieve the same block b, then 7, <7, . So for the rest of the proof
it remains to show the first part of the lemma, i.e., that Vb; € £, then b; € £,.

Note that, by Algorithm 2, the only operation that may alter the pointers of the blocks, thus
affecting the block lists is the fm-update f action. Let T; denote a set of points in the execution &

occurring after the completion of p; and before the invocation of p,. Consider the set U pdates,
which consists of all fm-update f operations initiated at any execution point in Tj. Let us assume

by contradiction that 3b; € £y, s.t. b; & £,. There are three cases to consider based on the length
of the two lists: (i) | £1| = | Lsl, () | £1] > | L5, (i) | £1] < 1L

Case (i) holds when no new blocks are added at any execution point in T;. This can occurred
if any fm-updatef € Updates either: (a) is successful (i.e., the dsmm-write is not converted to a

read) and does not add any new block, or (b) is unsuccessful. Case (a) holds if fm-update(b, D) is
called for a block b and |D| = 1, i.e., the data fit into the block b. In this case, the algorithm does
not generate new blocks (Algorithm 2:10-14), and the pointer of b remains the same following
the completion of the fm-update operation. Since according to case (a) no new blocks are added,
and since all updates happen after the completion of p; then the pointers of any block b € £
remain unchanged until the invocation of p,. Thus, since both p; and p, access the same file f, they
will obtain the the same genesis block bg which in both cases points to the same block b;. Both
operations will request b;, and since the pointer remains unchanged then both reads will request
the same block after b;. With a simple induction we can show that p, will request the exact same
blocks as p;, resulting to £, = £,. If the second subcase (b) is true, according to Lemma 13 the
read operation p, will never obtain blocks from unsuccessful fm-update , operations in U pdates.
Thus, the newly created blocks from any such update operation will not be added to £, and p, will
obtain the same blocks as p;, and £; = £, in this case as well. Therefore for any block b; € £;,
then b; € £, as well contradicting our initial assumption.

Case (i) arises when any successful fm-update(b, D) f with |D| > 1 in U pdates adds new blocks
(lines Algorithm 2:15-19). Let D = {Dy, D, ..., D¢}, for k > 1, where D, the data to be written in
block b, and each D; the data to be written in a separate block. The fm-update(b, D) f operation
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first creates a block by, for the data Dy using the dsmm-create function. The pointer of the newly
created block points to the pointer of b, i.e., by.ptr = b.ptr (line Algorithm 2:44). This way by points
to the previously next pointer of b, denoted as b’. Then the algorithm works backward through
the remaining data blocks (Dy_y,...Dy, Dy), creating a new block b; for each Dj, and pointing
bj.ptr = bj,q, for 1 < j < k — 1 (line Algorithm 2:42). Finally, the modified block b points to the last
newly created block b;.

Consequently, every block b; created during an update in the set U pdates cannot be in £; since
it is added after the completion of p;. Let’s proceed with examining the behavior of the first update
operation, say 7, on block b; € £ after the completion of p;. There are three cases to consider:
(a) b; = b, (b) b; = b’, and (c) b; is any block before b or after b’. If b; = b, this implies that b; is
the block being modified during the update operation, and also that its next pointer changed to
point to the last created block. Since b; € £, by Lemma 13, this block was created by a successful
fm-update operation, that preceded or is concurrent to p;. If now b; = b’, b; remains unchanged,
since it is not affected by 7. Since b was pointing to b; at the completion of p; then b; was either
(i) created during the update operation that also created b, or (ii) was created before b, or (iii) was
created after b. In case (i), by Lemma 12, the update operation that created b was successful and
thus b; must be created during that update as well. In case (i) it follows that b is the first created
block of an update and is assigned to point to b;, the next existing block. In case (iif) it follows that
b; is the last created block of an update and b is assigned to point to b;. In case (¢), if b; is any other
block before b or after b’, both the value and the pointer of b; remain unchanged, since it is not
affected by 7, as well as the block that points to it. Thus, for any b; € £, then there exists a path
from by to b; following the completion of 7. This is true for any = € U pdates, and therefore, since
P2, reads by, then it must be the case that £, > £;. This makes the case impossible.

Case (iii) may hold if p; returns more blocks than p,, leading to [£;| > |£,|. According to
the algorithm’s construction (see Algorithm 2), block deletion is handled as an update operation.
In particular, when the data of a block b need to be deleted then fm-update(b, L) replaces the
content of b with empty data. As deletions are not applied, it remains to examine how block
pointers are updated when a successful fm-update f operation creates new blocks. Let’s assume

by contradiction that updating a block pointer to a subsequent block is indeed allowed. More
formally if L = b — b’ — b” is a sequence of pointers from b to b”” we need to show whether is
possible to construct a sequence where L’ = b’ — ... — b”, s.t. b’ does not appear in L’. New
blocks can be created during a successful fm-update(b, D)f € Updates when |D| > 1, i.e., the data
(D =(Dy, ..., Dy)) do not fit into the block b. In this case, the Algorithm 2 generates new blocks (lines
Algorithm 2:15-19). As seen in case (i), during a successful fm-update(b, D) s in U pdates when
|D > 1], new blocks are created, and the modified block b points to the first newly created block,
and by, points to the previously next pointer of b, b”. Thus, if b; = b2 — ... = by the newly created
blocks, the list after the completion of the update operation will be L,,,, =b — by ...b, = b" = b”
if the write of b is successful or b — b’ — b” otherwise. In any case there is a path from b to b’
following the update operation, contradicting our assumption that the new list will not contain b’.
Therefore, the case where | £;| > |£,] is not possible. O

A.8 Proof of Lemma 17

Proor. This lemma follows from the fact that CoOARESs uses a condition before the propagation
phase in line Algorithm 4:19. The writer checks if the maximum tag retrieved from the get-data
action is equal to the local version. If that holds, then the writer generates a new version larger
than its local version by incrementing the tag found. O
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A.9 Proof of Lemma 18

PRrOOF. A tag is composed of an integer timestamp ts and the id of a process wid. Let w; be the
id of the writer that invoked @; and w, the id of the writer that invoked w,. To show whether the
versions generated by the two write operations are not equal we need to examine two cases: (a)
both w; and w, are invoked by the same writer, i.e., w; = w,, and (b) w; and w, are invoked by two
different writers, i.e., w; # wy.

Case (a): In this case, the uniqueness of the versions is achieved due to the well-formedness
assumption and the C1 term in Property 1. By well-formdness, writer w; can only invoke one
operation at a time. Thus, the last put-data(very, *) of w; completes before the first get-data of w,.

If both operations are invoked and completed in the same configuration c¢ then by C1, the
version ver’ returned by c.get-data, is ver’ > ver;. Since the version is incremented in w, then
ver, = (ver’.ts + 1,w,) > ver;, and hence ver; # ver, as desired.

It remains to examine the case where the put-data was invoked in a configuration c¢ and the
get-data in a configuration ¢’. Since by well-formedness w; — w,, then by the sequence prefix
guaranteed by the reconfiguration protocol of AREs (second property) the cseq; obtained during the
read-config action in w; is a prefix of the cseq, obtained during the same action in w,. Notice that
¢’ is the last finalized configuration in cseq, as this is the configuration where the first get-data
action of @, is invoked. If ¢’ precedes c in cseq, then by COARES the write operation w, will invoke
a get-data operation in ¢ as well and with the same reasoning as before will generate a ver, # ver;.
If now c precedes ¢’ in cseq,, then it must be the case that a reconfiguration operation r has been
invoked concurrently or after w, and added ¢’. By Args [51], r, invoked a put-data(ver’) in ¢’
before finalizing ¢’ with ver” > ver;. So when w, invokes get-data in ¢’ by C1 will obtain a version
ver” > ver’ > ver;. Hence ver, > ver” and thus ver, # ver; as needed.

Case (b): When w; # w, then w; generates a version ver; = {ts;, w;} and w, generates some
version ver, = {ts,, wy}. Even if ts; = ts, the two version differ on the unique id of the writers and
hence ver; # ver,. This completes the case and the proof. O

A.10 Proof of Lemma 19

Proor. Every tag is generated by extending the tag retrieved by a get-data operation starting
from the initial tag (lines Algorithm 4:20-21). In turn, each get-data operation returns a tag written
by a put-data operation or the initial tag (as per C2 in Property 1). Then, applying a simple induction,
we may show that there is a sequence of tags leading from the initial tag to the tag used by the
write operation. O

A.11  Proof of Lemma 20

Proor. For consolidation we need to show that for two write operations w; = cvr-w(*)[ry, chg]
and wy = cvr-o(1y)[*,chgl, if w; —¢ w, then 7y < 7. According to C1 of Property 1, since the
get-data of wy appears after the put-data of w;, the get-data of w, returns a tag higher than the
one written by @;.

Continuity is preserved as a write operation first invokes a get-data action for the latest tag
before proceeding to put-data to write a new value. According to C2 of Property 1, the get-data
action returns a tag already written by a put-data or the initial tag of the register.

To show that evolution is preserved, we take into account that the version of a register is given by
its tag, where tags are compared lexicographically. A successful write 77y = cvr-w(7)[r”] generates
a new tag 7’ from 7 such that 7’.ts = 7.ts + 1 (line Algorithm 4:21). Consider sequences of tags
T1,Tp, ..., Tg and 77, 7},..., 77 such that 7; = 7{. Assume that cvr-o(7;)[7,], for 1 < i < k, and
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evr-o(t))[7/,,], for 1 < i < ¢, are successful writes. If 7y.ts = 7{.ts = z, then 7j.ts = z + k and
Tpts =z + ¢ and if k <L then 7 < 17j. O

A.12 Proof of Lemma 22

Proor. It is clear that the proof of property C2 of EC-DAPopt is identical with that of EC-DAP.
This happens as the initial value of the List variable in each servers sin & is still {(t;, ®,(v,))}, and
the new tags are still added to the List only via put-data operations. Thus, each server during a
get-data operation includes only written tag-value pairs from the List to the List’. O

A.13 Proof of Lemma 23

PROOF. Let py and p,; denote the processes that invoke ¢ and 7 in & Let S5 C 8 denote the set of
[”+k | servers that responds to py, during ¢, and by S, the set of [”;k] servers that responds to p,,
during 7.

Per Algorithm 6:13, every server s € S¢, inserts the tag-value pair received in its local List. Note
that once a tag is added to List, its associated tag-value pair will be removed only when the List
exceeds the length (J + 1) and the tag is the smallest in the List (Algorithm 6:14-16).

When replying to 7, each server in S, includes a tag in List’, only if the tag is larger or equal
to the tag associated to the last value decoded by p, (lines Algorithm 6:6-9). Notice that as
IS¢l = 1S4l = [ﬂk] the servers in |Sy N S;| > k reply to both 7 and ¢. So there are two cases to
examine: (a) the pair (74, vs) € Lists” of at least k servers Sy N Sy, replied to 7, and (b) the (74, vg)

appeared in fewer than k servers in S,.

Case (a): In the first case, since 7 discovered 74 in at least k servers it follows by the algorithm that

the value associated with 74 will be decodable. Hence tgﬁc 214 and 7; > 4.

Case (b): In this case 7; was discovered in less than k servers in S;. Let 7 denote the last tag
returned by p,. We can break this case in two subcases: (i) 7, > T4, and (i) 5, < Ty-

In case (i), no s € Sy included 74 in List; before replying to 7. By Lemma 22, the c.put-data((z, *))
was invoked before the completion of the .get-data() operation from p, that returned 7. It is
also true that p, discovered (7, *) in more than k servers since it managed to decode the value.
Therefore, in this case tggx > 7 and thus 7; > 74.

In case (ii), a server s € Sp NSy will not include T4 iff |Lists{| = § + 1, and therefore the local List
of s removed 7 as the smallest tag in the list. According to our assumption though, no more than 1)
put-data operations may be concurrent with a get-data operation. Thus, at least one of the put-data
operations that wrote a tag 7’ € Lists{ must have completed before 7. Since 7’ is also written in

|S7] = "+k servers then |S; N S’| > k and hence 7 will be able to decode the value associated to 7”,

and hence t,‘fﬁl‘; > 7y and 7, > 74, completing the proof of this lemma. (]

A.14 Proof of Lemma 28

PRrROOF. Let cseq,, be the last configuration sequence returned by the read-config action at w
(Algorithm 4:28), and cseq), the configuration sequence returned by the first read-config action at p
(see Algorithm 2:8 in [51]). By the prefix property of the reconfiguration protocol, cseq,, will be a
prefix of cseq,.

Let ¢; the last configuration in cseq,, and ¢, the last finalized configuration in cseq,. There
are two cases to examine: (i) ¢; precedes ¢; in cseq,, and (ii) ¢; appears after ¢ in cseq),. If (i) is
the case then during the update-config action, p will perform a ¢;,.get-data() action. By C1 in
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Property 1, the ¢;.get-data() will return a version ver” > ver. Since the p function will execute
cy.put-data({ver’, *)), s.t. ver’ is the max discovered version, then ver’ > ver” > ver.

In case (i) it follows that the reconfiguration operation that proposed ¢; has finalized the
configuration. So either that reconfiguration operation moved a version ver” of b s.t. ver” > ver
in the same way as described in case (i) in ¢;, or the write operation would observe ¢; during a
read-config action. In the latter case ¢; will appear in cseq,, and w will invoke a ¢;.put-data((ver, x))
s.t. either ¢, = ¢; or ¢; a configuration that appears after ¢; in cseq,,. Since c; is the last finalized
configuration in cseq),, then in any of the cases described p will invoke a ¢-get-data(). Thus, it will
discover and put in ¢, a version ver’ > ver completing our proof. d

A.15 Proof of Lemma 29

PrOOF. Assume by contradiction that there exist some b; € £, s.t. val(b;).ptr # b, (or
val(by).prt # by). By Lemma 27, a block b; may appear in the sequence returned by a read operation
only if it was created by a successful update operation 7, on block b. Let B = (by, ..., by) be the set
of k — 1 blocks created in s, with b; € B. Let us assume w.l.o.g. that all those blocks appear in £ as
written by 7 (i.e., without any other blocks between any pair of them).

By the design of the algorithm, 7 generates a single linked path from b to by, by pointing b to
by and each b; to b; ¢, for 1 < j < k. Block by points to the block pointed by b at the invocation
of 7, say b’. So there exists a path b — b; — ... — b; that also leads to ;. According again to
the algorithm, b;,; € B is created and written before bj, for ¢ < j < k. So when the b;.cvr-write
is invoked, the operation b;.cvr-write has already been completed, and thus when b is written
successfully all the blocks in the path are written successfully as well.

By the prefix property of the reconfiguration protocol it follows that for each b; written by
7, p will observe a configuration sequence bj.cseq), s.t. bj.cseq, is a prefix of bj.cseq,, and hence
¢; appears in bj.cseq,,. If ¢, appears after the last finalized configuration ¢; in bj.cseq,, then the
read operation will invoke c,.get-data() and by the coverability property and property C1, will
obtain a version ver’ > ver. In case c, precedes ¢; then a new configuration was invoked after or
concurrently to 7 and then by Lemma 28 it follows that the version of b in ¢; is again ver’ > ver. So
we need to examine the following three cases for b;: (i) b; is b, (ii) b; is by, and (iii) b; is one of the
blocks bj, for1<j<k

Case (i): If b; is the block b then we should examine whether b;. ptr # b;. Let ver the version of b
written by 7 and ver’ the version of b as retrieved by p. If ver = ver’ then p retrieved the block
written by w as the versions by Lemma 18 are unique. Thus, b;.ptr = b; in this case, contradicting
our assumption. In case ver’ > ver then there should be a successful update operation w’ that
written block b with ver’. There are two cases to consider based on whether «’ introduced new
blocks or not. If not then the b.ptr = b; contradicting our assumption. If it introduced a new
sequence of blocks {7, ..., ,’(}, then it should have written those blocks before writing b. In that
case p would observe b.ptr = b] and b] would have been part of £ which is not the case as the next
block from b in £ is by, leading to contradiction.

Case (ii): This case can be proven in the same way as case (i) for each block bj, for1<j<k

Case (iii): If now b; = by, then we should examine whether b;.ptr # b’. Since b was pointing to b” at
the invocation of 7 then b’ was either (i) created during the update operation that also created b, or
(if) was created before b. In both cases b’ was written before b. In case (i), by Lemma 27, the update
operation that created b was successful and thus b’ must be created as well. In case (ii) it follows
that b is the last inserted block of an update and is assigned to point to b’. Since no block is deleted,
then b’ remains in £ when b; is created and thus b; points to an existing block. Furthermore, since 7
was successful, then it successfully written b and hence only the blocks in 5 were inserted between
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band b’ at the response of 7. In case the version of b; was ver’ and larger than the version written
on by by 7 then either by was not extended and contains new data, or the new block is impossible
as £ should have included the blocks extending by. So b’ must be the next block after b; in £ at the

response of 7 and there is a path between b and b’. This completes the proof. O
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