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Abstract—Spectrum crowdsensing is a paradigm where par-
ticipants upload their collected spectrum data to the cloud
for extracting analytics. First movers like Microsoft Spectrum
Observatory and Electrosense, though with support from leading
industry, research, and government, still suffer from sustainabil-
ity challenges. In this paper, we present Fiesta, a sustainable
framework for spectrum crowdsensing. On the technology side,
we use federated learning and blockchain to decentralize the
data analysis computations. For individual participants, minimal
invasion of privacy suppresses concerns regarding large-scale
adoption. From organizations’ perspectives, using blockchain
avoids single point of failure and enhances the robustness of
the entire system against malicious attacks. On the policy side,
we propose a reward quantification mechanism to motivate
engagement. Potential funding sources to ensure ongoing sustain-
ability are also discussed. We have demonstrated Fiesta through
simulation testbeds and real-world deployments with two demo
tasks. Results show that Fiesta, as a decentralized framework, can
preserve user privacy, enhance system robustness, maintain data
fidelity compared with traditional methods, and fairly reward
participants. We believe Fiesta is a stepping stone for the future
spectrum crowdsensing paradigm.

Index Terms—Communications technology, Communication
systems, Radio communication, Radio spectrum management

I. INTRODUCTION

The scarcity of wireless spectrum and the exploding mobile
data traffic compel regulatory authorities to consider opening
previously allocated bands for secondary users, such as TV
whitespace [32] and CBRS band [27], in addition to lever-
aging existing unlicensed bands [7]]. The feasibility of such
endeavors depends strongly on a comprehensive understanding
of how these bands are used by primary users. This requires
large-scale spectrum sensing measurements across frequency,
temporal, and spatial domains.

To fulfill this requirement, crowdsensing [29] is a promis-
ing spectrum measurement paradigm. For example, Microsoft
Spectrum Observatory [1] and Electrosense [25] make efforts
to achieve national-wide or even continental-wise spectrum
measurement using Software Defined Radio (SDR) platforms.

However, those prior projects were designed without consid-
ering sustainability. Specifically, for Electrosense, the problem
was that the sensors, although low-cost, were deployed by
merely researchers and a few practitioners. Electrosense made
a substantial effort to increase the interest of users, and thus,
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the deployment density [5]. Nevertheless, the need to acquire
dedicated embedded hardware and the usability of the front-
end interface limited its ability to engage lay users, whose
participation is critical for achieving dense deployments. As
for Microsoft Observatory, it is an earlier attempt, that re-
quired expensive Ettus board, that could be afforded only by
researchers. The front-end did not adequately address user
experience aspects. Most importantly, both projects are in lack
of a mechanism to proactively encourage participation.

With previous lessons in mind, we envision that a large-
scale spectrum crowdsensing system should have a three-
tier architecture. At the bottom, mobile devices owned by
individuals have spectrum sensing capability and collect spec-
trum measurements. In the middle, servers from organizations
perform data analysis for spectrum-related applications. At
the top, the administrator coordinates the whole system, for
example deciding the target frequency range and what kind of
spectrum-related data analysis should be performed.

Despite the proposed three-tier architecture, there are still
several challenges before realizing the vision at scale.

o Prior efforts, including TxMiner [33]] and BigSpec [30],
require contributors to upload raw data records with meta-
data, e.g., GPS location and timestamps, to a centralized
cloud for analysis. However, this information is private
for participants, especially in the scenario of mobile
sensing. The spectrum data itself could also be sensitive,
and in some cases, information could be decoded from
captured 1Q data or PSD (Power Spectrum Density) data.

o Another technical challenge is that sending data to a
centralized data analysis platform poses the risk of single
point of failure and is more error-prone as one single
entity owns the computing infrastructure entirely.

¢ On the policy side, without a proper reward mechanism to
compensate, all these privacy concerns discourage mobile
spectrum crowdsensing participants from contributing
more data. Organizations may be unwilling to collaborate
with little incentive.

To address these concerns, we present Fiesta, a sustainable
framework for large-scale spectrum crowdsensing practicing
the three-tier architecture.

First, we propose to move partial data analysis from the
cloud server to mobile devices. We introduce and adapt fed-
erated learning [[13|] into the spectrum measurement context,
where the user shares useful information in the format of a
machine learning model instead of raw data. The scenario
becomes challenging considering ordinary federated learning
requires the participants to be synchronized in the sense
that the model aggregation is performed after all of the
participants have completed a local training round. However,
synchronization is hard to achieve when scaling to a large



scale where each device has its schedule of sampling and

training, so tackling this asynchronous setup is a must. We

propose a novel aggregation policy and empirically show its

enhancement compared with vanilla federated learning.
Second, we eliminate the risk of single point of failure

and enhance system robustness by using a distributed ledger,

i.e., blockchain, to aggregate and archive the learned model.

We design a block structure that contains the current global

model so that sharipg the dat?‘ analysis resu“_ is natura}%. 1. Layered architecture of Fiesta and the trust model.

supported. To make it more ef cient and pragmatic for large- )

scale deployment, we also solve several implementation issu@s Architecture

including how to support oversized models and the evolution There are three different roles in Fiesta, as shown in Fig. 1,

of the model structure. individuals with mobile devices, organizations with miners,
Third, a reward quanti cation mechanism based on thand the administrator with seed node(s).

blockchain is carefully designed to further promote the partic- In Fiesta, individuals own the mobile devices such as

ipation of both individuals and organizations. In the vision asmartphones, with spectrum sensing capabilities. The frontend

Fiesta, individuals and organizations could gain rewards eithafr these mobile devices has the capability of sensing the

by contributing useful information or joining the blockchairspectrum at ne granularity over a large set of frequency

and helping with model aggregation. Administrators and abands. This sensing capability might probably be part of future

thorities who could bene t from gathered spectrum data (e.@enerations of smartphones, depending on the application and

FCC, 3GPP, operators, and research institutions) are expedtezgineed of uploading IQ or PSD data. In our setup, the fron-

to maintain this blockchain and provide rewards. tend consists of a small-factor SDR attached to the smartphone
To demonstrate the ef cacy of Fiesta, we have simulatethrough USB. Mobile devices in Fiesta setup mainly operate

implemented, as well as deployed Fiesta using mobile devidegwo modes, data collection mode and learning mode. When

connected to our spectrum sensor boards to learn the utilizatiorihe data collection mode, they record the spectrum readings

of TV and LTE bands. and the corresponding meta-data, i.e. latitude, longitude, and
In summary, we make the following contributions: timestamp. When in the learning mode, they compute the local
To the best of our knowledge, this is the rst work thatiPdated model based on the current global model and the
proposes and designs a sustainable spectrum crowdsenSfitgcted local spectrum data, then communicate with miners
system at scale. The three-tier architecture based on int medel aggregation. In our trust model, radio frontend (i.e.
viduals who own mobile devices with sensing capabilitie@,ardware part) is generally regarded as trustworthy c.onS|der|ng
data aggregation servers from multiple organizations, affd tampering dif culty. Yet for the software, especially the
the administrator coordinating the whole system is crucigfachine leaming procedure, we use digital certi cates to
for long-term operation. enforce traceability. . o o
We solved multiple technical and policy-related challenges ©rga@nizationsown the miners in Fiesta. Organizations
to realize this vision. By adapting federated learning arfePuld be cellular operators implementing an extension of
blockchain to the spectrum sensing context, we have mifinimization of Drive Tests (MDT) measurements, or over-
igated the privacy concerns of the individual participanté‘f‘e'mp orgfinlzanons like M|cros_oft and _Electrosense, who are
addressed the risk of single point of failure, and encouragBtierested in spectrum data. Miners will gather a bundle of
larger engagement by designing a reward quanti catidfPdates from mobile devices and batch them into a block, then
mechanism based on the blockchain. Potential fundiifg/culate the aggregated global model. They also feed the up-
sources to ensure ongoing sustainability are also discusd@gdate global model with mobile devices. All the versions of
We have implemented and deployed Fiesta in a mid-sie _global model and the corresponding upda_tes from mobile
US city for 3 months and collected 220K lines of ps$levices to get the global model are recorded in the form of a
data records for 600 hours using Android smartphoné%JPCkChai”-The Proof—_of—Work (PoW) serves as the consensus
Our model converges to 4dB error for TV channelg®rotocol among the miners. _
power regression across space and 5dB error for recond he @dministratorof the community (e.g. the government
structing LTE band PSD data. The dataset is available Yt the regulatory authority like the FCC, 3GPP) owns the
https://www.kaggle.com/datasets/neutrinoliu/ esta, and tf§€d node(sjn Fiesta. These seed node(s) have two speci ¢

code is available at https:// estadspectrum.github.io. functions for the blockchain. First, they maintain a directory
of working miners such that new mobile devices and miners

joining the community know where to contact the existing
miners. Second, they periodically scan the blockchain to

In this section, we present the design and the key ideasmqfantify rewards for each participant. The administrator, e.g.
Fiesta. We rst present the architecture of Fiesta, next explahCC and 3GPP, also designs the machine learning models
how the learning process works in Fiesta, then discuss tloe spectrum-related applications, species which particular
reward mechanisms to encourage participants, followed byspectrum and spatio-temporal area is of interest, and offers
subsection justifying the necessity of blockchain. monetary rewards for participants.

I[l. SYSTEM DESIGN



Fig. 2. Three fundamental components of Fiesta: on-device training, federated learning, blockchain.

B. Learning process central server in FedAvg computes:

. . . - Wi =
Fig. 2 illustrates the model learning process in Fiesta, where t

red arrows indicate the cycle of federated learning and blue

arrows indicate how a new block comes into birth. whereN = 2, n;. Finally, this new global modeb.; is
pushed to all clients for the next round of training.

Loca_l training at mobiIe. devices The main ideg is to use Challenge of Asynchrony.Compared with ordinary feder-
a Iearnlpg model to descnbg th? spectrum d"’?ta n alccordaré?gd learning, Fiesta needs to handle the challenge of asyn-
to specic needs of th?’ ap_pllpatlon. T_he mobile device StarEﬁwonoy. Due to the heterogeneity of the capability of each
tramgrg WhheT the_ dewcedls_ln ﬁharglng aj IO_lrllgk as the_u_sr(?.'rob”e devices, the different amounts of data each mobile
er;]a est eh earning mode Ilnl:} Ie apg Tnd wi | efpbltra'fn'%vice collects, and the latency and throughput of the wireless
whenever there are new global model downioadable 1o, nections during model learning, it is expected to encounter
miner. For example, mobile device will train the pulled glob variety of speeds per local round of training. Furthermore,
Schie(ljfor or;e round (a_ );ed number ofdeg%cgs) bz_sed on log Ie to the block propagation delay within the miners' network
ata (frequency information) an readings (spaté d the possible forking of the blockchain, mobile clients

mformanon) to esumate v channelg' power at dn‘feren ight also download different versions of the global model
Iocguons, as shown in the left box of F'g.' 2. Then,.the mOF" the same time. The challenge of asynchrony is further
device uploads that updated model with other 'nformat'o&acerbated by the freedom of joining and exiting Fiesta.
including device identity, size of training set, and the training EWMA enhanced FedAvg. In the context of synchronous
loss local training to any miner for performance monitoring, yo ateq learning, it is expected thabcks, contains those
and reward calculation. All this information is signed using its, J4q| updates derived from only the global model,
private key for identity veri cation. Note that the optimizer isoutputted inblock s . However, due to above-mentioned asyn-

reset to the same initial values gfter each ro.und,_sol therechsronous nature of Fiesthjock., may also contain model
no need to worry about the learning rate varying signi Cantl}ﬁpdates based on the global model outputted inblock,

among the mobile devices. uploaded by straggling clients. We de ne these updates in
Updates aggregation at minersAs shown in Fig. 2, miners block., but based on global model; as “1 block delayed”.
receive updates, forward to neighbors, batch them into a blodik,reality, the updates may be several blocks delayed instead
and compute the new global model. We use a modi ed versi@i merely one. Due to this impurity of local updates, when
of FedAvg [19] to deal with asynchronous model aggregatiowe preform aggregation iblock., , we should also take the
FedAvg is the most popular model aggregation method giobal model outputted in previous blocks into consideration.
the synchronous setting. It computes the weighted averalye a result, we use the exponential weighted moving average
of the model updates with the weights equal to the numb@WMA) of the global model in Fiesta model aggregation.
of data records, and it is guaranteed to converge with ndrermally, in block., , the miner rst aggregates the model
iid (independent and identically distributed) data for stronglypdates within this block same as FedAvg, and gets the
convex and smooth problems [17], although slower than themporary model, saw:+; . Then, the global model will be:
iid case. Formally, suppose clien® f 1;:::; Cg receives the lobal _ lobal . AN
same copy of the global model; at the beginning of round wipt = (1 ywi to Wi 2 (031): 2)
t+1(t 0). Then, after local training, all clients (or only a Note that the round notion in the synchronous setting does
fraction of all clients selected by the central server) generatet apply here anymore, we de resync roundas each time
their local updatew!,, using their localn; number of data a new block is generated with a new global model within.
records. To get the new global model after round 1, the In addition, if miners receive multiple updates from the same



Individual reward: Previous work on generalized
blockchain and federated learning [11] utilizes a reward
mechanism that is proportional only to the number of data
records each device contributes. However, this approach is
not suitable for spectrum sensing. If the reward is purely
based on the number of data records, this device will tend to
gain more reward without providing much insight into how
this channel is utilized across the area, which is undesirable.
Thus, we decide that the reward of an update for each mobile
device/individual should be proportional to its contribution
in loss function minimization. Suppose a model update from

Fig. 3. Block structure of Fiesta. , _ clienti is trained on local data s&; with jD;j = n;, and it
mobile device in an async round (say; ; andw;), they ysesblock's global modelw?®® as the initial parameters,
should only use the most recent one;J for aggregation SO and outputsw!,, . Denote the average loss on each data

that too stale updates will be ignored. _ “record asl(w;D;). The individual reward is calculated as
A trivial fact is that in synchronous settings, using EWMA igg|ows:

equivalent to setting a lower learning rate. Yet in asynchronous _ h obal _ i

settings, it is not equivalent considering each block contains e = N (WP 5Di) (Wi Di) 3)

model updates from different devices. There are also other

ways to penalize staled local updates but EWMA introducesSlnce we assume the mobile _cllents report the_se values
modi cation with the least complexity. with the model update to the miners faithfully (this could

Block structure. Fig. 3 shows the structure of a block Thé)e enforced by on device trusted execution environment, i.e.

principle of block structure design is that all parameters that ei'%—EE)’ the individual rewards. can be calculated_ reliably at
fect global model aggregation should be recorded in the bloc':i?,ed node(s). In order to_ gain more rewagﬂ,ﬁawth the same
besides standard blockchain required parameters. For exam ie?nej can enlarge th? difference petvvdeemt ;Di) and

we include the parameters for feature standardization. Lo GVt+1 ;i) by measuring the locations that are not captured

training related parameters are not included in the blockchalr, theh eX|st|ng|gIogaI model rgth_?r:_ th_an I\”S'tt')ng th(_e ll?cca-
e.g. optimizer type and the learning rate. tions that are already measured. This is also bene cial from

Mining dif culty and block generation speed. In a the entire community's perspective. Furthermore, this reward
blockchain, blocks are chained by containing the hash of t chanism also motivates individuals to use appropriate types

previous block and it requires the hash of each block to contdl optlmlz_er and param_eters to decrease the loss quickly, and
at leastd leading zeros, which is the mining dif culty. The ©© have high computational power and low network latency

mining dif culty also decides the block generation speed a0 nish more rounds of local training within a certain time

cordingly. It balances a tradeoff between the rst con rmatiofp€'iod- Note that the reyvard is fora xed ””mt_’er of epoch_s .(as
time (the time taken to generate the next valid block) a local round). Increasing reward by gonductlng local training
the amount of work wasted due to blockchain forking. or too many epochs before uploading can be harmful for

lower mining dif culty means a higher block generation Spee&onverggncg [17]. o i
which leads to a higher possibility of blockchain forking Organization reward: It is desirable that the reward to

and more work wastage but also a shorter time for rsqach organization is proportional to the contribution in the
con rmation computing power that aggregates updates from mobile devices

Block veri cation . Before adding the new block receivec®d generates the new global model. Therefore, the reward

from a neighbor to the blockchain and forwarding it to othd €ach miner/organization is proportional to the number of
neighbors, a miner needs to verify its validity. In addition t§'0¢kS generated in the blockchain within the time period,

checking the PoW validity and block generation time and siz&Miar to bitcoin. , ,
which are similar to bitcoin [23], the followings also need to be Ve énvision that the funding for the reward mechanisms can
veri ed: a) compatible parameters compared with the previo&?me from two resources, including the administrator itself,

block, e.g. dif culties and feature standardization parametefdd the revenue generated by selling the learned model or the

b) the new global model is correctly computed based on tﬁight to query the learned model. The allocation of the funding
gtween the individual reward and the organization reward

local updates within that block. c) there are no other updatg X . , ;
from the same mobile device within a block. can be dynamically adjusted to advocate more mobile devices

with spectrum sensing capability or more miners. This kind
of funding and rewarding ecosystem is actually quite essential

C. Reward mechanisms . o .
o o ) for a crowsourced project running in a sustainable way.
Rewards within a certain time period are calculated by

the administrator based on the information recorded in the ] ]

blockchain. Here we only propose a quanti cation policy. ThE- Joining and leaving Fiesta

exact reward could be monetary or using some other creditDue to the peer-to-peer nature of the blockchain protocol,
form. We distinguish two types of rewards, one for individuald is easy to join Fiesta for both individuals and organizations.
and one for organizations. Given the joining requests from organizations' miners and



individuals' mobile devices, the seed node(s) reply with O], where it is the earned token instead of the computation
list of miners they are aware of. The joining miners can thggower that supports the volume of each node. But PoS
establish connections with a group of other miners. Differestffers from the nothing-at-stake problem severely [16] and
from miners, the individuals' mobile devices can select theas not been widely tested. Hence we simply pick PoW in
miner with the smallest latency within this group before ibur implementation for our current implementation.

enters the learning mode. As the result, the latency between

the mobile device and the miner is minimized. In addition, the I1l. | MPLEMENTATION & D EPLOYMENT

mobile devices also can obtain the recommended optimizen . implement the three roles of Fiesta's layered architecture

type and parameters,_the 'e‘?‘”ﬁ"ﬁg. rate, and the decay r Ei%g different hardware and software stack.
of the momentum during their joining process, although not Mobile device. A mobile device is connected with an

forced_ to use them._ 'V'F’Teo"er' the freedo”? of joining for bOtE'xternal sensor board through a USB cable to gain spectrum
organizations aqd |nd|v.|dugls makes sharing .the model ea§¥nsing ability, which is shown in Fig. 4(a). The sensor board
As long as one is contributing to the system, it inherently h@\?e use is from [18]. It is equipped with an AD9361 RF
access to the up-to-date global model. transceiver and a ZYNQ-7020 FPGA chip, featuring strong
Similarly, miners and mob|le devices can leave the syste ectrum sensing capability ranging from 70MHz to 6GHz
V\{helnever' E[hefyf I|.II<e, W.hICh dqvercofmc?s t?ed cljrawpack of ty ith a 56MHz sampling rate and high programmability. Users
singie point ot failures in ordinary tederated learning. can check the status and interact through an Android app, as
o : : . shown in Fig. 4(a). The app will enter tisensing modewvhen
E. Motivation of integrating BIockCha.m .. asensor board is attached, and will startrtiechine learning
There are actually gbundant solutions to decentralizing @,de when the mobile device is in charging and under stable
system and enhance its robustness, for example, Paxos [{fkj access. This dual mode design (or lazy training design)
Rait [24], and PBFT [6]. But we still choose blockchain [23}y3matically reduces the impact of our spectrum sensing task
(proof-of-work, to be exact) as the consensus algorithm fgf the daily usage of host device. In terms of the software

the following reasons: _ stack, ush-serial-for-android and deeplearning4j are integrated
Scalability. Conventional consensus algorithm usually "3, the Android app to facilitate serial communication with

one or several strong leader nodes, either through designatiQl sensor board and on-device machine learning.

or election. It is not a probllem. when there are only a few \jiner Miners are realized using Flask, a lightweight web
nodes. For example, Google's distributed lock service and g, ication framework based on Python, and all the communi-
system, Chubby [4], is based on Paxos and consists of only §yjons hetween mobile devices and miners use HTTP protocol
replicas. However, in the context of crowdsourcing, with morg,, simplicity. An ordinary blockchain node using Proof-of-
and more nodes joining into the community, communicatiqi,r, (Pow) consensus algorithm written in Python consists
and coordination cost will in ate dramaucallly and soon begs the majn body of each miner. Having received several local
come the bottleneck of those leader nodes’ performance [1ghjght ypdates from mobile devices, the miner will integrate
PoW does not suffer from scalability problem that much sinGgarm into a new block and compute the new global model
all that member node needs to preform is checking the "agh 16 next async round of training. For our experiments and
value of each block it receives and follows the longest Cha&ﬂaployment, several miner servers are deployed on different

in the cqmmunity [2.1]' _ host machines including a 16-core 16 GB RAM personal
Security. Node failure is not the only threat for robustnesqjesktop and an 8-core 8 GB RAM lab workstation

Sometimes malicious nodes deteriorate the system in a MO aed node Seed node is also a Elask server and it uses

severe way, especially in the context of crowdsourcing WhefSrrp (4 communicate with other roles as well. The seed node
the community is open to everyone. One (')f'the mqst COMMANKhacked up with two tables, one noting down the members
attack CO“'?‘ be Sybil attack [8] where malicious m'ner_'nJeC%gistered for Fiesta and the other recording the contribution
overwhelming numbers of forged local updates to gain eXUR\ 4 reward for each member. In our design, there are a limited
rewards for this dummy contribution. On one hand this coulgy, \\her of seed nodes and each of them should be reserved for
be partially prevented through a stricter local updates Vveria, . the administrator. For our experiments and deployment, a
cation. For example, a small but generalized test set can d node is running on a 16-core 16 GB RAM desktop with

spread by seed node to each miner. A local updates receive bﬁfublic domain name to allow other roles to query the seed
a miner node, will be considered as valid if it output limiteq| \qo 4 register themselves through the Internet

error, and will be regarded as invalid if the error is beyond

a threshold. On the other hand, the nature of POW ensures )

that no matter how many malicious nodes one has instantiafédmplementation Challenges

(cloud virtual machine, for example, is a cheap way to do We resolve several issues during implementation to make

so) or how many dummy updates one has injected, it is théesta's implementation ef cient and practical to be deployed.

computation power that has the impact on nal consensus. ThisLocal update suppressionWhen the model converges and

mechanism lower the volume of the attacker dramatically atide pattern of the local data is already learned, the mobile

increases their cost of collaring illegal rewards. device should not upload the local model to save the network
Alternative consensus mechanism for blockchainAn- bandwidth of both the mobile device and the miners as well

other well-known substitution to PoW is Proof-of-Stake (PoS)s the computing resources at the miners. Given the reward
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