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Abstract

The evolution of communication networks towards self-configuring systems requires
the development of anticipatory approaches for network management to realize the
envisioned concept of zero-touch network orchestration. For this task, Intent-Based
Networking (IBN) represents a transformative approach to network management, aiming
to bridge the gap between high-level, human-understandable intents and their translation
into effective, automated network operations.

Intent-Based Networking aims to greatly improve network management by leveraging
automation, artificial intelligence, and machine learning to align network configurations
with user-specified outcomes. Rather than detailing how tasks should be accomplished,
users simply define their desired outcomes, such as secure connections between locations.
The IBN system interprets these intents and automatically configures the network,
continuously monitoring and adjusting settings to ensure goals are met. This approach
simplifies network management by abstracting complex configurations, enhancing agility,
and enabling faster deployment of services. Ultimately, IBN offers a more intuitive,
efficient, and business-aligned method of managing networks.

Central to this is the requirement for network orchestrators to leverage suitable
automated decision models, which are essential to accurately actualize these intent-based
objectives. This becomes especially critical in the realm of anticipatory networking, where
it is imperative to employ a prediction model that is not only accurate, but also aligned
with the complex and nuanced objectives set forth by the original intent.

Traditional prediction models in network demand and management optimization,
however, have been restricted by their generic, inflexible, and manually set objectives,
meaning that they require perfect knowledge of the relationship between the management
decisions and the consequent system performance. However, in anticipatory networking,
there exist many tasks where characterizing such a relationship in advance is not possible.
In such tasks, it is possible to measure the resulting performance of a management decision
a posteriori, but we cannot know it a priori. An example of such tasks is the maximization
of the monetary profit when allocating resources to end users: when taking a certain
resource allocation decision, it is possible to measure the gain afterwards, but it would

be extremely difficult to determine a priori the resulting monetary profit.
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These limitations contrast with the sophisticated needs of anticipatory IBN,
underscoring the growing demand for an advanced predictive model. This model should
be capable of autonomously understanding and adapting to the interplay between its
predictions and the targeted network management objectives.

The initial section of the thesis introduces a model designed to bridge the gap between
the loss function and the performance metric in regression challenges. This architecture
represents a significant advancement in the field of automated machine learning. This
model’s effectiveness is underscored through real-world examples where its architectural
approach proves not just advantageous but indispensable. These case studies highlight
how the model effectively aligns its predictions with the detailed objectives of IBN. This
alignment showcases the model’s adaptability and its capability to meet the demands of
anticipatory networking tasks.

The first interest of this model delves into this “loss-metric mismatch” problem in
machine learning. This issue arises when the loss function, used for training deep neural
networks (DNNs), does not align with the actual performance metric, or in the case
of IBN, the translated anticipatory Management and Network Orchestration objective
(MANO).

However, in the rapidly evolving landscape of network management and broader
technological domains, a second aspect gaining increasing prominence is the imperative
to align disparate entities towards a common objective. Traditional methodologies fall
short of addressing this need. These models often operate in parallel, prioritizing their
individual optimization goals. This leads to competitive behaviors, where the pursuit
of one model’s optimization comes at the expense of others, potentially deteriorating
the overall system performance. Such dynamics are particularly problematic in complex
scenarios where problems and solutions are deeply interlinked and require a collaborative
and holistic approach rather than a competitive one.

Addressing this gap, the second part of this thesis builds on the results in the first part
and introduces an improved model that seeks to fulfill the requirement of coordinating
multiple concurrent and independent predictions so that they achieve a common goal with
minimum assumptions. Crucially, the proposed model maintains a solution to the issue
of loss metric mismatch while extending it to multiple predictors, hence substantially
widening the range of potential network management applications. Our exhaustive
testing, with both controlled environments and real-world applications, demonstrates the
superior performance of the proposed approach. This compelling evidence underlines the
model’s efficacy in meeting the intricate demands of anticipatory IBN.

The final part of this thesis is dedicated to exploring the explainability of DNN
models. In today’s world, where ethical considerations and enhanced understanding are
paramount, there is a growing emphasis on the explainability of models, particularly in

the context of DNNs. Explainability is critical to comprehending a model’s behavior, and



discerning normal functioning from potential malfunctions, whether due to inherent flaws
or as a result of targeted attacks using malicious data. The ability to explain a model’s
decisions and processes is not just a technical requirement but also an ethical imperative,
ensuring transparency and trust in automated systems. Special attention is given to its
significance in the context of spatio-temporal models used for detecting potential attacks.
The thesis examines the explainability aspects of the models discussed in the first two
parts and demonstrates their inherent transparent nature in contrast to other technique
as Reinforcement Learning (RL). This exploration is crucial for providing insights into
the model’s decision-making processes, enhancing trustworthiness, and facilitating the
identification and mitigation of vulnerabilities. By focusing on explainability, the thesis
aims to contribute to the development of more transparent, reliable, and ethically sound
machine learning models, particularly in the realms of network management and security.

Overall, this thesis presents a comprehensive exploration of advanced network
management strategies. It identifies and addresses critical challenges of aligning the
predictive capabilities of machine learning models, particularly DNNs, with the nuanced
objectives of IBN. The proposed models, which aim to resolve the “loss-metric mismatch”
and ensure unified goal achievement, mark significant advancements in automated network
management. These models are not only theoretically relevant but are also validated
through extensive real-world applications, demonstrating their practical efficacy and
adaptability in dynamic networking environments. Moreover, the thesis emphasizes the
importance of explainability in machine learning, highlighting its crucial role in ensuring
the reliability, transparency, and ethical integrity of automated systems. By delving
into the explainability of DNN models, the research contributes significantly to the

development of more transparent and trustworthy machine-learning solutions.
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Introduction

Mobile networks are becoming more complex from a variety of facets, including
the size and increasingly distributed nature of the infrastructure, the heterogeneity of
the technologies and service requirements, and the emergence of new paradigms. As
a result, network management is a more challenging task than ever, requiring rapid
or anticipatory actions in response to the dynamics of a tangled environment. Thus,
the automation of network management plays a core role in the vision for 6G [6].
Moreover, the increasing softwarization and programmability of mobile networks, and
the redesign of network functions for cloud-native operation lay the foundations to
automation paradigms like Zero-touch networking and Service Management (ZSM) [7]
and Intent-Based Networking (IBN) [8]. Data-driven models will be important enablers
in this ecosystem, and standard-defining organizations are integrating Machine Learning
Operations (MLOps) into Management and Network Orchestration (MANO) frameworks
[9-11].

The ultimate vision for network management automation is IBN. In IBN, human
controllers only dictate intent policies that define (e.g., in natural language) what the
network should do in terms of high-level objectives, without specifying how to achieve
them [12,13]. As illustrated in Figure 1.1, intents go through a translation stage, where
they are rendered (e.g., via natural language processing) into a form that is consumable by
the network management entities. Those entities are then responsible for the activation
stage, where suitable management decisions are taken to meet the target requirements.
A final assurance stage includes monitoring of the system, verification that specifications
are met, and triggering of potential adjustments. Ultimately, as intents are transparent
to the underlying hardware and portable across technologies, IBN pushes humans out
of the loop as much as possible while preserving as much as possible the models robust,
transparent, and understandable by humans. It limits humans’ role to that of providers
of conceptual operation guidelines which the system is then expected to interpret and

achieve in a fully automated manner.
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Figure 1.1. High-level workflow of Intent-Based Networking.

IBN is today in its infancy, with standardization efforts that are still in progress [7,
14-16]. While IBN platforms are being advertised [17], commercial solutions touting
support for the paradigm are mainly network visibility tools that allow operators to
retrieve monitoring information by means of intent-based declarations; they are quite far
from the promises of autonomous remediation or intent-based orchestration and do not

provide enough transparency.

1.1. Context

While the attention is usually drawn to the IBN translation stage, where networks are
controlled through human-understandable commands, it is arguable from a networking
viewpoint that the essence and the primary technical challenges of IBN actually reside
in the activation stage. Indeed, it is during activation that network orchestrators and
controllers have to automatically design and implement the appropriate decision model
that aligns with the intended management objective. The process of automated model
design is, by itself, a complex task. In IBN, the challenge is even harder, as objectives are
machine-translated from an intent policy, hence may easily take forms that are inherently
difficult to handle. These objectives might combine a multitude of Key Performance
Indicators (KPIs) or exhibit characteristics that are inherently complex to address,
such as lack of convexity or differentiability. These aspects set IBN activation apart
from traditional human-in-the-loop policing, where the management problem is manually
formalized in a way that is tractable and an appropriate decision-making model is then
carefully designed to solve it.

In scenarios where management decisions need to be made preemptively, the
implementation of the IBN activation stage involves the automatic customization and

resolution of a prediction problem that is specifically tailored to the target management
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objective. This requires not only a deep understanding of the network’s intricacies but
also a nuanced approach to model design and implementation, ensuring that the network’s
behavior aligns precisely with the overarching management goals.

As a toy example, let us consider the following and deliberately simple intent policy:
“ensure high reliability to all streaming services from the Fusion Arena in Philadelphia in
the next hour”. The intent would be machine-translated into a set of objectives warranting
that enough transport and compute resources are proactively allocated to all streaming
network slices in the end-to-end path between the Remote Units (RUs) covering the Fusion
Arena and the mobile network gateway and so, without disturbing other services. For
instance, one such objective would target the virtualized Radio Access Network (vRAN)
Far-Edge Site serving the RUs above, and require that CPU capacity is reserved in
Distributed Units (DUs) of the far-edge site to run radio functions (e.g., demodulation,
decoding, forward error correction) for the entirety of the expected slice demand and so,
without disturbing other services. Here, IBN activation consists in producing a forecast
of the CPU resources needed to serve the streaming services demand in the next hour
and isolate them in the ES for exclusive use by that slice.

Assuming that a blueprint is readily available for a prediction model that solves the
exact task above is not realistic: this is just one of the infinite anticipatory network
management problems that may occur in practice, and building (and maintaining) a
comprehensive catalog of fine-tuned models that tackle each and all of them is not
possible in practical contexts. Sticking with this toy example, the original intent could
change to, e.g., maximizing the revenue of the operator from streaming services slices,
or allocating the minimum capacity that keeps streaming services users satisfied; these
variants completely reorient the decision process, altering the notion of the correct amount
CPU resources, and requiring a different logic to predict it.

Instead, to truly manage anticipatory IBN activation challenges, there is a compelling
need for a more advanced approach: the ability to automatically create a forecasting
model on-demand that is precisely aligned with any specific management objective it is
presented with. This capacity ensures preparedness to cope with the requisites of any
intent, even if not known a-priori and/or completely entangled with one another.

At the same time, in recent years, there has been a growing emphasis on trust and
resilience in Information and Communication Technology. This shift has led to a dynamic
regulatory environment, with changes occurring at both national and international levels.
Several initiatives in this evolving landscape are focused on incorporating explainable
Artificial Intelligence (AI) into systems [18]. The distinction between explainability
and model interpretability is critical here. While interpretability is concerned with the
transparency of the internal workings of a generic AI model, explainability delves deeper.
It aims to provide stakeholders with tailored insights that enable them to understand

how Al makes its decisions. This aspect of Al is critical for various stakeholders. For
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end-users, explainability is key to building trust in AI decisions, particularly in scenarios
where these decisions have significant impacts. As an example, for governmental agencies,
explainable Al is a tool to ensure the protection of citizens’ rights and compliance with
laws. This ensures that Al systems are not just efficient and effective but also operate

within ethical and legal boundaries.

1.2. Challenges towards deploying IBN

As previously outlined, achieving alignment with the targeted IBN objectives requires
addressing several specific needs. A part of those requirements is the focus on the following

challenges, which are key for the successful implementation of IBN in real-world scenarios.

1.2.1. Loss-metric mismatch

A fundamental issue addressed in this thesis is the loss-metric mismatch in machine
learning. This problem arises when the loss function employed in training Deep Neural
Network (DNN) does not correspond to the actual performance metric or, in the context
of IBN, the machine-translated management objective. Standard traffic predictors, for
instance, fail to resolve this mismatch and consequently produce outputs that do not
directly align with the intended objective. The visionary ability set out above is obviously
extremely difficult to realize in practice.

Some surrogate losses are often used as a proxy for discontinuous or otherwise
challenging prediction-metric relationships that cannot be directly used to drive the
learning process. These surrogates are typically task-specific and handcrafted, which
involves significant manual effort for each new task. Furthermore, they require prior
understanding of the relationship between the prediction and the metric.

To remove the need for time-consuming human expert intervention, recent proposals
have explored the possibility of meta-learning surrogates. Solutions in this space have been
proposed to express the performance metric as a function of a set of simple surrogates [19],
or to compose a loss function from primitive mathematical operators [20]. A more
elaborated strategy in this direction is that of learning the loss as a convex-by-construction
function within a given parametric family (e.g., MSE or other quadratic operations of the
loss input) and identifying the exact parameters providing the best performance [21].

All the proposals above still require a priori knowledge of the original relationship to
identify a relevant set or family of surrogates, hence do not answer to the need of learning

the loss at model runtime upon deployment in the target system that IBN aims to achieve.
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1.2.2. Common objective for intertwined predictions

The second significant challenge explored in this thesis revolves around the
management of complex, intertwined predictions aimed at optimizing a collective, global
objective. This is a challenging and open problem in loss meta-learning that is particularly
relevant in the context of MANO. Essentially any multiple-input MANO problem falls
in this category. Examples of such multiple-input problems include predictive scheduling,
where limited capacity must be efficiently distributed among various users, and proactive
admission control, which involves managing multiple traffic flows requesting access to a
network service. Additionally, this challenge adresses the anticipatory allocation of shared
resources, a task that requires foresight and strategic planning to ensure optimal use of
available resources.

This problem follows directly the loss-metric mismatch challenge as it is not feasible to
manually craft loss functions in multidimensional contexts involving multiple predictors.
This situation is essentially a more general scenario of the loss-metric mismatch problem,
where the complexity is increased due to the multidimensional nature of the tasks.
Traditional methodologies often isolate forecasting from decision-making processes.
potentially overlooking the complex interplay between predictions and final objectives.
As a consequence, such an approach can lead to outcomes that are suboptimal. The
complexities of these relationships are not just about individual predictions but also about
how these predictions interact and collectively contribute to the final outcome.

This challenge demands a more integrated approach, that recognizes and
accommodates the different interactions between various predictive elements and decision-

making processes.

1.2.3. Explainability

Finally, the last challenge tackled in this thesis is the explainability of most advance
data-driven approaches. Particularly, mobile traffic prediction is particularly challenging
due to the dynamic and unpredictable nature of traffic loads, which vary significantly
across different locations and times. Recent advancements in deep learning have proven
successful in addressing these complexities [22].

However, a prominent issue with these sophisticated architectures lies in their
opaqueness, as the logic they apply is not intuitively understandable to humans. This lack
of explainability in DNN models poses significant challenges, particularly in the context of
deploying them in production networks. The core of the problem is the absence of a clear
understanding of the decision-making processes within these models which complicates
troubleshooting and makes them more vulnerable to adversarial attacks.

These are well known to occur when adversaries ingeniously design perturbations to

the original input. These perturbations, while often imperceptible to the human eye, are
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potent enough to drastically undermine the accuracy of an Al model during inference [23].
In the specific context of spatio-temporal mobile traffic forecasting, such perturbations
could entail artificially altering the load or jamming a certain number of base stations
over time.

Addressing this challenge of explainability is key to apply most of these advanced
techniques for real-world applications. This is essential not only for ensuring robustness
against potential adversarial attacks but also for fostering trust and reliability in their
deployment within production environments. Hence, in this thesis, we do not only design
advanced models for traffic prediction through deep learning but also underscore the
paramount importance of bridging the gap between sophisticated technology and its

explainability, a key to its successful implementation in practical, real-world scenarios.

1.3. Contributions

In particular, this thesis introduces a deep-learning model to address these issues:
aligning the loss function with real-world performance, and handling intertwined
predictions for complex objectives. These models are validated through experiments and
real-world datasets, demonstrating their effectiveness and industry relevance. Enhanced
explainability is a key feature, crucial for understanding, trust, and security, making these

models suitable for real-world applications where Al decision transparency is vital.

1.3.1. Identifying limitations in state-of-the-art method for regression
for IBN

As mentioned before, the need for innovative approaches based on Al for regression
problems is becoming indispensable today and particularly in networking, with problems
such as traffic forecasting. Modern methods, incorporating an array of techniques like
decision trees, reinforcement learning, and/or deep neural networks, represent the most
promising results. However, these state-of-the-art models, despite their sophistication,
often fall short of delivering concrete solutions for real applications. The limitations
stem primarily from the inherent design of these approaches. For instance, decision trees
may struggle with capturing complex nonlinear relationships in data, while reinforcement
learning can be harmed by its inherent lack of explainability and transparency.

This scenario presents a significant challenge, as these shortcomings limit the models’
ability to fully meet the evolving and demanding objectives of network management. As
networks grow in complexity and the volume of data increases, the need for models that

are not only accurate but also efficient, interpretable, and scalable becomes more acute.
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1.3.2. Designing deep-learning predictors for IBN

In order to address the challenges outlined earlier, such as the loss-metric mismatch,
the intricate task of managing intertwined predictions in scenarios with common
objectives, and the prevalent issue of explainability in contemporary methods, this thesis
introduces two distinct models.

These models are meticulously designed to mitigate these issues, thereby narrowing
the gap between theoretical Al and its practical applications in real-world scenarios. The
first model introduces an innovative approach to harmonize the loss function with real-
world performance indicators, ensuring that the training process is directly relevant to
practical applications.

The second model focuses on handling intertwined predictions in cases where a single
objective is dependent on multiple predictions. It facilitates more accurate and reliable
predictions in complex scenarios.

Together, these models represent a significant stride towards bridging the gap between
theoretical Al concepts and their deployment in everyday practical situations, addressing

key challenges in the field.

1.3.3. Validating the predictors in realistic application use cases

In this study, the efficiency of those proposed models is rigorously validated through a
series of controlled experiments, and comparing them with the most advanced state-of-the-
art approaches. This comparison is crucial, as it not only benchmarks our models against
existing methodologies but also highlights their relative strengths and improvements.

Furthermore, a strong emphasis is placed on the practical applicability of our models
by utilizing real-world scenarios and datasets. This approach is vital for two reasons:
firstly, it demonstrates the models’ effectiveness in realistic and complex environments,
which are often more challenging and unpredictable compared to controlled experimental
settings. Secondly, it underscores the relevance of our models in addressing actual industry
needs and problems.

For these real-world evaluations, we employ extensive real-world datasets. This is
key in illustrating the superiority of our models. Notably, our models not only perform
better in typical scenarios but also enable feasible solutions in situations where standard
approaches prove inadequate.

This dual approach of theoretical validation and practical application testing ensures
a comprehensive evaluation of the models. It highlights their robustness, scalability, and

adaptability, ultimately confirming their potential to achieve IBN prerogatives.
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1.3.4. Enhancing explainability of deep-learning predictors

We emphasize the growing necessity of explainability in Al models, especially in the
context of today’s complex and rapidly evolving world. This need for explainability is
twofold: firstly, it enhances human understanding, allowing users and stakeholders to
comprehend the decision-making process of Al models. This understanding is crucial
for fostering trust and facilitating more effective human-Al collaboration. Secondly,
explainability plays a pivotal role in security. By understanding how an AI model
arrives at its conclusions, we can better identify potential vulnerabilities or biases, thereby
fortifying the model against manipulations and adversarial attacks.

To concretely illustrate the importance of explainability, we present a use case
utilizing real-world data in a comprehensive spatio-temporal analysis that demonstrates
the practical necessity of transparency and interpretability in a complex, real-world
environment. Tools are developed and presented in order to address the lack of
explainability in this scenario.

Finally, the enhanced transparency and explainability of the models developed in the
thesis will be demonstrated, especially when compared to more conventional approaches.
A key aspect of our models is their inner design, which allows for the representation of
the behavior of predictors in various scenarios through distinct shapes. This innovative
representation is crucial, as it not only makes the models’ operations more intuitive and
understandable but can also serve a vital function in identifying anomalies.

Particularly in the context of networking, the ability to visualize and understand
the behavior of predictors is crucial. In normal operating conditions, the models exhibit
shapes representing the behavior of the system for standard predictors’ activity. However,
in the event of an attack or any unusual activity, these patterns may change noticeably.
Moreover, the impact on a metric system will be way more impactful and representative
than the impact on a standard loss followed by artificial makeup to align with the system
prerequisites. This feature is especially significant as it provides a clear and immediate
indication of potential security breaches or malicious activities.

This makes the models developed in the thesis particularly suited for real-world

applications where understanding and trust in Al decisions are critical.

1.4. Outline of the thesis

This thesis is split into three main sections. Part I has the role of introducing and
describing the big limitation of actual models regarding the IBN objectives that are
today’s targeted in networking management tasks. It is composed of the Introduction
and Chapter 2. Part II is composed of Chapter 3, Chapter 4 and Chapter 5 and its

objective is to present a model that can achieve all IBN objectives described above, this
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will be highlighted through its detailed definition and multiple use cases in real world
scenarios. Finally, Part III of this thesis describes the importance of explainability and
present in what manner the model depicted in Part II is able to fulfill the IBN objective
of increased explainability. This represents Chapter 6 and Chapter 7. We describe below
the specific contributions and findings of every chapter.

Chapter 2. This chapter presents state-of-the-art models that are used for
networking management scenarios, their inherent constraints, and ongoing efforts to
address these constraints partially to align with the prerequisites outlined by IBN.

Chapter 3. This chapter introduces an innovative model, that adeptly satisfies
the three prerequisites outlined in the preceding Introduction, namely addressing the
loss-metric discrepancy, effectively coordinating multiple predictors towards a unified
objective, and augmenting the level of explainability. This chapter consists of describing
the concept behind it as well as a comprehensive overview of its different components.

Chapter 4. This chapter provides a comprehensive exploration of how the model
outlined in Chapter 3 effectively tackles the challenge of loss metric mismatch. Through a
series of diverse examples and real-world applications, it elucidates the model’s capability
in handling this issue. Moreover, the chapter delves into an in-depth analysis of different
features of the model, offering insights into their characteristics and functionalities.

Chapter 5. This Chapter has the role of exploring the limitations of the simple
approach given in Chapter 4 for the management of common objectives problems.
Additionally, it elucidates strategies for overcoming these constraints by illustrating
various real-world use cases. The challenge lies in integrating this additional characteristic
with the solution proposed in Chapter 3, thus effectively addressing all primary objectives
of IBN outlined in the Introduction simultaneously.

Chapter 6. This chapter illustrates how the model depicted and used in the previous
Chapters 3, 4, and 5, helps to tackle another critical problem in today’s Al-driven
approaches: their inherent lack of explainability and interpretability. This is a property
inherent to this model thanks to its particular architecture.

Chapter 7. This chapter presents why the need for explainability is gaining
popularity, particularly underscored through a comprehensive analysis of a spatio-
temporal use case. Its importance is highlighted to understand how both the models and
the system are working and also, by helping to fortify their resilience against potential
malicious exploits.

Chapter 8. This Chapter summarizes the different results across the thesis and

discusses possible future research directions and perspectives.
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State-of-the-art and limitations
of current methods

This thesis lies at the interface of computer networking and machine learning, and
contributes to advancing the state of the art in both domains. In this chapter we
discuss how this is the case, by presenting current frameworks for automated anticipatory
management in mobile networks, and techniques for meta-learning in DNN architectures.
We argue that the inherent problem underlying current state-of-the-art approaches to
automated anticipatory networking is that they build on an inflexible NI design that only

targets a single objective and does not apply to other (even similar) problems.

2.1. Anticipatory network management for 6G systems

Three main strategies for anticipatory networking can be identified in the literature,
one being more traditional and vastly more popular, and the other two are representing

a relatively new proposal. They discussed them next.

2.1.1. Mobile network prediction.

Predictors for mobile network traffic have traditionally relied on statistical models,
mainly based on autoregression [24-28]. Approaches based on tools from Markovian [29] or
information [30] theory have also been proposed. More recently, as in many other research
and engineering domains, deep learning has gained momentum in the design of data-driven
network automation solutions [31]. Forecasting is no exception, and many recent works
have employed a variety of Deep Neural Network DNN architectures to anticipate future
mobile network loads [32-36], showing improved performance over previous methods.

All these predictors aim at producing a forecast that deviates as little as possible from
the future traffic demand, by minimizing legacy error metrics such as Mean Absolute Error
(MAE) or Mean Squared Error (MSE). In DNN models, as exemplified in Figure 2.1, this
is achieved by using MAE or MSE as the loss function, i.e., the expression that the neural

network learns to minimize during training. The output provided by these predictors
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is completely agnostic to the (manually defined or intent-based) network management
objective. Therefore, the prediction does not offer a solution to IBN activation, rather is

a mere innut to the actual decision-makine nrocess.

‘ traffic demand IBN objective ‘
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Figure 2.1. Anticipatory IBN activation with traditional mobile network traffic prediction.
The predictor is trained to output a pure traffic forecast that minimises the distance from the
future traffic demand, measured via a legacy loss function such as MAE or MSE. A separate
and subsequent decision block must then encode the actual network management objective, and
post-process the prediction to produce the action.

T
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The inherent problem of the approach is that predictions are inevitably imperfect,
and yield errors whose impact on the downstream decision-making process is not trivial.
As a simple yet representative example, a typical (unbiased) traffic forecasting model
incurs in roughly equivalent probability of committing positive and negative errors in the
estimation of future demands. Yet, while positive errors result in unnecessary but not
too harmful over-dimensioning by the decision-maker, negative errors can cause critical
underprovisioning and service disruption. To avoid the latter, the decision-making module
must somehow compensate for the prediction inaccuracy, and yet it has no information
about if, when, and in what way (e.g., the error is positive or negative) the forecast is
inaccurate. Ultimately, this creates a cumbersome operation where the decision-making
solution must be designed to fix, usually in very simplistic sub-optimal ways (e.g., by
introducing a static large over-dimensioning to mitigate underestimation in the example

above).

2.1.2. Loss customization

While the classical traffic predictors above factually decouple the problems of
forecasting and activation, recent works on deep learning for network management have
proved that jointly solving the two problems is a much more effective approach. So-called
capacity forecasting does not predict future traffic demands but directly anticipates the
amount of resources needed to serve them [5]. As illustrated in Figure 2.2, a capacity
forecast is achieved by training a IBN model with a loss function that encodes a specific
resource management objective. In cases where meeting the IBN objective only needs

allocating resources, the forecasting model addresses the activation stage as a whole, as
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Figure 2.2. Anticipatory IBN activation with capacity forecasting. The network management
objective is manually encoded into a tailored loss function by human (networking and machine
learning) experts. Once trained with the dedicated loss function, the predictor directly outputs
the anticipatory IBN action.

v

it directly outputs the decision needed to meet the management intent.

However, state-of-the-art models for capacity forecasting employ loss functions that
are designed manually, based on expert knowledge [37]. This strategy has several
limitations that make it unsuitable for IBN: (A) it requires human intervention, hence is
not aligned with the vision of a full-fledged IBN activation stage where the whole decision
process is automated; (B) it assumes that an effective loss function can be devised by hand,
which is not the case when the relationship between the actionable network parameters
and the management objective is, e.g., not known a priori, or especially tangled'; (c)
it must abide by the requisite that loss functions be differentiable, so that popular
optimizers based on gradient descent can be used for training [38] whereas machine-
translated objectives may not be differentiable.

Current definitions of tailored loss functions for capacity forecasting aim at avoiding
all underprovisioning by assigning a very high cost to predicting values below the
demand, while penalizing additional overprovisioning [5,37]. In fact, this suits perfectly
the IBN activation toy example set out in Chepter 1: the capacity prediction avoids
underprovisioning of CPU resources, hence meeting the intent objective. Yet, this is
achieved via human-defined loss functions, and the approach suffers from the problem (A)
above. Problems (B) and (C) do not apply to our toy example, as the objective is fairly

simple; however, they can easily emerge in more complicated settings.

2.1.3. Reinforcement learning

The general problem of automated decision-making during IBN activation naturally
lends itself to be solved via Reinforcement Learning (RL). Indeed, RL does not require
defining a loss function and is the standard approach to deal with abstract but measurable

objectives. However, RL is not well suited for the specific, forecasting type of task we are

1For instance, loss functions proposed for capacity forecasting present a pie-cewise linear design, and
cannot capture non-linear or multivariate objectives.
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tackling: it operates on a limited set of well-defined discrete actions, which in our context
unnecessarily restricts decisions to quantized levels. As a matter of fact, previous works
where RL is employed for prediction are set in the stock market ecosystem, where the
aim is anticipating price fluctuations to take simple buy or sell decisions [39,40]. Different
from stock markets, network management benefits from predictions on a continuous space,
which ensures that, e.g., the exact required amount of resources are allocated in concert
with fluctuations in the demand. Even if RL methods for regression-type problems exists,
those did not really emerge and their results are not convincing. In fact, as later discussed
in Section 3, this thesis’ proposal can be interpreted as a way to reconcile RL with the

continuous-value forecasting task that is needed for IBN activation.

2.2. Meta-learning for deep neural networks

Meta-learning, also referred to as learning-to-learn, overcomes the limitations of fixed
learning-based models and allows automatically tuning different aspects of the learning
algorithm to the target task [41]. Meta-learning has been successfully applied to, e.g.,
distillation [42], augmentation [43] or batching [44] of training data, initialization [45]
or optimization [46] of the model parameters, tuning [47] of its hyper-parameters, and
discovery [48] of the actual architecture, possibly as a composition of modules [49].

One of the focuses of this thesis is on meta-learning of loss functions, which aims
at learning the parameters, components, or shape of the loss to be used to train the
actual model. The problem can be seen as an instance of a hierarchical optimization,
where a meta-model is optimized under a constraint represented by the main model
optimization [50]. We stress that this is instead semantically different from meta-learning
optimization schedules in iterative and alternate optimization processes [51].

Three main approaches to loss meta-learning have been explored to date in the

literature, and we detail them next.

2.2.1. Learning to parametrize a predefined loss

The majority of works on loss meta-learning propose dedicated models to infer the
most suitable configuration of a predefined, parametrizable loss function. Here, a number
of studies have investigated the use of decision networks to select among a set of predefined
(family of) loss functions [52,53], or to learn the parameters of known and differentiable
meta-losses [54]. Other relevant investigations have focused on multi-part loss functions,
where the goal is setting [55, 56] and possibly dynamically updating [57] the function
weights based on (live) performance metrics. Also related to the same concept are
strategies such as training a network to correct the optimization trajectory produced
by a fixed loss [58], or introducing general loss functions that contain hyper-parameters

to be learned during training along with the neural network parameters [59].
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In all these cases, the loss independently of whether it is expressed as a tunable
function or set of primitives must be designed or selected manually, which is not possible
when the performance metric of interest is not known a priori. Instead, we seek a solution

that can learn a clean-slate loss.

2.2.2. Learning surrogate loss functions

Surrogate losses are often used as a proxy for discontinuous or otherwise challenging
prediction-metric relationships that cannot be directly used to drive the learning process.
Surrogates are typically task-specific and handcrafted, which involves significant manual
effort for each new task and of course requires prior knowledge about the relationship
of interest. To remove the need for time-consuming human expert intervention, recent
proposals have explored the possibility of meta-learning surrogates. Such solutions have
proposed to express the performance metric as a function of a set of simple surrogates [19],
or to compose a loss function from primitive mathematical operators [20]. A more
elaborated strategy is that of learning the loss as a convex-by-construction function within
a given parametric family (e.g., MSE or other quadratic operations of the loss input) and
identify the exact parameters providing the best performance [21].

All the proposals above still require a-priori knowledge of the original relationship
to identify a relevant set or family of surrogates, hence do not answer to the need of
learning the loss at model runtime upon deployment in the target system, which is our
main target. A closer design to the one we adopt in this thesis is a clean-slate surrogate
learning based on a neural network modeling of the loss [60]. Yet, the approach is intended
for classification tasks only and is not adapted for regression: e.g., it explicitly makes the
result invariant to the ordering of the minibatch samples, which is discrepant e.g., with
a time series forecasting goal; or, it adopts a bilevel programming optimization of the

model parameters that we later show not to perform well in our target regression tasks.

2.2.3. Learning to teach

The concept of representing the loss function via a neural network has been in
fact explored beyond the context of surrogate losses, as the so-called learning-to-teach
paradigm. In an early work, the use of a teacher network was proposed to dynamically
train parameters of a loss function that adapts to the learning stage of the main model [61];
yet, this approach still relies on a generic known loss function to be parametrized by
the teacher. The seminal idea of a trainable task-parametrized and clean-slate loss
generator was introduced for reinforcement and supervised learning by the meta-critic
model, where an action-value function neural network learns to criticize the actions in
a specified task [62,63]. However, the meta-critic model is only applied to supervised

learning problems as a tool for pre-training in the few-shot learning of new tasks (e.g., by
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generalizing to unseen value ranges in the same domain), and is explicitly indicated by
its authors as inappropriate for single tasks like the ones we consider.

It is also worth noting that meta-critic and its extensions [19,64-66] are dedicated to
discrete-space classification tasks or ranking problems. The same is also true of recent

proposals to employ genetic programming tools to learn clean-slate loss functions [67,68].

2.3. Explainability

In recent years, the interest in promoting trust and resilience in Information and
Communications Technology (ICT) systems has gained momentum. In response, the
landscape of regulations at both national and international bodies is continuously evolving
and several initiatives involve EXplainable AI (XAI) [18].

2.3.1. Techniques and visualization tools

To date, various XAl techniques and visualization tools have been developed, primarily
focusing on computer vision and natural language processing domains. These techniques
can be broadly classified into two groups: model-agnostic and model-specific. Model-
agnostic methods such as SHAP [69], Lime [70], and Eli5 [71] explain predictions by
perturbing model inputs to gauge the significance of features. These techniques vary in
how they compute relevance scores. In contrast, LayeR-wise backPropagation (LRP) [72]
is a model-specific approach that identifies relevant neurons based on input data, offering
insights into influential input features.

Complementing these techniques are visualization tools aiding in the identification
of input elements steering predictions and monitoring changes in hidden states. For
instance, TSViz [73] provides a 3D visualization tool tailored for convolutional deep
learning models. Long-Short Term Memory (LSTM)-Vis [74] and Sequence to Sequence
(Seq2Seq)-Vis [75] are tailored for LSTM and Seq2Seq models, respectively, catering to
Natural Language Processing (NLP) applications. In contrast, ML-EXray [76] focuses on

identifying preprocessing errors and optimizing model performance.

2.3.2. Adversarial attacks

The concept of adversarial attacks on neural networks was introduced in the seminal
work by Szegedy et al. [77] showcasing how a slight perturbation in input can effectively
deceive a classifier. This notion was exemplified by instances such as the placement of
a tape strip on a speed limit sign, causing a classifier to misinterpret it and accelerate
instead of braking. Moreover, the study revealed that these input perturbations possess

a distinct pattern rather than being random occurrences. Remarkably, when the same
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perturbation is applied to a different neural network trained on a different subset of data,
it similarly misclassifies the input.

Under the realm of Adversarial attack techniques, perturbation serves as a
fundamental tool for assessing the resilience of models against such attacks. These attacks
can be categorized into white-box, gray-box, or black-box methods, depending on the
amount of information the attacker has. White-box attacks presume full knowledge of
training data, model architecture, and parameters, whereas black-box attacks lack any
such information, with gray-box attacks occupying an intermediary position.

The pioneering adversarial attack, known as the Fast Gradient Sign Method (FGSM),
was introduced in 2014 [78]. This method involves introducing an imperceptibly small
perturbation to an image, aligning the perturbation’s element values with the sign of the
elements of the cost function gradient, thereby increasing the classification error. An
iterative version of FGSM was proposed later in [79] and achieves higher effectiveness
in crafting adversarial inputs at the expense of higher computational cost. Although
created for images, the two methods have been tested for univariate and multi-variate
time-series [80].

Adversarial attacks can further be categorized as targeted or untargeted, with
the former aimed at modifying specific predictions and the latter directed towards
degrading overall model accuracy. In this context, [81] proposes novel strategies involving

perturbation masking and tuning-and-scaling, tailored for data and model poisoning.
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MetaLoss model design and
implementation

Overall, prior studies on loss meta-learning have focused on (i) parametrizable loss
functions or (ii) clean-slate losses for classification tasks. Little attention has been paid
to the meta-learning of clean-slate losses for regression. Part of the reason comes from
the fact that loss meta-learning has been considered to create an indirection that makes
single-task regression less efficient [62], under the assumption that losses such as Mean
Absolute Error (MAE) or Mean Squared Error (MSE) can already optimally drive training
in that case. This part of the thesis challenges this assumption and shows that there exist
practical use cases, e.g., in system engineering, where loss meta-learning benefits single-
task predictions. By investigating meta-learning solutions that target loss functions for
regression tasks, this sheds new light on the advantages that this emerging paradigm
can bring to a class of machine-learning problems where loss meta-learning has been
overlooked.

The proposed approach consists of a loss-function-agnostic regressor that performs
twofold learning. First, it must learn the output values that minimize a certain loss
function. Second, it must also learn which is the said loss function according to a posteriori
system measurements. This approach is particularly beneficial for resolving both the Loss-
Metric mismatch issue and the challenge of aligning multiple predictors towards a common
objective. Further elaboration on each of these problems will be provided in subsequent

chapters, detailing the capabilities of the model in addressing them.

3.1. High level concept

A novel approach based on machine-learning for regression under imperfect knowledge
of the loss-metric relationship is proposed, i.e., when we cannot fully characterize a priori
the mapping between the decision triggered by the model and its impact on the objective
performance but we are able to measure the system performance based on a metric a
posteriori. This is due to the two main problems depicted in the Introduction (Chapter

1) of this thesis, i.e., the loss-metric mismatch and the common goal objective.
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Figure 3.1. Anticipatory IBN activation with MetaLoss. The network management objective
is learned and encoded into a loss meta-learner. This block then serves as the loss function to
train the predictor, so that it directly outputs the anticipatory IBN action. The whole process is
automated.

This design, named MetaLoss, is built on an elemental idea: we do not pre-
select or assume a specific predefined shape or equation for the loss function; instead,
we let the model find through learning the function that best characterizes the
corresponding network management objective, providing full freedom to explore the
possible relationships. This freedom is achieved thanks to the fact that feedforward
neural networks are universal approximators [82] and great shape-learners.

In practical terms, we compose the predictor with another ML block that takes the
role of a loss function meta-learner, as illustrated in Figure 3.1. In other words, this piece
of the system aims at apprehending the relationship existing between the target network
management objective and the prediction (i.e., anticipatory decision) made directly by
the system. In such a manner, once the loss meta-learner has finished its training and
has learned a certain function, it becomes an automatically tailored loss function that
can assess the quality of the decision taken by the predictor given a certain system state
and the considered network management objective.

As detailed later, the implementation chosen in the subsequent analyses for the
previously described predictor and loss meta-learner is Deep Neural Network (DNN)-
based, although such a choice is not a limitation of the model and other choices
are possible. Particularly, we use a specific kind of DNN named Implicit Neural
Representation (INR), described later in this chapter.

It is worth noting that, as shown in Figure 3.1, the loss meta-learner is trained so
as to minimize a legacy standard loss function (e.g., MAE or MSE) of its output with
respect to the network management objective.

This choice of a standard loss function is based on a twofold rationale. First, it
is aligned with the idea that the meta-learner shall be trained to simply minimize the

difference between the estimated and actual performance of the management decision: in
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particular, the meta-learner does so by directly using performance measurements collected
in the target system, removing all need to formalize its operation as a mathematical
function as it happens instead with recent custom loss strategies [5,83]. For the different
experiments and use cases of this manuscript, the MAE function has been chosen as the
loss training the loss shaper block.

Second, it makes the approach general and applicable to many different tasks, as
it does not involve any (application-specific) expert knowledge: we will show later in
the manuscript that the model can recover the performance of expert knowledge-based
solutions without explicitly utilizing such knowledge. It will also be demonstrated that
even using multiple intertwined signals where multiple predictions have an impact on each
other (game theory problem), MetaLoss is capable of giving a persuasive answer to the
problem by maximizing the overall output of the system.

As a result, MetaLoss handles the fundamental limitations of previous approaches:
(7) it can learn the function mapping the regression decisions with the management
objective directly from measurements with no human intervention; (iz) it does not require
prior system knowledge to correctly characterize entangled, non-linear and multivariate
common objectives that characterize network management tasks in particular. Finally
(7i1), its design allows for a greater explainability and security as well as a broader

understanding of the system it is used on. This last point will be developed in Chapter 6.

3.2. Relation to reinforcement learning

While it lies within the category of supervised learning methods, the approach
proposed above has certain conceptual similarities to Reinforcement Learning (RL), from
the viewpoint that the learning process is based on observations of the outcome of
the taken decisions in both cases. Yet, there are also important differences and some
advantages for MetaLoss, which we describe next.

First, RL is known to be best suited for discrete-space decisions and many solutions
suffer from scalability issues. However, MetaLoss is a method for regression problems
(and especially applied on forecasting tasks) that is naturally designed for the continuous
input and output spaces that are often encountered in network management tasks, while
also being compatible with discrete spaces.

A second crucial aspect is that our model inherently separates the logical components
of (i) anticipatory decision-making, implemented by the predictor element, and (i7)
relationship between the decision and the resulting performance, embedded by the loss
meta-learner that steers the learning process. This logical detachment allows us to isolate
the learned loss function at the end of training, which is not possible with existing RL

techniques. Isolating of the loss has two main advantages.
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» Explainability: we can explore (e.g., by injecting controlled input) the
trained neural network that implements the meta-learner in order to discover how
different decisions impact the network performance, thus obtaining precious insights
on the system operation that are not known at design time. More generally, this

“reasoning” of

allows revealing how to the decision process occurs and makes the
the deep learning model way easier to explain, which is a much-demanded feature
absent in the vast majority of complex black-box data-driven models proposed for

zero-touch network management. This aspect will be described in Chapter 6.

= Portability via transfer or few-shot learning: once the loss is learned,
the logical independence of the loss meta-learner allows reusing the learned loss
in different settings where the decision-metric relationship is expected to be the
same, but the statistics or correlations between inputs may vary: for instance,
in scenarios where the same network management task needs to be performed in
presence of diverse traffic demands, such as in different cities, urban versus rural
areas, or across countries. Furthermore, this advantage can be exploited in cases
where the loss is expected to be similar but not exactly the same as the learned
one: as an example if an identical energy-optimization management task is to be
run in the presence of hardware that entails different power consumption profiles.
In such situations, a pre-trained loss meta-learner can be further fine-tuned in the
new setting via few-shot learning approaches [84]. This transfer learning aspect will

be explored in Chapter 4.

3.3. Problem formulation and notation

Let us denote the space of system state variables as S C R®. The agent is a predictor,
and we denote the input space of the predictor as X C R™*"™2 and the output space as
Y C R™, such that the predictor can be modeled as fgr : X — ), where 6P represents the
parameters of the predictor. For a given input matrix! X; = (azzl, . ,:I:ZT”Q) € X, the
model makes a decision denoted as §; = for (X;) = (9i1, - Qi,m)T € Y, where ¢ represents
the sample index.

For a certain input X;, we denote the performance cost of the predictor’s decision as
M; = fam(9i,v;), where v; € S denotes the external observations that may impact M;.
Hence, in the common scenario in which the loss function (i.e., faq(9i,v;)) is known, the

predictor’s objective is to minimize the performance cost of its decisions based on fu4,

!For the sake of clarity, the predictor’s input space is described as a regular R™*"2 space. Nevertheless,
for an input matrix X; the proposed approach does not limit the different vectors x;, € R™, k €
{1,...,n2}, to have the same size.
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i.e., to solve the following optimization:

min Z (fm(for (Xi), v:) (3.1)
i
However, we recall that the objective is characterized by an a priori unknown
expression. Note that, even if this expression is not known, the performance is assumed
to be measurable, and samples of fu((-) can be obtained by observing the outcome of the
predictor’s output on the system. This assumption holds true nearly always in scenarios
involving networking management problems.
The relation faq(-) is uncharted at first, and the model must learn it by means of
a second optimization function describing the loss meta-learner task. Such loss meta-
learner takes as inputs (i.e., as coordinates of the learned loss) the predictor decision g;
and the current observations v;; then, it casts a metric estimate /\71 = fpe(Yi,vi), where
0° represents the parameters of the loss meta-learner process.
Consequently, MetaLoss is composed of two optimization problems. First, the loss
meta-learner task aims at correctly characterizing faq(y;,v;) through the estimated
foe(9i,v;). This is done by computing a simple legacy loss function, e.g., MAE or MSE.?

It follows that the loss meta-learner optimizer’s objective is defined by

Hél)}zn Z | foe(Gis vi) fm (i, vi) |]. (3.2)

In turn, the predictor’s objective is to minimize the performance cost of its decisions w.r.t.

the predicted performance fge(9;,vi), i.e., to solve
min Z foe (for (X), vi). (3.3)

Note that, for the cases in which the loss function is known, the first optimization in (3.2)
is not needed and (3.3) becomes rr;zi]n Im(yi, for(Xi), v;), which is the standard definition

of a regression problem.

3.4. The Metaloss model

The proposed approach, named MetaLoss, is a general-purpose loss-function-agnostic
regressor that realizes a bifold learning, as previously mentioned: On one hand, (i) it
learns to predict multiple actions to jointly optimize a specific global objective. Yet, since
the model is unaware of such optimization goal, (ii) it must also learn the appropriate

loss function that will correctly optimize that goal from a-posteriori system measurements.

2The loss meta-learner block aims to mimic as closely as possible f ‘M (+): hence, a generic loss function
minimizing the error between fy(-) and fa(-) suits well the purpose.
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Figure 3.2. Dateiled architecture and training backpropagation process of the MetaLoss model.

We first provide a model overview to later describe the detailed implementation.

MetaLoss adopts a data-driven deep-learning approach that follows the general
design for loss meta-learning outlined in Figure 3.2 to jointly solve the optimization
problems (3.2)-(3.3). To this end, we distinguish two main blocks, as illustrated in Fig. 3.2:
The first one, on the left, encloses the actual predictor that manages to solve (3.3),
providing an output that fits the metric indicated by the second block, on the right, that
represents the loss shaper block and that handles (3.2). That is, this second block learns
and encodes the initially unknown relationship between the objective and the output of
the predictor. Without loss of generality, both blocks are built upon DNN and, more
specifically, the loss shaper uses an Implicit Neural Representation (INR) architecture.
The whole process is automated.

An important aspect of the MetaLoss design is the inner structure of the predictor.
As depicted in Fig. 3.2, the predictor actually consists of a set of different Individual
Regressors (IRs) followed by one assembler. The rationale for this structure is that many
practical management or engineering problems require the prediction of multiple system
variables at once; such variables are often intertwined, i.e., take values that depend
on each other. For instance, in multi-user resource allocation tasks, the system has a
maximum physical capacity that cannot be exceeded, and predictions on the optimal
resources reserved for each user are contingent on those booked for other users at the

same time. Formally, in this exemplifying task, X; can be decomposed in a set of vectors
T

(%‘Tl? e ,xim) for different user demands, and the corresponding resource reservations
9i = (91, 0im) ', are inter-dependent. In this setting, IRs are separate parallel layers
that aim at predicting the correct output of their respective inputs; the assembler receives
such estimated values and learns how they are both intertwined among them and related

to the performance objective taught by the loss shaper.
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MetaLoss is a conceptual model, and the focus of our work is not on improving
the design of the predictor block over state-of-the-art regression algorithms such as N-
BEATS [85] or DeepAR [86], but on addressing the loss-metric mismatch. In fact, the IR
blocks in Fig. 3.2 can implement any prediction model, including those mentioned above.
Yet, even a perfect predictor would not minimize a practical performance metric if trained
with standard error-reduction losses.

The output of all IR is then gathered by a single aggregator block, which is an elemental
part of the predictor: The aggregator learns the interaction between each of the input
variables and how they are intertwined among them and with the performance metric,
exploiting the across-dimension knowledge to provide predictions ¢; that optimize the
network management objective.

Finally, the loss shaper implements M; = foe (i, vi), i.e., it realizes the loss meta-
learner described in the conceptual model in Figure 3.1. The purpose of the loss shaper is
to meta-learn the loss to train the predictor, and therefore it is not active during inference.
It generates the estimated cost that the decision ¢; produces in the system. Thus, its
purpose is to learn as accurately as possible this cost of performance, and hence its loss
must just capture the sheer distance between them.

As already noted, the internal structure of the predictor is an essential novelty that

allows for forecasting from intertwined variables and provides key advantages:

= The challenging task of optimizing fgr is sliced into simpler learning sub-tasks
thanks to the logical structure based on parallel IR all feeding the aggregator. This
is an architechture that is compared to other kind of similar conceptual ideas aiming

to achieve the same result in Chapter 5.

= MetaLoss naturally lends itself to support modular transfer learning, and it

does so in a twofold manner:

e (i) For IR: it allows for separated pre-training of each IR on legacy
loss functions to reduce the training time. This modular structure improves
the scalability of the model (cf. Chapter 4), and its portability, since each
pre-trained IR can be applied in other tasks with different loss functions but
where the input variable is the same. In addition, during pre-training, each IR
could be trained with a different standard/handcrafted loss function, which
is particularly pertinent in scenarios where different IR handle inputs that
are different in nature. Conversely, when pre-training is not considered and
MetaLoss is trained as a whole, the IR are not directly trained with a specific
loss function: the IR output is just the input of the aggregator, whose output

is evaluated by the loss shaper to compute the loss.
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o (i7) For loss shaper: since this block learns the unknown loss function
that defines the predictor’s performance-output relationship irrespectively of
the used regressor, the trained loss shaper block can be employed to train any
predictor that faces the same complex problem, and it can be also used as an
initial state for a new loss shaper in presence of different unknown functions

that are expected to be similar.

Concerning the MetaLoss concept and training, the following important remarks are

in order.
» The meta-learning model outlined above and detailed next is able to

approximate a non-differentiable objective M by a differentiable alternative fge(-),
which is implemented by the loss shaper DNN upon training. This allows optimizing
the predictor DNN under metrics that could not be directly used as losses, via a

suitable approximation of the same.

= The MetaLoss design allows for co-training the predictor and loss estimator
during the same gradient descent iteration so that each DNN is informed of (and
can learn from) the improvements of the other. This makes the learned loss fy(+)
adapted to the inherent forecasting limits of the predictor as well as the predictor

will be trained according to this same loss shaper.

It’s worth noting that the preceding discussion primarily outlines the theoretical
underpinnings of the model. In practical settings, training the predictor as a single
entity and independently considering both the assembler and each individual IR to fulfill
their respective tasks isn’t feasible. Particularly, relying solely on one of these IRs, even if
there is use of pertraining as described in the following section 3.6.1 won’t yield the precise
output required for addressing the specific problem associated with that IR. Similarly,
expecting real predictions to serve as inputs for the assembler and generate a global
configuration to resolve related common objectives is not feasible. This is specifically
something that can be an interesting aspect and is developed in the potential future

works in Section 8.1.

3.5. Learning the loss function

We explore here the two major features in order to learn the loss function properly,
i.e., the nature of the loss shaper block and the loss exploration mechanism inspired by

the exploration-exploitation mechanism present in reinforcement learning.

3.5.1. Loss shaper nature

As depicted earlier, for the loss shaper, we adopt an INR architecture with the

motivation that this component does not aim at directly identifying the loss as a pure
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mathematical expression, but rather as a geometric multi-dimensional shape based on
coordinates. It thus makes sense to implement it with a model intended for shape
reconstruction. INR frameworks have shown significant capability [87] to encode the
functional relationship between a data sample and its coordinates (e.g., mapping a pixel
position to its value) through a simple Multi-Layer Perceptron (MLP) architecture. INR
frameworks were initially applied to 3D graphics and rendering [88], and they have recently
gained popularity for other domains, such as computer vision [89] audio [90], video [91], or
time series analysis [92], thanks to their ability to perform compression, super-resolution,
and handling of missing values.

Formally, an INR approximates the mapping from the coordinate space 7 C R™ to
the signal or feature space X'(t) C R™ (for a single coordinate ¢ € 7) via an MLP fy
with weights 6. As an example, in the image domain, the 7 space is the set of (a,b) pixel
locations, the X space is the RGB color space, and an image X; is the mapping 7 — X.
It can be extended to a multi-variate setting, where the coordinates 7 correspond to the
different indexes, the output X is the multi-variate feature space. Each element can be
seen as a function X; from the coordinate space {j};—1,. s to the signal space and is
given by a collection of pairs d; = {(j, Xi(j))};e1..s referring to both coordinates and
values. Most Advanced INR models are so-called Sinusoidal Representation Networks
SiReN [87]. SIREN models contain an extra hyperparameter wy and are defined by the
following periodic activation functions between layer h' and h!*1. We define the layer h!
with its weights W' and bias b':

AL = sin(wo(W'R! 4+ 1)) (3.4)

Some works on shape reconstruction prefer to use differentiable signed distance
functions (SDFs) [87] as target, for shape reconstruction purposes, i.e., learning the
distance to the closest point of the loss for each prediction. However, such an approach is
not suitable for the problem here considered, as it would imply either knowing in advance
the shape of the loss or modeling it using purely random samples at first, which is not
feasible for a real system. Therefore, in this thesis, we consider instead the direct approach
of learning the shape of the loss.

The use of a neural network as a loss provides another very important feature that
is necessary to perform the training of the predictor DNN. Given its intrinsic nature it
can be represented as a complex polynomial expression, augmented by a combination of
activation functions. This ensures the function’s differentiability, a pivotal requirement
for effective training. This property enables seamless integration into the training process

of the predictor through the straightforward employment of gradient descent algorithms.
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3.5.2. Loss exploration

The input of the loss shaper INR is implemented by a different expression than that
indicated in the formal problem definition of Section 7.1. Specifically, as portrayed in
Figure 3.2, instead of providing the computed action g; to the loss shaper INR, rather it
is fed with a disturbed version of it, 9; + €, where € = (€1, ..., ) ~ Npn(0,%;), and %,
evolving during the training process. Therefore, the weight updates at time ¢, for both
the predictor’s DNN (67) and the loss shaper INR (6Y) are computed as usual by gradient

descent using the following expressions.

Ofoc(Ui + €, vy)
B = o — o O

41 (3-5)

0 OL(foc(yis Ui +€, vi), fm(yi, Ui+ €,v;))
06!

01 =0 —a (3.6)
The learning rates of the predictor and the loss shaper DNN are, respectively, o and of.
The dependency of of on t is due to the use of CLR mentioned above in Section 3.6.2.

The noise € is only used in training, and it is set to 0 once the expression of the loss
foe(+) is learnt, during testing. In this regard, a critical design feature of MetaLoss is
that € is also input to the regressor DNN: during training, this lets the prediction block
learn the correlation between such input and the added disturbance to its output. Then,
during inference, setting € to 0 allows producing outputs g; that are not biased by the
loss exploration used in training.

The goal of the random variable € is to allow for further exploration of the input values,
supplying the loss shaper with a broader observation of the input domain beyond that
provided by the training samples, and improving the reliability of the characterization of
the loss function over the continuous domain. There is in fact an intuitive analogy between
this additive noise and the approach applied in reinforcement learning RL of taking a
non-optimal typically random decision with some probability, creating an exploration-
exploitation trade-off. Similar to what occurs in RL, we observe that the noise is most
beneficial when it exponentially decays as the training advances. More details for practical

use cases are presented in the next Chapter 4 and Chapter 5.

3.6. Training process

In this section, we delve into the different features of the training process of the
MetaLoss model. Those are optional but improve results in the different use case scenarios

presented in Chapter 4 and Chapter 5.
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3.6.1. Pre-training of individual processing units

MetaLoss’s design is steered towards facing the challenge of decreasing the learning
time, because the particular structure of the predictor block makes it possible to
individually pre-train IRs: we can optimize each IRy, k € {0, ..., m} to minimize L(Jx, yx),
i.e., training each IR as a standard regressor. The definition of loss L can be any loss
function, from manually crafted by expert humans to legacy loss function. This speed-up
will depend on the similarity between the loss used to pre-train the model and the final
loss that the loss shaper will estimate. Note that, even if such pre-training is carried out
with a legacy L?(-) function, it turns out that it accelerates the learning process in most
realistic settings. For the different experiments and use cases presented in this thesis, the
nature of the different IR will be Long-Short Term Memory (LSTM) as we are targeting
specifically forecasting problems. It will be interesting to use more advanced models such

as Transformers for representing the IR. More details are presented in the Section 8.1

3.6.2. Cyclic learning rate

We incorporate the Cyclic Learning Rate (CLR) method [93] into the design. CLR
consists of dynamically adapting the learning rate during training to better explore the
properties of the gradient of fye(y;, v;) during the process of optimizing the weights 67
of the predictor. This method is beneficial especially because, in realistic use cases, the
representation of fye(9;,v;) learned by the loss shaper (or loss meta-learner) is a multi-
variate high-degree polynomial that does not have saddle points thanks to its DNN nature.

CLR makes the learning rate vary within a certain range, where the extreme values
of such range are preselected hyperparameters. In this manner, CLR prevents Stochastic
Gradient Descent (SGD) from getting stuck in local minima. For simplicity, in our
experiments, we consider a basic triangular version of CLR, with 3 cycles across the
full training phase. The changes in the learning rate are defined by the designer, e.g.,
by defining that it follows a triangular function between two values, or an exponential
decay function. Eventually, CLR enables faster automatic convergence for any shape
of the network management objective function fuq, and it also gratefully aligns with
the AutoML principles embraced by MetaLoss because it automates part of the machine
learning hyperparameter configuration: it reduces the model sensitivity to the initial value
of the learning rate by autonomously varying it, preventing the learning from being stuck

due to a wrong default learning rate choice.

3.6.3. Co-training of predictor and loss shaper

MetaLoss is implemented as two cascaded DNN, as illustrated in Fig. 3.2. The loss

shaper block is fed by the current observations and the predictor’s output. This allows



34 MetaLoss model design and implementation

jointly optimizing the two blocks through the same backpropagation process. The weights
of the two DNN are optimized during training as follows.

First, during the forward pass, the predictor fgr is fed with a set of observations of
the system state and outputs its decision y;. External observations v; that may impact
the metric, but not directly the prediction are measured and both are passed to the loss
shaper, which computes the estimated performance function M; = Tor (for (X, €) +€,v;).
At the same time, the actual performance of the decision M; = fa((for (X5, €) + €, v;) is
measured.

Then, the mismatch between estimated and true performance is evaluated via a legacy
or standard loss function, and backpropagated first to the loss shaper INR. Here, the loss
shaper updates its weights 6¢ to better capture the relation between M, and the combined
values of the prediction ¥; and the system state v;. Within the same iteration, the updated
loss is sequentially backpropagated to the predictor DNN, which allows improving the
alignment of the prediction with the optimal decision that minimizes M.

This design increases the efficiency of the training phase with respect to the case where
each block is optimized independently, e.g., by feeding the loss shaper block with random
predictions and, once the loss has been learned, using it to train the predictor. Indeed, co-
training allows learning a loss fg¢(-) that is adapted to the intrinsically limited accuracy
of the predictor; as an example, co-training may lead to learning diverse shapes of the
loss depending on the magnitude of the target variable if the quality of the prediction is
found to be affected by the absolute value of the target variable. We will observe practical
situations where this type of adaptation occurs in the following Chapters 4 and 5.

It is worth noting that such a co-training represents a major novelty of our model with
respect to previous related proposals [60-62]. Indeed, the end-to-end backpropagation
training was not possible in prior models, and the two elements (the learning-to-act block

and the learning-to-correct block) were trained either iteratively or in a nested manner.

3.6.4. Complexity

Computational complexity is an important metric to evaluate the efficiency of
anticipatory decision-making algorithms for network performance optimization, especially
in the context of large-scale infrastructures and services with stringent latency
requirements. In order to assess the overall complexity of MetalLoss, we quantify its
training time across its two main components, i.e., the predictor and the loss shaper. Let
us define as Npyeq (resp. Npg) the number of input features to the predictor (resp. loss
shaper), as Lppeq (resp. Lrg) the number of layers in the neural networks, as Mp;eq
(resp. Mpg) the average number of neurons in each layer, and as Tpeq (resp. Trg) the
number of training samples; then, the predictor neural network has a total training time
complexity of Cpreq = O(Tpred - Npred * Lpred - Mpred), whereas the loss shaper has a
complexity Crg = O(Trs - Nps - Lrs - Mrg).
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As both parts are trained together using a single backpropagation, the full training
time of the model can be described by CMetaloss = CPrea + CrLs + ¢, where c is the
residual time caused for some transformation between the output of the predictor and
the input of the loss shaper. For the predictions, only the predictor is used and thus the
model does not take longer inference than any other DNN model. A detailed time aspect

is defined on a specific use case in Chapter 5.

3.7. Summary

This chapter introduced a novel model named MetaLoss, designed specifically to
address emerging requirements crucial for achieving the objectives of Intent-Based
Networking (IBN). These objectives primarily include resolving issues such as the
mismatch between loss functions and system metrics and establishing common objectives
across different predictors. These functionalities are imperative for the successful
execution of new standard Management and Network Orchestration (MANO) tasks. The
subsequent chapters delve deeper into these problems, offering additional examples and

use cases to illustrate their significance.
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Loss metric mismatch and
single predictor scenarios

The primary objective of this chapter is to focus into the mechanisms by which the
model, as outlined in Chapter 3, addresses the issue of loss metric mismatch, fulfilling the
objectives delineated by the IBN objectives.

In tackling this challenge, we narrow our focus to scenarios where the model’s predictor
described in Chapter 3 comprises a singular IR. Consequently, we temporarily set
aside the complexities associated with intertwined forecasts, reserving them for detailed
exploration in the next Chapter 5.

This chapter proceeds by elucidating how the model’s efficiency in rectifying
loss metric discrepancies is empirically verified through controlled experiments with
comparison with established benchmarks. Furthermore, its real-world applicability is
underscored through practical scenarios where its adoption not only proves beneficial but
also potentially indispensable.

Additionally, this chapter performs an in-depth examination of various facets of the
model, including its aptitude for transfer learning and its noise exploration process.
These extended analyses serve to furnish a comprehensive understanding of the model’s
capabilities, thereby enriching the discourse surrounding its deployment and optimization.

In order to achieve different experiment described below, the architecture used was
the following: The regressor block is implemented with 3 LSTM layers using respectively
(128, 128, 64) neurons. The activation function used in every layer is the ReLu one. The

loss shaper is composed of 3 layers, with respectively (256, 256, 128) units in it.

4.1. Measurement datasets

Before presenting the different analyses and use cases that we consider, we describe
the datasets that we use in the remainder of the document for the sake of clarity, as we
make use of these datasets in several sections. We have three different datasets, each
containing different metrics and considering different use cases. Each dataset is unevenly

used across the use cases. The first one, containing real-world measurements about traffic
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demand of services in a commercial country-wide cellular network, is the main dataset,
and it is used for most of the different analyses. The other two datasets (of power grid
demand, and generic time series) are also considered here to generalize the results and
offer a broader view of the implications and potential of the proposed approach. These

datasets are described as follows.

= Dataset TrafficApp. This dataset contains real-world mobile data traffic
demand generated by twelve popular service providers in a large metropolitan area
during several consecutive months [94]. The data was collected and aggregated by
the network operator using passive measurement probes, resulting in traffic levels
(in bytes) every five minutes, for more than 22,000 samples for each of the services.
Individual IP sessions were mapped to specific services using Deep Packet Inspection
(DPI) and commercial traffic classifiers deployed by the operator. The data was geo-
referenced via User Location Information (ULI) extracted from the Packet Data
Protocol (PDP) Contexts and Evolved Packet System (EPS) Bearers in the GPRS
Tunneling Protocol control plane (GTP-C).

The data was processed in secure premises by the operator, in compliance with
international regulations, and under the supervision of the relevant data protection
officers. For our study, we had access to de-personalized aggregates of traffic time
series at core network and Edge datacenters. TrafficApp is the main dataset in the
subsequent experiments because of the quality, quantity, and relevance of the data
that it contains. In general, 9 weeks of data are employed for training, 1 week for

validation, and 1 week for testing.

= Dataset PowerGrid. This open-source dataset describes the hourly energy
consumption in a part of the Eastern Interconnection grid in the USA between 2002
and 2018. The data comes from a regional transmission organization (RTO) [95],
and it incorporates information from different power providers, each one of them
managing a different geographical area. Overall, the time series consists of more
than 145,000 samples.

= Dataset M4data. The M4 dataset is an open-source data collection created
for the 4th Makridakis forecasting Competition [96]. It is composed of 100,000
time series with different seasonality m: yearly, quarterly, monthly, weekly, daily
and hourly series. M4data was collected by randomly sampling 100,000 time series
from the ForeDeCk database, and the time series were anonymized to guarantee

objectivity, included time stamps.
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4.2. Controlled experiments

In this section, we highlight the performance of the MetaLoss model using at first a

controlled experiment and comparing it with multiple benchmarks.

4.2.1. Controlled environment use cases

As here the focus is on the relative performance of the different models, we perform
tests in a controlled environment that favors the interpretability of the results. Specifically,
we assume a setting where the objective of IBN activation, i.e., fas in the notation of
Section 3.4, is known and simple enough to be expressed in a closed form. This allows
manually designing a loss function tailored to the objective, and use it in a baseline
benchmark. To test generalization, we consider four different use cases with diverse forms

of fu, as follows.

= Traffic forecasting under absolute error. The objective is a traditional
traffic forecasting, i.e., predicting a 7; that matches the future data traffic volume
ZTty1, with an error cost that is linearly proportional to the absolute discrepancy.

Formally, M1 = |§: — x141|, which is optimized by a MAE loss.

= Traffic forecasting under squared error. Same, but larger errors tend to
have an increasingly higher cost for the operator, with a quadratic growth. Formally,

M1 = (9t — $t+1)2, which is minimized by a legacy MSE loss function.

= Resource allocation with probabilistic guarantees. The IBN objective
is providing a probabilistic guarantee on the anticipatory allocation of resources, so
as to accommodate the future traffic demand x; 1 a fraction 7 of the time. Formally,
Mip1 =7-R (@41 — Gt) + (1 —7) - R (Yt — x¢41), where R(z) = x- 1;>0, and 1¢ is
an indicator function that takes value 1 if condition C is verified and 0 otherwise.

This is a quantile forecast that can be optimized via a pinball loss [97].

= Capacity forecasting. The goal of the operator is anticipating the capacity
needed to (i) avoid an expensive monetary fee « incurred for non-serviced future
traffic x41, and (é¢) limit unnecessary overdimensioning beyond ¢4 1.
Formally, M1 = a - Lj,<py + (9t — Te41) - Ly,>2,,,- This IBN objective maps
in fact to the capacity forecasting problem addressed by previous works in the

literature, for which the expert-designed a~-OMC loss function is available [5].

All experiments are run on real-world traffic generated by Facebook Live, and transiting
in a core network datacenter of an operational 4G mobile network; see Section 4.1 above
for more details on the data and its collection. We employ 9 weeks of data for training,

1 week for validation, and 1 week for testing.
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4.2.2. Benchmarks

We compare MetaLoss with a wide range of benchmarks that include baselines, state-

of-the-art models for loss learning, and variants of our proposed scheme.

4.2.2.1. Baseline approaches

Two different solutions are used as a basis for our comparative performance evaluation.

= Manual - The predictor described in Section 3.4 is trained with a loss function
designed manually to fulfill the specific target objective. As anticipated, MAE,

MSE, pinball and a-OMC losses are used in the four use cases.

= Disjoint - The prediction and loss-learning functionalities are logically

separated: first, the loss shaper is trained in isolation, by inputting uniform random

noise and measuring the resulting performance, so as to learn the correct loss for

the objective; then, the predictor is trained using the loss learned by the loss shaper.

4.2.2.2. Loss-learning models

The Adaptive Loss Alignment (ALA) method is a state-of-the-art approach for loss
learning in classification tasks [98]. While ALA has been originally proposed for discrete
classification tasks, we adapt it for regression by: (i) changing the type of characteristics
used for validation, replacing the (logarithmic) probabilities that the input pertains to
each class with the first- and second-order statistics of the regression values; and, (i7)
swapping the set of classification-oriented loss functions originally used by ALA with
expressions that are suitable for regression. We test two ALA models, which differ by the

expression used.

= ALA-manual applies ALA on a linear combination of all manually designed
loss functions that are used separately in the Manual approach depicted above. The
rationale is having ALA automatically select the correct loss function for each use

case, by tuning the linear combination weights.

= ALA-moldable applies ALA on a single loss function with a highly
parametrizable shape. The function, illustrated in Figure 4.1, can mimic any of
the losses for the controlled environment use cases, and the experiment aims at

testing if ALA can learn the correct values of the parameters xq, x1, 2, y1 and yo.
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Figure 4.1. Parametrizable loss function used by ALA-moldable.

4.2.2.3. Variations of MetalLoss
As a form of ablation study, we test several variants of our proposed model, as follows.

= Fixed-rate operates as MetaLoss, but is trained with a legacy fixed learning

rate, instead of an automated CLR.

= Noiseless uses the same architecture as MetaLoss, but does not include € as
an input to the predictor, which thus cannot learn the impact of the noise on its
output; note that if no noise is added to the prediction either, the noisy exploration

is completely skipped during training.

» Iterative adopts an alternating training strategy, instead of MetaLoss co-
training.  Specifically: the predictor block is trained in isolation during odd
iterations, using the loss currently implemented by the loss-learning block; then, the
loss-shaper block is trained during even iterations, by adding noise to the output of

the predictor.

= Half is a complementary technique that can be adopted in combination with
the Noiseless and Iterative approaches above. In a first moment, it trains the
predictor and loss-shaper DNN jointly, and as mandated by either model; then,
it freezes the loss-learning block and only keeps training the predictor for better

convergence.

4.2.3. Controlled experiments

We first illustrate MetaLoss’s capability to learn a suitable loss function in the
considered use cases. Figure 4.2 portrays the four loss functions fge learned by our model,
which map the error y; — x;11 into the target system performance. The corresponding
objective faq is superposed to the learned loss to facilitate the interpretability of the
result. The two shapes are well aligned in all cases, and thus the match is good. The only
significant difference, which emerges in the case of capacity forecasting, is due to the fact

that the original objective is not differentiable or even continuous, and hence it cannot be
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directly used as a loss function: as mentioned in Section 3.4, and as a desirable by-product
of co-training, MetaLoss learns a differentiable version of fuq, so that the latter can be

used to train the predictor.
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Figure 4.2. Loss functions fg¢ learned by the loss meta-learner INR of MetaLoss, under diverse
objectives faq.

Complete results from the controlled environment use cases are summarized in
Table 4.1. Across all settings, MetaLoss stands out as the model with best performance, or
a close second; more precisely, when not yielding the best result, our solution is typically
within the variance of the method ranking first. A closer inspection of the exact figures

reveals several important observations, as follows.

= The models that perform close to MetaLoss are those that involve human
intervention, which is needed to define a tailored (and possibly parametrizable) loss
function for the specific goal, such as Manual or ALA-moldable; instead, the training

of MetaLoss is fully automated.

= The models performing best for some use cases tend to have highly fluctuating
performance under other objectives, where they generate poor predictions; instead,
MetaLoss performs consistently well across all target use cases, which demonstrates

its flexibility and generality.
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= MetaLoss produces results with sensibly lower standard deviation, which elicits

a more consistent quality of anticipatory decisions.

= Juxtaposing MetalLoss with its variants proves that all design elements
in Section 3.4 contribute to the performance of the model, and removing co-
training (Iterative), noisy exploration (Noiseless), or learning rate adaptiveness

(fixedLR) deteriorates results.

Overall, the results obtained in the controlled environments clearly showcase the
gain of MetaLoss over other methods, in terms of sheer performance and flexibility.

Importantly, this is attained while also reducing the need for human intervention.

4.2.4. Advantages of MetaLoss for plain traffic forecasting

We now evaluate the performance of the proposed solution for simple time series
forecasting with standard loss functions such as MAE or MSE. This analysis aims at
bringing light to one of the key aspects of MetaLoss: the fact that it can actually train
the predictor to optimize a given loss function in such way that it obtains better results
than if the predictor was directly trained with the true static loss function. As it is shown
in Chapter 6, this is thanks to MetaLoss flexibility in constructing the loss function, being
able to adapt the shape of the loss function for different values of the input data.

We challenged our model with the winner of the well-known M4 competition [99],

e., the ES-RNN model [100], which combines exponential smoothing and a Recurrent
Neural Network (RNN). The results are computed without the ensemble-learning part
(for computational limits) and compared to our model by evaluating both solutions on
the same M4 dataset. The M4 competition defined the winner according to three metrics:
the mean absolute scaled error (MASE), the symmetric mean absolute percentage error
(sMAPE) and the Overall Weighted Average (OWA), formally expresses as follows.

sMAPE = 2002 lv: — 5 (4.1)

* Jyil + |93l
MASE — 1 & lyi — Uil 19
- EZ 1 (4.2)

H
i=1 H—-m Zj:m—i—l |yj - yjfm|

1 sMAPE MASE
A2
OWA= S apEe. T M ASEv.

(4.3)

where H represents the number of samples in the subset of the dataset corresponding to

a certain seasonality, and m the period of the season (e.g., 24 for hourly, 7 for daily, etc.).
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Model Noise ¢ Traffic forecasting, absolute | Traffic forecasting, squared | Resource allocation, 7 = 0.75 | Capacity forecasting, o =1
Train (x1072)  Test (x1072) | Train (x10~%) Test (x10~%) | Train (x1073)  Test (x1073) | Train (x1072) Test (x10~2)

Manual [- [ 132£012  1.62+021 | 2.64 £ 0.43 404 £024 | 481+£035 599 £ 0.67 | 3.30 + 0.53 3.62 £ 0.61
Disjoint [ 0.1 || 145 £0.11 180 £0.14 [ 428+£0.85 650+ 150 | 6.54 £ 0.42 826 £0.83 | 950+ 1.10  14.80 £ 2.40
ALA-manual - 2.28 +0.33 2.35 + 0.36 6.80 £+ 1.20 7.90 £ 1.70 11.20 + 1.70 14.20 £+ 2.04 8.91 + 2.43 13.35 + 3.17
ALA-moldable - 1.17 £ 0.04 1.46 £ 0.04 2.71 £ 0.22 3.87 £ 0.23 5.03 + 0.42 6.41 £+ 0.55 40.04 £ 30.21 40.32 + 30.78
0 1.71 + 0.59 2.01 £ 0.58 5.12 £ 1.96 5.83 £ 2.29 6.13 £ 0.37 7.60 = 1.13 6.21 £+ 1.58 8.62 £+ 3.55

Noiseless 0.01 1.21 £ 0.13 1.39 + 0.14 3.17 £ 0.90 5.30 £ 1.19 5.28 £ 0.41 6.43 £+ 0.95 6.10 £ 1.27 8.88 + 3.01
0.1 1.19 £+ 0.10 1.49 + 0.15 3.32 + 0.85 5.20 + 1.20 18.04 + 5.66 19.03 + 6.87 17.16 £ 1.06  17.31 + 1.30

lain 0.01 1.49 £ 0.18 1.99 £ 0.21 4.10 £ 1.11 4.90 + 1.33 6.29 + 0.96 8.40 £+ 1.90 6.67 = 0.70 9.32 £+ 1.66

Iterative p 0.1 1.48 £ 0.15 2.01 £ 0.18 4.02 £ 1.02 5.82 £ 1.15 5.69 + 0.69 7.34 £ 1.37 7.02 + 0.63 8.12 + 0.44
Half 0.01 1.53 £ 0.11 2.01 £ 0.15 5.21 £ 1.31 15.96 + 6.14 6.95 &+ 1.98 9.09 + 347 6.63 + 1.02 7.96 + 1.21

“ 101 1.54 £ 0.08 2.08 + 0.16 4.85 + 1.14 7.22 £ 2.47 6.10 + 0.99 7.90 £+ 1.65 7.65 £ 1.40 8.41 £+ 1.59

lain 0.01 1.21 £ 0.09 1.54 £ 0.10 3.17 £ 0.75 5.80 + 1.12 5.06 + 0.22 6.31 £+ 0.39 5.99 £+ 0.80 7.94 + 1.61

Fixed-rate p 0.1 1.31 £0.11 1.57 £ 0.10 4.28 + 0.12 5.90 + 1.01 5.25 £ 0.17 6.50 £ 0.26 6.28 + 1.09 8.04 £ 1.33
Half 0.01 1.24 £ 0.03 1.51 £ 0.02 3.72 + 0.85 5.10 £ 0.85 5.33 £ 0.47 6.81 £+ 0.61 6.05 £ 1.35 7.53 £ 1.21

0.1 1.26 £ 0.03 1.55 £ 0.05 6.32 £ 2.18 7.79 + 3.36 6.01 + 0.52 6.42 + 0.60 5.71 + 1.04 7.94 £ 2.17

MetaLoss 0.01 1.15 + 0.02 1.44 £ 0.01 2.77 £ 0.27 3.96 + 0.20 4.54 + 0.05 5.61 + 0.06 3.72 + 0.23 3.86 + 0.27
EDecay 1.13 + 0.03 1.36 + 0.02 2.68 + 0.19 3.84 + 0.16 4.48 £+ 0.06 5.57 + 0.06 3.34 £ 0.29 3.53 + 0.31

Table 4.1. Comparative evaluation summary. The best and second best performing models are highlighted for each objective.
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Metric Algorithm Hour Day Week Month  Quarter Year
SMAPE ES-RNN [100] 12.397 3.032 9.188 12,592  10.102  13.508
MetaLoss 12.304  3.022 9.185 12.572  10.227 13.300
MASE ES-RNN [100] 1.346 1.129 2.603 0.936 1.174 3.046
MetaLoss 1.322 1.128 2.581 0.936 1.260 2.980
OWA ES-RNN [100] 0.618 0.980 1.057 0.876 0.887 0.796
MetaLoss 0.611 0.979 1.052 0.872 0.907 0.781

Table 4.2. Comparison of our proposed model against the winner of the M4 competition
computed on the M4 dataset.

The results are summarized in Table 4.2 and show that MetaLoss obtains better
performance for all the considered seasonalities except for quarterly, where both values
are comparable and lie within the confidence interval of each other. This result proves
that MetaLoss achieves state-of-the-art performance even if its design is not focused on

plain forecasting (but rather on joint loss-learning and forecast).

4.3. Hyper-parametrization and transfer learning

In this section, the objective is to focus into the fundamental features of the MetaLoss
model by illustrating its functionality within a practical, real-world scenario. Through
this simple, yet important use case, we aim to elucidate the significant role played by
various hyperparameters in building the performance of the model. Additionally, we
highlight MetaLoss’s great capacity by design for executing high-quality transfer learning,
a capability that greatly enhances its adaptability and effectiveness across diverse tasks
and datasets. By dissecting these aspects, we provide valuable insights into the inner
workings and versatility of the MetaLoss model, offering a deeper understanding of its
potential applications and implications in contemporary machine learning contexts.

Here, we consider a controlled yet realistic use case to finalize the detailed
characterization of the proposed approach.

Capacity forecasting for resource allocation. We consider a capacity forecasting
problem, along the lines of that introduced in Section 4.2.1. We consider different
streaming mobile services, i.e., Facebook Live, Twitch and YouTube; in addition, we
consider heterogeneous datacenters, each serving a geographically separated group of
communication antennas, what will be later explained. Each combination of service
and datacenter entails dissimilar patterns in the user demand for network resources [94].
We consider that the operator needs to predict the required capacity resources for the
next 5 minutes, which lies within the standard operation time scale of modern network
function orchestrators [101]. In this case, the performance metric matches the asymmetric

expression of Section 4.2.1-use case (d). As mentioned there, recent studies in the
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Datacenter D1 (values x10e-1)

Loss function Facebook Twitch YoutTube
MSE 4.6511+0.748 4.7414+0.502 4.867+0.685
MSLE 4.503+0.697 4.405+0.3873 4.478+0.369
Metaloss 0.877+0.013 1.354+0.014 1.188+0.003
Surrogate a-OMC 1.18640.015 1.685+ 0.018 1.56340.023

Datacenter D2 (values x10e-1)

Loss function Facebook Twitch YoutTube
MSE 4.095+0.790 4.265+0.625 4.709+0.319
MSLE 4.2034 0.906 4.385+ 0.348 5.060+0.628
MetaLoss 0.880+0.029 1.361+0.004 1.302+0.008
Surrogate a-OMC 1.151+0.010 1.632+ 0.016 1.4974+ 0.008
Datacenter D3 (values x10e-1)
Loss function Facebook Twitch YoutTube
MSE 4.567+0.637 4.175+0.286 4.59140.226
MSLE 4.469+0.961 4.119+40.304 5.185+0.607
MetaLoss 1.102+0.031 1.376+0.010 1.480+0.016
Surrogate a-OMC 1.3654+0.0192 1.55540.023 1.683+0.018
Datacenter D4 (values x10e-1)
Loss function Facebook Twitch YoutTube
MSE 4.75140.631 4.49240.523 4.62040.540
MSLE 4.513 £0.598 4.434+0.603 4.738+0.625
MetalLoss 0.940+0.013 1.601+0.010 1.305+0.012
Surrogate a-OMC 1.230+0.014 1.712+ 0.016 1.4834+0.017

Table 4.3. Performance results for three different services (Facebook, Twitch, and Youtube), for
four different datacenters and four different loss functions.

computer networking literature have proposed an expert-designed loss function, a-OMC,
which can be considered a handcrafted, differentiable surrogate of the true performance
metric [5]. We thus employ a-OMC as a state-of-the-art benchmark for comparison with

MetaLoss in this use case.

4.3.1. Performance evaluation

We provide in Table 4.3 the performance results for the preemptive network
resource allocation problem depicted above, summarizing the performance figures of
all services in separate tables for each datacenters. Results are aligned with the ones
presented in the manuscript, with an important gap between standard MSE and Mean
Squared Logarithmic Error (MSLE) losses and more advanced techniques. In all cases,
MetaLoss outperforms the expert-designed surrogate loss a-OMC by at least 15%,
which corresponds to significant operating expense cuts in mobile network infrastructure
management. The most important part is that it is doing so even without prior knowledge

of the relationship between prediction and performance metric.
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(a) Learning curve for different exploration
noise’s variances. Grey lines correspond to the
fixed variances shown in Figure 4.3b.

(b) Loss metric results as function of the
exploration noise variance. For the exponential
decay case, the variance decreases as training epochs
advance.

Figure 4.3. Impact of the variance of the exploration noise variance for accuracy and learning
convergence.

4.3.2. Sensitivity to hyper-parameters

The model hyper-parameters correspond to both the learning rate and the loss
exploration noise, and our implementation makes the model robust to those hyper-
parameters. Experiments are run according to the first use case on capacity forecasting

for resource allocation depicted earlier.

Learning rate We employ CLR, which is known to reduce the sensitivity of models
to the choice of learning rate, and we recall that the ablation studies of Table 4.1
showed how CLR is beneficial in most settings, even if it is not the most impactful
hyperparameter in terms of performance, the CLR helps, with the fact that the loss
used by the predictor evolves during the training, to avoid the model of being stuck in
local minima during the training phase, thus, makes the convergence of the model more

consistent.

Loss exploration noise We make the exploration noise decay exponentially over
time. This () avoids the need to fine-tune a fixed noise hyper-parameter, and (ii) improves
the overall performance with respect to any fixed noise value. To demonstrate that this
is the case, we consider a zero-mean Gaussian noise and analyze the performance for
different values of the noise variance.

First, we consider the case with no noise (i.e., zero variance), which serves as a
benchmark and shows the performance of a baseline model without this parameter.

Later, we consider ten different variances, such that the standard deviation follows a
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geometric progression from 0.001 to 0.1. These extreme values are selected as meaningful
ranges after a detailed evaluation. Finally, we consider the exponential decay case in
which the variance decreases as the number of epochs increases, borrowing the idea from
the exploration-exploitation trade-off of reinforcement learning [102]. In particular, we
consider that the standard deviation at epoch t is equal to %, where ¢ is selected to
ensure that the value at the first epoch is 0.1 and the value at the last epoch is 0.001, for
a fair comparison with the fixed-variance cases.

Results are shown in Figure 4.3. In Figure 4.3b, we represent the final metric evaluated
for the different noise variance, averaged over several realizations. We can observe how
the results are quite sensitive to the variance of the noise, and adding noise can also be
detrimental, whereas the exponential decay case obtains the best performance.

This last adaptive approach is beneficial not only because it achieves the best
performance, but also because it allows us to avoid the hyper-parameter tuning required
in view of the sensitiveness of the results to the variance. In Figure 4.3a, we show the
learning curve (averaged over training realizations), where we only highlight the no-noise
and the exponential decay curves for the ease of visualization. The exponential decay
approach provides a much faster and more stable convergence. It has also been observed

that it reduces the probability of obtaining a diverging solution.

4.3.3. Transfer learning

As the traffic serviced by each base station can differ substantially, each data center
experiences quite diverse temporal dynamics of the demand [94]. Yet, the performance
metric is the same for all datacenters, and the resource allocation predictors dedicated to
each datacenter shall all be trained to optimize it.

This is an ideal setting where to test the capability of MetaLoss for transfer learning.
Specifically, we evaluate how a predictor trained with the MetaLoss approach (i.e., by
jointly training the predictor and the loss shaper block) performs with respect to a
predictor that is trained with a not-varying loss shaper block that has been previously
trained with the data from another datacenter. It is important to note that the loss
shaper block can also be trained as well starting from an already trained configuration,
in order to adapt to the predictor behavior.

Results are shown in Tables 4.4, 4.5 and 4.6. Each column indicates the datacenter in
which the loss shaper block has been trained, whereas the rows indicate the datacenter
for which that same loss shaper block, once trained for the column datacenter data, is
used to train from scratch the predictor. Quite naturally, the values on the diagonal
reflect the best performance, as they refer to cases where the full MetaLoss model trained
on the traffic measured at a specific datacenter is employed to predict new demands in
the same datacenter. However, by looking at values beyond the diagonal, where a loss

function trained on traffic in one datacenter is used to train a new predictor for a different
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datacenter, performance remains on the same level. Specifically, by comparing the values
in Table 4.4 with those in Table 4.3, transfer learning via MetalLoss yields performances
in new datacenters that are still better than or comparable with those obtained with the
expert-designed a-OMC function in use case presented above in Section 4.2.1. Also, the

same performance remains much better than that of legacy mismatched losses like MSE
or MSLE.

Predictor | Metric est. Metric est. Metric est. Metric est.
trained aty| trained at D1 trained at D2 trained at D3 trained at D4
Dl 0.877+0.013 1.02840.050 1.02140.021 1.04440.040
D2 1.002+0.048 0.880+0.029 1.001£0.036 1.03540.047
D3 1.226+0.012 1.243+0.050 1.102+0.031 1.245+0.023
D4 1.088+0.037 1.081+0.028 1.076+0.022 0.940+0.013

Table 4.4. Transfer learning results, when run in different network datacenters serving diverse
Facebook traffic demands. All values are x10-1.

Predictor | Metric est. Metric est. Metric est. Metric est.
trained aty| trained at D1 trained at D2 trained at D3 trained at D4
Dl 1.354+0.014 1.52240.012 1.497+0.012 1.53040.016
D2 1.47940.005 1.3614+0.004 1.48940.008 1.490+0.015
D3 1.487+0.014 1.487+0.017 1.376+0.010 1.491+0.024
D4 1.671+0.014 1.670+£0.015 1.68440.011 1.601+0.010

Table 4.5. Transfer learning results, when run in different network datacenters serving diverse
Twitch traffic demands. All values are x10-*.

Predictor | Metric est. Metric est. Metric est. Metric est.
trained aty| trained at D1 trained at D2 trained at D3 trained at D4
D1 1.188+0.003 1.40140.013 1.382+0.018 1.38940.021
D2 1.43340.006 1.302+0.008 1.423+0.013 1.443+0.017
D3 1.693£0.016 1.68440.021 1.480+0.016 1.68640.022
D4 1.396+0.013 1.345+0.022 1.3884+0.020 1.3054+0.012

Table 4.6. Transfer learning results, when run in different network datacenters serving diverse
Youtube traffic demands. All values are x10-'.

4.4. Real-world use cases

After analyzing and decomposing in detail the proposed solution, in this section we
evaluate the performance of MetaLoss in realistic scenarios that are closer to real-world
tasks, and which are considerably more demanding and complex. Specifically, we consider
two practical case studies, detailed next. In both analyses, we employ real-world traffic

measurements to ensure credibility of the results.
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4.4.1. Power grid management

Even though this is not a networking problem, this use case is interesting as it
demonstrates the generality of MetaLoss. Moreover this use case uses an additional

input defined as v; depicted in Chapter 3.

4.4.1.1. Problem definition

The complex field of power grid management and the study of smart grids are ruled by
a significant number of diverse Key Performance Indicators (KPIs) [103-105]. One of the
fundamental dimensions that define the performance in such scenarios is the reliability of
the network, i.e., how often the network fails to provide the required power. Interestingly,
the reliability in power management is not only measured by the frequency of power cuts
due to the under-provisioning but also by the duration of these cuts [103]. The smart
grid manager is especially interested in preventing under-estimations, as in the previous
use case of network resource allocation; however, the relevant performance metric also
incorporates memory about past outages. Specifically, in the presence of underestimation,
if the previous forecast was also underestimated, the current cost is added to the precedent
cost in a recursive manner. Thus, the metric depends on the previous state of the
system and involves discrete (thus discontinuous) jumps when consecutive outages occur.
Manually designing a surrogate version of the multi-dimensional loss function matching
the metric above is not trivial, and we are not aware of any such attempt in the literature.
MetaLoss removes this barrier by learning the correct loss in an automated way.

We employ a-OMC as a state-of-the-art loss benchmark. Although initially crafted for
network-related applications, its underlying principle remains consistent in our context:
tolerating a minimal level of surplus to minimize disruptions. The temporal aspect of the

metric is however not possible to adapt in this function.

4.4.1.2. Results

We summarize the evaluation results in Table 4.7. We observe that MetalLoss
significantly outperforms traditional training methods based on standard loss functions.
While the advantage over generic loss roots in the loss-metric mismatch and is easily
understood, the improvement with respect to a-OMC is explained as MetaLoss effectively
adapts to varying demands. The model learns a loss that compensates for different
accuracies in predicting power consumption values of diverse magnitudes.

In this first use case, we are particularly interested in presenting how MetaLoss can
adapt to a recursive cost relationship. Figure 4.4 shows the learned loss function. The
result shows the potential of the proposed approach to characterize unknown and non-

trivial loss functions for regression problems. More details on this aspect are present in
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Figure 4.4. A 3-dimensional representation
of the 4-dimensional learned loss.

Chapter 6. In this particular case, MetaLoss learns a differentiable approximation of a

step-wise discrete function.

4.4.2. Reserving virtual machines at a core network datacenter

In this use case, we address the efficient management of data center resources,
which is critical for minimizing operational costs and ensuring optimal performance. By
accurately predicting the number of Virtual Machines (VMs) required for each service,
the data center can avoid over-provisioning (which leads to unnecessary costs) and under-
provisioning (which leads to poor service quality). This balance is crucial for maintaining
cost-effective operations and high-quality service delivery, particularly in environments

with high and variable demand, such as video streaming services.

4.4.2.1. Problem definition

We consider a core network datacenter setting, where we assume that each video
streaming service is assigned a dedicated Network Slice Subnet Instance (NSSI). The
machine-translated intent involves that the Virtual Infrastructure Manager (VIM)
responsible for controlling the datacenter resources must predict the number of VMs
that need to be allocated in advance to each NSSI, so as to run the Virtual Network
Functions (VNFs) required to serve the demand generated by the corresponding mobile
service. Clearly, every VM has an operating cost (e.g., due to power consumption) so it
is desirable that only the strictly necessary set of VMs is reserved for each NSSI.

Clearly, we do not have access to information about the actual operating costs of the
datacenter, or about the local VM management strategies. This forces us to emulate
that part of the system behavior to perform our experiments. To that end, we proceed
as follows: (i) we define a credible expression fuq for the target management objective;
(17) we use faq to generate observations My in response to predictions ; and, (iii)

we use observations My as ground-truth measurements to train and test MetaLoss and
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benchmark models. A very important remark is that fa is only an artifice we adopt to
generate measurement-like data, and it is unknown to MetaLoss, which has only access
to the observations.

Formally, let all VM have equivalent performance, so that each has operating cost x,
and can serve a maximum volume of traffic C, that may depend on the slice 0. Also,
1 > K is a high penalty triggered in case insufficient VMs are allocated in advance. The

observations are computed as:

M1 = faa(Gt, xe1) =0 R (we41 — Co - ||[9e]]) + £ R(Co - [[Ge]| — me41) . (4.4)

This expression basically forces a high handicap if insufficient VMs are allocated, and a
milder one for VM overprovisioning.

The VM orchestration takes place at every 5 minutes, which is thus the forecast horizon
of the predictor. We feed MetaLoss with past traffic information ¢y = {xy_n, ...,z }, with
N =6, and let it learn to produce a forecast §; that minimizes (4.4), from observations
My1. We remark that the objective is not linear nor differentiable over the whole domain,

as it includes floor and absolute value operators.

4.4.2.2. Results
We consider two benchmarks for comparative analysis.

= An Oracle predictor, which has perfect knowledge of the future, and always
allocates the optimal minimum number of VMs to serve the upcoming demand

without providing any Service Level Agreement (SLA) violation.

= A Legacy traffic forecasting model, implemented as the predictor part of
MetaLoss, and trained to minimize an MSE loss. As discussed in Section 2, this
model requires an additional downstream block in charge of taking the management
decision. In this use case, we manually design a VM allocation algorithm that (7)
applies an overprovisioning factor to the predicted traffic so as to avoid expensive
underdimensioning, and (i) uses C, to compute the number of VMs to serve the
inflated demand. Upon extensive tests, we set the overprovisioning factor to 1.6,

which enforces 60% safety margin.

Figure 4.5 summarizes the performance, when the C, and k are set to 10% and 1%
of n. Even when fine-tuned, a decision making policy based on a Legacy prediction is
substantially less efficient than MetaLoss. Our model allocates around the same VMs
as Legacy, but with an extremely limited underprovisioning that is one or two orders
of magnitude lower than that of Legacy. The extra VMs allocated for Netflix and
Twitch traffic comes with the fact that those traffics are less regular and more spiky

than Youtube and Facebook Live, thus, MetaLoss tends to increase the safety margin for
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Figure 4.6. Example of VM reservation for the Facebook slice.

such traffic. This comes from the fact that the loss-shaper and the predictor are trained
together and both learn from the other as described in Section 3.6.3. The reason is
illustrated in Figure 4.6, for one sample slice: MetaLoss anticipates a constant reasonable
overdimensioning at all times; instead, the solution based on the Legacy predictor tends
to allocate excess VMs during the high-traffic daylight hours, and does not leave a wide
enough safety margin overnight, when it allocates less VMs than Oracle, hence not
servicing part of the demand. Instead, MetaLoss learns that a static overprovisioning
factor is not a good strategy to cope with the inherent forecast inaccuracy, and
automatically identifies a better loss to minimize the (unknown) expression in (4.4). By

doing so, our model performs in fact fairly close to the Oracle.
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4.4.3. Minimizing video streaming OPEX at the Edge
4.4.3.1. Problem definition

We now move to a mobile Edge environment, where a set of computational facilities,
each serving between 70 and 130 base stations, are located close to the radio access. We
assume again that of the four video streaming services presented before has a dedicated
NSSI at the Edge facilities. Here, the management intent aims at minimizing the monetary
OPerating EXpenses (OPEX) associated to running the video streaming slices at the
network Edge. This maps to an IBN objective of periodically and preemptively rescaling
the compute resources assigned to each NSSI in a facility, to smoothly run the needed
VNEFs.

Service provider )

N Users

Ti41

Discretize

Figure 4.7. Emulation pipeline for the monetary OPEX.

We have to emulate the ground-truth OPEX, by developing a sensible model that
relates OPEX to the system variables. Here, we go a step further in terms of complexity,
and, rather than defining a single expression for faq, we employ a whole pipeline to
mimic the objective. Figure 4.7 offers a high-level view of the pipeline. First, the
slice-level allocated computing capacity ¢; and the future traffic to be served ;41 are
split across users according to a probability distribution that describes the imbalance of
traffic generated by different users. The per-user maximum requested (M, from x441)
and available (A, from §;) compute powers are fed to an empirical non-linear model that
maps such metrics into a user-level video streaming Quality of Experience (QoE) [106].
The QoE value is then discretized in line with real-world QoE metrics, and passed to a
module that converts the QoE into a Mean Opinion Score (MOS). Based on the MOSs of
the users, the slice tenant can communicate to the operator if the SLA has been violated,
which entails a monetary fee § per violation. This cost is summed to that generated by
the need to reserve the compute resources d; to accommodate the slice traffic, derived in
the bottom block, at a price a per capacity unit.

Interestingly, not only the expression of fis is now much more involved than before,
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Figure 4.8. OPEX performance in the Facebook Live slice case. (a) Overall cost. (b) Loss
function learned by MetaLoss.

but it is also not observable by the operator in practical cases. Indeed, the VNF Manager
(VNFM) must take the anticipatory decision on the computing capacity allocation has,
in the best case, partial visibility of how the computational capacity allocated to an
NSSI results into its economic performance. Typically, the VNFM only has data about
the current allocated resources and slice traffic demand from the Virtual Infrastructure
Manager VIM. In the best case, it may consume QoE information provided by the
Network Data Analytics Function (NWDAF) [107] that interfaces with Application
Functions (AF), but the MOS part of the pipeline remains unknown. Ultimately, this
use case sets forth a scenario where a network manager would not have the necessary

system knowledge to manually design a solution to the problem.

4.4.3.2. Results

We let MetalLoss learn the whole pipeline above in a setting where the compute
capacity reconfiguration occurs every 5 minutes. We compare it against two benchmarks,

as follows.

= An Oracle predictor that knows the future demand and the full fa4 pipeline,

and returns an optimal allocation.

» DeepCog, a state-of-the-art capacity predictor [5] that we configure to cope

with the problem in the best way possible, by setting its loss function parameter to

pla.
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To avoid repetitions, only results for the Facebook Live slice are shown, in Figure 4.8a,
however, performances are homogeneous across services. All costs are relative to that of
the minimum static capacity allocation that always services the full demand, and are
shown for different 3/« ratios. Despite the fact that we feed it with information about
the true a and  values, DeepCog is still constrained by its unflexible loss function.
Instead, MetaLoss can autonomously learn a much better loss, which results in a reduced
cost closer to the Oracle one. Figure 6.2a offers a glance at the fairly complex loss
function captured by the loss shaper of MetaLoss: even if full knowledge of the pipeline
in Figure 4.7 were available, designing manually devise this shape would be an exacting
task. Our approach effectively automates such design, which lays an important stone in
the path to full-fledged IBN.

4.5. Summary

Throughout this chapter, we have elucidated the efficacy of MetaLoss in addressing
the challenge of loss-metric mismatch. By conducting multiple controlled experiments and
analyzing real-world use cases, MetaLoss has demonstrated its superiority over existing
state-of-the-art models in applicable scenarios. Furthermore, MetaLoss offers additional
flexibility and freedom in DNN model-based implementation, thereby enhancing their
adaptability to diverse contexts and its potential to advance the field of networking

management.



Global optimization for multiple
predictors scenarios

In this chapter, we focus on enhancing the model outlined in the preceding Chapter
4 to tackle the resolution of common objective problems characterized by intertwined
predictions. This endeavor stands as the second primary objective of this thesis, aimed
at fulfilling the achieving goals of IBN.

The first section of this chapter delves into showcasing the efficiency of this novel
architecture. This is achieved through controlled experiments, wherein our enhanced
model is tested against alternative methodologies striving to achieve similar objectives.
By comparing the performance metrics, we aim to underscore the superiority of our
proposed approach. To highlight the significance of this enhancement, the use case is
described as a simple toy example, though, impossible to achieve with actual methods.
Through this illustrative scenario, we unveil why accommodating intertwined predictions
is a crucial feature. We elucidate that relying solely on the architecture delineated in the
previous Chapter 4 renders this task unfeasible.

Finally, the narrative extends to achieve real-world use cases that, thus far, have
remained elusive for traditional data-driven approaches. Through detailed analyses
and case studies, we aim to demonstrate how this enhanced model transcends existing
limitations, thereby enabling the resolution of challenges that IBN goal aims to achieve.

In order to achieve the different experiments described below, the architecture used
was the following: The regressor block is implemented with k 3-layer parallel LSTMs
block, k being the number of IR used for the problem, using respectively (128, 128, 64)
followed by 4 fully connected layers of respectively (256, 256, 128, 64) neurons for the
assembler. The activation function used in every layer is the ReLu one. The loss shaper
INR has 5 Siren layers, with respectively (256, 256, 256, 256, 128) units in it using as
depicted in 3.4. This more complex architecture is explained by the fact that the use
cases in this chapter are more complex.

The problem of solving common objectives across different actions is not new, in fact
it represents a famous area of research in Game Theory. The most famous example

to illustrate this is the Prisoner’s dilemma. It is a classic concept, used to illustrate

o7
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situations where individuals acting in their own self-interest can lead to suboptimal
outcomes for all involved. If we imagine that two criminals are arrested and placed

in separate interrogation rooms. The police offer each prisoner a deal:

= If Prisoner A confesses and testifies against Prisoner B, while B remains silent,

A will go free and B will receive a harsh sentence (10 years).
= If both prisoners confess, they both receive moderate sentences ( 5 years each).

= If both prisoners remain silent, lacking sufficient evidence, they will both be

convicted of a lesser charge and receive light sentences (1 year each).

Payoff Matrix Prisoner B Stays Silent | Prisoner B Confesses
Prisoner A Stays Silent A: 1 year, B: 1 year A: 10 years, B: 0 years
Prisoner A Confesses A: 0 years, B: 10 years A: 5 years, B: 5 years

Table 5.1. Prisoner’s Dilemma Payoff Matrix.

The dilemma arises because while both prisoners would be better off cooperating
(remaining silent), the temptation to defect (confess) is strong due to the potential for a
better individual outcome as seen in Table 5.1. However, this leads to a situation where
both end up worse off than if they had cooperated, i.e., the Nash Equilibrium.

The focus here is similar but rather than discrete problems as the prisoner dilemma
we instead focus on continuous type problems, i.e., continuous games. The theory behind
it is however very similar, the fact that individual optimum does not imply the optimum
for an individual. This is a very important research topic as that kind of game, trying to
achieve a common objective exists in many different areas, from environmental studies,

animal behaviors, politics, and obviously networking management.

5.1. Controlled experiment

We provide a comprehensive analysis of the performance of the proposed approach for
several controlled experiments, with the aim of describing in detail the contributions of
each of its components and its overall advantage over previous proposals for loss meta-
learning network management applications.

We first focus on proving that the proposed structure is indeed required and crucial
for the model. For that, we compare the performance of the architecture presented in
Chapter 3 against three alternative architectures in a simple toy example. Second, we
provide an ablation study and comparison with state-of-the-art approaches for several
loss functions with different levels of complexity, so as to prove the advantage of loss
meta-learning, and we do so for single-variable problems for the sake of comprehension.
After that, we provide results on generic time-series forecasting problems and, finally, we

provide a detailed analysis for realistic yet simple use cases.
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5.1.1. Toy example

Intertwined predictions are problematic for current solutions for loss meta-learning
regressors. We demonstrate the issue via a toy example, where two predictors a and b
are fed with past values of traffic time series ® and ® up to time ¢, and they have to
forecast the mean of the two next traffic values, i.e., (z§,; + 2%, )/2.

While fictional, this is a naive case where the two predictions are intertwined, as their
output depends on both flows 2 and a®. Abiding by the principles above, the expression
of the prediction target is not known a priori, and the model must (i) meta-learn that the
averaging function is the right loss for the task, and (77) use it to train the predictors.

Figure 5.1a shows the performance in the simple task above of a predictor
implementing the only architecture needed to achieve the loss metric mismatch problem

depicted in the previous Chapter 4.

1.0 0.200
—— Average Traffic
--- Predictor 0.1751
0.8
o 0.150 4
= ;
2 06 fn: | 0.125 1
=l w
¢ . g 0.100 1
= 1
S 4
g o4 ! 0.075 4
5 \
= 0.050 1
0.2
0.025 1
0.01— ‘ : . ‘ ‘ : . : 0.000 - ‘ , :
0 500 1000 1500 2000 2500 3000 3500 4000 0 10 20 30
Time(minutes) Epoch
(a) Standard model
1.0 0.200
—— Average Traffic
. 0.175 1
=== Predictor
0.81
© 0.150 4
i
E 06d 0.125
© w
9 <{ 0.100 1
= =
1] 4
g 04 0.075 1
P
o
= 0.050
0.2
0.025
0.01— : | ! ! ! ! ! : 0.000 : ! !
0 500 1000 1500 2000 2500 3000 3500 4000 0 10 20 30
Time(minutes) Epoch

(b) MetaLoss

Figure 5.1. Performance of (a) a Standard forecasting model and (b) MetaLoss in the toy use
case of mean value forecasting. Left: predictions and target average. Right: forecasting error over
train epochs.
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The forecast is clearly misaligned with respect to the mean traffic target (left), and
results in a poorly converged error (right). The reasons for such poor performance are
detailed in Section 5.1.2.
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Figure 5.2. Detailed architectures of the (a) MetaLoss, (b) bm-monolithic, (c) bm-split and
(d) bm-merged benchmarks.

5.1.2. Ablation study of MetalLoss logical architecture

First, we compare the proposed architecture with three alternative architectures,

illustrated in Figure 5.2 and defined as:

= The bm-monolithic approach, presented in Figure 5.2b, implements the
predictor with a single block composed of fully connected LSTM and MLP layers,
in such way that it receives the whole input X; to also output all forecasts ;.
Hence, this model is the most naive generalization from a single-input single-output
predictor.

= The bm-split model applies a parallelization of the multi-dimensional
forecasting task along single input-output tuples, decomposing the problem into n;,
single-variable problems, i.e., independent prediction instances, as in Figure 5.2c.

= The bm-merged model is an architecture compromising between the previous
solutions: it is composed of multiple parallel predictors that feed a single

performance cost estimator during training, as illustrated in Figure 5.2d.
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The aforementioned benchmarks represent in some way simplified versions of MetaLoss:
while bm-monolithic merges the internal IPU-based architecture of the predictor in
Figure 3.2 into gathered LSTM layers, bm-merged withdraws the other key element, the
aggregator. Thus, these approaches allow us to deliver an ablation study for the proposed
model. We also remark that bm-split and bm-merged implicitly assume that n;, = nou
and that g; can be inferred from X; only, and consequently the generality of both is
notably reduced with respect to MetaLoss, which removes such assumptions.

We also compare the whole architecture against versions of it that miss some of the

key components. Namely:

= ReLu identifies the impact of considering the ReLu activation function instead

of the SIREN activation function for the loss shaper.
= The Noiseless design, which consists in setting € = 0.

= The fixed-Noise design, in which the noise variance ¥ is fixed throughout
the training. This variance is set to 3% of the average value of the data, which is

picked as giving the best results with a fixed amount of noise.
= The fixed-LR, where the learning rate is fixed.
= The exp-LR, with exponential decay learning rate.

» Finally, Grabocka is an approach inspired from [60], using a similar training
approach as the bilevel programming optimization of the model parameters adopted
by [60], where the loss model and predictor are alternatively trained for some epochs,
instead of being trained simultaneously in the same gradient descent iteration as in

Metaloss.

We use this simple yet illustrative toy example depicted above where the unknown
objective is producing an average of all inputs in the next time slot, to test the four
models. Formally, applying the notation introduced in Section 3.4, the predictor shall
output a scalar! ¢, = % Soin xgl This is an uninvolved problem with intertwined
predictions,? as the output depends on predictions for all inputs. This use case allows
for a straightforward way to experiment with the different models and is not intended to
model any practical network management task (which will be analyzed in Section 5.2).

We summarize the results in Table 5.2. bm-split and bm-merged both suffer from
the decoupling of each output gjt(i) from all inputs X}, and MetaLoss reduces the error

generated by these approaches between 75% and 90%. This proves, in particular, that the

!The prediction of bm-split and bm-merged is n;, dimensional, hence each gjl@ shall match the
same expression in the main text.

2We pay attention to input uncorrelated time series so that their mean cannot be simplified as ;41 =
K X, which would artificially ease the task.
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Nin MetaLoss ReLu bm-merged bm-split bm-monolithic
2 0.018+0.014 0.02440.012 0.10140.081 0.1194-0.094 0.06740.042
4 0.020+0.012 0.02340.010 0.095+0.073 0.11640.089 0.047+0.026
6 0.018+0.010 0.02140.008 0.098+0.076 0.09040.073 0.043£0.026
12 0.010+0.006 0.0124-0.003 0.093£0.079 0.0884-0.096 0.038+0.024

Nin Noiseless fixed-Noise fixed-LR exp-LR Grabocka
2 0.02540.010 0.0244-0.019 0.028+0.013 0.0244-0.013 0.02940.015

0.026+0.010 0.02540.017 0.026+0.013 0.02240.011 0.026+0.012
6 0.023£0.009 0.02240.012 0.024£0.009 0.02240.008 0.022£0.011
12 0.01540.003 0.01340.006 0.01340.004 0.01340.004 0.015+0.006

Table 5.2. Results for the controlled experiment in terms of average MAE, for our model and all
benchmarks. The goal is to learn that the loss function is the MAE of the estimate with respect

~ 1 Nin (7’)
to yr = ;- Dot Ty

inner structure of the predictor, with the separated IR that are fed into the aggregator, is
crucial to combine the contribution of each variable, making sure that each IR learns its
(potentially different) role towards achieving the objective and ensuring that the task
is learned. Additionally, the poor performance of the bm-monolithic model, whose
MAE more than doubles the one attained by MetaLoss, showcases the importance
of parallel individual IR to manage independently the input time series that are not
naively correlated, since bm-monolithic treats all the input time series as a single vector,
reducing the performance of the LSTM layers. Finally, the simultaneous training of
metric estimator and predictor through the same backpropagation iteration improves the
performance up to 25%, as observed by comparing MetaLoss against Grabocka. Overall,
MetaLoss yields largely superior performance over the state-of-the-art and competitor

architectures even in a simple (for intertwined variables) toy example.

5.2. Real-world use cases

In this section we evaluate the performance of MetaLoss in very realistic scenarios
that are real-world problems, and which are considerably more demanding and complex.
Specifically, we consider two practical case studies, detailed next. In both analyses, we

employ real-world traffic measurements to ensure credibility of the results.

5.2.1. Overbooking of network slices

Multi-tenancy is a defining paradigm in 5G systems, which are expected to fully
support network slicing providing flexible policing and strong guarantees to heterogeneous
services run by different tenants. The anticipatory allocation of isolated and customized
resources to individual slices is a key functionality to ensure that the Quality of Experience
(QoE) that each tenant request is met. This functionality also offers new opportunities

for operators to optimize their revenues: for instance, slice overbooking takes advantage of
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slice demand multiplexing to reduce resource utilization while fulfilling (a priori unknown)
QoE [35]. Inspired by the overbooking approach, we consider a case where anticipatory
admission control (AC) and resource reservation (RR) of network slices must be steered

to optimize QoE-based revenues for the network operator.

5.2.1.1. MANO objective

We consider that the QoE level determines certain monetary revenues and costs for
the network operator, where satisfying the QoE level agreed between the tenant and the
operator results in a revenue for the operator, whereas failing to provide the required
QoE incurs in costs and fees for the operator. A Service-Level Agreements (SLA) sets
the performance target of a given network slice in terms of the requested end-user QokE,
and specifies the amount offered by the tenant for implementing the slice. The SLA also
defines how such an amount is reduced for lower QoE levels, including an economic fee
for the operator in case the QoE falls below a minimum acceptable threshold.

Formally, let us denote the traffic demand generated by slice s € S at time ¢ as
ds(t) and its peak traffic demand as Ds, and let ¢s(t) be the amount of resources that
the operator allocates to such a slice. We further denote the normalized demand and

allocation as d4(t) £ %(:) and c4(t) = CB(:), respectively.

In case the slice is accepted, the tenant pays for the implementation of the slice an
amount Rs(t) = vds(t), which is proportional to the traffic to be accommodated by some
constant vy factor (in $/byte). However, the amount Rg(t) is paid in full only if a target
end-user QoE level is attained; if instead the end users suffer from lower QoE, the operator
incurs into a proportionally reduced payment by the tenant.

In our experiments, we assume that the QoE requirement is met if §4(t) £ dy(t) —
¢s(t) < 0, i.e., enough resources are reserved by the operator to serve the whole traffic
demand of the slice. Otherwise, the QoE (hence the revenues for the operator) drop
according to a sigmoid function of d5(t), as recommended by standard models [108] in
revenue management and prospect theory [109]. Below a threshold QoE, the sigmoid
becomes negative, meaning that the operator receives no payment but must start paying
a fee to the tenant. If then the QoE further falls below a minimum acceptable value,
the fee jumps to a large amount K(t) = SRs(t) that is proportional to the requested
resources for the slice. The resulting QoE-based cost of the accepted slice for the operator
is

QoB(0,(t)) 2 (X5 (tanh(ad, (1) + B) + 1) — R (1)), (5.1)

where «, 3 are constants that determine how the sigmoid function exactly scales with the
underprovisioning dg(t). Besides the revenue from the SLA, the total economic advantage
of the operator is affected by two other elements. On the one hand, the overprovisioning

of the reserved resources determines an increase of operating expenses (OPEX): therefore,
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whenever 05(t) < 0, the operator incurs an OPEX penalty —7vd,(t) that grows linearly
with the quantity of unnecessarily reserved resources. On the other hand, committing
to allocate more resources than those available in the network infrastructure leads to a
global performance drop and possible service outages, with a huge cost M in terms of,
e.g., customer churn.

The final performance cost associated to the slice MANO is

M(t) =3 (1(e(t) - QOE(3,(t)) — 1( = 8s(t) - 76,(1))

seS

+M-1((De®) - C), (5.2)

seS
where C' is the total capacity of the system, and 1(-) is the step function that takes value
one if the argument is less than 0, and value one otherwise: thus, 1 (¢s(t)) takes value one
only if the slice is admitted and resources are allocated to it. The second term seeks to
keep 05(t) as close to zero as possible where the last term represents a high penalty (M)

in case that the total amount of allocated resources exceeds the total capacity C.

5.2.1.2. Solution based on Metaloss

A key observation is that, in practice, the network operator cannot analytically know
the relation between the slice resource allocation and the QoE of end users of the specific
tenant. This is a very complex function that depends on many operational parameters
and whose characterization depends on application-level data (e.g., user feedback) that
the operator does not have. Therefore, (5.1) is not known a priori, in both its whole
formulation and specific parametrization of @ and . In turn, this makes it impossible for
the operator to model the whole performance cost in (5.2) in advance.

In this scenario, the operator can apply MetalLoss to address the MANO task of
deciding (i) which slices to accept and (i7) how many resources to reserve to accepted
slices at the start of each orchestration interval. Indeed, once deployed in the system,
MetaLoss can learn the expression of the performance cost in (5.2), and optimize the
prediction of ¢4(t) to minimize such cost. Note that the value of ¢s(t) determines both
the slice admission control, via 1(¢s(t)), and the allocation of resources, which match its
value if positive.

The detailed integration of MetaLoss in the network architecture for this use case
is outlined in Figure 5.3. Our model sits in the Network Function Virtualization
Orchestrator (NFVO) of the MANO framework, as proposed by current standards [11].
It can then leverage the Management Data Analytics Function (MDAF) [110] to access
information exposed via the Application Function (AF) [111]: based on the operator-
tenant agreement, such information can include live QoE measurements and slice revenue

data, which let MetaLoss observe the results of its decisions on the QoE and costs. Our
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Figure 5.3. Implementation of MetaLoss in the network architecture.

model is then in a position to learn from experience the overall cost in (5.2), and forecast
¢s(t),Vs € S to minimize it.

The meta-learning task is in fact not trivial. We provide an intuition of the complexity
of the problem in Figure 5.4, which illustrates the expression in (5.2), in the naive case of
a single slice. Despite the fact that we are considering the simplest version possible of the
cost, and the only one that can be represented in only three dimensions, the shape of the
relationship between the MANO objective and the prediction is tangled and also highly
sensitive to the value of the input traffic demand. Scaling to realistic multidimensional
versions of the cost thus implies very strong meta-learning capabilities.

5.2.1.3. Benchmark

For the best of our knowledge, there does not exist any automated solution for this
problem. Because of that, we compare MetaLoss against a solution that follows the legacy
approach presented in Figure 2.1 depicted in the state-of-the-art chapter. Specifically, we
consider that each slice s € § is handled separately by one predictor with a tailored
loss function, which is responsible of forecasting the resources to be reserved for slice s
(denoted by c,(t)) if the slice is accepted. The admission control is instead handled apart,
and formulated as an optimization problem solved starting from all ¢ (¢) predictions. The

optimization program tries to find the best binary admission control variables x4(t), which
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Figure 5.4. Sample of the final performance cost, when a single slice s = § is present in the
network.

take value one if slice s is accepted. Formally,

I;iz(xg)c s Rs(t)xs(t) s.t. Zses c(t)zs(t) < C. (5.3)
This is in fact the well-known and NP-hard Knapsack problem (KP). Hence, we name
the benchmark knapsack. The individual predictors of the benchmark are trained in a
similar way as for the MetaLoss implementation, with the difference that it only receives
data for the corresponding slice. Therefore, the learning block of the benchmark only
takes care of the resource prediction, but not the admission control, and it is thus less

general and flexible than the solution based on MetaLoss.

5.2.1.4. Results

We make use of the traffic data from up to 12 different applications in TrafficApp
dataset. We assume that each application is requesting a dedicated slice s.

We first provide a qualitative illustration of the results in Figure 5.5. MetaLoss (top
plot) learns to keep the allocated capacity below the maximum capacity of the edge
datacenter (gold) even if the actual total demand (dotted red) exceeds such value. When
the maximum capacity is above the total traffic, MetaLoss offers a very precise forecast
of the resources needed to accommodate the demand. The bottom plot focuses instead
on two slices (gray and red), showing their requested capacity (solid) and the allocated
resources by our solution (dotted). During periods of low demand, after hour 72, both
requests are precisely predicted and fully served. When capacity is scarce, before hour 72,
the gray slice is often rejected (with zero reserved resources). Also, the resources allocated

to the red slice do not match anymore the request, but are slightly lower: here, MetaLoss
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Figure 5.5. Illustration of the MetaLoss operation for a 4 slices overbooking scenario.

Slices MetaLloss Knapsack
2 0.1195 (177,91%) 1.28 0.0430 1.00
4 0.2382 (47.04%) 2.76 0.1620 2.60
6 0.3827 (43.81%) 5.67 0.2661 4.36
8 0.4215 (20.57%) 7.10 0.3496 4.83
12 0.5424 (60.76%) 10.80 0.3374 8.94

Table 5.3. Results for use case in Section 5.2.1. We report the final Gain with Percent increase
over the benchmark, and average number of slices Admitted. Slices vary from 2 to 12.

learns and exploits the sigmoid function in (5.1), which entails a negligible penalty if the
QoE of the end users is reduced only slightly. Indeed, it is more profitable for the operator
to gain a bit less on the red slice, and free up space for additional tenants.

Table 5.3 demonstrates quantitatively these results by reporting the performance of
MetaLoss and the benchmark for different numbers of slices. We focus on non-trivial
periods where the management task plays a role, i.e., when the slice demands exceed
the capacity available at each Edge datacenter. Overall, MetaLoss allows the operator
to effectively increase its revenues through overbooking by up to 60% when serving
simultaneously 12 slices, and to admit an average of almost 2 slices more than the
benchmark. We recall that it does so without any prior knowledge of the system or
of the objective, which shows its meta-learning capabilities and the practical advantages

entailed in solving the network management task.
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MetaLoss Benchmark [35]
Slice | Hours % of day (24h) | Hours % of day (24h)
1 7.28 (30.34%) | 7.56 (31.5%)
2 24.00 (100%) |  8.06 (33.58%)
3 24.00 (100%) | 7.27 (30.25%)
4 19.41 (80.88%) | 7.05 (29.33%)
Average | 18.67 (77.80%) | 7.485 (31,18%)

Table 5.4. AVST for the four services in the QoE-driven AC-RR use case.

Moreover, for the particular 4-slice scenario, we also analyze the temporal dynamics of
the AC-RR decisions against a more sophisticated benchmark [35]. It uses a Holt-winters
algorithm to predict the future slice traffic, and then solves a disjoint optimization problem
aiming at maximizing the revenue of the operator. We note that the expert-designed
benchmark assumes knowledge of the relationship between revenue and decisions that
may not be available in operational settings whereas our approach does not.

For that, we define the Average Uninterrupted Service Time (AVST) as the continued
time interval during which a slice is served upon acceptance; the interval is thus concluded
once the slice is torn down by the operator. The metric is averaged on a daily basis and
expressed in hours, with a range from 0 (the slice is never allocated) to 24 (the slice is
served all the time); it provides insights on the slice reliability, as service providers are
interested in maximizing the uninterrupted time. Table 5.4 presents the AVST for each
slice. Our model demonstrates substantial enhancements in AVST, positively impacting
overall quality of experience QoE, despite not being the direct focus of our model. Our
solution is able to serve two of the slices continuously, as it solves a regression problem
and has implicit temporal memory; instead, the benchmark incurs many interruptions as
it solves an independent optimization problem at each time step.

For this use-case, the training times are presented in Table 5.5, where the three
columns of each row correspond to CMetalosss CpPred; and Crg, respectively. Those
are the complexities depicted in Section 3.6.4. The difference between the first column
and the sum of the other two columns corresponds to the residual time ¢. This experiment
is run using an NVIDIA A100 GPU. These results highlight that the predictor’s training
takes most of the training time, and the percentage of training time that it consumes
increases proportionally to the number of slices. It is understandable as the predictor’s
architecture considerably varies with the addition of new services (IR are added) while
only the number of inputs differs for the loss shaper. For this use case, the comparison
is more complex as our model enables this kind of design (multiple input flux) that is
not feasible with traditional approaches. This is an interesting point as it proves that the
scalability of the MetaLoss architecture is not much more limiting than the one of the

predictors itself.
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Training time (s£10)
Slices Total Predictor Loss shaper
2 1680 990 560
4 2250 1430 620
6 2920 2010 680
8 3530 2550 770
12 4720 3690 900

Table 5.5. Training time for use case of Section 5.2.1 for different number of concurrent services.

5.2.2. Energy-prudent vRAN management

In the second use case, we focus on virtualized RAN (vVRAN) management, where the
operator must decide on the functional split of the PHY /MAC function pipeline between
Distributed Units (DU) residing closer to the radio access, and more powerful Central
Units (CU) towards the Edge [112]. We assume that the primary goal of the operator is
ensuring the RAN sustainability, by maximizing its energy efficiency [113].

5.2.2.1. MANO objective

Let us assume a specific scenario where N DUs handle the aggregated traffic generated
from a set of Remote Units (RU) each. The DUs are associated to a single CU
through high-speed mid-haul connectivity. Processing each PHY/MAC function has a
different energy cost at the DUs and CU. The energy consumption at each DU is directly
proportional to the traffic volume that it has to handle at a given time, since the equipment
must be always active. Conversely, the CU runs a number of physical machines (PMs)
that can be dynamically turned on/off based on the incoming demand by the DUs [113].
All PMs are identical, and thus have the same energy model [114]: activating a new
PM incurs a start-up cost, then the energy consumption increases proportionally to the
computing load of the PM3.

Given the traffic demand at one DU, different functional splits entail diverse
computational loads at the DU and CU, as they move PHY/MAC functions from the
former to the latter. The MANO objective is then deciding, for each DU and decision
time, what functional split shall be used to minimize the total energy cost of the vRAN
system. It is important to stress that, since this is a preemptive decision, it must be based
on a forecast of the mobile data traffic that the DU will observe during the next decision
interval.

Once those decisions have been taken, the CU will only activate the minimum required
number of PMs to serve the total incoming demand from all DUs. For that, at the start of

each decision time, the CU receives the estimated traffic and functional split per DU, and

3We assume that the increment of energy per traffic unit is lower at PMs than at DUs, as the CU
feature more expensive and scalable equipment.
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Figure 5.6. Implementation of MetaLoss in use case II.

applies a bin-packing [115] near-optimal heuristic algorithm to calculate the minimum
amount of PMs required and the associated assignment of PMs to DUs. Moreover, since
this a preemptive decision, the cost of operation does not depend only on the energy
consumption, but also on the quality of the forecast.

5.2.2.2. Solution based on Metaloss

We first remark that, in practice, the network operator does not know the policy on PM
activation decided by the cloud provider hosting the CU, or the exact power consumption
behavior of the PMs and DUs equipment. Still, the operator must take functional split
decisions and reserve compute capacity in the CU without such information. In addition,
the fact that the PM activation decision depends on all DUs sets the stage for a clear
instance of intertwined predictions under unknown objectives.

In this use case, we can use MetaLoss to implement the network function that takes
care of both (7) deciding on the functional split at each DU, and (i7) forecasting the traffic
at each DU used to request compute capacity at the CU. We can see in Figure 5.6 how
the detailed model of MetaLoss from Figure 3.2 is integrated in the control plane. In this
case, the input to MetaLoss is composed of N different traffic flows, one for each one of
the DUs. MetaLoss receives the past samples of these flows, and it outputs two sets of
values: the first set is a variable per DU that states the specific functional split that is
selected, and the second set contains the amount of processing from each DU required at

the CU as result of the selected functional split and predicted load. This decision is then
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fullDU fullCU
DUs MetaLoss Power Increase | Power Increase
2 138.4 180.3 (30.3%) | 162.1 (17.1%)
339.2 365.6  (7.8%) | 415.2 (22.4%)
6 496.8 542.7  (9.2%) | 566.8 (14.1%)
8 624.4 663.7  (6.3%) | 6824  (9.3%)
10 824.7 861.9  (4.5%) | 886.6  (7.5%)

Table 5.6. Performance summary for use case II. Mean power consumption (W) at all DUs and
the CU, and increase incurred by the benchmarks with respect to MetaLoss.

implemented and the energy consumption is measured a posteriori, so that it can be fed

back to MetaLoss to train the algorithm and learn the appropriate loss function.

5.2.2.3. Benchmarks

We compare the performance of MetaLoss in the use case above versus that of two
benchmarks. The first one, named FullDU, consists in selecting the functional split
that makes the DUs handle all the processing of their corresponding RUs; the second
benchmark, named FullCU, is the case in which all the processing load allowed by the
lowest functional possible is transferred to the CU. These two extreme policies must be
fed with forecasts of the traffic load at each DU. Since these are traditional predictions of
mobile traffic, we employ individual legacy LSTM neural networks [32] to anticipate the
load of each DU in the next decision interval. The use of more complex models, such as
meta-learning ones, is not necessary for such an obvious prediction task.

We choose these simple approaches because deriving the optimal functional split is
not feasible: we would need to solve an extremely complex optimization problem, where
the bin-packing algorithm running at the CU, which is itself a NP-hard problem [115], is
only a subset of the overall MANO objective.

5.2.2.4. Results

We run tests based on the same measurement data as the precedent use case i.e.,
TrafficApp. In this case, we assume that a variable number of DUs, from 2 to 10 are
deployed in the region, and are assigned to a single CU. Each DU aggregates the total
traffic generated by all applications at a disjoint subset of RUs, which we map to base
stations. The operator predicts the upcoming traffic at each DU and recomputes the
associated functional split at every 5 minutes. The energy consumption of each PM is
based on real-world server specifications [116], such that a PM has an energy consumption
is 80 W when idle, which linearly grows to 200 W at full load of 200 Mbps.
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A view of the overall results of the experiment is provided in Table 5.6, where we
list the mean power consumption in W, aggregated over all DUs and the CU. The
figures clearly show how MetaLoss learns the energy cost of different functional splits,
unravelling the complex relationship between the anticipatory decision variables and the
power consumption at the CU. As a result, MetaLoss takes MANO decisions on the split
and requested resources at the CU that yield a reduction of the mean power consumption
in the 4%-30% range with respect to the two benchmarks. It is worth noting that the
fact that the performance gain of our solution diminishes with the number of DUs is not a
sign that MetaLoss is not scalable; rather, it is due to the maximum gain being bounded
between the power consumption of the PMs used by the FullDU model and that one PM
less. Then, a larger set of DUs implies that more PMs are required at the CU, and that

the maximum gain is inherently reduced.
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Figure 5.7. Temporal detail of the performance of MetaLoss and the FullDU and FullCU
benchmarks in use case II.

We also provide details on the temporal variance of such results in the top plot of
Figure 5.7. The lower power consumption granted by our solution is steady over the wide
fluctuations of mobile demands over consecutive days. Also, the performance of Metaloss
is more stable: e.g., the FullCU approach determines jumps in the power consumption,

as minimum traffic variations can trigger the (de-)activation of an extra PM for a very
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short amount of time.

The bottom plot in Figure 5.7 illustrates instead the evolution of the CU resource
reservation requests issued by MetalLoss over time, for a sample of 4 DUs. The abscissa
represents the percentage of the total computing load arriving at the i-th DU that is
moved to the CU for processing. We observe how MetaLoss redistributes the load of the
DUs to a different extent over time, dynamically adapting the traffic fluctuations. In
particular, the model acts on the decision at DU 3 to reach the optimal operation point;
when more demand is moved from DU 3 to the CU, the PM resources requested by the
other three DUs are slightly reduced to ensure the load of the CU stays at the correct

level that minimizes the power consumption.

5.3. Summary

Finally, it has been demonstrated in this Chapter, through a consequant array of
experiments and diverse use cases, the unparalleled proficiency of MetaLoss in navigating
complex scenarios. These scenarios entail intertwined predictions directed towards a
common overarching objective, all while adeptly managing the resolution of the loss metric
mismatch described in the precedent Chapter 4. This work is a pioneer as up to now,
such a global outcome problem was previously unattainable by existing methodologies,
which primarily addressed adversarial scenarios. Remarkably, MetaLoss not only resolves
these challenges but also augments the transparency and interpretability of the system,

marking a pioneering advancement in the field.
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Explainability in Metaloss

In this Chapter, we focus on how the MetaLoss architecture can enhance the
explainability and transparency of DNN models. Explainability has become a paramount
concern, growing in importance daily. Global regulations, such as the General Data
Protection Regulation (GDPR) in Europe, now mandate transparency and explainability
in Al models, reflecting this strengthen focus.

But explainability offers numerous other advantages beyond regulatory compliance.
For instance, it helps to build trust among users and stakeholders by providing clear
insights into how decisions are made. This is especially crucial in high-stakes domains
like healthcare, finance, and law enforcement, where decisions can have profound impacts
on individuals’ lives.

Explainability also aims to increase the adoption of Al as transparent and explainable
AT systems are more likely to be accepted and used. When users understand how Al
makes decisions, they are more likely to trust and adopt these technologies, facilitating
smoother integration into everyday life and reducing resistance to new Al applications.

Lastly, explainability is vital for identifying and correcting errors, biases, or unintended
behaviors in Al models. Explainability techniques can reveal which features are most
influential in model predictions, enabling more effective debugging and refinement. This
ongoing evaluation and improvement process enhances model performance and ensures
the reliability and accuracy of Al systems over time.

In this context, the MetalLoss model aims to have a significantly improved
explainability over standard AI models, making it a perfect fit for real-world engineering

problems.

6.1. Explainability and security

The advantage of representing the loss function by a neural network (the loss shaper)
in MetaLoss is twofold, it offers significantly enhanced explainability and security of

predictive models.

77
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First, employing a neural network as the foundation for the loss function offers a
notable advantage that extends beyond the training phase. Even post-training, this
approach enables the depiction of the system’s behavior through a diverse array of
complex shapes, exemplified in the different use cases and in the next sections. These
shapes serve as representations of the system’s response to varying inputs, facilitating
a deeper understanding of the predictor’s behavior. Notably, users can easily generate
different shapes by inputting diverse values directly through the loss shaper, without
affecting the predictor itself. By offering a clear window into the model’s decision-making
process, this transparency empowers users to make informed decisions and anticipate the
predictor’s responses across a spectrum of potential circumstances, thus enhancing both
comprehension and confidence in the model’s capabilities.

Secondly, the use of a neural network as the loss function provides a substantial boost
to the security of the entire system. One significant advantage lies in its ability to avoid
being targeted by the most sophisticated attacks, such as the BIM as described in Chapter
7 as those methods need the use of the loss function knowledge, In most actual scenarios,
those are simple enough to be brute forced as they only rely on legacy loss functions
or simple custom-made ones. With MetalLoss, the complexity of the neural network
renders such attacks virtually impossible. Unless the loss shaper is known in advance,
identifying the loss function utilized by the predictor remains an insurmountable task,
thereby preventing adversaries from executing these advanced attacks. Also, even in the
face of more standard and simpler attacks, the model’s capacity to mitigate conflicts,
as elaborated upon in Chapter 5, further enhances the system’s security. The model
will prolong the time required for attackers to compromise the system. Compared to
conventional models, the resilience afforded by the neural network-based loss shaper
ensures a higher threshold before breaking, thereby enhancing the overall robustness and

longevity of the system against adversarial threats.

6.2. System adaptation

In this section, we explore how the results from MetaLoss are interpretable in the
different possible scenarios, setting it apart from other methods like Reinforcement

Learning.

6.2.1. Learning the uncertainty of the predictor

In this first example, we use the simple scenario for MetaLoss presented in Section 4.3.
This scenario aims to optimize a non-symmetric metric for a capacity forecasting problem.
The key to the improved performance presented in the different tables in section 4.3 of
the loss meta-learning solutions is unveiled in Figure 6.1. There, the manual a-OMC loss

is designed as a bi-dimensional function of the error between the predicted capacity and
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the actual capacity required by the service (i.e., the abscissa values), which indeed mimics
the ground-truth metric.

Instead, our proposed approach (automatically) learns a more complex three-
dimensional function over the complete space of all combinations of predicted and needed
capacity. This allows MetaLoss to adapt to fluctuating traffic demands. The model is
designed to learn a loss that adjusts for varying levels of precision in predicting traffic of
different scales. This is illustrated in the plot, where, for the sake of clarity, we present
a simplified view of the meta-learned loss for high and low demand volumes only. Our
model finds different adapted curves to the two cases: in presence of high traffic loads it
shifts the minimum loss point to the right to offer a safer margin against the higher errors

incurred by the predictor in such traffic conditions.

This type of adjustments in the loss function are impossible to ascertain by just
looking at the performance metric, as they inherently depend on the prediction quality.
Yet, co-training the predictor and loss shaper block as done by our proposed model enables

discovering a loss that is optimized for different absolute values of the predicted variable.
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Figure 6.1. Normalized cost (loss function) for this first use case: () ground-truth metric defining
the relationship between decisions and performance (gray), (i¢) expert-designed loss function that
models the metric in DeepCog (a-OMC, dashed black), and (#4) fully automated loss meta-learning
solution (LS). For LS, we show the learned function by the loss shaper for the top (red) and

bottom (green) deciles of the predicted values, i.e., in presence of high and low traffic demands,
respectively.

6.2.2. Visualizing complex loss-metric

The major strength of MetaLoss for enhanced explainability is its ability to easily
visualize the learned loss by the loss shaper. This is something that is already depicted
in the previous subsection 6.2.1. But the model’s capability extends to more complex

scenarios. Here we are focusing first on two particular use cases: The minimization of the
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OPEX developed in Section 4.4.3, and the power grid management from Section 4.4.1.

In the first use case, approximating a metric that considers the QoE of end-users is
nearly impossible. While we can assume that increasing the received data will generally
make users happier, the extent of this effect is indeterminate. However, using the
MetaLoss model, the derived loss function, shown in Figure 6.2a, provides significant
insights into the system’s behavior. For instance, there is a second, nearly equivalent
minimum for the highest future traffic values (highlighted with red circles). This insight
is crucial for scenarios where an event necessitates a reduction in throughput for a
specific service. We can infer that in such cases, the QoE of end-users will degrade
(with notations we can assume it will downgrade from 5 to 4 stars). The new optimal
minimum expenditure would then be this second minimum, as increasing traffic further
would not improve QoE and would result in unnecessary expenses.

Regarding power grid management, the metric evolves with consecutive power outages,
forming a complex 4-dimensional shape that is nearly impossible to manually design
(Figure 6.2b). In this context, the evolution of the metric with respect to the number of
consecutive outages is accurately depicted. It is clear that as the number of consecutive

outages increases, the final metric value also increases.
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Figure 6.2. Loss function learned by MetaLoss in two different complex real-world scenarios.

Finally, we can use MetaLoss to model even more complex situations. To this end we
use the overbooking use case depicted in Section 5.2.1. For this use case, we present the
learned loss for a four-service scenario in Figure 6.3. This figure presents three specific
perspectives of the complete eight-dimensional loss (two dimensions per slice), taking into
account anticipatory decisions and actual demand. The other dimensions have been set
up for different scenarios (low traffic demand, medium traffic demand and high traffic

demand). This visualization underscores the impracticality of manually designing such a
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complex loss; yet, with MetaLoss, it is both achievable and interpretable. From the shape
at those different levels, we can easily identify that in the case of (a) low background,
the slice can be accepted and with sufficient capacity to fulfill the demand easily no
matter the importance of it, while in the (c) high background case, the demand must be
extremely high in order for the slice to be accepted, and would be rejected otherwise. In
the (b) medium background scenario, both behaviors are present, meaning that the slice
demand must be consequent enough in order to be accepted. Those information helps to

understand how the system will behave in different scenarios.
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Figure 6.3. Learned loss for the AC-RA task in sliced networks. We show the learned cost (z
axis) for varying anticipatory decisions (x axis) and traffic demands (y axis) of one slice, while all
other slices have fixed values. We represent the cases where the other slices generate (a) low, (b)
medium, and (c) high traffic loads.

6.3. Summary

To wrap up, the explainability and transparency of the MetaLoss model are
significantly enhanced by its distinctive architecture, setting it apart from standard
Al approaches. This design improves MetaLoss’s resilience against potential malicious
attacks and ensures models’ interpretability by representing complex systems in an
understandable form. Such improved explainability is not just beneficial but essential

in contemporary scenarios and for IBN adoption.
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Explainability in MetaLoss




Explainability in DNN
predictors

The objective of this chapter is to underscore the fundamental importance of
explainability within networking contexts, particularly illustrated through a spatio-
temporal use case. This will emphasize the importance of the explainability features
of the model depicted in the previous Chapter 6.

The aim is to highlight the necessity of enhancing robustness and resilience in DL-
driven networking issues. To achieve this, we narrow our focus to a specific aspect
of the problem. Conventional attacks such on spatio-temporal-based DNN models are
impractical, as they would necessitate modifications across numerous base stations utilized
by the model, potentially numbering in the thousands depending on input size. Instead,
we pose the question: “Can we identify the most influential base station for forecasting?”
If so, it becomes possible to ascertain whether altering the behavior of a limited number
of impactful strategic points is adequate to deceive the predictor. Answering this query
entails integrating EXplainable AT (XAI) to discern the most influential base station for
the model from a spatio-temporal standpoint. This endeavor entails addressing two major
challenges.

Firstly, the semantic interpretation. Current XAI methods lack the ability to offer
thorough explanations of model operations. Although they provide insights specific to
the model (such as how neurons respond to inputs), what is required are explanations
with tangible significance (such as identifying the most influential base station).

The other key challenge is to focus on wtility. Beyond semantic interpretation, the
more comprehensive explanations should strike a balance between being meaningful and
practical in their level of detail. Visualization tools often fall short in this regard, either
due to their specificity to particular models or because they inundate users with excessive

information, as observed in TSViz [73].
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7.1. Problem formulation

7.1.1. Prediction

The primary aim of deep neural networks (DNNs) employed in mobile traffic
forecasting is to anticipate the traffic volume at time ¢+1 based on historical traffic data or
other quantities related to this as it can be seen in the use cases of the previous Chapters
4 and 5 of this thesis. Formally, considering X = (X! X2,...,X7) as the tensor of
sequence of traffic snapshots at time t = 1,2, ..., T, each snapshot X! encompasses data
from geographically dispersed base stations, each identified by its coordinates (r,c) of
dimensions R x C' € N2.

¢ t
i1 0 Tico
¢ t
To1 0 Tac
X! = ’ (7.1)
¢ ¢
Tr1 " TR

t
r,c

t. Let X5t ¢ REXCXS he the set of historical S past traffic observations at time ¢:
X5 = (Xt Xt=5+2  X*). Note that S is known as history and S < T. Then,

the forecast X' of the spatio-temporal traffic volume at time ¢ + 1 is:

Therefore, x!.. measures the traffic volume at the base station located at (r,c¢) at time

Xt-i—l — f(XS’t) (7'2)

where f represents a generic prediction function. Specifically, during the design phase of
DNN models, the objective is to synthesize f as fy by determining the appropriate weights
f. The training process involves iteratively evaluating a loss function L(X 1 X1 and
updating the model weights 6. The choice of L can be tailored based on the predictor’s
objectives. For assessment purposes, we will employ loss functions designed for standard
traffic estimation and capacity forecasting, as detailed in Section 7.1.3. These losses are
relatively straightforward compared to the objectives of the diverse use cases presented
in previous chapters of this thesis, as the primary aim here is to emphasize the critical

importance of explainability in the models.

7.1.2. LRP algorithm

The existing implementations that are publicly available for LayeR-wise
backPropagation (LRP) are designed for sentiment analysis with LSTM, which is not
suitable for spatio-temporal forecasting. Therefore, an alternate version has been designed
for it. In analogy with computer vision where the objective is to understand the relevance
of each pixel of an image at each point in time ¢, the objective here is to characterize

the relevance of each base station by assigning scores to :c,tﬂvc. We need to take into
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account that each prediction X+l depends on the past sequence of observations X .
Call Zt = (Zt=5+1, Zt=5%2 . Z%) the relevance scores associated to the prediction at
t+1. Then, at each timestamp ¢, zﬁc defines the relevance of each traffic volume observed

at the base station located in (r,c¢). In general,

t
21,1 c1,c
t
221 Z2.C
Z' = ” (7.3)
t t
ZR1 " RRC

LRP assigns a score to all the inputs of a predictor and this score indicates the extent
of their contribution to the predictor. The scores are computed by tracking back from
the output the individual activation a; of each neuron ¢ and its contribution to neuron j
with weight 0; ; in subsequent layers of the neural network h and h + 1. Formally:

- bij
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Ok,

LRP follows a conservation principle for which the total amount of relevance distributed
in layer h + 1 remains unaltered in layer h. When the backpropagation reaches the input
layer, the relevance is distributed to the input. By averaging over the different previous
time instants, we obtain a compact and useful metric that uniquely identifies the temporal
relevance of each base station Z, ., thereby addressing the two challenges presented in
the Introduction of this Chapter 7.

7.1.3. Dataset

For the experiment, we rely on the following dataset, whose attributes and properties

are described thereafter.

= Milan Dataset. The Telecom Italia dataset contains mobile traffic data from
two areas in Italy, Milan and Trentino, collected in 2014 [117]. This is the state-of-
the-art dataset used in the literature (e.g., [81]). The data comes from 1728 base
stations and is aggregated in a grid comprising square cells, e.g., 10000 cells for
Milan. The data contains SMS, voice calls, and “Internet activities” at a 10 minutes
granularity. Similar to other works that rely on this dataset [118], we use “Internet

activities” as a proxy for mobile traffic volume.

» EU Metropolitan Area (EUMA) Dataset. The second dataset contains
traffic volumes generated by a set of popular mobile applications like YouTube,
Facebook, Netflix, Twitch, and Whatsapp, among others. The data was collected

in a production LTE network that provides service to a major metropolitan region
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in Europe in 2019. The dataset describes service-level traffic volumes at each of
over 400 base stations. As in the case of the Milan dataset, the traffic information
is aggregated over 10-minutes intervals and mapped to a regular grid of 3400 cells
using the same Voronoi-based methodology [119]. We remark that, in order to make
the scenarios comparable, grid cells in the Milan and EUMA datasets have the same
size, i.e., 325 x 325 m?.

7.2. Prediction algorithm

For the prediction algorithm, we use DeepCog [120]. It was designed for capacity
forecasting using spatio-temporal data and it aims at allocating sufficient resources for
the operator to jointly minimize overprovisioning and penalty for non-served demands
(i.e., SLA violations). We train small models on 5 x 5 grids and each model forecasts
the capacity of the central cell only. This renders the analysis of the vulnerability more
practical as the state-of-the-art attacks would craft perturbations on a few base stations
and not all of those in the bigger areas. Finally, we use, for the predictor S = 3 as the

number of past observations.

7.3. Highlighting weaknesses

Here, we showcase that across the spatio-temporal domain, not all base stations
contribute equally to the prediction. Figure 7.1 shows the relevance scores for one of the
5 x 5 grids over different time steps (e.g., 0 corresponds to the first sample of the Milan
test set). This highlights the fact that the relevance scores for a given cell fluctuate over
time across different instances of the test set.

We break down the global relevance matrix into the individual components Z'~* with
s € S (in our case, S = 3) in the EUMA dataset (see Figure 7.2). The relevance scores in
the corresponding grid fade out with the increase of s, i.e., moving into the past. This is
naturally understood as the more recent the sample will be, the more relevant it will be to
predict the next time stamp (without taking care of any seasonality aspect). Relevance
scores within each historical step S generally exhibit a fading trend, albeit with some
minor deviations.

Finally, these relevance scores do not entirely align with traffic dynamics, highlighting
the necessity for explainable artificial intelligence (XAI) tools. This underscores that
DNNs captures more intricate dynamics beyond mere instantaneous traffic volumes,

indicating that these volumes alone cannot serve as a proxy for base station relevance.
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Figure 7.1. Relevance scores from the analysis of the Milan dataset with the capacity forecasting

predictor.

7.4. Exploiting weeknesses

Concerning the state-of-the-art attacks, we use FGSM and BIM [80]. Those are
whitebox attack, meaning that the model must be none by the attacker. FGSM computes
the gradient of the cost function relative to the neural network input and crafts adversarial
inputs X = xt+ n with n = € - sign(vL(Xt,X't)), where X is the real input,
X' the adversarial one, L the loss function of the model and 7 the gradient of the
model computed with respect to the ground truth X*.BIM employs FGSM for a specified
number of iterations, with each step allowing a perturbation of up to €. Recognizing that
simultaneously jamming multiple base stations is less feasible than injecting load (e.g.,
via mobile devices), we adapt FGSM and BIM so that when the gradient is negative, the
perturbation is nullified. This modification ensures that the attacks solely inject traffic
rather than subtracting traffic volumes.

In our scenario, perturbing X* within the context of capacity forecasting involves

applying baseline attacks across the entire grid of cells used for predicting the central one.
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Figure 7.2. Relevance scores from the analysis of the EUMA dataset with the capacity
forecasting predictor for a grid with high capacity.

In contrast, utilizing the relevance scores, we can identify the most significant cells in the
grid for perturbation. Consequently, we directly perturb the time series of these identified
cells. To ensure a fair comparison, we ensure that the same amount of traffic B is injected.
To achieve this, we define the duration and steps of the attack as D = [dy,da,...,dn],
where N = |D|, and determine B = >}, 14 while keeping e fixed for FGSM/BIM. Thus,

we define:

= DeExpj as the strategy that always perturbs the most relevant cell for the
prediction during D.

s DeExp; as the strategy that always perturbs the least relevant cell for the
prediction during D.

For each dataset, we vary the amount of injected traffic B by fixing 4 different values
of € (i.e., e ={0.01,0.06,0.09,0.2}). We run BIM with 200 iterations. For each B, we
set 4 attack durations (i.e., D = {100, 144,250,350}, where D is expressed as the number
samples of 10 minutes each) and select 4 different attack start times and 4 different cell
grids in the test set of the datasets. For brevity, we average the results obtained when
varying the attack start times and the cell grids. The attacks to the capacity forecasting
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Figure 7.3. Capacity forecasting analysis for the Milan dataset. DeExpy,; denote respectively
the perturbation attack upon having identified with DeExp the most relevant and the least relevant
cell to perturb.

predictor are measured in terms of SLA violations and overprovisioning. Results are
represented in Figures 7.3 for the Milan dataset and in Figure 7.4 for EUMA dataset.

In all scenarios, DeExpy emerges as the strategy yielding the highest damage to
the predictor. As anticipated, when compared to the more "aggressive' approach of
DeExppy, DeExpy, results in lesser accuracy degradation. In the absence of any attack, the
predictor aims for an equilibrium to minimize overprovisioning while avoiding incurring
costly penalties for SLA violations. Notably, state-of-the-art attacks such as FGSM and
BIM induce overprovisioning: by introducing traffic across all base stations, the predictor
responds by provisioning additional capacity, as expected. However, DeExpy frequently
leads to underprovisioning of the required capacity by the predictor, resulting in numerous
SLA violations that are more economically burdensome for a Mobile Network Operator

compared to overprovisioning.

7.5. Summary

In conclusion, this chapter has delved into the pressing challenge of evaluating the
robustness and resilience of DNN models utilized in mobile traffic forecasting. Through
this examination, we have observed that existing white-box adversarial attacks, relying
on knowledge of model weights, can introduce perturbations across the entire spatio-

temporal domain. This analysis underscores the vulnerability of DNN models, primarily
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Figure 7.4. Capacity forecasting analysis for the EUMA dataset. DeExpy,, denote respectively

the perturbation attack upon having identified with DeExp the most relevant and the least relevant
cell to perturb.

due to the significant influence of certain base stations at specific moments. This
inherent vulnerability presents an opportunity for adversaries to devise more sophisticated
and disruptive attack strategies. As a result, urgent attention is required to develop
countermeasures to mitigate these vulnerabilities. Additionally, this underscores the
critical importance of explainability in contemporary models, emphasizing the need for

transparency and understanding in the face of evolving threats.



Conclusion

Intent-Based Networking (IBN) represents a highly promising paradigm for shaping
future network standards, necessitating significant advancements within networking
environments. While a considerable body of research interests to enhance state-of-
the-art standards primarily for forecasting purposes or for facilitating text-to-command
applications through Natural Language Processing (NLP), this thesis takes a divergent
path. Rather than solely focusing on these conventional areas, it seeks to extend data-
driven approaches into previously unexplored realms, constrained by the limitations of
existing models.

It primarily focuses on addressing two major conceptual problems encountered with
actual used models, the loss-metric mismatch and facilitating the orchestration of multiple
predictions to attain a globally optimized outcome. Additionally, it aims to enhance both
explainability and security when compared to standard models, while also minimizing
human intervention in the whole process.

To achieve these goals, an innovative approach to anticipatory network management
is introduced, building upon recent discoveries that highlight the efficacy of custom loss
functions in guiding predictors toward improved decision-making. This novel strategy,
named MetalLoss, steers this approach of handcrafting adapted loss functions to its
extreme and allows a total loss-agnostic approach by automatically constructing a loss-
function adapted to the needs of the users and the system it is used on. Furthermore,
MetaLoss can seamlessly incorporate available expert knowledge or expert-designed
custom architectures, whose characterization of the problem may not be complete by
themselves, but can be synergistically combined with MetaLoss.

It is also proven through a very comprehensive range of experiments, both in
controlled environments and with real-world measurement data, that MetaLoss yields
improved network management decisions in comparison with standard approaches while
reducing human intervention. It also provides interesting and desirable properties, such
as enhanced explainability of the decision-making process through meta-learned loss

exploration, and transfer learning capabilities via reuse of a trained loss meta-learner.
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Furthermore, the applicability of the MetaLoss principle extends beyond networking
domains, as evidenced by practical implementations in other fields such as power grid
management, underscoring its versatility and potential for broader impact for regression
problems.

In summary, this thesis not only identifies critical challenges in network management
but also offers practical solutions that align technical advancements with ethical
considerations. It has provided a thorough examination of the challenges and
advancements in network management, particularly in the context of evolving
communication networks and the concept of zero-touch network orchestration. The
evolution towards self-configuring systems necessitates anticipatory approaches, and the
use of the MetaLoss model emerges as a transformative tool in bridging the gap between

the theoretical IBN objectives and its real adoption.

8.1. Short-term advancement of MetaLoss

From what have been discussed throughout this thesis manuscript, there are multiple
multiple research directions that can be explored.

Exploration of the IRs architechture. The first aspect, is to explore diverse
architecture for the predictors. While extensive efforts have been devoted to designing
various architectures for the loss-shaper block, the exploration of different IR models has
remained relatively. This was intentional as the goal of the thesis is not to enhance the
state of the art for regression purposes. However, during this thesis, numerous new models
for forecasting have been discovered, the most advanced one leveraging Transformer
architectures [121-123].

Transformers, since their creation, have given significant breakthroughs across a
multitude of domains, and the realms of forecasting and regression are no exception.
Their ability to capture long-range dependencies and contextual information has enhanced
predictive modeling. An interesting perspective would be to experiment with the efficiency
of such new architecture as the IRs of the MetaLoss model.

Another very interesting aspect would be to mix different architectures and data
types and explore how the model can adapt to very diverse and complex scenarios. As an
example, we could imagine one IR would still manage numerical data while another one
will use embeddings on text-type data or images.

Exploit the architecture design for distributed architechture. A second aspect
that could lead to a variety of applications is to use the inner design of MetaLoss for a
distributed architecture. While, as depicted in Chapter 3, the output of the different IRs
can not be identified as the hypothetical output without the coordination process, we can
still split the architecture of the predictor into smaller subpieces.

In fact, we can easily imagine implementing the different IRs layers of the predictor
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among different devices and using a central unit to hold the assembler part and the
loss-shaper block. This could allow us to use the powerful MetalLoss model on minimal
configurations with the concession of only minimal information exchanges between the
different devices. This could be particularly useful with IoT devices as an example.

Explore the game theory aspect. Although Chapter 5 sheds light on the
connection with game theory problems, there exists a notable gap in the exploration
of this subject. delving deeper into this would be an interesting perspective as we can
parallelize the MetaLoss approach to a continuous game, i.e., a game with continuous
action space.

Moreover, an interesting approach would be to use the mixed strategy approach
in game theory to adapt the MetaLoss model for classification purposes. However,
this approach would come with a disadvantage: the necessity to compute hypothetical
metrics for diverse non-happening actions during training poses computational challenges,
potentially limiting the scalability of the model. Despite this limitation, the prospect of
adapting the model’s capabilities for classification tasks through a game-theoretic lens
would be interesting for further investigation.

Explore real-world unknown metrics scenarios. While numerous real-world
scenarios have been rigorously tested, showcasing the great efficiency of the MetaLoss
model when compared to state-of-the-art methodologies, there remains an intriguing gap
in the exploration. Specifically, we have yet to tackle a use case where the metric is truly
unknown. Even in the most intricate scenarios, such as those detailed in Sections 4.4.3
and 5.2.1, where the metric undergoes a complex process and renders its adaptation into
a handcrafted loss function impossible, it is still modeled to some extent.

A very interesting opportunity lies in deploying the MetaLoss approach in real-world
conditions where modeling the metric is impractical but can be measured in practice.
This endeavor would serve as a testament to the model’s superiority over conventional

methods and mark a significant stride forward for the implementation of IBN.

8.2. MetaLoss implementation in 6G networks

AT implementations in 6G networks and beyond is going to revolutionize
communication technology by enhancing efficiency, speed, and connectivity. Al will play
a critical role in optimizing network management, enabling real-time data processing, and
facilitating dynamic resource allocation. This integration will support ultra-low latency
and high reliability required for advanced applications like autonomous vehicles, smart
cities, and immersive augmented reality experiences. Additionally, data-driven predictive
maintenance and security measures will ensure network robustness and resilience against
cyber threats.

One of the key advantages of Al in 6G networks is its ability to manage complex
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and dense network environments. By utilizing machine learning algorithms, networks can
predict traffic patterns, adjust to changing conditions, and optimize bandwidth usage
dynamically. This ensures that data flows smoothly even in highly congested areas,
enhancing user experience and reducing latency.

The proliferation of IoT devices will significantly increase the amount of data generated
within 6G networks. This massive influx of diverse data makes Al approaches particularly
suitable, as they can efficiently analyze and manage large volumes of information. AI’s
ability to process and interpret vast datasets in real-time is crucial for maintaining network
performance and enabling advanced applications.

In those directions, the abilities provided by the MetaLoss model depicted throughout
the thesis seem to be a perfect fit. Its capability to manage complex systems and address
scenarios where the optimal solution is neither trivial nor measurable a priori makes
it ideal for tackling intricate networking challenges. This is especially relevant for 6G
networks, where the complexity of network management will be significantly higher.

Furthermore, MetaLoss is efficient at handling multiple predictors with varied data
types, enabling it to satisfy a common objective from diverse data sources, which is
essential for effective IoT data management. In 6G networks, the proliferation of
IoT devices will lead to an unprecedented increase in data volume and variety. The
MetaLoss model’s proficiency in handling and analyzing heterogeneous data streams
ensures accurate and usefull predictions, enhancing overall network performance and
reliability.

Additionally, MetaLoss’s ability to represent systems through different shapes
enhances the explainability and interpretability of the AI model’s predictions. This
distinct feature sets it apart from other AI models, making it exceptionally well-suited
for integration into 6G network architectures. By providing clear and understable
insights, the MetaLoss model helps stakeholders understand the reasoning behind Al
decisions, facilitating better collaboration and more informed decision-making. Overall,
the MetaLoss model is uniquely positioned to address the challenges of next-generation

communication networks.
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