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Abstract—Reconfigurable Intelligent Surfaces (RISs) have
demonstrated significant potential in securing mmWave commu-
nication from potential eavesdropping by configuring reflecting
elements to enhance signal strength at desired locations and cre-
ate nulls at potential eavesdropping locations. Acquiring perfect
channel information is crucial for optimizing RIS configuration;
however, obtaining such information is costly and, as a result,
should be performed sparingly. This work explores the impact of
the age of channel information on secrecy performance when a
RIS-assisted mmWave network operates under statistical quality-
of-service (QoS) constraints. Specifically, we optimize the QoS
performance of a RIS-assisted mmWave network given only
outdated channel estimates. To this end, we propose a technique
for the joint optimization of transmit beamforming and RIS
configuration, along with a closed-form solution for the optimal
transmit power control policy. We investigate the impact of
channel aging on the performance of these techniques. In our
Monte-Carlo simulations, we first identify the factors influencing
the aging process of a RIS-assisted mmWave channel in both the
near and far fields of the RIS. Subsequently, we examine the
impact of channel aging on secrecy capacity and demonstrate
that adequate secrecy capacity can still be achieved even when
channel information is outdated, reducing the need for frequent
RIS configuration. Moreover, our optimal power control policy
results reveal that operating in a high SNR regime does not
necessarily increase the achievable effective secrecy capacity
when the system operates under stricter QoS constraints. This
finding allows system designers to adopt a more pragmatic system
design approach that consumes less energy while maintaining the
required QoS and secrecy performance.

Index Terms—Quality of Service, RIS, mmWave networks,
secrecy capacity, effective capacity, outdated channel estimates,
age of channel information

I. INTRODUCTION

The 5G mobile communication era is experiencing the
dominance of various new applications with enhanced broad-
band connectivity requirements, which is expected to increase
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exponentially in the near future. The ever-increasing demand
for ultra-high data rate and low-latency applications poses
an existential challenge to conventional cellular networks
operating in the sub-6 GHz frequency band. The current sub-
6 GHz spectrum for 5G applications represents a short-term
solution, where available spectral opportunities are limited and
will unquestionably dry up soon. It has driven the evolution
of wireless networks toward using millimeter-wave (mmWave)
frequencies. MmWave networks offer a range of benefits that
make them an attractive choice for 5G and beyond wireless
networks [2]. However, the innate challenge of significant
pathloss due to high directivity and sensitivity to physical
blockages necessitates innovative solutions to ensure reliable
and efficient mmWave communication.

Reconfigurable Intelligent Surfaces (RIS) is a software-
defined metasurface made up of a large number of tiny,
interconnected passive scattering elements which can be elec-
tronically controlled to steer the incident waves (by adjusting
their phase and amplitude) in a desired direction [3]. RIS have
emerged as a promising technology to address the challenges
faced by mmWave communication by enabling dynamic ma-
nipulation of the wireless propagation environment as they can
effectively extend the transmission distance of mmWave com-
munication without requiring additional energy expenditure.
Moreover, a RIS has the capability to establish new wireless
communication channels by intelligently reflecting the waves
around physical blockages. These controllable reflected signals
have the added advantage of enhancing physical layer security
(PLS) [4]. By adjusting the phase shifts of the reflected signals,
the RIS can enhance the desired signal’s strength at the desired
location while intentionally creating nulls or reducing signal
strength at potential eavesdropping locations [5, 6].

RIS-assisted PLS is an emerging field that leverages reflect-
ing surfaces to enhance the security of wireless communication
through intelligent control of the wireless propagation environ-
ment. This innovative approach holds promise for future secure
wireless networks. Initial studies on RIS-assisted PLS have
focused on evaluating the secrecy performance of wireless
communication in various network settings [7-16]. While
works such as [7] and [9] optimize RIS configurations to en-
hance secrecy rates in a single-user scenario with one potential
eavesdropper, they do not consider the impact of multiple users
or eavesdroppers. In contrast, [11] extends these efforts to a
Multiple-Input Multiple-Output network in the presence of a
multi-antenna eavesdropper, proposing metaheuristic solutions
for hybrid RIS configurations. Additionally, [10] provides the
secrecy outage probability of RIS-assisted Single-Input Single-



Output systems but lacks mechanisms for RIS configuration
and enhancing secrecy performance. Similarly, [12] explores
secrecy performance in a RIS-assisted heterogeneous network
by offering a closed-form expression for the asymptotic se-
crecy outage probability. While these works have established
valuable benchmarks for evaluating the secrecy performance of
RIS-assisted wireless networks, concerns arise regarding the
reliance on perfect channel information for analysis. More-
over, the absence of considerations for the quality-of-service
(QoS) guarantees imposed by service providers when studying
secrecy performance becomes more critical in the presence of
a potential eavesdropper.

In a practical RIS-assisted mmWave system, achieving
perfect instantaneous Channel State Information (CSI) poses
several intricate challenges [17, 18]. Firstly, wireless signals
operating in mmWave frequency bands encounter difficulties
in ensuring signal integrity due to higher path loss and
susceptibility to atmospheric absorption. Furthermore, the
intricate interplay of multipath reflections and beamforming
exacerbates the dynamic nature of the channel, leading to beam
misalignment and rapid variations in the channel state. These
variations are further compounded by the small coherence
time in a dynamic RIS-assisted mmWave system with multiple
mobile users, adding complexity and resource demands to
accurately capture instantaneous channel estimates. Moreover,
the BS engages in end-to-end channel estimation, subsequently
instructing the RIS to configure reflection coefficients based
on the acquired CSI. This process introduces significant delays
and complexity. Additionally, in a dynamic multi-user RIS-
assisted mmWave network, the CSI received by the BS may
become outdated by the time it is processed [19-21]. In
summary, due to the swift and unpredictable variations in a
RIS-assisted mmWave channel, attempting to maintain up-to-
date CSI proves resource-intensive and complex. Therefore,
it is imperative to assess the impact of the age of channel
information on both the secrecy and QoS performance of the
network.

The authors in [22-26] study the impact of imperfect chan-
nel estimates on the secrecy performance within a RIS-assisted
wireless system. Specifically, [22] presents a solution based
on deep reinforcement learning to configure the RIS in the
presence of imperfect channel estimates. In a similar vein, [26]
formulates a secrecy rate maximization problem, considering
a target secrecy rate constraint and optimizing the number of
RIS elements while assuming imperfect CSI. The study by
[24] investigates the impact of imperfect CSI of eavesdroppers
on the secrecy performance in a simultaneous transmission
and reflection RIS-assisted non-orthogonal multiple access
network. It is noteworthy that the system model in [24]
assumes perfect CSI availability for the legitimate node during
RIS configuration. In a parallel exploration, [25] focuses on
maximizing the secrecy rate of a multicast system. This is
achieved through joint optimization of beamforming at the BS
and phase shift at the RIS, while acknowledging the imperfect
knowledge of the CSI for the wiretap channel. While these
works extensively analyze the impact of channel estimation
errors in their models, some accounting for wiretap channel
errors only, and others considering both legitimate and wiretap

channels, they collectively neglect to address the temporal
aspect of channel estimates - the age of channel information.
Investigating the outdatedness of CSI becomes imperative as
it underscores the temporal decay of channel information. Fur-
thermore, none of these work, and their referenced literature,
investigate the influence of QoS guarantees imposed at the BS
on the secrecy performance of the system. This consideration
is crucial for any pragmatic scenario, highlighting the need
to examine how QoS constraints affect the overall system’s
secrecy performance.

A. Motivation/Contributions

In pursuit of these objectives, this study aims to optimize the
QoS performance within a secure RIS-assisted mmWave net-
work, operating exclusively with outdated channel estimates
(for both the wiretap and legitimate channels). The evaluation
of QoS performance is conducted by using the effective ca-
pacity, an analytical link-layer model [3, 27]. This model takes
into account the QoS guarantees imposed at the BS’s trans-
mission queue, providing a maximum sustainable constant
arrival rate amidst the dynamically changing wireless channel
[28]. Specifically, our investigation centers on studying the
impact of outdated channel estimates on the joint optimization
of transmit beamforming and RIS configuration at the BS
and RIS, respectively. The maximum achieved secrecy rate
following this joint optimization serves as a benchmark for
maximizing the arrival rate at the BS’s transmission queue.
This maximization is conducted while adhering to the QoS
constraints specifically tailored for the secure communication
channel under consideration. Moreover, we formulate an op-
timal transmit power control policy. This policy is designed
to maximize the effective secrecy capacity, ensuring both QoS
performance and energy-efficient communication. The primary
contributions of this paper can be summarized as follows.

« We propose a novel joint optimization mechanism for
RIS configuration and transmit beamforming that operates
with only the outdated channel estimates while providing
the maximum achievable secrecy rate at the legitimate
user. The proposed mechanism enables us to investigate
the impact of age of channel information on the secrecy
capacity of a RIS-assisted mmWave network. Further-
more, we derive a closed-form expression for the noise
associated with outdated CSI for both the legitimate user
and the eavesdropper channels, revealing its dependency
on the age of channel information.

« Next, we present a statistical QoS analysis of the secure
RIS-assisted mmWave network. The achieved maximum
secrecy rate, resulting from the joint optimization process,
serves as a benchmark for maximizing the arrival rate
at the BS’s transmission queue. This analysis offers
a comprehensive examination of the QoS performance
within an RIS-assisted mmWave network, taking into
account potential eavesdroppers and the impact of aging
channel information.

« We propose a novel optimal power control policy de-
signed to maximize the effective secrecy capacity within
a secure RIS-assisted mmWave network, even in the



presence of outdated channel estimates. This policy is
specifically designed to simultaneously enhance QoS per-
formance and energy efficiency in a secure RIS-assisted
mmWave network. Additionally, we find a closed-form
solution for the proposed optimal transmit power control
policy, allowing for the fine-tuning of system parameters.
This fine-tuning not only enhances secrecy and QoS
performance but also minimizes the complexity and costs
associated with channel estimation, frequent RIS configu-
ration, and energy consumption. The proposed approach
represents a significant advancement in optimizing the
delicate balance between security, QoS performance, and
resource utilization in RIS-assisted mmWave networks.
o Last but not least, we provide a comprehensive eval-
uation of the proposed schemes through Monte Carlo
simulations. The simulation results explore the channel
characteristics in near and far-field scenarios, considering
various reflective beam patterns and users’ velocities. This
investigation allows us to understand how a RIS-assisted
mmwave channel ages over time in different scenarios.
Leveraging these insights, we assess the effectiveness
of the proposed joint optimization mechanism for RIS
configuration and transmit beamforming, as well as the
optimal power control policy, aimed at enhancing the QoS
performance in a secure RIS-assisted mmWave network.

B. Paper Outline

The remainder of the paper is organized as follows. Section
IT presents the system and channel model of a secure RIS-
assisted mmWave network. Section III determines the secrecy
capacity of the proposed system model under the influence of
channel aging (given only outdated channel estimates). Section
IV offers a statistical QoS analysis of a secure RIS-assisted
mmWave network and introduces an optimal power control
policy that maximizes the effective secrecy capacity. Section V
presents the performance evaluation of the proposed schemes
using Monte-Carlo simulations. Finally, Section VI provides
concluding remarks.

C. Notation

The bold lowercase and uppercase represents vectors and
matrices, respectively. The symbols (.)7, (.)¥, and tr(.) de-
note the transpose, Hermitian transpose, and trace operators,
respectively. The expectation operator is denoted as E[.],
while diag(z) signifies an n x n diagonal matrix with its
diagonal elements corresponding to the elements of vector x.
We consider both Rayleigh and Rician fading channels. The
Rayleigh fading channel is characterized by a complex fading
coefficient h, which follows a complex Gaussian distribution
denoted by CN(0,1), while the power gain |h> follows a
Rayleigh distribution. The Rician fading channel introduces a
Rician factor R, representing the ratio of line-of-sight power
to scattered power. The power gain |h|?> in a Rician fading
channel follows a Rician distribution.

RIS
RIS EeEeenEn
Controller DDDDDDDD
—|000MARA0
(/ aln)a{uin}
H '

51081530

_____ Legitimate reflective link

————— Wiretap reflective link

Fig. 1. A secure RIS-assisted mmWave communication network: solid blue
arrow represent incident wave, dashed blue arrow and dashed red arrow
show reflected waves towards the legitimate user and potential eavesdropper,
respectively.

II. SYSTEM AND CHANNEL MODEL

A. System Model

We consider a RIS-assisted mmWave communication sys-
tem in which the base station (BS) transmits confidential data
to a legitimate user in the presence of a potential eavesdropper,
as shown in Fig. 1. In the proposed system model, we leverage
a large RIS to increase (decrease) the received signal-to-noise
ratio (SINR) at the legitimate user (eavesdropper). The BS and
the RIS are equipped with Ng (b ={1,2,...,Ng}) transmit
antennas and Ng (r = {1,2,..., Ng}) reflecting elements,
respectively, and the users are single-antenna mobile users. Let
H ¢ CNr*NB, hZ e C*NB | and hZ e C'*NB pe the channel
coefficients of the channel between BS and RIS, RIS and le-
gitimate user, and RIS and potential eavesdropper, respectively
I. Since we are considering a RIS-assisted mmWave system
model in which BS (RIS) performs beamforming towards
RIS (legitimate user), all the channels have dominant line-
of-sight (LoS) paths. Therefore, H and h® channels follow
Rician fading, and h® follows Rayleigh fading. Therefore, by
accounting for both line-of-sight (LoS) and non-line-of-sight
(NLoS) paths, we can express the channels between BS and
the RIS, as well as between the RIS and the legitimate user,

as follows.
H — RB HLOS + 1 HNLOS
1 +RB 1 +RB
(D
hb _ RR hLoS + 1 hNLoS7
v 1+Rp 1+Rgp “

This work addresses a secure communication system involving multiple
users divided into two groups through an authentication process. Authenticated
users are deemed legitimate, while those failing authentication are classified
as unrecognized and may eavesdrop on legitimate communications. On
the other hand, to counter the risk from fully passive eavesdroppers, one
approach is to use adaptive beamforming to create signal nulls throughout the
network, except where legitimate users are located. However, this method
requires perfect knowledge of communication channels, the environment,
RIS configurations, and beam training, which is impractical in real-world
situations.



where Rp and Ry represent the Rician K-factor. Moreover,
we assume that all the channels are block fading channels, in
which the channel conditions are assumed to remain relatively
constant within each time block and change significantly from
one block to the next. These changes can be modeled as
independent and identically distributed (i.i.d.) from block to
block. The duration of each block depends on the channel
coherence time, defined as 7. Let © ¢ CNr*Nr be the
reflection coefficient matrix at the RIS, and can be written
as: Q = diag[a1my, aoma, ..., Qp Ty . ,aNRWNR]. Here 7, =
e7% is the phase coefficient and «,. is amplitude factor of
r" reflecting element of the RIS. The received signal at the

legitimate user and the potential eavesdropper become

Yu =/ Py {h, QH} s + 0y, )
and

Ye =/ P {he QH} s + 1, 3)
respectively, where P,  is the transmit power of the BS, f

is the continuous linear transmit beamforming vector, and n,
for = {u,e} is the complex additive White Gaussian noise
(AWGN) with the following distribution: n, ~ CA'(0,02).

B. Channel Uncertainty Model (Channel Aging)

In a practical RIS-assisted mmWave system, achieving per-
fect instantaneous channel estimates presents several complex
challenges. It is difficult for wireless signals operating on
mmWave frequency bands to ensure signal integrity because of
higher pathloss and susceptibility to atmospheric absorption.
Moreover, the complicated interplay of multipath reflections
and beamforming aggravates the dynamic nature of the chan-
nel, causing beam misalignment and prompt variations in the
channel state. These variations are further complicated by
small coherence time in a dynamic RIS-assisted mmWave sys-
tem with multiple mobile users, making the task of accurately
capturing the instantaneous channel estimates more complex
and resource hungry. Furthermore, the BS performs end-to-end
channel estimation and then instructs the RIS to configure the
reflection coefficients based on the acquired channel estimates,
which results in large delays and higher complexity 2. In short,
due to the rapid and unanticipated variations in a RIS-assisted
mmWave channel, trying to maintain instantaneous channel
estimates can be resource-intensive and complex. Therefore,
it becomes important to see how a RIS-assisted mmWave
channel ages over time and investigate the relation between
actual and outdated channel estimates.

We leverage the following channel uncertainty model for
the legitimate channel and the potential eave’s channel

h, = p.h, +/1-p2g,, )

2End-to-end channel estimation simplifies the process by estimating the
overall channel directly, reducing computational complexity and fitting dy-
namic environments. However, it lacks the detailed control offered by cascade
channel estimation, which provides separate BS-RIS and RIS-user channel
information [29]. End-to-end channel estimation is ideal for real-time, rapidly
changing conditions, whereas cascade channel estimation is better for stable
settings requiring precise control [30].

for z € {u,e}. Where h, = h, (t+T4c1qy) denotes the true real-
time channel vector at time (t+Tgeiay ), h, = h, (t) represents
the outdated channel vector at time (¢), and g, = h, (t+Tactay)
is the estimated real-time channel vector at time (¢ + Tdelay).
Moreover, p, is the correlation strength between the outdated
channel vector flw and the real-time channel vector h,. The
correlation strength depends on the user’s velocity (legitimate
user and potential eavesdropper) and the Doppler shift due to
the user movement. Let v and f* indicates velocity and max-
imum Doppler shift, then the correlation strength becomes:
pe = Jo(2rfP Ar). Here p, ~ 1 (p, ~ 0) refers to perfect
(zero) correlation between the outdated and instantaneous
channel estimates. The received signals in (2) and (3) given
the channel uncertainty model become

ygm =V Pas{(puflu +V1- pigu)QH}fs + Ny,
= /P, p.h,QHfs ++/P, (1 - p2)g, QHfs+n, (5)

B,

desired signal Channel aging effect

and

Yo' = \% PBs{(peﬁe +V1- pgge)QH}fs + Ne,
= /P, pchQHfs+\/P, (1 - p2)g.QHfs+n, (6)

expected signal Channel aging effect

respectively. In (5), we can observe that if p, = 1, the second
term (representing the channel aging effect) in the received
signal at the legitimate user (y°") becomes zero. Consequently,
the received signal will consist only of the desired signal
(the first term) and the usual thermal noise. However, if
pu < 1, the second term does not become zero, meaning the
received signal is a combination of the desired signal (the
first term), the channel aging effect (the second term), and
thermal noise. The same applies to the received signal at
the potential eavesdropper (y3™) in (6). Since we know the
received signals at legitimate user and potential eavesdropper,
we now find the achievable secrecy capacity given the outdated
channel estimates. The secrecy capacity can be defined as
the difference between the Shannon capacity of the legitimate
user and the potential eavesdropper, and for the given system
model, is defined as

C;ul _ [Cnut _ C{;ut]_*_7 (7)

u

out ou out

where [C)' = C"]* = max {o, [cr-c’ 1}. Further, C, =

Blog,(1+~2") and C." = Blog,(1 +~°") are the Shannon
capacities of the legitimate user and the potential eavesdropper
with outdated channel estimates, respectively. By putting these
expressions in (7), the secrecy capacity of the said link under
outdated channel constraint becomes,

1+
C«;)ut = B 10g2 (l-ffy()”t)’ (8)

out

where B is the allocated bandwidth and 2™ and 9" are
the received SNR at legitimate user and eavesdropper, respec-
tively. To find the received SNR, we consider the worst case

scenario, in which the impact of age of channel information is



treated as one part of the additive noise. We term that as out-
dated CSI noise (channel aging effect). Given this, the received
SNR can be calculated using the following expressions.

’Yout _ PBS|pUB'UQH|2f2
' BS| 1- piquH|2f2 + 012/, )
out PBs|PefleQH‘2f2

P\/1- 2g.QH[f2 + 02

where 02 and o? are the variance of the complex AWGN
noise of legitimate user’s channel and potential eavesdropper’s
channel, respectively.

After establishing the model for channel uncertainty, which
describes the aging process of channels in an mmWave envi-
ronment, the next section examines how channel aging affects
the secrecy capacity of an RIS-assisted mmWave network.
Additionally, we propose an alternative beamforming opti-
mization scheme at the BS and the RIS to maximize secrecy
capacity and investigate the scheme’s sensitivity to channel

aging.

III. SECRECY CAPACITY WITH CHANNEL AGING

The secrecy capacity is a key performance metric when
developing a secure communication system. It guarantees that
the communication between the BS and the legitimate user is
reliable and confidential, even when potential eavesdroppers
in the system aim to thwart the communication. The goal of
any secure communication system is to maximize the secrecy
capacity, which entails maximum data transmission between
legitimate users while preventing potential eavesdroppers from
extracting meaningful information. However, as channel es-
timates age over time, they can significantly compromise
the system’s secrecy performance by hindering interference
mitigation, beamforming effectiveness, resource allocation de-
cisions, and vulnerability to eavesdropping attacks. Therefore,
it is imperative to investigate the impact of age of channel
information on the secrecy capacity of a RIS-assisted mmWave
network.

The maximization of the secrecy capacity C°™ given in
(8) is to be achieved through joint optimization of transmit
beamforming vector and phase shift matrix at BS and RIS,
respectively. By incorporating the received SNR expressions
from (9) into (8), the optimization problem at hand becomes

A(l) A(Z)

1+ LE/((1 - W +o?
(P1) max 1og2( s i M=/l : ))
+(peHL’f2)/((1—pe)H?f2+0’§)
s.t. (Cl): ||fH BS7
(c2): |owe?|=1,0<0, <2m,V, € Ng
(10)
where I, = |h,QH?, B = h.QH? H. = |g,QH?,
and ﬁz) = |g.QH|? are the respective end-to- end channels.

The optimization problem in (P1) is NP-hard due to the
non-concave objective function with respect to the transmit
beamforming vector at BS (constraint ¢;) and the reflection
coefficient matrix at RIS (constraint cy). Moreover, the unit
modulus constraint imposed on each reflecting cell at the RIS

is non-convex. Furthermore, we note that constraints (c1) and
(co) are independent of each other, encompassing variables f
and «a,.e’’", respectively. This unique feature of the problem
(P1) motivates us to solve it through alternating the optimiza-
tion of these constraints (i.e., first optimize beamforming at
BS then optimize beamforming at RIS).

A. Beamforming Optimization at the BS

In this section, our objective is to maximize the problem
defined in (P1) by optimizing the transmit beamforming vector
(f), while maintaining the reﬁection coefficient of the RIS
elements fixed (ﬁxed Q). Let 02, = (1 - p2)H, 2 and

0o = (1- Pe)H '£2, representing the outdated CSI noise
effects at the legitimate user and potential eavesdropper,
respectively. Subsequently, the optimization problem stated
in (P1), expressed in terms of outdated CSI noise, can be
reformulated as follows.

u,out

A(l)

1+1/(07 u + 02) prH f2)
1+1/(02,, +02)p?H f2 (11

(Pla) max logQ(

st. |fI2<P

The elimination of log, from (Pla) is permissible due to its
strictly monotonically increasing nature, and f2 = ff, where
£ represent the conjugate transpose of f. Consequently, (P1a)
can be further reformulated as:

L+ /(0 o + o) B

1+ pg/( e out + Jg)fHﬁ(eUf 7
st [[f]]* <
In (P1Db), it is noteworthy that the transmit beamforming vector

1 = (1
(f) at the BS remains independent of the variables H() H()
and outdated CSI and thermal noise at the legitimate user and
potential eavesdropper. Consequently, these elements become
constants with respect to f. In light of this, the optimal solution
to (P1b) is derived as given in the following [31].
putl,

=) -1
o ) (%)
Je,out + UE PBS u out +0o PBS
(13)
where Iy, is an identity matrix of size (Np x Np) and
Amax (M) is the normalized eigenvector corresponding to the
largest eigenvalue of matrix M. It is important to note that
the optimal transmit beamforming vector in (13) is influenced
by the channel aging process. Therefore, it is essential to
assess the impact of channel aging between the BS and the
legitimate user, as well as between the BS and the potential
eavesdropper, on f°P'. The channel aging process for both
channels is determined by the respective channel estimates,
which are known to become outdated. For this purpose,
Lemma 1 provides closed-form expression for the effect of
channel aging process on the legitimate user’s channel.

e,ou

(P1b) 12

= (1)

fopt —

Lemma 1. The impact of the channel aging process at the
legitimate user on the optimal transmit beamforming vector
(f°7') can be computed using the following expression.

uoul (1 pu (1 au) Z |fb|2 (14)



where v, is the average value of Bu(t + Tieiay)-

Proof: Given in Appendix A
Building upon Lemma 1, we obtain the closed-form ex-
pression for the noise effect caused by the outdated channel
estimates of the legitimate user’s channel. Similarly, we can
derive a closed-form expression for the impact of the channel
aging process on the potential eavesdropper’s channel, which
is provided by Lemma 2 below.

Lemma 2. The impact of the channel aging process at the
potential eavesdropper on the optimal transmit beamforming
vector (£°"') can be computed using the following expression.

Np
02 o= (L= p2)(L=02) Y| fof? (15)
b=1

where « is the average value of he (t + Taetay)-

Proof: Given in Appendix B

Similar to Lemma 1, Lemma 2 presents a closed-form
expression detailing the noise effect stemming from outdated
channel estimates of the potential eavesdropper’s channel. By
substituting the final expressions derived in equations (14) and
(15) into equation (13), we can determine the optimal transmit
beamforming vector at the base station, assuming that the CSI
available at the BS is known to be outdated.

Having a solution for problem (P1) with constraint ¢, we
then integrate this result back into (P1) and proceed to solve
it for co. Constraint co specifies that the magnitude of the
complex-valued reflection coefficient eI associated with a
particular phase shift 6, applied by r® RIS element, must be
unity. This condition ensures that, in a lossless environment,
the RIS does not introduce additional loss or gain to the signal
power but rather adjusts its phase. Thus, constraint ¢y ensures
that the RIS elements maintain unit magnitude reflection
coefficients, allowing them to manipulate the phase of incident
signals effectively without altering their amplitudes.

B. Beamforming Optimization at the RIS

Given the optimal transmit beamforming vector, our goal is
to determine the phase shifts of the RIS reflecting elements.
3 This determination is aimed at maximizing the received
SNR at the legitimate user while concurrently minimizing the
SNR at the potential eavesdropper. In order to optimize the
reflection matrix at the RIS, we make the assumption that there
exists a direct link between the BS and both the legitimate user
and the potential eavesdropper. These direct links serve as a
reference to adjust the phase shifts of each reflecting element
at the RIS. The assumption of direct links serves as a practical
reference point, enabling the optimization process by provid-
ing a baseline for comparison. By utilizing the direct links as a
benchmark, adjustments to the phase shifts of the RIS elements
can be precisely calibrated, ensuring the enhancement of the
SNR at the legitimate user and the suppression of the SNR

3Note that our proposed beamforming optimization framework primarily
focuses on passive RIS due to their energy efficiency and simplicity. However,
the proposed framework can be easily extended to accommodate active
RIS [32] by incorporating power amplification factors into the optimization
problem in (P2).
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Fig. 2. Polar representation of the direct and RIS-assisted legitimate and
wiretap links to the legitimate user and potential eavesdropper, respectively.

at the potential eavesdropper. Consequently, the optimization
problem (P1) is reformulated as:

w,out
N )
1+ 1/(Ug,out + Ug)|peheQH + Pghg| (fort)2
=1, 0<#0,<2mV,eNg

(2) max 1o 1+ 1/(02 g + 02)|pu by QH + pth* (£201)?
ey 22

st (e2):  Japed®r
(16)
where h¢ (h?) is a vector that contains the estimated channel
coefficients of the direct channel between the BS and the
legitimate user (potential eavesdropper), and p¢ and p¢ are the
correlation strength of the respective channel. By representing
the respective channels in their polar form, as shown in Fig. 2,
and after some simplification steps, (16) can be reformulated
as given in (17), shown at the top of the next page. In
(17)’ ilr,u (er,u)’ Qe (97’)7 hb,r (Gb,r)s and ]Alf,l’u (eb,u) are the
envelope (phase) of the legitimate user’s direct and reflected
channels, as shown in Fig. 2. Similarly, B,«,e (0r.) and Eg,e
(04,c) are the envelope (phase) of the potential eavesdropper’s
direct and reflected channels. The maximization problem in
(17) reveals that to maximize the secrecy capacity, the phase
shifts of the RIS reflecting elements (0,.,Yr € Ng) should
be designed in a way that aligns the phase of the outdated
direct channel between the BS and the legitimate user with the
phase of the outdated RIS-assisted channel between the BS and
the legitimate user. Concurrently, the outdated direct channel
between the BS and the potential eavesdropper should be out
of phase with the outdated RIS-assisted channel between the
BS and the potential eavesdropper.

It is important to note that only the outdated channel esti-
mates are available at the BS to configure the RIS. Therefore,
the performance of the phase shifts matrix at the RIS critically
depends on the accuracy of the channel estimates. Given the
outdated channel estimates, the phase shift of rib reflecting
element of the RIS that maximizes (minimizes) the received
SINR at the legitimate user (potential eavesdropper) can be
calculated
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row = |Zb=1 OPt(ZT e Marhbﬂ, + pzﬁie)f. The phase scheme—focusing on maximizing the legitimate user’s SINR —

shift in (18) maximizes (minimizes) the received SINR at the
legitimate user (potential eavesdropper) under the influence of
channel aging effect/ outdated CSI noise (given in Lemma
1). It reveals the relation between the phase shift matrix at
the RIS and the degree of correlation between outdated and
perfect estimates of the respective channels. As the degree
of correlation increases, the performance of the phase shift
optimization problem in equation (18) also improves, leading
to a higher level of secrecy capacity . However, the correlation
strength increases through more frequent estimation of the
respective channels, which entails high signaling overhead,
especially in the case of RIS-assisted mmWave networks
(owing to their extremely large channel matrices). Therefore,
finding the right tradeoff between the manageable signaling
overhead and the secrecy performance becomes essential in
specific system settings.

Given the outdated channel estimates, we aim to determine
the impact of imposing statistical QoS guarantees at the
BS on the maximum achievable secrecy capacity, referred
to as effective secrecy capacity. To achieve this, we utilize
Effective Capacity, a link-layer analytical tool that calculates
the maximum arrival rate at the finite-sized transmission
queue, considering the randomly time-varying channel, while
adhering to the QoS constraints specified at the BS.

Remark: Ideally, both schemes presented in (18) should
be used together: the phase shift matrix at the RIS should
be optimized to maximize the received SINR at the legitimate
user while simultaneously minimizing the received SINR at
the potential eavesdropper. However, in practice, focusing on
maximizing the received SINR at the legitimate user tends to be
more effective for enhancing the system’s secrecy performance.
As a result, most research in the literature prioritizes maximiz-
ing the SINR at the legitimate user rather than directly mini-
mizing it at the eavesdropper; since the eavesdropper’s SINR
will naturally decrease when the legitimate user’s SINR is
optimized. This approach is particularly effective in mmWave
scenarios, where spatial beams with narrower beamwidths are
used. Additionally, when designing such systems, it’s important
to consider the correlation strengths of the channels. If the

4When two arriving signals at the legitimate user are completely in-phase,
ie., (Oru+0r+0y ) - 0p o, = 0, then the optimal phase shift of i reflecting
element of the RIS is given by: 02" = Op,u — (Oru + 0y ). Similarly, when
two arriving signals at the potential eavesdropper are completely out of phase,
ie., (Ore+0r+0p,) - 0y =, they create a null point; consequently, the
potential eavesdropper won’t be able to intercept the message intended for the
legitimate user. In that case, the optimal phase shift of r reflecting element
of the RIS is given by: 6% = 7 + Op,e — (Or,e +0p).

should be favored. On the other hand, if the eavesdropper’s
channel shows a stronger correlation than the legitimate user’s
channel, the second scheme — targeting the reduction of the
eavesdropper’s SINR — might be more effective.:

C. Computational Complexity Analysis

The computational complexity of finding the optimal trans-
mit beamforming vector in (13) involves matrix inversion, re-
sulting in a complexity of O (N, 5’), where Ny is the number of
transmit antenna elements at the BS. This cubic complexity is
typical for operations involving matrix inversion and increases
significantly with more BS antennas. Next, according to (18),
the computation of the optimal phase shift value for each RIS
element r (r € {1,2,..., Ng}) does not involve matrix inver-
sion. Instead, the d1v1510n by (o, 2 wto?) yields a scalar value,
and the remaining calculations involve only scalar addition and
subtraction. Thus, computing the optimal closed-form solution
for a single RIS element requires /N, calculations. Since the
RIS consists of Ny reflecting elements, the total computational
complexity to determine the optimal RIS phase shift matrix
(for all reflecting elements) using the closed-form solution in
(18) is O(N3). Therefore, the overall computational complex-
ity of the combined beamforming optimization scheme at both
the BS and the RIS is O(N2)+O(N3) = O(N3 + N%). Here,
note that, the complexity of the proposed optimization scheme
would increase with an increase in the number of transmit
antenna elements at the BS (/Np) and/or number of reflecting
elements at the RIS (Ng).

IV. STATISTICAL QOS GUARANTEES ON SECRECY
CAPACITY

A. Effective Capacity Primer

Effective service capacity in wireless networks refers to
the maximum rate at which data can be reliably transmit-
ted and serviced while meeting specific QoS requirements.
It is a key metric that accounts for the dynamic nature
of wireless environments, including factors such as varying
signal strength, channel conditions, network congestion, and
bandwidth availability. Unlike traditional capacity metrics that
may only consider the physical layer’s maximum data rate
(e.g., Shannon capacity), effective service capacity integrates
the statistical characteristics of service quality, such as delay
constraints and packet loss probabilities, ensuring that user
demands are met with consistent and acceptable performance
levels. By doing so, it provides a more realistic measure of



a network’s ability to handle incoming traffic and deliver
services efficiently, even under fluctuating network conditions.
This concept is particularly important for modern wireless
networks, where maintaining high reliability and low latency is
crucial for applications ranging from real-time video streaming
to mission-critical communications.

From an analytical perspective, effective capacity serves
as a tool to determine the maximum continuous data arrival
rate that a network can handle at the transmission queue,
considering the stochastic nature of wireless channels and
the requirement to meet statistical QoS guarantees at the
BS’s transmission queue. It is defined using the logarithmic
moment-generating function (LMGF) of the cumulative ser-
vice process of the transmission queue, which captures the
variability of service and the associated delay constraints [27].
The effective capacity, considering that the BS operates under
specific QoS guarantees in terms of delay bounds, is as follows

TI(v) = A( A(=v) _

where II(v) denotes the asymptotic LMGF of the arrival rate
at the BS’s transmission queue. Here, v represents the QoS ex-
ponent, which defines the statistical QoS requirements, such as
delay or outage probability. A higher v corresponds to stricter
QoS requirements, while a lower v indicates more relaxed QoS
constraints. S(t) = Y.i_, s(1) is the cumulative service process
of the channel, dependent solely on the instantaneous channel
capacity at time ¢. As t - oo, the system approaches a steady-
state transmission queue at the BS. Lastly, B is the allocated
bandwidth. In conventional wireless communication scenarios,
the service process is governed primarily by the Shannon
capacity of the channel, which focuses on maximizing the
reliable data transmission rate. However, in the context of
secure RIS-assisted mmWave networks, security and privacy
considerations become paramount.

1
= - lim B log(E[e™"B5®M]),  (19)
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B. Effective Secrecy Capacity of RIS-Assisted mmWave Net-
works

In this work, we extend the concept of effective capacity
to account for secure communication, introducing the notion
of secrecy capacity as a key constraint. In this framework, the
service process is not limited solely by the Shannon capacity
but is constrained by the system’s secrecy capacity, which
reflects the ability of the network to maintain information con-
fidentiality and protect against eavesdropping or unauthorized
access. Consequently, the effective capacity is modified to
accommodate security constraints, with the cumulative service
process of the transmission queue at the BS (S(t)) represented
by the system’s secrecy rate (R_(t)). The effective capacity
in (19) can be reformulated as the following, which we term
as effective secrecy capacity.

II(v) = - lim L log(E[e " BE:=(]), (20)
t—oo Ut B

Where R_(t) represents the instantaneous secrecy rate at

time slot ¢, this rate is influenced by factors like information

leakage and decoding error probability. To ensure secure

communication, it is essential to set a lower bound on the

secrecy rate, accounting for specific levels of information
leakage and decoding errors. In wireless communications,
information leakage is the probability that an eavesdropper
intercepts confidential data, compromising security. Decoding
error probability is the chance that the legitimate receiver fails
to correctly decode the message, impacting communication
reliability. High information leakage forces a lower transmis-
sion rate to protect data, while high decoding errors require a
reduction in the service rate to maintain reliability. Both factors
can decrease the overall secrecy rate. Thus, a lower bound on
the instantaneous secrecy rate for a given information leakage
() and decoding error probability () is expressed as

Cs(t) = Qu(t) = Qe(t), Y(t) >

> {CO- O80T
0, (t) <72 (1)

where ,(t) = ”’ép(:) an2 Q(t) = ”‘}(bt) Q;(j), and

vy (t) (ve(t)) represents the channel dispersion of the legiti-
mate (wiretap) link, calculated as v, (¢) = 1 — (1 +~%"(¢))~2
for = € u,e. Here, Q! denotes the inverse of the Gaussian Q-
function. Moreover, Cs(t) is the maximum achievable secrecy
capacity in time slot ¢, as computed in Section III earlier.

It is important to note that relying solely on outdated
channel estimates at the BS can lead to inefficient use of
network resources. This inefficiency might cause sub-optimal
performance in transmit beamforming at both the BS and the
RIS, as well as sub-optimal allocation of transmit power. As
a result, these inefficiencies can lead to wasted resources and
reduced spectral efficiency, impacting the overall performance
of the network. To address this issue, Section III has already
introduced an optimal beamforming strategy for both the BS
and RIS that considers the impact of outdated channel esti-
mates. Now, we shift our focus to developing an optimal power
control policy that aims to maximize the effective secrecy
capacity of the RIS-assisted mmWave communication link,
given that only outdated channel estimates are available at the
BS. To begin, let’s define the power control policy specifically
tailored for a secure RIS-assisted mmWave network.

C. Power Control Policy

In the secure RIS-assisted mmWave network, the BS adjusts
its transmission power based on the knowledge of the channel
between the BS and the legitimate user, as well as the eaves-
dropper. The transmission power adjustment also accounts for
the impact of outdated CSI noise, arising due to channel
aging. As detailed in Section III, the magnitude squared of
the end-to-end channels between the BS and the legitimate
user (via RIS) and the BS and the eavesdropper (via RIS) are
denoted as f-\I(;) (calculated as [h, Q2H[?) and He" (calculated
as |f1 QH|?), respectively. Let’s define the normalized power
control policy as \IJ(H“) Hm) £ P /P,, where P, is the
average maximum transmit power of the BS. Given this, the
average transmit power constraint at the BS given the outdated
channel estimates is expressed as follows:

Bw(E, B)]- [ [Te@, 5y, (85, (8
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Where fA(U (H(;)) and fA“) (H ) are the probability distri-
bution functlon of H and H , respectively. Leveraging the
power control policy, the recelved SNR at the legitimate user
and the potential eavesdropper in (9) can be reformulated as

A(l) =)

P H, w(H, ) (F7)?
T (- 02) S | PRAD, AY) < 16,
Hﬂz(ﬁ ) (F)?
T - ) (- a2) T PP (EY D) + 1
(23)
where ¢, = P,;/o2 and ¢, = P,,/o? are the average SNR at

the legitimate user and the potential eavesdropper and " is
the optimal transmit beamforming vector at the BS computed
in Section III-A. Moreover, E[|\/1- p2g,QH*f*] = (1 -
p)(1 - al) By 17 and E[|\/1-plg QHP?] = (1 -
p2)(1-a2) ¥y | f.P[? are channel aging effect (outdated CSI
noise) at the legltlmate user and the potential eavesdropper,
respectively. Further details on the calculation of channel aging
effect are given in Appendix A and B. Where «,, and a. are
the average values of h, (t + Tyetay) and h, (t + Tdetay ), Te-
spectively. Moreover, f is the optimal transmit beamforming
value for b™ transmit antenna, which can be found using (13).
Considering the power control policy and the average transmit
power constraint, we further explore an optimal power control
policy aimed at maximizing the effective secrecy capacity.

D. Optimal Power Control Policy

In this section, our goal is to formulate an optimization
problem for the power control policy to achieve the maximum
effective secrecy capacity under the influence of channel
aging effect (presence of outdated channel estimates). It is
noteworthy that Ry(t) = 0 when 79" < 72", indicating that
the secrecy rate 1s ZETO (Rs 0) for any power control
policy when p? ¢ (f("m)2 <po (f"p‘) Consequently,
the optimal power control pohcy \I’(H ) 0 within
the region [U(T. T, )|p2 6,0, (F0)? < 2o Fe” (£9)?].
Using this, the average transmit power constraint in (22) can
be written as

(l) A(l) = () ()

L e YLD B B d, <0,

(24
where ¢, = @./¢, represents the ratio between the average
SNRs at the potential eavesdropper and the legitimate node,
and p, = pe/py denotes the ratio between the channel cor-
relation strength of the potential eavesdropper link and the
legitimate link. Further, by employing the average transmit
power constraint in (24), the effective secrecy capacity in (20)

can be redefined as presented in (25). The optimal power
control policy—aimed at maximizing the effective secrecy
capacity while ensuring QoS guarantees and adhering to the
average transmit power constraint— can be derived from the
following optimization problem.

(P3)  max II(v)
w(AD A
st (er): \II(I/-\I(:,I’:I“)) >0, (26)
(c2): E[W(H,,H.)]<1

Here, (P3) aims to find the power control policy that maxi-
mizes the effective secrecy capacity. By substituting (25), (P3)
can be reformulated as

(P3a) max log (G +G(\IJ(H“) Am) I’_\Iilj’ﬁ!)))

v(@AE? A7) vT'B
- (cl): \Il(ﬁm Am) 0
(c2): E[W(H, H)]<1
(27)
THr e 3! (1)
where G, / [¢ ol f,\(l) (H( ))f,\(l) (H ) al A(l) and

G(\I/(ﬁ fa)a

= () A(l))

f \/¢; sz(l)
=
fA(l)(Hu )fa(l) (H )dH(l) A(l)

From here, we can observe that G, does not change with
change in the power control policy; thus, it is independent
of the power control policy. Moreover, II(v) exhibits a de-
crease with an increase in (G(\I'(Hum f:Ie“)) v ﬁe(l))

In other words, maximizing H(V) is equivalent to minimiz-

—~ (1) A(l)

Flv(H, H, ) H

A(l) A(l)
u ]

ing G(\Il(Hum He'), By H ). Consequently, the prob-
lem (P3a) in (27) transforms into the following
(P4) min  G(¥(H,,H,) H, H,)
v(E, ")
st (c1): \I/(ﬁm Am) >0, (28)
(c2): E[W(H, H))]<1

In problem (P4), it is clear that G(.) depends on the received
SNR at both the legitimate user and the potential eavesdropper.
As shown in (23), the received SNR expressions demonstrate
that the power control policy significantly affects not only
the signal power but also the power of the noise resulting
from outdated channel estimates. This dependency creates a
highly non-linear and coupled relationship between the power
control policy, the signal power, and the noise power, which



complicates the derivation of a general closed-form solution.
The interdependence of these factors introduces complex opti-
mization constraints and non-convexity, making it difficult to
derive an optimal power control policy analytically. As a result,
finding a general solution becomes impractical. To overcome
this challenge, we propose focusing on a special case that
allows us to simplify the problem and obtain a closed-form
solution for the optimization problem outlined in (P4).

E. Special Case for Closed-form Solution

In this section, we investigate a special case that enables us
to derive a closed-form solution for the normalized optimal
transmit power control policy, which aims to maximize the
effective secrecy capacity. We specifically assume that the
system operates in a high SNR regime, where v, > 15,dB.
In such high SNR scenarios, it is reasonable to consider the
channel dispersion for both the legitimate and eavesdropper
channels (v, (t) and v.(t)) approaching 1. This assumption is
based on the observation that the influence of channel disper-
sion becomes negligible as SNR increases, as demonstrated in
[33]. This simplification not only reduces the complexity of
the analysis but also provides clearer insights into the impact
of the power control policy on the secrecy performance. By
substituting the assumption of unity channel dispersion into
the secrecy rate expression (21), we can derive a lower bound
on the achievable secrecy rate. This lower bound is crucial
because it allows us to estimate the minimum performance
guaranteed under high SNR conditions. Furthermore, using
this lower bound enables us to satisfy Quality of Service (QoS)
guarantees more effectively by ensuring that the effective
secrecy capacity is maximized under the given power control
policy. In summary, focusing on this special case with high
SNR and simplified channel dispersion assumptions allows us
to derive practical solutions for optimizing secrecy capacity
while ensuring QoS requirements are met.

When chanrlel 1d1§£)er1510n aPProacPes 1 (v » 1 for x €
{u,e}), F(U(Hu"',He"),Hu' ,He'") in (25) becomes
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In (29), the term (aq) is constant with respect to the power
. = ) = d

control policy and does not depend on \Il(Hu( He' )) Thus,

by disregarding this constant term, the optimization problem

in (P4) can be reformulated as:
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The optimal solution to (P4a) complies with the requisite
necessary first-order constraints, as shown below [34].
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Where J and K are the Lagrangian function and Lagrangian
multiplier, respectively. J can be defined as

oo oo 1+,YOL1[ i’TB
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In situations where p,, and p. approaches 1, indicating nearly
perfect correlation strength between outdated and instanta-
neous channel estimates, the channel aging effect (influence
of outdated CSI noise) becomes negligible. By considering

~ 1 and p. ~ 1, the received SNR, as derived from (23),
can be expressed as follows
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Substituting the updated SNR values from (33) into (32), we
can rewrite it as presented in (34) at the top of the next page.
The computation of the partial derivative of the Lagrangian
function, as defined in (34), with respect to the normalized
power control policy is expressed as follows.

(33)
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The final term after the computation of partial derivative comes
out to be the following
Ul X (
} (36)
2 55D

{K (1+ p2HY (Fort) 20 (H, H;")gsu)2
— ()

fﬁg}) (Hu )fﬁ(en (HE )7
where U = {VTB(f™)?(p2H, ¢, - p2H, ¢.)}/In2. To
meet specific QoS requirements w1th1n a predetermined block
length for a block fading channel, it is imperative to dy-
“ namically adapt the available bandwidth for transmission.
The derivation of a closed-form solution involves meticulous
adjustment of the bandwidth to align with the QoS constraints
imposed on the transmission queue and the channel’s coher-
ence time. To obtain this closed-form solution, we param-
eterize the bandwidth as B = ln2 Upon substituting this
expression into (31), the resultlng streamhned expression for
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the partial derivative of the Lagrangian function, as delineated
in (36), is presented below:

2575

{K_ (F) (R, 0 - 2B 00) }
(1+ p2HY (Fr)20 (B, B0, )] 37)

fﬁgi) (Hu )fﬁ(el) (He ) =0.

The optimal solution is required to adhere to (37) across all
values of ﬁ(,l; and ﬁ(e]). Consequently, it follows that K >
0, and the derivation of the closed-form expression for the
optimal solution is outlined below.
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where Uy = / E™2 (2 H, Hg;u piHe ¢e) 1 The optimal power

control policy employs a water-filling strategy, and the deter-
mination of the value of K is essential to ensure compliance
with the average transmit power constraint, as described below.
This constraint is derived by substituting (38) into (31).

[ ﬁFpeH']) £ 2H(|)(f0pt)2 f,(,)(
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In this context, it is noteworthy that ep E I’-i:) + % is a
monotonically increasing function of K, and O is likewise
a monotonically decreasing function of K. Consequently, (39)
evolves into a monotonically decreasing function with respect
to K. As a result, the value of K that satisfies (39) is unique
and can be determined through binary search, denoted as K",

The problem for the special case (B = 1;’—2 and v, ~ 1)
is convex. Consequently, the closed-form solution derived in
this section is globally optimal. It is pertinent to emphasize
that this closed-form solution serves as an upper bound for
the achievable effective secrecy capacity, given our assump-
tion of p, ~ 1 (indicating a very good correlation strength
between instantaneous and outdated channel estimates). In the
simulation section, we will explore the impact of the channel
aging (outdated CSI noise) on the achievable effective secrecy
capacity. We aim to elucidate the extent of effective secrecy
capacity loss as the channel ages.

V. PERFORMANCE EVALUATION

This section evaluates the analytical findings of this paper
through Monte Carlo simulations and discusses the valuable
insights derived from these simulation results.

A. Simulation Setup

In our simulation environment, a multi-antenna BS es-
tablishes communication with a legitimate node through a
RIS integrated into the network, while contending with the
potential presence of eavesdroppers, as illustrated in Fig.
3. The BS deploys a uniform linear array with a size of
Np = 32, and the RIS is configured as a rectangular array
with dimensions Np = 64 x 64 (unless stated otherwise).
The antenna (reflecting) element spacing at the BS (RIS) is
set to A/2. All channels exhibit Rayleigh fading, with the
link from BS to RIS to the legitimate user incorporating
Rician fading due to the presence of a robust line-of-sight
component. The channel models are characterized using the
IEEE 802.11ay multipath fading channel model, employing
a quasi-deterministic approach. Our system adheres to the
IEEE 802.11ay standard and utilizes a codebook of beam
patterns for beam training at the RIS. We follow the beam
pattern generation approach outlined in [19, 35], allowing
for the creation of beam patterns with varying beam widths.
Additionally, for an RIS with 128 beam patterns, the time
required to configure the RIS-assisted link is 5.3 milliseconds,
as specified by the IEEE 802.11ay standard [36]. We design
the channel models for RIS-assisted mmWave network in near-
field and far-field using the model presented in [37]. The
carrier frequency is set at f. = 28GH z, and the noise floor is
established at —60dBm.

B. Simulation Results

This section presents the simulation results and their dis-
cussion.

Fig. 4 investigates the characteristics of a RIS-assisted
mmWave legitimate channel in near-field and far-field sce-
narios, considering different beam patterns at the RIS and
varying user velocities. In Fig. 4(a), it is observed that the
channel ages more rapidly when the user is positioned in the
near-field of the RIS compared to the far-field. It is because,
with a certain user velocity and beamwidth, the probability of
coverage outage is higher in the near field. Moreover, Fig. 4(a)
illustrates that the channel aging process can be decelerated
by utilizing a wider beam pattern at the RIS. However, this
strategy comes at the cost of reduced received signal strength
at the legitimate user. A similar phenomenon is also observed
in Fig. 4(b), where the channel correlation strength decreases
exponentially fast with higher user mobility in the near-field
of the RIS. The results presented in this figure contribute to
a comprehensive understanding of the time-varying nature of
RIS-assisted mmWave communication channels under various
operational conditions. The figure provides valuable insights
into how a RIS-assisted mmWave channel ages over time
and underscores the factors that directly influence the channel
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aging process. Furthermore, this knowledge is leveraged to
optimize beamforming at both the BS and the RIS.

In Fig. 5, we investigate the influence of the BS’s transmit
power on the received SNR for both the legitimate user
and a potential eavesdropper, considering varying correlation
strength between perfect and outdated channel information. As
expected, we observe that the received SNR linearly decreases
with a reduction in transmit power. Furthermore, we notice
that the ratio between the received SNR at the legitimate
node and the potential eavesdropper remains constant with a
decrease in transmit power, as long as the received SNR at the
eavesdropper remains above the noise floor. The moment the
received SNR at the eavesdropper falls below the noise floor,
the impact of the wiretap channel (the channel between the BS
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Fig. 5. Impact of the transmit power of the BS on the received SNR at the
legitimate user and potential eavesdropper for different correlation strength
between the perfect and outdated channels.

and the potential eavesdropper) on the secrecy capacity of the
legitimate channel becomes negligible. At that point, the only
factors influencing the secrecy capacity are the received SNR
at the legitimate user and the thermal noise (and interference,
if present). Additionally, this figure highlights the influence of
correlation strength on the received SNR. When the channel
information is outdated, the RIS configuration is suboptimal,
and the transmit power control policy is also affected by the
outdated CSI noise, resulting in a loss in received SNR.

The relationship between secrecy capacity and transmit
power in an RIS-assisted mmWave channel is fundamental to
the secrecy performance of the communication link. As trans-
mit power increases, the potential for secure communication
typically improves, given that a stronger signal can be received
by the legitimate user. However, this relationship is nuanced, as
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excessive power may increase the risk of eavesdropping, com-
promising the confidentiality of the communication. Striking a
balance between sufficient power for reliable communication
and avoiding unnecessary exposure to potential eavesdroppers
is crucial for optimizing the secrecy capacity of a wireless
channel. To this end, Fig. 6 leverages the results shown in
Fig. 5 and investigates the impact of varying transmit power
on the secrecy capacity of the RIS-assisted mmWave link. We
observe that the secrecy capacity remains almost constant (6
bits/s/Hz) when the BS’s transmit power decreases from 50
dBm to 5 dBm for strong channel correlation strength. A
further decrease in transmit power shows an exponential drop
in achievable secrecy capacity. This result emphasizes that an
unnecessary increase in transmit power does not necessarily
improve the secrecy capacity of the RIS-assisted mmWave
link, underscoring the importance of optimal transmit power
management strategies in an RIS-assisted mmWave system to
ensure both reliable and secure information transmission.

© p=09,r=10"

— ‘*__‘_.-a---i
—_p- 2 . >
p=09,v=10 Loose QoS constraints 4 -
<5H-%" p=09,v=10" » - R
I —_— -3 g )‘/
¥ * p=051v=10 .
2 ||-> p=050v=102 >
) —o- -1 Jos
=4 H p=050v=10 * ¥ B
z o
S g
»
§ /(/,
o3t P o e
‘>)~ ® / B"» vl>"‘>_>—->-_'>
] > 't oD
8 iy }’/B‘
Dol * /.’ P ]
2 v i R
2 > // > a3 e o
© i RN _oa
2 LI S -
b= ST o E
wqt ¥« ¥ T 4
RPN 0 s
PRI IR Pt Strict QoS constraints
. ‘_”’,":E.';E:fg"u
o T ‘ ‘ ‘
-20 -10 0 10 20 30 40

Received SNR 73" [dB]

Fig. 8. Impact of the received SNR at the legitimate user on the effective
secrecy capacity varies with the age of channel information and the statistical
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Fig. 7 shows that a strong correlation between perfect
and outdated estimates of the legitimate user’s channel leads
to improved secrecy capacity. It is because the legitimate
user’s channel information is utilized to configure the RIS,
and a higher correlation strength facilitates the attainment of
an optimal RIS configuration, thereby resulting in enhanced
secrecy capacity. It is also important to note that the proposed
beamforming design provides adequate secrecy capacity even
with weak correlation strength (0.4 < p,, < 0.8) in a high SNR
regime. It demonstrates that infrequent RIS configuration,
even with outdated CSI, can still deliver satisfactory secrecy
performance. This, in turn, reduces the high signaling overhead
and complexity associated with frequent channel estimation
and RIS configuration. Additionally, this figure also shows
that the proposed beamforming design performs better with
a larger RIS (64 x 64), ultimately achieving higher secrecy
capacity. Last but not least, we observe a pronounced influence
of channel correlation strength on secrecy capacity in the high
SNR regime, as opposed to the low SNR regime.

Next, we explore the effective secrecy capacity given the
statistical QoS guarantees imposed on the transmission queue,
taking into account the optimal transmit power policy outlined
in (38). To this end, Fig. 8 shows that as more stringent QoS
constraints are applied at the BS, the increase in effective
secrecy capacity with rising SNR at the legitimate user be-
comes constrained. This issue arises due to the fact that when
there are stricter quality of service (QoS) requirements, there
is a higher chance of packet loss during wireless transmission
because of the unpredictability of the communication channel
and the need for enhanced QoS assurances. As a result, there
is an increase in packet retransmissions, which depends on the
retransmission framework used, thereby limiting the number
of unique packets that can be managed in the transmission
queue. This consequently leads to a reduction in the effective
secrecy capacity. On the other hand, when there are looser QoS
restrictions, the transmission queue at the base station (BS) can
handle a larger number of unique packets, resulting in a signif-



icantly improved effective secrecy capacity. Furthermore, the
results in Fig. 8 indicates that using the proposed beamforming
techniques at the BS and the RIS (given in (13) and (18),
respectively), coupled with the optimal transmit power policy
(given in (38)), yields nearly identical secrecy performance
under both weak channel correlation (p,, = 0.5) and strong
channel correlation (p,, = 0.9). This finding underscores the
effectiveness of the proposed techniques in practical scenarios
where achieving perfect instantaneous channel estimates is
either impossible or impractical due to the high signaling
overhead and complexity associated with frequent channel
estimation.

VI. CONCLUSION

We investigated the impact of the age of channel infor-
mation on the QoS performance of a secure RIS-assisted
mmWave network. The performance of any RIS-assisted
mmWave system critically depends on the quality and age of
channel estimates, and it degrades as the channel estimates be-
come outdated. To address this issue, we proposed a technique
for the joint optimization of transmit beamforming and RIS
configuration, accompanied by an optimal transmit power con-
trol policy. Notably, our approach assesses the actual impact
of the age of channel information on the QoS performance of
a secure RIS-assisted mmWave network, representing a novel
contribution to the field. Our Monte Carlo simulations reveal
that utilizing the proposed beamforming techniques at the BS
and the RIS, along with the optimal transmit power policy, re-
sults in nearly identical secrecy performance under both weak
channel correlation and strong channel correlation. This find-
ing underscores the effectiveness of the proposed techniques
in practical scenarios where achieving perfect instantaneous
channel estimates is either impossible or impractical due to
the high signaling overhead and complexity associated with
frequent channel estimation. It allows for the tuning of system
parameters to ensure enhanced secrecy and QoS performance
while minimizing the complexity and costs associated with
channel estimation and frequent RIS configuration.

In summary, this work contributes to the evolving landscape
of secure mmWave communication by providing practical
solutions for RIS optimization under real-world constraints.
As we navigate the dynamic interplay between channel aging
and system performance, our work establishes a foundation
for more energy-efficient, secure, and sustainable RIS-assisted
mmWave networks.

APPENDIX A

The channel aging effect (outdated CSI noise) at the legiti-
mate user is

uout =(1- pu)]E“quHﬂ]

where E[|quHf | ] represents the expected value of the
square of the magnitude of the end-to-end channel between
the BS and the legitimate user through RIS. It can be solved
as the following [38]
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Since the channel coefficients g, and H are not related to each
other and E[g, ,] = 0. Consequently, a, equals zero. Addition-

ally, hy, ~ CN(0,1) and E|g,.,["] = o2 T

where «,, is the average value of }Alu(t-i-Tdelay). Consequently,
we have the following
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By substituting this value, the final term for the channel aging
effect (outdated CSI noise) at the legitimate user becomes

2 2 2 X 2
Uu,out:(l_pu)(l_au)2|fb| .
b=1

From this point, it becomes evident that to find the channel
aging effect at the legitimate user, we require total energy of
the transmit beamforming scheme, the correlation coefficient
between outdated and perfect channel estimates of the legit-
imate user’s channel, and the average value of the estimated
channel response between the RIS and the legitimate user’s
channel at time (¢ + Tielay).

(44)

APPENDIX B

The channel aging effect (outdated CSI noise) at the poten-
tial eavesdropper is

eout (1 pe)EUgeﬂHﬂ]

where E[|gEQHf| ] represents the expected value of the
square of the magnitude of the end-to-end channel between
the BS and the potential eavesdropper through RIS 3. It can

(45)

5In the case of an end-to-end eavesdropping channel, the BS can rely on
either partial or full channel information. Partial channel information entails
limited information at the BS, such as path loss and channel gains. Conversely,
full channel information includes detailed parameters like channel gains, phase
shifts, and fading statistics. With full channel information, precise control over
transmit beamforming and RIS reflection properties is possible, leading to
enhanced performance in capacity, coverage, and security. However, even with
partial channel information, significant improvements are attainable through
adaptive algorithms and optimization techniques tailored to the available
channel knowledge.

|



be solved as the following [38]
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Since the channel coefficients g. and H are not related to
each other and E[g.,] = 0. Consequently, as equals zero.

Additionally, h,j ~ CN'(0,1) and E[|ge, T|2] = ;21 (t+Taeray)
2

1 - aZ, where a. is the average value of h o(t + Tdela )
Consequently, we have the following
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By substituting this value, the final term for the channel aging
effect (outdated CSI noise) at the legitimate user becomes

Np
0% o= (1=p) (1= S |l (49)
b=1

Similar to Lemma 1, in order to find the channel aging
effect at the potential eavesdropper, we need total energy of
the transmit beamforming scheme, the correlation coefficient
between outdated and perfect channel estimates of the po-
tential eavesdropper’s channel, and the average value of the
estimated channel response between the RIS and the potential
eavesdropper’s channel at time (¢ + Tgelay).
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