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ABSTRACT

Millimeter-Wave (mmWave) WiFi can provide very low latency
and multi-Gbps throughput, but real-world deployments usually
do not achieve the theoretically feasible performance. One main
source of inefficiency is the contention-based random channel ac-
cess, as it requires omni-directional reception which limits per-
formance. Additionally, carrier sensing at mmWave frequencies
is highly unreliable, leading to reduced channel usage. In this pa-
per, we present SIGNalling in the PHY Preamble (SIGNiPHY) for
efficient directional communications, a solution that allows to em-
bed user identity in the preamble of data packets. It allows for
true early user identification and then immediately steering the
beam towards the transmitter while receiving the physical layer
preamble. SIGNiPHY enables directional reception in random ac-
cess mmWave networks, and additionally helps to quickly filter
unwanted packets. It does not affect any preamble functions and is
backward-compatible with legacy stations. We implement SIGNi-
PHY on an FPGA-based mmWave testbed and show that it achieves
99.6% decoding accuracy even under very low SINR conditions.
We also implement SIGNiPHY in ns-3 to evaluate large networks
and show that it achieves throughput gains between 13% and 230%
compared to different baseline schemes, due to the lower packet
loss rate and improved spatial sharing.
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1 INTRODUCTION

Wireless networks are rapidly evolving to support advanced appli-
cations like Augmented Reality (AR)/Virtual Reality (VR), remote
surgery, vehicular connectivity, connected homes, and factory au-
tomation. These applications require extremely high data rates and
low latencies and Millimeter-Wave (mmWave) networks are a key
enabling technology to meet these requirements. The IEEE 802.11ad
standard [20] introduced WiFi operation in the 60 GHz band, sup-
porting transmission rates of up to 8 Gbps over a single 2.16 GHz
channel. The IEEE 802.11ay amendment [21] further pushed the
performance to peak rates of up to 100 Gbps [16] by introducing
advanced physical (PHY) layer technologies like Multiple-Input
and Multiple-Output (MIMO) and channel aggregation.

However, transmissions in the 60 GHz band suffer from increased
pathloss, oxygen absorption and sensitivity to blockage [30]. To pro-
vide reliable communication at longer link ranges, IEEE 802.11ad/ay
devices use directional communication by means of phased antenna
arrays. Having narrow directional beams not only increases the
link Signal-to-Noise Ratio (SNR) to enable high data rates, but also
reduces interference, creating the potential for high spatial reuse
and thus high network throughput. Beam training provides devices
with information about which Beam Pattern (BP) to use for each
device it communicates with, stored in the form of a table.

Unfortunately, while highly beneficial, directional reception
is incompatible with the random medium access mechanisms of
mmWave WiFi devices. All current WiFi devices implement legacy
Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA)
[4, 41], a contention-based random access scheme without a fixed
transmission schedule. Instead, any user in the network can com-
municate with the Access Point (AP) at any time, as long as it deter-
mines that the channel is free, which is done by carrier sensing the
medium. Since the AP does not know which user will be transmit-
ting next, it needs to be able to listen to every direction users can be
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located in. To allow this, current Commercial O -the-ShelEQTS
devices B1, 41] only support directional transmission but use omni-
directional BRs for the reception. While StationsSTAs) usually
only communicate with a singlé\P, the same issue may arise at
STAs in case of multi-hop or device-to-device communication.

We identify two main problems stemming from the use of quasi-
omnidirectional reception. i) Omni-directional reception limits
single-link performance by reducing the coverage range and data
rates due to the lower antenna gain. ii) It negatively a ects spatial
reuse, as it leaves devices vulnerable to interference coming from
any direction. This makes it more di cult to successfully establish
concurrent transmissions in a given area. In particular, it signi -
cantly increases the probability that a device will overhear packets
that are not meant for it. In turn, while it is busy attempting to
decode unwanted packets, it may fail to detect a concurrent packet
actually meant for it. This overhearing of unwanted packets is a
well-known problem in random-access networks, where the lack
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Figure 1: SIGNiPHY utilizes an embedded ID to enable (i)
directional reception (ii) PHY Itering

user is identi ed. SIGNiPHYidenti er embedding retains the same

of a transmission schedule imposes the need to attempt to decode correlation properties of the original preamble, which allows to
any packet that stations detect. In sub-6 GHz it leads to decreased use the same receiver processing blocks withaay modi cation,

energy e ciency since the receiver is wasting energy decoding use-
less packets. ImmWavenetworks, however, the impact is much
more harmful since it limits spatial sharing, one of the key bene ts
of mmWave that is critical for high network performance.

Existing solutions fall short in solving these problems e ciently.
Directional reception can be implemented through standard mech-
anisms like Ready-to-Sen®T9-Clear-to-Send@¢ TS andCTSto-
self. While these control packets would be received with a quasi-
omnidirectionalBP, they announce the identity of the transmitter at
the receiver, which can then use the correct directional receédfe
for the data packet. However, these mechanisms add non-negligible
overhead due to the additional control message exchanges, which
translates into sub-optimal channel usage and low Medium Access
Control (MAC) layer e ciency [ 1, 41]. Control packets are also par-
ticularly robust and thus likely to be overheard even by far-away
nodes, further reducing the spatial re-use in the network.

Instead, in this paper we design a mechanism to tackle these
problems at thePHY layer without introducing any additional
control overhead, and in a manner that is backward compatible
with legacy devices. Our solution of SIGNaling in the PHY Preamble
(SIGNIPHY for e cient directional communications, embeds a
device identi er in the PHY packet preamble for early transmitter
identi cation at the receiver, which allows directional reception
of the packet payload. Critically, the packet preamble is thdy
part of the packet where such an identi er can be embedded. The
preamble is followed by the Channel Estimation Fie@ER, and
the receiver has to use the sarB#for CEFand packet payload
reception, otherwise packet decoding fails since a changBm®f
implies a change of the channel. In contrast, the packet preamble
can be received with a di erent (i.e., omni-directional) beam pattern
without impacting its functionality.

This design imposes very stringent timing requirements, since
preamble detection, identi er decoding, ari8P switching have
to be carried out while the preamble is being received, and they
need to nish on time before theCEFstarts to be received. To meet
these timing constraints, we implement a highly e cient identi er
decoder and a fast beam-switching mechanism to quickly change
from quasi-omni-directional reception to directional mode once the

ensuring not only backward compatibility but also interoperability
betweenSIGNiPHYdevices and legacy stations. Legacy stations
not aware of the identi er embedding will simply receive such
packets with their quasi-omnidirection@&Pas before, and preamble
functionalities like packet detection, Carrier Frequency O s&f{Q
estimation, and synchronization are not a ected.

SIGNiPHYalso allows to early on abort the reception of packets
for which the device is not the intended recipient. While such
Itering could be done once theMAC address of the sender is
decoded}, 13, doing it during the PHY preamble saves precious
time and is more e cient.Fig. 1 illustrates the concept of SIGNiPHY.
We implement and integrat&IGNiPH Yfor real-time operation
in an FPGA-basethmWavetestbed with 60 GHz phased antenna
arrays. We show that our implementation is able to correctly iden-
tify the user identity just 160 ns after packet detection, ensuring

100% accuracy for Signal-to-Interference-plus-Noise RaSt¥ k)
higher than 7 dB and 99.5% f&INRs above -6 dB. We further
demonstrate thatSIGNiPHYensures that none of the preamble
functionalities are a ected and, in fact, the decoding bene ts from
the SNRboost due to the quick antenna recon guration. Finally,
we implementSIGNiPHYand several baseline solutionRTSCTS
CTSto-Self, MAC ltering) in the IEEE 802.11ad/ay module of ns-3
[3] to evaluate its performance in dense scenarios with accurate
modeling of theMAC layer andPHYchannel ofmmWavewiFi. The
results show thatSIGNiPH Youtperforms the other solutions and
improves up-link network throughput by up to 230%, depending
on the scenario and baseline against which it is compared.

To sum up, in this paper we make the following contributions:
SIGNiPHYis the rst system enabling early user identi cation
for directionalmmWavereception in 802.11ad/ay WiFi networks,

which does not incurany additional overhead.

We manage to embed the user identity in the packet preamble
while retaining the characteristics of legacy systems which ensures
backward compatibility and interoperability.

We design a low-complexity hardware architecture f8IGNiPHY
that only requires a few adders and comparators. This allow us to
implement and validat&IGNiPHYin real scenarios using an FPGA-
based mmWave testbed.
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We integrateSIGNiPHYin a network-level simulation that allows
validation in dense scenarios, comparing its performance against
di erent baseline solutions.

2 MOTIVATION

Although mmWaveWiFi networks show great promise, muléP
deployments where interference and collisions lead to reduced
throughput and ine cient channel usage prove challenging for
current COTSdevices L, 4, 31, 35 36 39. The mismatch between
what is envisioned bynmWavestandards and what is achieved in
practice lies in the fact that multi-Gbps data rates are only possible
under the assumptions of 1) narrow directional beams with high
gains on both sides of the link and 2) high spatial reuse with multi-
ple concurrent data transmissions. CurrenttpmWavenetworks

can not fully implement either, leading to losses in performance. As
discussed in Section 1 omni-directional reception and the attempted
decoding of all detected packets are the main problems fundamen-
tally limiting current networks. We now investigate them in more
detail in Section 2.1 and analyze existing solutions in Section 2.2.

2.1 Performance analysis of directionality and
unwanted packet overhearing

To validate our analysis of the kesnmWaveWiFi de ciencies we
perform simulations using the ns-3 IEEE 802.11ad/ay modg]le [
This is meant to complement previous conclusions drawn by per-
formance evaluations cEOTSWiFi networks such as 1, 4, 31, 35

36, 39 by studying a dense deployment under idealized conditions,
removing the e ects of hardware imperfections and device-speci c
implementation details. In this way, we ensure that our insights
are generalized and connected to essemtiah\Wavebehaviors. We
use a simple indoor scenario with a dense deployment oAFS.
EachAP has only one associate8iTAand can thus use directional
reception.STAs transmit UDP tra ¢ with a data rate of 300 Mbps,
resulting in an aggregate load of 4.8 Gbps.

First, we evaluate the possible bene ts of enabling directional re-
ception. Fig. 2 shows the aggregate throughput with omnidirectional
and directional reception, revealing a dramatic increase of 150%
in median throughput when directional reception is used. More-
over, we nd that directional reception practically eliminates packet
failures due to low SNR, reducing them from 10% to only 0.4%.

Next, we demonstrate the harmful e ects of unwanted packet
reception. For this purpose we implement a Iter on tHeHYlayer
that cuts reception of all packets not intended for device, imme-
diately after preamble detection, leaving it free to receive its own
packets. In Fig. 3 we show how this bene ts network throughput,
using both quasi-omni (blue) and directional (red) reception. We ob-
serve that in both cases performance is increased with throughput
gains above 40%. Additionally, we see how directional reception and
packet Itering complement each other. The directional reception
enhances the spatial sharing potential and packet Itering helps
realize this potential by reducing packet failures.

2.2 Existing solutions
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not awarewhich STAs is transmitting the packet, preventing them
from steering towards them. Similarly, since they do not knevhen
they will receive packets intended for themselves, they attempt to
decode every packet they detect.

While one solution would be to use another channel access mech-
anisms such as a Time-Division Multiple AcceFDMA) scheme
with a pre-de ned transmission schedule, in practice, proposed
alternatives have been proven to be too complex, ine cient and
in exible for implementation. Despite the fact that IEEE 802.11ad
and IEEE 802,11ay allow for channel access with both a polling-
based scheme antbDMA-like scheduled access, they are not imple-
mented in any currenlCOTSdevices. The main issue withkDMA
lies in its unsuitability for bursty or low latency tra c and the
complexity of designing a schedule that implements spatial sharing.
Poliing, on the other hand, su ers from signi cant overheard. Fi-
nally, CSMA/CAIis very simple and easy to implement and highly
robust. These are desirable properties that are valuable for WiFi
protocols and are worth retaining. Therefore, we looked for ap-
proaches that are designed for random-access networks and can
address CSMA/CA de ciencies, such as the ones discussed below.
RTS-CTS and CTS+to-self in mmWave WiFi: RTSCTSand
CTSto-self were designed to reduce WiFi collisions and as they
enable user identi cation ahead of the transmitted data packet
they can be used to enable directional receptiomimmWaveWiFi.
Studies ofCOTSdevices [, 41] have found thatRTSCTSis in fact
commonly used ilmmWave WiFi, although not for directional
reception. As they address both directional reception afidC
e ciency and they are standard compliant, we consider them as
the closest baseline schemes for comparison with our work. Fig. 4
showsRTSCTSand CTSto-self operation in the context of direc-
tional reception. The transmission of tHeTSor CTSto-self frame
announces the intent to transmit, protecting the data by reserving
the channel. By signaling the identity ahead of the data, it allows
the receiver to select the receive BP before data reception.

Both mechanisms, however, have been found to limit perfor-
mance due to the high overhead and ine cient airtime usage by
control packets. Consequently, they can increase network latency,
which might be critical for applications such asR/VR. Analysis
of RTSCTSin mmWaveWiFi has also found that it can have a
negative e ect on spatial sharingl, 41]. Finally, from Section 2.1,
we note that packet ltering based on identi cation fronRTSor
CTSto-self packets is not fully reliable, since there is no guarantee
that the next packet received is from the same source as the an-
nouncement packet and can thus lead to discarding useful packets.
MAC ltering: several methods allow to Iter unwanted packets
based on theMIAC address. However, ltering at theéVMAC layer
incurs a delay until the Iter can be applied which reduces its
usefulness. We use the simulation scenario from Section 2.1 to
demonstrate this by comparing the performance of the optimal
PHY lter, applied directly after preamble detection with MAC

Iter that is applied after the reception and decoding of tH¢AC
header. Fig. 3 shows the comparison of the throughput results with
both omnidirectional and directional reception. We can see that
cutting reception early on at th&HYlayer makes a di erence, due

The cause of both problems we study can be traced back to the usage to the high number of short control packets exchanged where the

of CSMA/CA a random-access scheme without a xed schedule.
APs can not use a direction@Pto receive packets because they are

MAC header is a signi cant portion of the packet.
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Figure 2: Throughput with
omni and directional recep-

tion of unwanted packets

Figure 5: IEEE 802.11ad frame format

We nd that existing solutions are ine cient as they rely on
MAC identi cation to control PHYlayer behavior such aBPselec-
tion and packet reception, which imposes either overhead or delay.
To eliminate these drawbacks, the obvious solution is to instead
introducePHY layer identi ers (IDs), which allows to address both
directional reception and unwanted packet reception without any
additional overhead. This is the core motivation for the design of
SIGNIPHY, explained in more detail in the following sections.

3 SIGNIPHY DESIGN

As we highlight in Section 2PHY layer IDs are the only approach
to enabling directional reception without high control packet over-
head.MAC layer signaling is simply not su cient as it identi es
the user too late in packet reception. The key limitation is that
any changes to the recei@Phave to nish before channel esti-
mation starts in order to not destroy the packet decoding due to

Figure 3: Throughput with Itering

Figure 4: Directional reception through (a) RTS-CTS

or (b) CTS-to-self

3.1 Enabling directional reception

Itis clear that theAP bene ts from using omnidirectional reception
when it is in idle mode, since it allows it to receive packets from
di erent STAs. However, a directionaBP would be optimal for
the packet decoding itselSIGNiPHYenables seamless transition
from omnidirectional to directional reception with zero overhead.
This is done by early identi cation of the user identity, as soon as
the preamble of the packet starts being received. If the decd@ed
corresponds to an associat&TA the AP performs fast switching
from omnidirectional to directional reception, steering the antenna
towards the identi edSTA This allows the packet payload to be
received with a higher antenna gain, increasing the decoding prob-
ability. If no userID is embedded, it remains in omnidirectional
reception, thus ensuring interoperability betwee3iGNiPHYand
legacy IEEE 802.11ad/ay devices within the same network.
Interestingly, we note that this mechanism can also be used
at the STAside, although this is not necessary. Sif6&As only
communicate with theirAP, they can simply always steer towards
the AP. This reduces the carrier sensing accuracy outsideBife
main lobe and could increase collisions. However, carrier sensing
is enhanced in the area towards tH&P, which can be bene cial.
Additionally, packet detection is improved by the higher antenna
gain, enabling reception of loveNRpackets that would be lost

failed equalization. Fig. 5 shows IEEE 802.11ad packet structure. InWith an omnidirectionalBP. We found that the bene ts of continu-

mmWaveWiFi, channel estimation is done in theEF eld, imme-
diately after packet detection. Therefore by the time that thAC

ous directional reception at th&TAoutweigh the drawbacks and
thus only useSIGNiPH Yfor directional reception at theéAP side.

header, located in the packet payload has been decoded, it is already HOWeVer, this is an implementation choice.

too late to make any changes to ti&P. This implies that thePHY

Lastly, we highlight thatSIGNiPHYoperates independently from

ID we introduce has to be embedded in the packet preamble, or the beamforming training and simply utilizes the identi er t8P

more speci cally in the Short Training Field (STF).
This makes the design of the PHY identi cation quite challeng-

mapping table already provided by the beam training.

ing for three reasons: 1) The packet preamble enables fundamen-3-2  PHY Packet Filtering

tal receive functionalities like packet detectio@FOestimation
and synchronization which must not be altered. Therefore, when

modifying the preamble design we have to ensure that these func-

tionalities are preserved. 2) The modi ed preamble has to have the
same inherent structure and auto-correlation properties in order
to ensure backward-compatibility and interoperability with legacy
devices. 3) The embedd#ds must be decoded fast enough to allow
for a BP switch before the end of the STF eld.

SIGNiPHYs preamble embedding mechanism manages to ac-

complish all three goals and provide extremely robuBtdecoding

as we will demonstrate in Section 5. The details of how we accom-

plish that are given in Section 4, while below we elaborate on how
SIGNiPHtilizes the earlyPHYidenti cation to solve key sources
of mmWave WiFi ine ciency.

An extra bene t of the SIGNiPHYuserID embedding capability
is the possibility of true early PHY lItering of unwanted packets.
When anAP receives a packet carrying di that is not registered
in the network, it is able to quickly react by dropping the packet and
returning to idle mode to wait for the next packet. This is di erent
from MAC ltering (as discussed in Section 2), sSin&GNiPHY
does not have to fully decode tHdAC header to decide whether
the packet needs to be dropped or not.

Note that even with the continuing background interference
caused by the unwanted packet, it is usually possible to success-
fully identify incoming packets from registere@TAs thanks to
the high robustness of the preamble (as will be shown in Section
5). Once the preamble has been decoded, the directional reception
enabled bySIGNiPHYreduces the gain outside the main lobe which
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