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ABSTRACT
Millimeter-wave (mmWave) technology is an important element to
increase the throughput and reduce latency of future wireless net-
works. At the same time, its high bandwidth and highly directional
antennas allow for unprecedented accuracy in wireless sensing
and localization applications. In this paper, we thoroughly analyze
mmWave localization and find that it is either extremely accurate or
has a very high error, since there is significant mmWave coverage
via reflections and even through walls. As a consequence, sub-6
GHz technology can not only provide (coarse) localization where
mmWave is not available, but is also critical to decide among multi-
ple candidate antennas and APs for accurate mmWave localization.

Based on these insights, we design a high-accuracy jointmmWave
and sub-6 GHz location system. We enable CSI-based angle esti-
mation and FTM-based ranging on off-the-shelf mmWave devices
to implement our mechanism and carry out an extensive measure-
ment campaign. Our system is the first to achieve 18 cm median
location error with off-the-shelf devices under their normal mode of
operation. We further release the location system (and in particular
the CSI and FTM functionality) as well as the trace data from the
measurement campaign to the research community.
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1 INTRODUCTION
The rapid increase in traffic demand both in mobile as well as
wireless local area networks has boosted interest in networking at
mmWave frequencies, where the huge available bandwidth enables
significantly higher data rates than the ones that can be achieved
at sub-6 GHz frequencies. 5G mmWave networks were rolled out
a few years ago in several countries with user data rates of up
to 2.5 Gb/s [26]. For Wireless Local Area Networks (WLANs), the
IEEE 802.11ad amendment [27] operates at 60GHz with a band-
width of 2.16GHz to deliver data rates of up to 4.6 Gbit/s, and
its recently standardized successor 802.11ay [9] can reach up to
100 Gb/s through MIMO, higher order modulation schemes, and
channel bonding. To achieve larger link distances, mmWave de-
vices use directional antenna arrays to focus the emitted energy
towards the intended receiver, since the range of a single omnidirec-
tional mmWave antenna element is extremely limited. In addition,
mmWave signals are blocked more easily by obstacles than sub-
6 GHz signals, making it difficult to achieve ubiquitous coverage.
For these reasons, wireless devices typically support multiple bands
and mmWave connectivity is usually deployed together with sub-
6 GHz networks to be able to fall back to the latter whenever the
mmWave link is unavailable. Furthermore, to deal with the limited
aperture (field-of-view) of mmWave antennas, some off-the-shelf
devices integrate up to eight mmWave antenna arrays and switch
between them for better angular coverage [15, 25].

The large number of elements in directional mmWave phased
antenna arrays enables very accurate estimation of the angle of
the signal and the high temporal resolution from the multi-GHz
bandwidth provides excellent ranging accuracy. These characteris-
tics make mmWave technology an ideal candidate to design highly
accurate wireless location systems [8, 30, 47]. A location system
estimates the Angle of Arrival (AoA) and Time of Flight (ToF) of the
path between an Access Point (AP) and a client to determine the po-
sition of the client. In case this path is in direct Line of Sight (LOS),
the angle and range information from AoA and ToF will lead to an
accurate estimate of the position of the client. While obstructed LOS
paths that pass through obstacles are often too weak to be detected,
they may still provide accurate localization in some cases. However,
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if the path to the client is Non Line of Sight (NLOS) via one or
more re�ections, both angle and range information correspond to
the re�ection rather than the actual client position. This can either
occur when 1) only a re�ected path exists, 2) the re�ected path is
much stronger than theLOSpath (since the phased array antenna
is steered towards the re�ection), or 3) the device orientation is
such that theLOSpath is outside the aperture of the antenna and
cannot be captured. Thus,a mmWave location system is either very
accurate, or has a high error.

Unfortunately, the mmWave multi-path channel is typically
sparse with only few available paths, and due to the limited range
there is coverage from only one or very fewAPs. This makes it
exceedingly di�cult to distinguish betweenLOSandNLOScases
using mmWave information alone. However, operating a sub-6 GHz
location system [18,48,49] along with the mmWave location system
allows to distinguish re�ections from (obstructed)LOSpaths with
the help of the lower frequency information. Sub-6 GHz antenna
elements are omnidirectional and are thus less a�ected by device
orientation, and the lower frequency leads to better coverage and
more visibleAPs. In addition to improving mmWave localization,
lower frequency location information can be used whenever there
is no mmWave coverage, although it provides lower accuracy due
to the lower bandwidth and lower number of antennas.

Only few prior works study the joint use of mmWave and sub-
6 GHz bands. The most common use case is to reduce the mmWave
beam-training overhead with the help of sub-6 GHz information
[11,28,36,41] to infer the optimal steering direction of the mmWave
antenna array. The only system that combines mmWave and sub-
6 GHz information for localization purposes �fuses� mmWaveToF-
based ranging with sub-6 GHzAoA [23] but does not in fact provide
an independent location system at either band.

In this paper, we propose a Multi-band Location System (MultiLoc)
that uses both mmWave and sub-6 GHz channel information to
achieve high-accuracy device localization. Despite signi�cant re-
search interest in localization, to the best of our knowledge no such
multi-band location system has been proposed.MultiLoc uses the
sub-6 GHz location estimate to decide whether to use mmWave
information at all, and if yes which mmWaveAP to use for the lo-
calization, whenever the client is covered by one or more mmWave
APs. If there is no mmWave coverage or all mmWave paths are esti-
mated to beNLOS, the sub-6 GHz location estimate is used directly.
Otherwise, the location estimate from asinglemmWaveAP is used.
Our system does not merge location estimates from multipleAPs
as the mmWave estimates are either very accurate or quite inac-
curate. Combining accurate estimates only marginally improves
localization performance, but merging even a single inaccurate esti-
mate signi�cantly degrades it. In case the device integrates multiple
mmWave antenna arrays with di�erent orientations to improve cov-
erage,MultiLoc uses the array that provides the shortest mmWave
ToFestimate to a givenAP, sinceLOSpaths are characterized by a
shorter length than NLOS paths.

In order to test our system at scale, we implementMultiLoc on
Commercial O�-The-Shelf (COTS) mmWave devices [25]. To this
end, we port the OpenWRT embedded Linux to these devices and
modify the mmWave device drivers in order to extract Channel
State Information (CSI) information and enable Fine Time Measure-
ment (FTM) ranging. This is the �rst open platform that supports

Figure 1: Estimated angles and path lengths when the client
has a 45� misalignment with the AP

both mmWaveCSIextraction andFTM, and we have made the
code and tools freely available [1]. We deployMultiLoc in indoor
and outdoor environments and compare its performance against
several baselines, including a multiband (MB), a mmWave, and a
sub-6 GHz (Spot�) system. We also evaluateMultiLoc as well as
baseline system performance for di�erent numbers of mmWave
antenna arrays on the client. In a benign scenario with a dense
deployment ofAPs and a client with several mmWave arrays facing
in di�erent directions, bothMultiLoc and the mmWave baseline
achieve a median error of 13 cm, whereas the MB baseline and
the sub-6 GHz Spot� have errors of 45 cm and 2.8 m, respectively.
We �nd that only two independent arrays on the client are su�-
cient to guarantee an error below 20 cm withMultiLoc. Even in
sparse and complex o�ce deployments, and for outdoor and mixed
indoor/outdoor scenarios,MultiLoc signi�cantly outperforms the
baseline schemes. The fullMultiLoc implementation as well as the
datasets of our measurement campaigns are available at [1].

2 MOTIVATION
We examine the behavior of mmWave localization and its depen-
dence on device orientation in more detail in an indoor scenario.
We place a client at di�erent measurement points directly in front
of the AP within LOS, as shown in Fig. 1. The �ve measurement
points are equally spaced (with step size 1.2 m) on a line originating
at theAP, with the closest being at 4.2 m. Parallel to that line at a
distance of 3.4 m there is a wall. On theAP, we measure bothToF
andAoA to the client to estimate its position relative to theAP(we
provide further details of theToFandAoA estimation algorithms
in Section 3). According to the manufacturer, the aperture of the
APand client antennas is� 30� , but we observe partial connectivity
also beyond that angular range.

If the client has a rotation of0� with respect to theAP, i.e., it
points directly at theAP, the location estimates are very accurate
with errors between 8 cm and 13 cm for the measurement points
(not shown in the �gure). For comparison, the baseline 802.11ac
location system operating at 5 GHz obtains a median error of 0.3 m.
Fig. 1 shows the same scenario when the client is rotated by45�

counterclockwise. The length and angle of each line represent the
distance and the angle estimated for mmWave. For re�ected paths,
the client location estimated by theAP is given by following the
solid line through the wall for the corresponding distance (i.e.,
mirroring the dotted lines at the wall). The location errors are 0.12,
0.13, 5.7, 4.4 and 6.4 m. The �rst two points still provide accurate
localization despite theLOSpath being outside of the antenna
aperture, since theAP does not emit a signal at an angle steep
enough to reach the client via a re�ection, due to its own limited
aperture. For the last three points, however, the chosen path is a
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re�ection o� the wall towards which the client antenna is pointing,
which signi�cantly decreases the accuracy of the system. In a more
extreme case with a rotation of 90 degrees and the client directly
facing the wall, none of the antenna patterns of the array have any
signi�cant gain directly towards theAP, and for all �ve positions
we observe re�ected paths and location errors above 4 m.

These examples highlight how unreliable mmWave localization
can be whenAP and client are not aligned. This problem is exac-
erbated for largerAP-client distances and more complex indoor
environments. In contrast, the sub-6 GHz system is signi�cantly
less accurate but at the same time less dependent on client orienta-
tion. This motivates the design of our multi-band location system
which uses sub-6 GHz information to distinguishLOSandNLOS
mmWave paths. Finally, since the mmWave location system is ei-
ther very accurate or has a high error,it is not bene�cial to fuse the
data from both bands.

3 MULTI-BAND LOCALIZATION
We now explain the details of the localization techniques. We �rst
give some background onToFand path parameter estimation. We
then explain the details of theMultiLoc AoA estimator for both,
mmWave and sub-6 GHz. Finally, we discuss how to combine the
measurements from several APs and for both frequency bands.

3.1 Background on FTM ranging
IEEE P802.11-REVmc [7] describes theFTMprocedure that can be
used by twoFTMcapable devices to estimate their distance without
clock synchronization. One device, the Initiator, starts theFTM
session by sending anFTM request frame. The other device, the
Responder, acknowledges the request and con�rms that theFTM
session has started. After theFTMrequest has been acknowledged,
both sides start exchanging packets. The Responder sends a �rst
packet and records the timestampC1 when it is sent. Once this packet
reaches the other side, the Initiator records the time and then sends
back an ACK with two timestamps, the timestampC2 when the
packet was received andC3 when the ACK is sent. Once this ACK
reaches the Responder, it again records the current timeC4 and
extractsC2 andC3 from the the ACK. The Round Trip Time (RTT) is
then estimated as follows, where= is the number of measurements:

')) =
1
=

=Õ

< =1

¹¹C4¹< º � C1¹< ºº � ¹ C3¹< º � C2¹< ººº

For both mmWave and sub-6 GHz, the distance is then given by
3̂ = 2 � ')) •2, where2 is the speed of light.

3.2 Background on path parameter estimation
Consider a wireless multipath channel where each path is de�ned
by the parameters of the azimuth and the elevation angles at the
transmitter and the receiver, denoted byUCG, VCG, UAGand VAG,
respectively, the attenuationW, the path delayg and the Doppler
shift _. We callE = »UCG• VCG• UAG• VAG•W•g• _¼the vector of path
parameters. Then, the multipath channel is expressed as:

� =
!Õ

;=1

� ¹E; º ¸ , , (1)

where ! is the number of paths and, is ! -dimensional white
Gaussian noise.

For active localization purposes, we need to extract the path
parameters of the direct path from the multipath channel. However,
estimating them is not trivial because all the multipath components
interact with each other once they arrive at the receiver. Hence,
an accurate estimation of the direct path requires separating all
the multipath components. To this end, we follow the approach
of mD-track [48] which is a powerful path parameter decompo-
sition algorithm originally designed for passive localization with
a Uniform Linear Array (ULA) at sub-6 GHz. The elevation angle
cannot be extracted due to the geometry of the array. The vector of
path parameters of mD-track is de�ned asE= »UCG• UAG•W•g• _¼. In
this subsection, we provide an overview of this algorithm and in
the next subsection we discuss our modi�cations of the mD-track
algorithm for mmWave channels.

The mD-track algorithm estimates the path parameters itera-
tively by reconstructing the strongest path and its parameters and
then subtracting it from the received signal, so that successively
weaker paths can be estimated. Once it obtains an initial estimate
for all the paths, it applies several rounds of re�nement.

Initial estimation. mD-track iteratively determines the contri-
bution of the strongest path, estimates its parameters, reconstructs
it, and then subtracts it from the received channel. The result of the
subtraction is the channel residual, which is then used to estimate
the second strongest path's contribution, and so on. mD-track iter-
ates multiple times until the parameters of all the signi�cant paths
are estimated. To this end, mD-track formulates a multi-dimensional
estimator denoted asI ¹UCG• UAG•W•g• _º which aims at maximizing
the power of the received channel according to a set of possible
path parameters. Therefore, the path parameters that maximize the
I -function are the ones from the strongest signal as follows:

ÛCG•ÛAG•ĝ•Ŵ= arg max
E

jI ¹UCG• UAG•W•g• _ºj , (2)

and the attenuation is estimated as follows:

_̂ = I ¹ÛCG•ÛAG•ĝ•Ŵº•¹%� ) º , (3)

where%is the total number of antennas and) is the signal dura-
tion. Hence, the estimated vector of path parameters isÊand the
reconstructed channel is� ¹Êº.

For the;-th path, the channel residual is expressed as follows:

� r
; = � �

; � 1Õ

;0=1

� ¹Êº , (4)

and the residual for; = 1 is the original channel� r
0 = � .

After estimating the path parameters of the strongest path, mD-
track reconstructs it and removes it from the received channel. The
initial estimation phase ends once all the paths are reconstructed.

Iterative path parameter re�nement. The initial estimates
may contain errors since the subtraction step may leak information
from stronger paths to weaker paths and vice versa. To improve
the estimate, mD-track applies several rounds of re�nement by
summing the residual to the reconstructed path so that we can
iterate over this path and re-estimate its parameters another time.
By adding the reconstructed path to the residual we get the raw
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Figure 2: URA layout

path as follows:
Ĥ

=
; = Ĥ; ¸ Hr

; (5)

The raw signal now contains less interference since other paths
were already estimated in a prior iteration. However, the residual
might still contain useful information that was not extracted cor-
rectly before, since the paths were interfering with each other in the
initial estimate. mD-track then re-estimates the path parameters
for the raw path as in the initial estimation rounds to obtain more
accurate parameters. mD-track also re-estimates the residual for
every path so that the residual contains less interference as well.
mD-track continues iterating until the di�erence between the path
parameters obtained in the last two rounds of iterations is lower
than a con�gurable threshold.

3.2.1 Azimuth estimation at sub-6 GHz.We directly use the mD-
track algorithm to estimate the azimuth at the transmitter and
receiver, the attenuation and the path delay for every path with
the sub-6 GHz system. For simplicity, we do not extract velocity
via the Doppler e�ect since our scenarios do not involve mobility.
For localization, we then extract the direct path as the one with the
lowest delay, i.e., that arrives �rst in time. For details we refer the
interested reader to [48].

3.3 mmWave angle estimator
We consider a wireless system where the transmitter and receiver
have a single RF-chain connected to a Uniform Rectangular Ar-
ray (URA) with " x# antenna elements. The signal sent by the
transmitter propagates through the multipath channel along! dif-
ferent paths and arrives at the receiver. In the following we refer
to Fig. 2 where the transmitter (the client) is located at? and the
center ofURAof the0-th AP is atG0, with the URAlying on the
- = 0 plane. We characterize the paths from the source as they
appear at the centre of the URA using the following parameters:
� Complex attenuation Wof the signal over the path.
� Azimuth angle UAGbetween the path and the plane. = 0.
� Elevation angle VAGbetween the path and the plane/ = 0.

In order to extract the three parameters, we �rst need to charac-
terize how the phase rotation in the elements of theURAchanges
overI and~. We denote by\ I and\ ~ the angles that characterize
the antennas in the Z and Y axis, see Fig. 2. We formulate the phase
rotation introduced by the signal on every antenna element with
respect to the reference antenna element as:

0<•= = <3 I B8=¹\ I º ¸ =3~B8=¹\ ~º• (6)

where3I and3~ are the antenna spacing and< goes from 0 to
" � 1, = goes from 0 to# � 1, and¹<•=º = ¹0•0º is selected as the

reference antenna. Thus, the vector that contains the phases for
the antennas across the Z direction is de�ned as:

5¹\ I º = »1• 4� 92c3I sin¹\ I º•_• ”””• 4� 92c3I ¹" � 1º sin¹\ I º•_¼• (7)

where_ is the wavelength of the RF signal. Similarly, for the anten-
nas across the Y direction we have:

5¹\ ~º = »1• 4� 92c3~ sin¹\ ~ º•_• ”””• 4� 92c3~ ¹# � 1º sin¹\ ~ º•_¼ (8)

Both angles\ I and\ ~ depend on the the direction of the path, which
is characterized by the elevation and azimuth angles. From Fig. 2
we can see that\ I corresponds to elevationU, so thatB8=¹\ I º is
equal toB8=¹UAGº. Angle\ ~, instead, depends on both the elevation
and azimuth according to the relationB8=¹\ ~º = B8=¹UAGº2>B¹VAGº.

With the parameters above, we express the channel by summing
all the contributions given by the! paths as follows:

H =
!Õ

;=1

5T¹\ I•; ºW; 5¹\ ~•;º ¸ , • (9)

where, is a white Gaussian noise matrix of size"G# and ¹�º) is
the Transpose operator.

3.3.1 AoA estimation at mmWave.The channel described above
contains the path parameters for all the paths, but for localization
we are interested in the direct path between the client and theAP.
To this end, we follow the mD-track approach and we extend it to
adapt it to a URA and the mmWave channel characteristics.

In our case, theI -function is the matching projection to the
channel residual based on the path parameters, which for the;-th
path is de�ned as follows:

I ; ¹\ I • \~º = 5� ¹\ I ºHr
l 5

H ¹\ yº • (10)

where ¹�º� and ¹�º� are the conjugate and Hermitian operator,
respectively.

Once the iterative re�nement �nishes, we extract the path param-
eters of the direct path. Since the path parameters for a mmWave
single-carrier PHY do not contain any temporal information as in
an OFDM system, we select the direct path as the one with highest
power: we express the power of every path as?>F4A? = jjWjj2. We
denote the direct path as?3?. The estimated azimuth is extracted
from the\ I•?3? as follows:

ÛAG= asin¹sin¹\ I•?3? º•cos¹\ ~•?3? ºº • (11)

and the estimated elevation iŝVAG= \ I•?3? .

3.4 Location estimation
We now describe howMultiLoc determines the �nal location. First,
eachAP0 computes the location of the client using its own known
positionx0 as

p̂0 = x0 ¸ 3̂0

2
6
6
6
6
4

cos¹ÛAG•0º cos¹V̂AG•0º
sin¹ÛAG•0º cos¹V̂AG•0º

sin¹V̂AG•0º

3
7
7
7
7
5

. (12)

We denote bŷp0•; 5 andp̂0•�5 the estimated location using the
sub-6 GHz and mmWave information, respectively. Note that the
elevation angle cannot be estimated by the sub-6 GHz system, and
it thus usesV̂AG= 0 for the estimation ofp̂0•; 5. All the location
information is gathered at a central controller that computes the
client position. Before showing howMultiLoc merges the mmWave
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and sub-6 GHz location estimates, we �rst explain how we localize
at mmWave and sub-6 GHz bands individually.

3.4.1 Standalone mmWave location system.At typical APdensities,
it is unlikely that several mmWaveAPs provide good coverage at a
given location, due to the large path attenuation when traversing
obstacles. Many client devices also include more than one antenna
array on each device, which helps to overcome the limited angular
aperture of a single array and makes the system much more robust
to rotation. The �rst challenge is thus to pick the best array out of
the available ones. For a client with arrays, we obtain position
estimates. We then computêp0•�5 •: which is the position estimated
by AP0 for client array: .

For each of these estimates, we compare the distance and pick
the combination of array andAP which minimizes the estimated
distance. Since mmWave behaves quasi-optically, the shortest dis-
tance is most likely to point to theLOSpath and to the bestAP
if there is more than one within range. The position estimate at
mmWave isp̂�5 = p̂00•�5 •: 0, where00and: 0are theAP and array
that result in the lowest distance estimate.

3.4.2 Standalone sub-6 GHz localization.The sub-6 GHz band has
better coverage than mmWave and is more likely to penetrate
through obstacles. Therefore, the sub-6 GHz localization system
has to deal with more position estimates since moreAPs are able to
localize the client than with mmWave. Obstructed paths may pro-
vide useful position information but the location estimates from the
farthestAPs to the client are more likely to be unreliable. We thus
compensate the unreliable estimates by weighting the location esti-
mate from everyAP based on the estimated distance. We give the
weight values of 1 and 0 to theAPs which have the minimum and
maximum estimated distance, respectively. For the remainingAPs,
we compute their weights through a linear interpolation between
the estimated distances and the minimum and maximum distances
(e.g., for threeAPs andToFestimates of 10, 12 and 20 m, the cor-
responding weights are 1, 0.8 and 0). The position at sub-6 GHz is
then computed using the weighted centroid approach:

p̂; 5 =

Í � � 1
0=0 p̂0•; 5 � F0

Í � � 1
0=0 F0

• (13)

whereF0 is the weight given by the0-th AP and� is the number
of available APs.

3.4.3 MultiLoc localization.For best performance under di�er-
ent conditions,MultiLoc combines the excellent localization pre-
cision of mmWave with the availability of sub-6 GHz.MultiLoc
uses mmWave localization only if it is deemed reliable, and if not
MultiLoc replaces it by sub-6 GHz positioning information. To do
so,MultiLoc applies three steps. (1)MultiLoc takes the best array
from the client for localization. However, the best array at the client
may be still unreliable (in case it is pointing to an obstacle instead
of theAP), and thus (2)MultiLoc applies a sub-6 GHz and mmWave
discrimination. Finally, (3)MultiLoc selects the bestAP. We explain
in details the MultiLoc steps below.
(1) Best array selection. As explained before, the client may have
several mmWave antenna arrays pointing in di�erent directions. We
are interested in determining the array that points in the direction
of the AP, to avoid the large bias in the localization that arises

when MultiLoc takes the angle andToFof a re�ection. To do so,
we assume that the array with the lowest estimated distance is the
correct array since the directLOSpath is the shortest path from
the client to the AP.
(2) Sub-6 GHz/mmWave discrimination. This is the most criti-
cal step ofMultiLoc. Selecting the mmWave information from a re-
�ection leads to high localization errors, but at the same time, when-
ever choosing the sub-6 GHz location even though the mmWave
one is correct,MultiLoc looses accuracy. To this end,MultiLoc
measures two metrics, (i) the di�erence between sub-6 GHz and
mmWaveToFestimates, expressed as� C>5= ^3�5 � ^3; 5 and (ii) the
Euclidean distance between the sub-6GHz and mmWave location
estimates, denoted as� ; . If the ToFdi�erence � C>5is larger than
1.5 m (to provide some margin in case of inaccurate sub-6 GHz
ToFestimates), the mmWaveToFis longer than the sub-6GHz one
which implies that the mmWave path is likely to beNLOS. Thus,
MultiLoc should use sub-6GHz positioning. We also observe cases
where the sub-6 GHz azimuth is coarsely pointing to the client and
the mmWave azimuth to a re�ector while there is no signi�cant
di�erence in theToFestimates. Here, the strongest mmWave path is
NLOSbut the direct path is strong enough so that the mmWaveToF
is a combination of theToFof these two paths. To overcome this
issue, we use the Euclidean distance of the location estimates,� ; .
In particular, a large� ; means that the two bands highly disagree
concerning the position of the client, and the most likely reason is
that the mmWaveAoA is pointing to a re�ector. We therefore set
a thresholdC�3 for � ; above which,MultiLoc also uses sub-6 GHz
localization.We experimentally determineC�3 = 4”5< as the value
that minimizes the Root Mean Square Error (RMSE) of MultiLoc
localization in several example scenarios, sinceRMSEis sensitive
to outliers and thus helps to avoid high errors caused by faulty
mmWave positioning. In summary, if� C>5¡ 1.5 m or� ; ¡ C�3 ,
MultiLoc uses sub-6 GHz and otherwise mmWave. We denote as
p̂0 the position estimate after applying discrimination for the0-th
AP.
(3) Best AP selection. Having chosen between sub-6 GHz and
mmWave for each individualAP estimate,MultiLoc has to deter-
mine the bestAP for localization from all theAP candidates. Note
that there may beAPs with NLOSin the set of candidates, and tak-
ing one of thoseAPs to localize will create large errors. Therefore,
MultiLoc has to take theAP with the best channel conditions. We
observe that the lowest values of the estimated distance are highly
correlated with the most accurate localization estimates. However,
we also observe an accuracy degradation for azimuth estimates
closer to extreme angles (� 90� ), in particular a degradation by a
factor 1.5 for cases where the estimated azimuth is either larger
than ¸ 45� or lower than � 45� . Thus, we formulate an objective
function in terms of the sub-6GHz estimated distance and azimuth
to measure the reliability of the location estimates giving more
weight to the distance. Then, we select the bestAP (denoted as0� )
as the one that minimizes the following objective function:

0� = arg min
0

(
` 3̂0 ¸ ¹ 1 � ` º jÛAGj if jÛAGj � 45�

3̂0 otherwise
, (14)

where j � j refers to the absolute value.
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The ` parameter controls the trade-o� between distance and
azimuth and is set to 0.85 ifjÛAGj � 45� and to 1 otherwise. We
base this selection on sub-6 GHz because it is agnostic to the client
rotation since the mmWaveToFand azimuth of theAPmay contain
outliers due to an unsuitable rotation of the client. Thus, the �nal
position estimate of MultiLoc is given bŷp0� .
Sensitivity analysis. We did an in-depth sensitivity analysis for
the parameters used in the sub-6 GHz/mmWave discrimination and
bestAP selection procedures. For all parameters, minor changes
(on the order of 10%) do not signi�cantly impact localization perfor-
mance. Larger changes for these parameters may, in several cases,
causeMultiLoc to select sub-6 GHz when mmWave is more accu-
rate or vice versa, and thus degrade performance. Fortunately, we
found these parameter settings to be very robust across di�erent
environments and deployment types, and we verify that they work
well in the very diverse set of scenarios we investigate.

4 IMPLEMENTATION
Before discussing the details of wireless localization and the design
of our multi-band algorithm, we present theCOTShardware on
which we implement our system and explain how we modify the
device driver to access CSI and FTM.

4.1 mmWave system
For the experimental evaluation we useCOTSdevices, speci�cally
the MikroTik wAP 60G and MikroTik wAP 60Gx3 shown in Fig. 3.
Since its proprietary operating system provides very limited access,
we ported OpenWRT to this platform. This gives us the ability to
customize the open source wil6210 Linux driver and enableCSI
extraction functionality as well asFTMmeasurements. Our custom
fork of OpenWRT and the mmWave driver are available at [1].

4.1.1 Hardware.The MikroTik wAP 60G devices come with aURA
of 6 by 6 antenna elements and60� aperture. The MikroTik wAP
60Gx3 uses three of such arrays arranged at di�erent angles to
provide a combined aperture of180� . Unfortunately, as of now it is
not possible to select which antenna to use and theCSIandFTM
data are always gathered from the antenna in the middle, and we
thus use these devices interchangeably. The same antenna has been
partially reverse engineered [54] in order to have further control
over it by using a custom FPGA implementation for the control
path. Instead, our approach does not require additional hardware
modi�cations which makes it inexpensive and easily accessible. The
�rst challenge we faced was to map each logical antenna element
to its physical position on the antenna array, which is important
to estimate theAoA. To this end, we establish a link between a
pair of MikroTik devices while capturingCSImeasurements and
we successively cover each antenna element with tin foil. When
covered, an antenna element becomes noisy, and we can �nd the
logical element by observing the changes in CSI magnitude of the
antenna elements. The mapping is shown in Fig. 3. Since Qualcomm
uses 32 bits to de�ne the Beam Patterns (BP) of their devices, only
32 antennas can be addressed, and for this reason the 4 antennas
in the corners are unused. Old versions of the MikroTik wAP 60G
use the Sparrow B0 chipset, whereas recent versions come with a
Sparrow D0 chipset.

The antenna spacing is 0.58 times the wavelength at 60.48 GHz
[54]. This antenna spacing creates spatial ambiguity since it is more
than half the wavelength. Here, severalAoAs may produce the
same phase delays at the antennas. To remove the ambiguity and
select the correct AoA, we �rst identify the possible AoAs and we
then choose the correct one based on theAoA estimate at sub-
6 GHz. We choose as mmWaveAoA the one that minimizes the
angular di�erence with respect to the sub-6 GHzAoA. Note that at
sub-6 GHz there are no ambiguities because the antenna spacing is
exactly half of the wavelength.

4.1.2 So�ware.MikroTik devices use a proprietary operating sys-
tem called RouterOS based on a heavily modi�ed 3.3.5 Linux Kernel
with a unique binary callednovathat bundles all functionality. This
OS is very limited, and only very basic operations are enabled. In
order to perform research with these devices, we created our own
custom OpenWRT fork with 60 GHz support. Our original develop-
ment was done with �rst generation devices which have a Sparrow
B0 chipset for which an o�cial Qualcomm �rmware exists. How-
ever, the current MikroTik wAP 60G and 60Gx3APs come with a
Sparrow D0 (QCA9500) chipset, for which no o�cial Qualcomm
�rmware is available. After some trial and error we found that it is
possible to extract the required �rmware from the package wireless-
6.40.9-arm.npk available on the MikroTik website, which contains
the wil6210-d0.fw �rmware. Newer packages are encrypted and
are not compatible with the Linux driver. Furthermore, not all the
�rmwares have CSI and FTM functionality enabled.

All the communication from the operating system to the chipset
and vice versa is done through Wireless Module Interface (WMI)
calls. Most of those calls are de�ned in a �le called wmi.h, distributed
with the o�cial sources of the wil6210 Linux driver developed by
QCA. This �le hints atCSIandFTMcommands, but provides no
information on how to invoke them. By analyzing the di�erent
WMI structures, we were able to add new calls for executing com-
mands in the wil6210 driver and return results to user space, as
shown in Fig. 4. More speci�cally, we implemented the necessary
vendor subcommands, the missing events, the NLA (Network Level
Authentication) policies forFTM, and implemented the required
FTM functions and the parameters to those functions. All these
modi�cations are included in our modi�ed wil6210 driver [1]. Addi-
tionally, we ported theCSIextraction functionality available for the
old chipset on the Talon AD7200 devices [30] to our OpenWRT im-
age.FTMfunctionality was previously not available, and to the best
of our knowledge this is the �rst time thatFTMhas been enabled in
mmWaveCOTSdevices. ACSImeasurement only requires a simple
WMI command with few parameters, whereas forFTMwe need to
start a speci�cFTMsession with a speci�c set of parameters, which
we determined through automated parameter testing.

Since theFTMfunctionality is experimental and was never pub-
licly released by the vendor, stable long-term measurements are
unfortunately not possible with the current �rmware. We thus have
to disconnect and then reconnect the client to theAP for each new
FTM measurement. As a consequence,FTM measurements take
1.5 s on average. However, theFTMtransaction itself (including the
handshake and packet transmissions) only takes around 10 ms. We
expect that with new �rmware releases or some �rmware hacking,
reliable FTM will be possible in real time with these devices.
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Figure 3: Hardware.
Figure 4: System modi�-
cations

Figure 5: Calibration setup. Figure 6: Phase histogram

4.2 Sub-6 GHz system
For the sub-6 GHz localization implementation based on IEEE
802.11ac, we use twoCOTSdevices as was done in other prior
work [34], one to extractCSIand another forFTM. Fig. 3 shows the
devices we use. TheCSI deviceis an ASUS AC2900 RT-AC86U with
a Broadcom BCM4366E chipset. We use the NexmonCSIextrac-
tor tool from [12] to obtain CSIfor 4x4 MIMO and 80 MHz IEEE
802.11ac frames. In this con�guration, the extracted CSI matrix has
a size of 4x4x256 complex values, where 256 corresponds to the
number of subcarriers of the 80 MHz channel. AsFTM devicewe use
an ASUS AC1300 RT-ACRH13 router which supportsFTMrequests
out of the box and a laptop with an Intel Dual Band Wireless-AC
8260 wireless interface as initiator, as in [14]. We apply some modi-
�cations to the Linux driver of the card to start theFTMsession
and extract the FTM measurements.

4.3 System calibration
Unfortunately, a range of preliminary measurements reveal that
some calibration is needed to handle hardware imperfection that
a�ect the CSIandToFvalues, which would considerably reduce
the accuracy of the AoA and ToF estimates.

4.3.1 60 GHzCSI. A CSImeasurement contains a phase and am-
plitude value for each of the 32 antenna elements. Note that for all
devices, antenna elements 31 and 32 only report noise, which leaves
a total of 30 antenna elements to work with. The value reported by
the driver is an integer between 0 and 1024 which corresponds to a
phase between 0 and2c. For everyCSImeasurement, we convert
the 30CSIvalues into a matrix form of 6x6 with a layout as shown
in Fig. 3, to convert the logical to the corresponding physical an-
tenna elements in the rectangular array. Further analysis of theCSI
data reveals that theAP has to account for the phase added by the
oscillator to every antenna in the array and some systematic phase
shifts that are WiFi frame dependent.
� Phase o�sets. Since the devices have one radio-frequency (RF)
chain, there is one common oscillator to tune to the central fre-
quency. However, the internal circuitry and layout of the device
introduce phase o�sets at each antenna element, which need to be
removed for accurateAoA estimation. To this end, we mount an
AP/client pair in a shielded environment at0� azimuth and eleva-
tion angles, as seen in Fig. 5. This ensures that the direct path itself
does not introduce any phase delays and the shielding removes any
multipath e�ects that may distort the phase. We then measure the
referenceCSIthat corresponds to the phases o�sets. To remove

them from actualCSImeasurements, we perform the element-wise
Hadamard division between measuredCSIdata and the reference
CSI. These o�sets are constant over power-cycles and for di�erent
devices with the same antenna type, and thus this calibration has
to be done only once.

We verify the calibration using a rotation table that rotates the
device in steps of 5� both in the azimuth within� 60� and elevation
angles within� 30� . The estimated angles closely follow the ground
truth, with very low angle errors below 2� . This measurement also
shows that under ideal conditions, accurate angle estimation is
possible far beyond the o�cial antenna aperture of� 30� .
� Systematic phase shifts. We also observe systematic phase
shifts that a�ect all antenna elements and that appear randomly
over the WiFi packets. These phase jumps remain the same as can
be seen from the two Gaussian distributions in Fig. 6, one of which
corresponds to the correct phase centered at 0 and another one cen-
tered between� 3c•8and� c •2. We can thus compensate the phase
shifts as they follow a clear pattern, rather than discard them. To
do so, we apply a Gaussian mixture model to the phase values over
a set of WiFi packets to model the two Gaussian distributions, one
for the correctCSIphases and the other for the phase-rotatedCSI.
We then shift the mean of the less populated Gaussian distribution
to center it on the correct phase value.

4.3.2 60 GHzToF. We further observe an o�set forFTMmeasure-
ments as was also reported in [14] for sub-6 GHz. To calibrate the
FTM, we use the same setup as for theCSIand set up the routers
at 2”5< of distance. We then take 100 measurements and use the
di�erence to the true distance to correct the o�set. The FTM o�set
is the same for all the mmWave devices and is constant over time.

4.3.3 Sub-6 GHzCSI. The sub-6 GHz oscillator introduces a phase
uncertainty at the four RF chains, which we have to remove to ob-
tain accurateAoA at theAP side. We connect the fourAP transmit
ports to the corresponding four receive ports of the client using
identical cables [48] to ensure that the transmitted signals arrive
at the same time. TheCSIvalues thus contain the constant phase
o�sets that we use for the phase correction. Unfortunately, this
calibration has to be done per device and for each power cycle.

4.3.4 Sub-6 GHzToF. Finally, the sub-6 GHzFTMmeasurements
have an o�set which we determine and correct by taking outdoor
measurements at known distances. The sub-6 GHz FTM calibration
is also device-dependent, but is constant over time.
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