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Summary

Blockchains (as termed by Nakamoto in [14]) or Distributed Ledger Technologies
(DLTs) (as used in [7] and [15]) became one of the most trendy data structures
following the introduction of crypto-currencies [14] and their recent application in finance and token-economy. Despite their early wide adoption, little was
known initially about the fundamental construction and semantic properties of
DLTs. A number of research groups attempted to provide rigorous definitions
to characterise the fundamental properties of DLTs as those used in Bitcoin
and beyond [1, 7, 8]. Among those, Fernández Anta et al. [7], was the first to
identify and provide a formal definition of a reliable concurrent object, termed
Distributed Ledger Object (DLO), which conveys the essential building block for
many DLTs.
With a growing amount of works dedicated to the Distributed Ledger formalization, it was shown in [10] that cryptocurrencies do not need consensus
to be implemented. From a theoretical point of view, it was shown in [9] that,
assuming one process per account, the consensus number of cryptocurrencies
is 1. A non-sequential specification of money transfer was introduced in [2]. It
follows that Byzantine transactional systems do not necessarily need consensus,
but rather can be implemented on top of less powerful data structures. That’s
one of the reason why we focused on providing a lighter tool that gets rid of the
strict ordering information of the elements that are added to the system.
In the DLO context, the introduction of many different DLT systems have
led multiple studies [3, 6, 11, 12] to investigate the possibility of DLT interoperability, i.e., the ability for an action to be applied over a set of DLTs, rather
than in a single DLT at a time. Using the DLO formalism, [6] introduced the
Atomic Appends problem, in which several clients have a “composite” record (a
set of semantically-linked “basic” records) to append. Each basic record has to
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be appended to a different DLO, and it must be guaranteed that either all basic
records are appended to their DLOs or none of them is appended.
In the work presented in [6], the authors assumed that clients may fail by
crashing and showed that for some cases the existence of an intermediary is necessary. They materialized such an intermediary by implementing a specialized
DLT, termed Smart DLO (SDLO). Using the SDLO, the authors solved the
Atomic Appends problem in a client competitive asynchronous environment, in
which any number of clients, and up to f servers implementing the DLOs, may
crash. A subsequent work solved the problem assuming Byzantine failures [3],
by introducing the notion of Byzantine Distributed Ledger Objects (BDLO). Solutions for implementing BDLOs were presented, with each solution relying on
an underlying Byzantine Total-order Broadcast Service (BToB) [4, 5, 13]. Using
BToB and an intermediary SBDLO the authors demonstrated how Atomic Appends may be achieved in systems that suffer Byzantine failures. However, BToB
is a strong primitive, and requires consensus to be solved. So one may ask: Is it
possible to implement Atomic Appends without solving consensus?
Similarly to the crypto-currencies finding, in this work, we observe that intermediary S(B)DLOs and strong primitives like BToB [13], may not be necessary
to allow interoperability between multiple DLOs. Note that the goal of the intermediate S(B)DLO is to collect the records to be appended atomically, so that
when all the records involved are in the S(B)DLO, then the actual records are
appended in their respective DLOs. It is apparent that, for Atomic Appends,
the order of the records in the intermediary data structure is not important, but
rather the membership property required redirects to a set data structure.
A relevant distributed set data structure was presented by Shapiro et al.
in [16] with the introduction of Conflict-Free Replicated Data Types (CRDTs).
A CRDT is a data structure that can be replicated in multiple network locations. CRDTs have the property that each replica can be updated independently
and concurrently, but it is always mathematically possible to resolve any inconsistencies between any pair of replicas, leading eventually all the replicas to a
consistent converged value when the communication between the replica hosts is
stabilized. A Grow-Only Set (G-Set) is such a CRDT, that supports operations
add and lookup only. The add operation modifies the local state of the object by
a union of the value of the set with the element we want to insert. Since add
is based on union, and union is commutative, the G-Set implementation converges. In [16] (and other subsequent works), implementations of G-Sets where
given in a crash-prone environment. In order to utilise a G-Set in more practical
setups (like the ones in cryptocurrencies) we need to examine whether such data
structure is possible when Byzantine failures are present in the system.
1.1

Contributions

In this work we examine whether G-Sets can be implemented when Byzantine
processes are assumed in the system, without using consensus. We show that
an implementation of an eventually consistent [17] G-Set is possible, and we
demonstrate how such data structure can be used to solve Atomic Appends
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and other related problems. In particular, our itemized contributions are the
following:
– Provide a formal definition of a Byzantine Grow-only Set Object (BDSO).
– Provide an implementation for an eventually consistent BDSO in an asynchronous message passing system7 . We consider such a consistency model
since, although it provides weaker guarantees than other consistency models, it is easier and more efficient to implement, while being powerful enough
to be used in the type of applications we consider (described next).
– Use BDSOs to implement:
• Consensus-free Byzantine Atomic Appends.
• Consensus-free Byzantine Atomic Adds. This is the analogous problem of
atomic appends where records must be added in an atomic way to different BDSOs. This problem could be applicable in blockchain-like systems
in which the ordering of the records is not important; what is important
is that the records are added in the corresponding unordered blockchains
(G-Sets). An example could be a system of G-Sets that implement personal calendars, so the records in the sets are meetings. Then, fixing a
two-person meeting would imply an Atomic Add of the meeting data in
the calendar of both persons.
• Consensus-free single-writer BDLOs. This data structure can be suitable
to implement whatever system that requires total order among data produced by a single writer. A punch in/out system for a company is an
example of such an application in which a single writer, the employee,
appends records only to his/her own ledger of presences. A cryptocurrency can be another suitable application, with one BDLO per account,
because of the need to order transactions in relation to money transfers
issued by the only transaction signer.
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