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Abstract—The Internet routing ecosystem is facing substantial
scalability challenges due to continuous, significant growth of
the state represented in the data plane. Distributed switch
architectures introduce additional constraints on efficiency of
implementations from both lookup time and memory footprint
perspectives. In this work we explore efficient FIB representa-
tions in common distributed switch architectures. Our approach
introduces substantial savings in memory footprint transparently
for existing hardware. Our results are supported by an extensive
simulation study on real IPv4 and IPv6 FIBs.

I. INTRODUCTION

The Internet routing infrastructure is widely acknowledged
to be facing severe challenges in the long haul [1], [2]. While
these challenges may not be critical for the control plane,
the data plane is bogged down by the rapid expansion of
forwarding tables constituting forwarding information bases
(FIBs), a largely unsolved problem to date [3], [4].

Efficient FIB representations in the data plane become even
more important with the advent of IPv6 since most methods
that efficiently represent IP-based FIBs do not scale well to
IPv6 due to its significantly larger 128-bit address width [5]-
[8]. Distributed systems introduce additional complexities in
FIB representations.

In this work, we consider the problem of representing FIBs
on distributed platforms [9], [10], where several line-cards
(LCs) are interconnected by a switching fabric (see Fig. 1b).
Each ingress (RX) LC must separately maintain a FIB table (or
parts of one) to forward traffic to the correct egress (TX) LC
which transmits it further over an output port. The fundamental
question here is how to efficiently implement a FIB table
(Fig. 1a) across such a distributed switching platform.

Currently, there are two major types of FIB implementa-
tions for such distributed platforms: one-stage and two-stage
forwarding. In the former, pointers to output ports are already
found on ingress LCs (see Fig. 2a). Later, on an egress
LC, the corresponding traffic is encapsulated based on the
pointer coming from the ingress LC [9], so every ingress
LC should contain information about “routable” prefixes of
all egress LCs, whilst egress LCs encapsulate packets based
on the pointer to the output port from the ingress LC. A
major drawback of this representation is that maintaining
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Fig. 1. How to represent FIB table (a) on distributed switching platform (b).
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Fig. 2. One- and two-stage forwarding implemented on existing distributed
platforms [10], [11]; lookups are done on all address bits.

prefixes mapped to output ports of all egress LCs on every
ingress LC is not scalable. While such one-stage forwarding
representations do not scale well, they are simple and require
only dummy processing on egress LCs (processing pipelines
are usually doubled to isolate ingress and egress traffic).
For example, different generations of Cisco C12000 [9] LCs
implement one-stage forwarding.

In contrast to one-stage forwarding, where output ports are
already computed at ingress LCs, ingress LCs in two-stage
forwarding only have to choose which egress LC to send a
packet to (see Fig. 2b). Now egress LCs have to choose a
specific output port by running an additional FIB lookup on
the whole destination address for every packet. This allows to
mitigate memory constraints on ingress LCs, and each egress
LC now contains only prefixes corresponding to its output
ports. For a specific router example, different generations of
Cisco CRS-1 [9] LCs implement two-stage forwarding.

FIB tables can be represented in different ways. Informally,
we say that two representations K and K’ are equivalent if
for any input header both K and K’ yield the same action.
Different equivalent FIB representations can optimize distinct
objectives, e.g., minimize required memory or number of
entries [7], [12]. The above-mentioned one- and two-stage
forwarding representations are equivalent to FIB representa-
tion on a virtual switch (see Fig. 1a) and are currently used
in real-life distributed platforms [9], [10]. Note that all bits



of addresses are used in both one- and two-stage forwarding
which extremely limits efficient implementations, especially
on ingress LCs.

The primary contribution of this work is to exploit structural
FIB properties to balance bits that are looked up between
ingress and egress LCs, minimizing required memory and
lookup time. This is not a specific classifier implementation;
instead, we propose an abstraction layer that defines a subset
of bit indices that should be involved in the lookup process on
ingress and egress LCs respectively. As a result, a classifier
based on these bit indices can be transparently represented
by other schemes (e.g., [7], [13]). Our abstraction, based on
the proposed structural properties, generalizes beyond IPv4,
IPv6, or flow-based FIB representations. It does not require
changes to network-wide control plane signaling and underly-
ing network infrastructure: FIBs are given and computed by
any existing routing protocol. In contrast to compact routing
[2], our approach does not affect routing decisions based
on requested address space, yet our methods can achieve
significant memory savings without increasing lookup time
(actually improving it) and are applicable even if the input
FIBs have already been optimized. As a byproduct, we show
a counter-intuitive result: IPv6 FIBs can be implemented on
existing IPv4 or MPLS hardware- or software-based FIB
implementations without increasing lookup time or memory
requirements or requiring changes in hardware. We do not
limit ourselves to prefix-based classifiers with longest-prefix-
match (LPM) priorities either and consider the general case
of classifiers applicable to clean slate architectures. We also
demonstrate how to achieve additional savings when network-
wide representations are considered.

This paper significantly extends a preliminary report [14]
with revised Section IV, reworked and extended with new ex-
perimental results Section V, Section VI written from scratch,
and extended introductory and survey parts. The paper is
organized as follows. Section II introduces the basic model.
Section III introduces the notion of MATCH EQUIVALENCE
and shows how to use three flavors of MATCH EQUIVALENCE
for efficient FIB implementations on distributed systems and
extend them to network-wide representations. In Section IV we
propose algorithms for memory minimization of FIBs based
on MATCH EQUIVALENCE; Section V demonstrates 50-80%
savings over optimized equivalent solutions achieved by state-
of-the-art Boolean minimization techniques on real FIBs, both
IPv4 and IPv6. Section VI discusses dynamic updates for the
considered representations. In Section VII we compare lookup
times of the proposed representations versus baseline IP and
IPv6 implementions in the Intel Data Plane Development Kit
(DPDK) [15]. Though our representations lead to substantial
memory savings, they are also approximately twice faster than
the baseline implementation of IPv6 in DPDK and on par with
the baseline IP implementation. Section VIII discusses related
work, and we conclude with Section IX.

II. MODEL DESCRIPTION

A packet header H = (hy, -+ ,hy) is a sequence of w
bits from a packet and internal databases of network elements,

where each bit h; of H has a value of zero or one, 1 <7 < w.
We denote by W the ordered set of w indices of the bits in
headers (i.e., (1,...,w)). A classifier K = (R1,..., Ry) is an
ordered set of rules, where each rule R; consists of a filter F;
and a pointer to the corresponding action A;. A filter F' is an
ordered set of w values corresponding to the bits in headers.
Possible values are 0, 1, and % (“don’t care”). A header H
matches a filter F' if for any bit of H, the corresponding
bit of F' has the same value or *. A header H matches a
rule R; if R;’s filter is matched. The set of rules has non-
cyclic ordering <; if a header matches both R; and R; for
R; < Rj, the action of rule R; is applied. We say that two
filters F' and F’ of a classifier intersect if there is at least
one header that matches both F' and F”; otherwise, I’ and
F' are disjoint. For instance, for w = 4, F; = (1 00 %) ,
Fy=(01 % %),and F3 = (1 % =« x), F} and F3 intersect
(for instance, the header (1 0 0 0) matches both filters), while
F1 and F are disjoint. A classifier is called complete iff it
matches any possible header. Any incomplete classifier K can
be transformed to a complete one by appending K with a
default rule that matches all unmatched headers.

Let B be a set of bit indices, B C W, referring to a subset of
the bits in packet headers. For a header H, we denote by H?
the (sub)header of | B| bits obtained by taking only bits of H
(in their original order in W) with indices in B. Likewise, for a
rule R or a filter F' we denote by R” and F'B, respectively, the
(sub)rule and the (sub)filter defined on |B| bits by removing
the bits from W\ B. Finally, for a classifier = (R, ..., Ry),
let KB be the (sub)classifier obtained from K by replacing
each rule R in the classifier by RZ. The notions of matching,
intersection, and disjointness carry over to such subsequences.
Similarly, for a header H, we denote by H —B the header of
w — | B| bits obtained from H by considering only bits with
indices in W\ B. Likewise, let R~ and F~% be the rule and
the filter, respectively, defined on w — | B| bits by eliminating
the requirement on the bits in B for a rule R or its filter F.
Let X~B be the classifier obtained by replacing each rule R
in a classifier K by R~5. We denote the set of all filters in
K based on the ordered set of bit indices B C W by F B,
F = FW. We denote the set of all actions in K by A.

Consider a classifier K with a classification function f :
{0,1}* — A. For a set of bit indices B C W, we say that a
classifier X~ with classification function g : {0, 1}*~ !Bl —
A is an equivalent representation of K if f(H) = g(H™?)
for every header H € {0,1}".

III. FIB REPRESENTATIONS

Before we introduce representations based on the proposed
structural properties formally, we present an illustrative exam-
ple (Fig. 1a) to motivate our contributions.

A. Traditional Forwarding Representations

Consider a virtual switch (Fig. 1b) representing a distributed
system. The major drawback of one- and two-stage forwarding
approaches is the fact that all bits of a lookup address are
represented in FIB tables. In particular, in the case of one-
stage forwarding (Fig. 2a), every ingress LC requires five 5-bit
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Fig. 3. Equivalent FIB representations with reduced address bits.

entries (not including a default entry) without additional FIB
table on egress cards (Fig. 2a), so the total memory needed
for eight slots is 6 X 5 x 8 = 240 bits, and there is a single
FIB lookup per packet that is done on ingress LCs.

In the two-stage forwarding case (Fig. 2b, in our recurring
example), actions A; and A, for output ports are unified to
a single “action” LCq, and actions for output ports Az and
A4 to LC5 on ingress LCs. This allows to further compress
FIB entries on ingress LCs, uniting for instance prefixes 01000
and 01001 with the same action LC into a filter 0100%. Now
every ingress LC requires three 5-bit entries (not including a
default entry). In addition each egress LCy and LC'; requires
two 5-bit entries. The total memory needed on all ingress and
egress LCs in our example is 4 X 5 X 842 x 5 x 2 = 180 bits.

B. Balancing Bits between Ingress and Egress

Note that interconnecting switch fabrics should support
full linerate for any combination of ingress and egress LCs,
and therefore should not become a bottleneck. Also FIB
lookups on egress LCs in the case of two-stage forwarding
(or dereferencing of a pointer found on ingress in the case of
one-stage forwarding) is usually the first thing to be completed
on egress LCs to determine further processing of packets (e.g.,
the pipeline architecture of packet processing engine in Cisco
C12000 router [16]). As long as these invariants are maintained
we can move away from equivalent representations on the LC
level to equivalent representations in the boundaries of the
same distributed system by balancing between evaluating bits
of a represented FIB table on ingress LCs versus egress LCs.
In the following, we propose several structural properties of
classifiers and show how to exploit them to find more efficient
representations of FIBs on distributed switching platforms.

C. Match Equivalence

When we reduce a classifier’s width, we often get a classifier
that does not preserve the semantics (we do not have strict
equivalence). However, removing a given bit index from a
classifier is in essence equivalent to changing the bit’s value
to x in all filters, so reducing width cannot decrease the
set of headers covered by filters. Hence, for this relaxation
we just need to guarantee a correct match of headers that
are matched by the original classifier. We introduce a novel
property, MATCH EQUIVALENCE, to improve the efficiency of

(b) Two-stage with RX action-order independence
and TX lookup to find an action.

(c) Two-stage with RX non-conflicting rules
and TX lookup to find an action.

incomplete classifiers. This property relaxes the classification
function by keeping only bit indices that preserve the original
classifier ’s action for any header matched by K. Formally,
an incomplete classifier X is MATCH EQUIVALENT (ME) to
a classifier KW, B C W, if the action for any matched header
HY in KW coincides with the action for the corresponding
header HZ in KCB. If H" has no match in K" then H? can
either be matched or remain unmatched in /CB!.

Problem 1 (Minimal MATCH EQUIVALENCE). For a given
classifier K, find a MATCH EQUIVALENT classifier to K whose
filters require minimal memory (in bits).

This definition of MATCH EQUIVALENCE does not directly
yield algorithms for the MINME problem. Next we propose
different flavors of MATCH EQUIVALENCE based on three
structural properties. In Section IV we will show what can
be done if a classifier does not implement these properties.
In Section V we will compare the effects of these structural
properties on the desired objective.

D. Filter-order Independence

First we consider a family of MATCH EQUIVALENT classi-
fiers that exploit filter-order independence. Classifiers whose
filters are all pairwise disjoint (that do not match the same
headers) are filter-order-independent. Intuitively, representa-
tions based on filter-order independence (alone) do not take
into account the number of different actions. Kogan et al. [17]
originally demonstrated the effect of this characteristic on
classifiers whose fields are represented by ranges; the impact
of filter-order independence on FIB representations was left
unaddressed. Filter-order independence guarantees that only
a single filter is matched, so to keep this property, MATCH
EQUIVALENT classifiers on ingress linecards should preserve
filter-order independence. In addition, to build an equivalent
solution we need to check on egress LCs if the remaining
bits (that did not participate in the classification process on
ingress) of the packet still match an admissible packet (see
Fig. 3a). If yes, the forwarded packet is sent out through the
corresponding output port, otherwise it is dropped, similarly as

IMATCH EQUIVALENCE can also be applied to complete classifiers when the
action of the default entry drops all unmatched traffic and does not implement
routing decisions. In this case we can compute a MATCH EQUIVALENT
classifier on K without the default entry and later append the default entry
back to the result.
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Fig. 4. Non-equivalent FIB representations with reduced address bits.

it is done by representations in Fig 2. Observe that in this case
there is no lookup table on egress LCs and the remaining bits
are fetched from the pointer found on ingress, so filter-order
independence has a good fit for one-stage forwarding. Every
packet matching the ingress FIB (except the default entry)
in Fig 2a (that implements one-stage forwarding) applies the
same action as in the compressed ingress FIB in Fig 3a. But
now packets previously matched by the default entry in the
ingress FIB in Fig 2a may be matched by the compressed
ingress FIB in Fig 3a and are dropped only on egress LCs.
Still this representation is equivalent in the system boundaries
and allows to balance lookup time and memory requirements
between ingress and egress LCs. In the running example
the prefixes of a given FIB are filter-order independent and
the FIB on every ingress LC can be reduced to only five
3-bit entries (see Fig. 3a) (not including a default entry),
with a total memory requirement for this representation being
6 x 3 x8+2x2x2 = 152 bits. As a significant side
effect, this representation allows to represent IPv6 on already
existing IP or even MPLS ingress LCs. We demonstrate the
feasibility of this representation in Section V for real IPv6
FIBs. Note that filter-order independence can be too restrictive;
it is unnecessary to require this property from rules with the
same action.

E. Action-order Independence

The major drawback of filter-order independence is that it
can reduce only a number of bit-identities that are involved
in FIB representations on ingress LCs but cannot reduce the
number of entries in these tables on ingress.

To address this limitation we introduce a family of MATCH
EQUIVALENT classifiers that exploit action-order indepen-
dence. This characteristic is based on the observation that
a classification result really is the action of the rule with
the highest priority, rather than the filter associated with this
rule. Two rules with filters FZ and Ff are action-order-
independent if either (a) they have the same action or (b) FlB
and FQB are disjoint; otherwise, we say that two rules are
action-order-dependent. Similarly, a classifier L as a whole
is called action-order-independent if every pair of its rules
are action-order-independent; otherwise C is action-order-
dependent. Conversely, a classifier K that implements action-
order independence on a subset B C W of bit indices of an

(b) Two-stage with RX action-order independence
and TX lookup to distinguish between actions.

(c) Two-stage with RX non-conflicting rules
and TX lookup to distinguish between actions.

originally action-order-independent classifier X matches the
same headers as /C, and as a result K’ is MATCH EQUIVALENT
to KC with respect to B.

The action-order independence allows to further reduce the
number of entries for filters with the same action. In this case
we can reduce both the number of entries and the number
of bit-identities participating in the FIB lookup on ingress.
The price for this is a slightly more complex “false-positive”
check and thus processing on the egress LCs, that in contrast
to filter-order independence requires a FIB lookup table based
on a subset of bit-identities (see Figure 3b). Note that the two-
stage forwarding approach with action-order independence
creates an additional reduction in the number of entries on
ingress since a number of actions is reduced to a number of
different LCs. In our example the memory requirements for
this representation type is 3 x 2 x 8 +3 x 3+ 3 x 4 = 69 bits.
Since this representation is more general than the previous
one it supports an even better balance of memory and lookup
times between ingress and egress LCs. As we will show
in a comprehensive comparison on real classifiers shortly in
Section V, it suffices to achieve action-order independence
on a subset of bit indices to find much more space-efficient
representations of classifiers than representations that exploit
filter-order independence.

F. Non-conflicting Rules

While exploiting action-order independence to implement
MATCH EQUIVALENCE has a huge potential for memory
savings (as demonstrated by our evaluations in Section V),
it becomes apparent that we need to better understand the
applicability and expression of MATCH EQUIVALENCE. To
that end we suggest to express the third type of MATCH
EQUIVALENCE through the notion of conflicting rules. Two
rules R and Ry with different actions, Ry < Ry, are
conflicting with respect to bit indices B C X C W if there is
a header HX matching R2 that is not matched by R:¥ and
RE matches HE.

Example 1. In the following classifier with | X| = |W| =3
#1  #2 #3

RY  (x 1 0)
R¥ (1 1 %)

—)Al
*)AQ

2Note that only in this specific example no default entry is required on
ingress LCs since all combinations of values are already covered.



we have that RX and R are conflicting with respect to B =
{1,2} since RP matches HZ = (1 1) but R{¥ does not match
HX = (11 1) when RP matches HZ and yet it matches R .

On the other hand, for B = {2, 3}, the rules R and R
are not conflicting with respect to B.

#2  #3
RlB (1 0) — Ay
RQB (1 *) — Ao

A classifier B is MATCH EQUIVALENT to a classifier K~
with respect to B, B C X, if no two rules Rf( < Rg( in KX
with different actions are conflicting with respect to B.

For our running example the FIB representation based on
non-conflicting rules on each ingress LC requires two 2-bit
entries (see Figure 3c) with the total memory requirement of
2x2x8+4+3x3+3x5=>56 bits.

The proposed representations based on three types of
MATCH EQUIVALENCE are applicable to FIBs based on multi-
field rules with general priorities such as in OpenFlow. Com-
plexity bounds derived from computational geometry imply
that a software-based packet classifier with N rules and k£ > 3
fields uses either O(N*) space and O(log N) time or O(N)
space and O(logk_1 N) time [18], [19]. So in the general case
adding new fields that do not have exact values in all rules can
lead to significant overhead in either memory requirements or
lookup time.

Consequences of all three types of MATCH EQUIVALENCE
that we consider are counter-intuitive. For equivalent represen-
tations on the LC level, more bit identities in given classifiers
with a fixed number of filters implies bigger memory footprint
(e.g., IPv6 or OpenFlow versus IP). This is not the case for
MATCH EQUIVALENCE. Furthermore, MATCH EQUIVALENT
FIB tables with A actions based on action-order independence
and non-conflicting rules has Alog A minimal memory re-
quirements, since we need at least one filter for every action,
and log A bits are required to distinguish among A actions.
With MATCH EQUIVALENCE, IPv6 and OpenFlow have better
chances than IP to find bit indexes to distinguish between
actions. This allows us not only to significantly minimize
memory footprint versus optimal equivalent representations
on the LC level, but also to implement ingress IPv6-based
FIBs or other clean-slate solutions (e.g., OpenFlow) on ex-
isting IPv4 or even MPLS infrastructures without increasing
memory requirements and lookup time, transparently to the
hardware. We will demonstrate this effect in Section V. Fig. 3
summarizes all proposed representations which are at the
system level equivalent to the one- and two-stage forwarding
representations in Fig. 2 and introduce substantial savings on
ingress and egress LCs.

G. Network-wide Equivalent Representations

Compact routing is an approach that can reduce FIB sizes
for already optimized forwarding tables (for a given objective)
by stretching the “shortest-path” requirements [2]. Naturally,
there is a trade-off between the stretch factor and FIB sizes.
Notably, certain compact routing schemes tailored to trees or
grids scale logarithmically with the network size [2]. Accord-
ing to [2], there is no widely-used routing protocol with stretch

factor larger than one: link-state (OSPF or ISIS), distance-
vector (RIP or IGRP), and path-vector (BGP) protocols are
all based on shortest-path routing (stretch factor 1).

So far all proposed representations operate on a given
(possibly already optimized) FIB and implement EQUIVA-
LENCE within the confines of a single network element. As
a result, as opposed to compact routing, these schemes do
not require changes in control plane signaling and do not
affect the “quality” of implemented routing decisions. In this
part we generalize previously proposed FIB representations
and discuss EQUIVALENCE with network-wide resolution;
this can yield further savings in memory footprint but will
require changes in control plane signaling and possibly of the
network-wide view. For instance, this approach can fit well for
software-defined networking with centralized management.

We return to our original question of how to represent the
FIB table of a virtual switch from Fig. la on a distributed
system in Fig. 1b, but now the distributed system is also virtual
and can represent the whole network. Various prior works rep-
resent the whole network as a single virtual switch (e.g., [20],
[21]). Clearly, equivalent representations at the LCs or system
levels are applicable during mapping of this virtual switch to
physical network elements.

But we can go further and decide to skip false-positive tests
on egress LCs of the edge router A, ideally on egress LCs
of relevant edge routers B and C facing core interfaces (see
Fig 5)°. Fig. 4 summarizes non-equivalent solutions that allow
to achieve further memory savings. Amazingly in the case of
IPv6, we can exploit these non-equivalent representations to
decrease the size of FIB tables on ingress and egress LCs of
router A, and for instance, representations based on one-stage
forwarding with filter-order independence on ingress of the
routers B and C*. A combination of these two representations
allows to avoid complex 128-bit representations on routers A,
B, and C. For instance, the engine 3 LC family of Cisco
C12000 [9] implement IP FIB as a three level 16-8-8 bit-trie,
where every level requires exponential memory. Usually these
schemes can clearly not be extended for IPv6. As a result
engine 3 LCs used TCAM for IPv6 that was sharable with
other services such as QoS, ACL, etc. So IPv6 scalability was
very limited for this LC family. The following engine 5 LC
family already had four TCAMs with 10% of 72-bit entries
on every ingress and egress LC to support the desired level
of IPv6 scalability, significantly increasing cost and power
requirements. The proposed network-wide FIB representations
can significantly reduce these resource requirements of repre-
senting edge routers, and allow deploying IPv6 without involv-
ing TCAMs on existing IP and MPLS infrastructure. Observe
that these network-wide representations can be considered as
equivalent in the boundaries of the whole network since in
the worst case some packets that were dropped in the router
A with equivalent solutions from Fig. 2 and Fig. 3 now can
be dropped on egress LCs of the routers B and C'. In contrast
to equivalent representations on the system level, where a

3The core network in Fig 5 can run IP/IPv6 or MPLS.

“Note that in this case egress LCs of these routers do not need to run FIB
lookups just a false-positive check based on the “remaining bits” of IPv6
address based on the found on ingress pointer.
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Fig. 5. A sample network-wide FIB representation.

switching fabric is not a bottleneck, we understand that there is
a fundamental tradeoff between memory requirements on edge
routers and potentially “wasted” core bandwidth for traffic that
is now dropped only at the egress of edge routers B and C but
want to bring these alternatives for consideration. All proposed
methods that exploit proposed structural properties are valid
also for general classifiers as in OpenFlow.

Having illustrated the power of the proposed representa-
tions, let us now proceed with algorithms that compute them.

IV. ALGORITHMS FOR MATCH EQUIVALENCE

In this section we propose algorithms that compute opti-
mized MATCH EQUIVALENT classifiers that are applicable to
all three considered structural properties: filter-order indepen-
dence, action-order independence, and non-conflicting rules.

Removing redundant entries and bit indices further re-
duces the memory footprint bottleneck on ingress and egress
linecards. Instead of proprietary algorithms for this purpose,
we suggest to use heuristics based on Boolean minimization
techniques for ordered AC?? circuits [22] in all considered
FIB representations (including traditional one- and two-stage
forwarding). In what follows we denote this building block by
SE (strict equivalence); SE computes an equivalent represen-
tation in minimal memory. Unfortunately, some of the more
sophisticated SE algorithms have complexity O(N?3-w), where
N is the number of rules and w is their width®. For this reason,
in our evaluation in Section V, we use a simplified version of
SE that exploits only a part of the SE heuristics and runs
in O(N? - w) time. In preliminary evaluation on hundreds of
FIBs, we did not find any significant difference in memory
reduction between the simplified and full versions of SE for
all considered representations (including traditional one- and
two-stage forwarding). Here, we use SE in two major cases:
(1) to remove redundant filters and bit indices; (2) to check
potential memory savings while removing a specific bit index.

A. MATCH EQUIVALENCE on all Rules

We start with Algorithm 2 (which uses Algorithm 1) that
tests whether 72 is MATCH EQUIVALENT (ISME) to a given
FX where B a subset of bit indices X. We say that two rules
break a structural property if they are filter-order-dependent,

SA possible SE implementation (OPTIMIZECLASSIFIER) with examples
can be found in [23].

switch S
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action-order-dependent, or conflicting. In this way all proposed
algorithms can be used for all structural properties®. In Algo-
rithm 2, we have denoted by SUCC(F,F) ={F' € F | F <
F'}, i.e., the set of all rules in F after F.

Algorithm 1 FINDBREAKERS(E,.F,B)

1: A<D
2: for every F’ € F starting from F' do
> two filters that break a struct. property can be
> filter- or action-order-dependent, or conflicting rules

3: if F and F’ break a structural property with respect to B then
4: A+ AU{F'}
5: return A

Algorithm 2 ISME(FX,B)

1: for every F1X € FX do

2 if FINDBREAKERS(F}Y, Succ(FX, FjX), B) # 0 then
3: return False

4: return True

So all algorithms proposed below will check if removing a
certain bit still retains MATCH EQUIVALENCE, and will differ
in how they choose which bit to remove.

Algorithm 3 considers bit indices that can be removed while
preserving MATCH EQUIVALENCE. At each step, it removes
one bit index from all filters; the bit index is selected to
maximize the memory savings obtained by the reduction
(Lines 6-7). The algorithm continues as long as there is
a bit index that can be removed while preserving MATCH
EQUIVALENCE. In Line 9, SE removes rules that collapse after
reducing a subset of bit indices.

Example 2. Consider the following classifier:
#1  #2 #3 #4

O 1 0 0 —A4
0 1 1 1) — A
1 1 1 0) —A

The proposed heuristic MINME() will consider three bits
that can be potentially removed in the first step: #1, #2,
and #4. Among these bits, removing #2 does not lead to
further memory reductions, while removing, say, #1 leads to
FQ_{l} =(111)and FS_{l} = (1 1 0), which can now be

6Actually, Algorithm 2 tests if all different pairs of rules do not break
a structural property on a specific subset of bit indices. Algorithm 2 is
implemented through Algorithm 1 to increase reuse with other algorithms
in this section.



Algorithm 3 MINME (K*)

i B+ X, IB + KX
repeat
B’ '+ B
for each j € B do
if sME(ZB\3} B\ {j}) then
> remove j-th bit index whose removal lead to the minimal size reduction

BAES

6: j* < arg min; SE(ZB\{7})
7: B+ B\ {j*}
8: until B = B’

> reduce collapsing rules after removed bit indices
9: IB « SE(Z®)
10: return B, ZB

united by resolution to F’ = (1 1 x); similarly, removing #4
leads to F/ = (x 1 1) on bits 1-3. Therefore, the heuristic
chooses either #1 or #4, say #1, leading to the following
MATCH EQUIVALENT classifier:

#2  #3 #4
(1 0 0) — Al
(1 1 *) — A2

It is impossible to further reduce the set of rules (all rules
have different actions now), so the proposed heuristic will not
have any preference in subsequently removing bits #2 and #4;
after removing them, we get the final representation that is
based only on bit #3.

Property 1. For a classifier with N rules and headers of
w bits, the time complexity of MINME() is O(N? - w?) +
O(w?) - T(SE), where T(SE) is the time complexity of the
SE procedure.

B. MATCH EQUIVALENCE on a Subset of Rules

We can further improve efficiency of representations and
also deal with MATCH EQUIVALENT classifiers whose clas-
sification width is irreducible while preserving one of the
structural properties. In particular, we propose to find a MATCH
EQUIVALENT classifier on a subset of rules Z of a given
classifier K and moving “conflicting” rules of Z to D = K\ Z,
so that ZB is MATCH EQUIVALENT to Z for some subset of
bit indices B C W, and D = K \ Z contains all other rules
of the original classifier. The header of an incoming packet is
matched in both groups of rules and the rule with the highest
priority is chosen.

Example 3. In the following classifier

#1 #2 #3 #4 #5 #6

O 1 1 0 0 0 —A
0O 0 0 1 0 0 —A
(I 0 0 0 1 0) —As
1 1 0 0 0 1) —A
(« % 0 0 0 0) —As

R5 does not let us remove bits 3-6 because it conflicts with
rules Rq-R4 with respect to these bits. However, once we set
D = {Rs}, the remaining Z{12} becomes MATCH EQUIVA-
LENT to the following classifier on fields {1,2}: (0 1) — A,
(0 0) — A2, (]. 0) — Ag, (1 ].) — A4.

Note that D is maintained in a traditional way, which can
be expensive. Varying B we can find a feasible representation
of ZP and reduce D; applying an additional constraint on

the maximal value of |B| can reduce the size of Z”. This
additional constraint can allow to represent IPv6 on existing
IP infrastructure. Splitting of an original classifier into Z and
D proves to be very fruitful for size reduction, as we will see
shortly in Section V.

Problem 2 (MINME). Given a classifier IC on a set of bits W
and a positive number | < w, find a subset of bits B, B C W,
|B| <1, and a subset of rules T C K such that T® U D for
D = K\ Z is MATCH EQUIVALENT fo K and minimizes the
value of |B| - |Z| +w - |D|.

Algorithm 4 MINME (KX, 1)

Do 0, B+ X, K+ KX, T+ K, w+ |B|

2: for i = 1..w do

3: for each j € B do

> find the set D; ; of rules conflicting w.r.t. all bits except j

—_

4: Di’j < 0

5: for each R € 7 do

6: D; ; < D; j UFINDBREAKERS(R, Succ(K, R), B\ {j})
> choose the best j*, with the smallest number of conflicting rules

7: J* < arg min; |D; ;|

> add D;; to D, update Z;, B, Z, and K
8: D; <—SE(’D¢,1 UDZ'J*)
9: Z; < SE(K\D;)
10 B+« B\{j},Z+ IB, K+ KB
11: 4% <= arg ming>,,—; (w|D;i| 4 (w — 9)|Z;|)
12: return *, D;x, L;*

Algorithm 4 removes at least w — [ bits by greedily min-
imizing |D|, which is equivalent to minimizing the value of
B - |Z8| +w - |D.

Property 2. For a classifier with N rules and headers of
w bits, the time complexity of MINME() is O(N? - w?) +
O(w?) - T(SE), where T(SE) is the time complexity of the
SE procedure.

C. Exploiting Pseudo Parallelism

We can further generalize the idea of implementing MATCH
EQUIVALENCE on a subset of rules to improve efficiency of
FIB representations. Actually we can assign all rules into
multiple disjoint groups, where every group obeys a structural
property on a subset of bit indices. The number of such groups
can be defined by the number 3 of parallel and serial lookups
that can be performed at linerate, which is a property of a
network element. Hence, we can further generalize Problem 2.

Problem 3 (PARMINME). Given a classifier KC on bit indices
W and two positive numbers | < w and [, assign the rules
of K to (8 disjoint groups, where a group I; C K preserves a
structural property on B; C W bit indices, |B;| < I, and all
remaining rules are assigned to D = K\ U?zlli, such that
S0 Bl - [Ti| + w - | D] is minimized.

Algorithm 5 PARMINME (K, [, )

:D=K,Zo =0, k=0

2: while U¥_ 7, # K and k < 3 do

3: k=k+1

4: ik, D, I}, = MINME(D, )
return k, {(is, Z)}*_,. D

s=1




Basic stats Intersecting rules | incl. diff. actions
actions rules  size, KB rules pairs rules pairs
IPv4 benchmarks
1 3 440060 14081.9 | 42493 291878 | 10301 47530
2 185 437378 13996 | 59090 285157 | 21006 92338
3 194 410454 13134.5 | 45901 266329 | 14137 64268
4 3 410513 131364 | 45914 267105 34 38
5 208 502137 16068.3 | 48396 331554 | 14841 80511
6 101 502023 16064.7 | 48365 331396 58 4803
7 154 14319 458.2 912 4058 70 193
IPv6 benchmarks
1 36 1476 188.9 288 747 228 595
2 30 1477 189.0 284 743 231 582
3 8 1475 188.8 274 732 211 457
4 20 1476 188.9 272 714 207 461
TABLE T
PROPERTIES OF ORIGINAL CLASSIFIERS.
Original One-stage (Fig. 2a) Two-stage (Fig. 2b)
size ingress egress ingress egress
Kb | Rules Size | Rules Size | Rules Size | Rules Size
IPv4 benchmarks
1] 14081.9 | 132175  4229.6 0 0| 120711  3862.7 | 131473  4207.1
2| 13996.0 | 184638  5908.4 0 0| 143562 4593.9 | 178702 5718.4
31 13134.5 | 146164  4677.2 0 0| 123096 3939 | 145090 4642.8
4| 13136.4 | 94496 3023.8 0 0] 95859 30674 | 95869 3067.8
5| 16068.3 | 176380  5644.1 0 0| 137548 4401.5 | 174891  5596.5
6| 16064.7 | 102281 32729 0 0| 103166 3301.3 | 103727 3319.2
7 458.2 8401 268.8 0 0 7857 251.4 8441 270.1
IPv4 benchmarks with random padding to 128 bits
1] 56327.6 | 440060 56327.6 0 0 [ 440060 56327.6 | 440060 56327.6
2| 55984.3 | 437378 55984.3 0 0 | 437378 55984.3 | 437378 55984.2
31 52538.1 | 410454 52538.1 0 0| 410454 52538.1 | 410454 52538
4| 52545.6 | 410513 52545.6 0 0| 410513 52545.6 | 410513 52545.5
5| 64273.5 | 502137 64273.5 0 0| 502137 64273.5 | 502137 64273.5
6 | 64258.9 | 502023 64258.9 0 0 [502023 64258.9 | 502023 64258.9
7] 1832.8 | 14319 18328 0 0| 14319 1832.8 | 14319 18328
IPv6 benchmarks
1 188.9 1476 188.9 0 0 1476 188.9 1476 188.9
2 189.0 1477 189.0 0 0 1477 189 1477 189
3 188.8 1475 188.8 0 0 1475 188.8 1475 188.8
4 188.9 1476 188.9 0 0 1476 188.9 1476 188.9
TABLE
ONE-STAGE FORWARDING (FIG. 2A) AND TWO-STAGE FORWARDING
(FIG. 2B).

Algorithm 5 shows the basic idea of greedy multi-group
optimization with MATCH EQUIVALENCE; in a nutshell it
iteratively calls to Algorithm 4 to build a group without
backtracking (while there are unused groups) on the currently
still unassigned rules.

Property 3. For a classifier with N rules and w-bit head-
ers, the time complexity of PARMINME() is O (ﬂ]\f2 . w3) +
O(Bw?) - T(SE), where T(SE) is the time complexity of the
SE procedure.

Note that in practical implementations we can mitigate
time complexity of the proposed algorithm in two different
ways. First, we can operate on blocks of bits. Second, if
the classification width is relatively large (e.g., IPv6), we
can just drop bits that still preserve structural properties, not
necessarily looking for maximal memory savings every time.
We applied these shortcuts in our evaluation study, and did not
find significant differences between these simplified versions
and the full algorithms proposed in this section. In the next
section, we empirically compare the efficiency of classifiers
based on various structural characteristics.

V. EVALUATION

All our algorithms are applicable to multi-field classifiers
with general priorities, but due to the lack of scalable real

# Reduced classifier (Fig. 3a)
Fig. 2a Group 1 stats 1 group total All groups
size | W. |Z| |D| size % of 2a | # gr. size % of 2a
IPv4 benchmarks
1] 4229.6 |22 119681 12494 | 3032.7 71.7 5 2907.8 68.7
2| 5908.4 | 22 158762 25876 | 4320.7 73.1 7 4062 68.7
3] 4677.2| 22 129651 16513 | 3380.7 72.3 6 3215.6 68.8
41 30238 |22 88978 5518 2134 70.6 5 20789 68.8
5| 5644.1 |22 154498 21882 | 4099.1 72.6 7 38803 68.7
6| 32729|22 95730 6551 | 2315.6 70.8 6 2250.1 68.7
7 268.8 | 19 6987 1414 178 66.2 6 159.6 59.4
IPv4 benchmarks with random padding to 128 bits
1]56327.6 | 25 437223 2837 | 11293.7 20.1 3 11192.0 19.9
2 [55984.3 | 26 436994 384 | 11410.9 20.4 3 11331.1 20.2
3152538.1 | 25 409543 911 | 10355.1 19.7 3 10293.0 19.6
4152545.6 | 25 409229 1284 | 10395.0 19.8 3 10384.6 19.8
51642735 | 26 496548 5589 | 13625.6 21.2 3 133803 20.8
6 | 64258.9 | 26 499220 2803 | 13338.5 20.8 3 131784 20.5
7| 1832.8 |20 13720 599 351 19.2 3 286.3 15.6
IPv6 benchmarks
1 188.9 | 15 1459 17 24 12.7 2 22.1 11.7
2 189.0 | 15 1461 16 23.9 12.6 2 22.1 11.7
3 188.8 | 16 1467 8 24.4 12.9 2 23.6 12.5
4 188.9 | 15 1463 13 23.6 12.5 2 22.1 11.7
ABLE TIT

GROUP | STATISTICS AND FINAL SIZES FOR ONE-STAGE INGRESS
FILTER-ORDER IND. EQUIVALENT REPRESENTATION (FIG. 3A).

Fig. 4a Fig. 4b Fig. 4c
ingress  egress total | ingress egress total | ingress egress total
IPv4 benchmarks
1| 2643.5 2593.7 23741.7| 2293.5 1549.8 19897.8| 2293.5 1549.8 19897.8
21 4062 3984.7 36480.7| 28712 3406.7 26376.3| 2871.2 3406.7 26376.3
3| 29232 2887.5 26273.1| 2338.8 2620.4 21330.8| 2338.8 2620.4 21330.8
4 7559 7559 6803.1 671 447.6 5815.6| 5751 4476 50484
5| 3880.3 3805.8 34848.2| 2613.4 33354 24242.6| 26134 33354 24242.6
6| 1022.8 1049.9 9232.3| 9284 557.8 7985.0| 9284 557.8 7985.0
70 117.6 1222 1063.0| 1099 110.4 989.6| 102.1 1104 927.2
IPv4 benchmarks with random padding to 128 bits
1[11338.2 11020.3 101725.9(10103.3 11100.2 91926.6(10561.4 10103.3 94594.5
2110726.2 10445.7 962553112419 9854.4 99789.6| 10497 9854.4 93830.4
3110303.6 9134.1 91562.9| 9876 9223.1 88231.1| 9850.8 9223.1 88029.5
4/10259.2 9560.3 91633.9/10267.8 9981.8 92124.2| 9852.3 9981.8 88800.2
5[12777.1 12943.4 115160.2|12774.6 11030.3 113227.1|12051.2 11030.3 107439.9
6[12348.7 12883.9 111673.5|13048.0 12112.5 116496.5|12048.5 12112.5 108500.5
7 272 2734 24494 272 236.2 24122| 2577 2362 22978
IPv6 benchmarks
1 22.1 22 198.8 20.6 19.7 184.5 20.6 19.7 184.5
2 22.1 22 198.8 22.1 20.1 196.9 22.1 20.1 196.9
3 20.6 20.5 185.3 20.6 19 183.8 20.6 19 183.8
4 20.6 20.5 185.3 20.6 19.9 184.7 20.6 19.9 184.7
TABLE V

INGRESS, EGRESS, AND TOTAL CLASSIFIER SIZE (8XINGRESS + EGRESS)
FOR NON-EQUIVALENT FIB REPRESENTATIONS.

classifiers for this case we evaluate the impact of our results
on IP and IPv6 FIB classifiers. We compare the results of three
different types of MATCH EQUIVALENCE with algorithms SE()
(minimization of Boolean expressions) from Section IV, not
only to compare results with MATCH EQUIVALENCE but also
to see additional memory reductions when PARMINME() is
applied to already optimized equivalent representations.

In particular, we have analyzed more than 100 real IP
FIBs ranging in size from 400 kbits to 16 Mbits provided by
various sources including large ISPs (unfortunately, specifics
had to be omitted due to NDAs); the tables of evaluation
results show only a few characteristic samples due to space
constraints. Table I summarizes some basic properties of the
input classifiers. The first three columns show the number of
actions, number of rules, and total size. Then the table shows
how often the rules in these classifiers actually intersect, i.e.,
how often a single header can match different rules: first how



INGRESS, EGRESS, AND TOTAL CLASSIFIER SIZE (8 XINGRESS + EGRESS) FOR EQUIVALENT FIB REPRESENTATIONS.

Fig. 2a Fig. 2b Fig. 3a Fig. 3b Fig. 3¢
ingress egress total | ingress  egress total | ingress  egress total | ingress  egress total | ingress  egress total
IPv4 benchmarks
1] 4229.6 0 33836.8 | 3862.7 4207.1 35108.7| 2907.8 28542 26116.6 | 22935 2258.6 20606.6 | 2293.5 2236.6 20584.6
2| 5908.4 0 472672 | 45939 57184 42469.6 4062  3957.6 36453.6 | 28712 28369 25806.5| 2871.2 2790.1 25759.7
3| 46772 0 37417.6 3939  4642.8 36154.8 | 3215.6 31459 28870.7 | 2338.8 23055 210159 | 2338.8 2280.3 20990.7
41 3023.8 0 241904 | 3067.4 3067.8 27607.0 | 2078.9 20442 186754 671 670.7 6038.7 575.1 566.9 5167.7
5| 5644.1 0 45152.8 | 4401.5 5596.5 40808.5| 3880.3 3789.1 34831.5| 26134 2566.4 23473.6| 2613.4 25558 23463.0
6| 32729 0 261832 | 3301.3 3319.2 29729.6| 2250.1 2215.8 20216.6 928.4 952.7 8379.9 928.4 941.8 8369.0
7 268.8 0 2150.4 251.4 270.1 2281.3 159.6 156.6 1433.4 109.9 109.5 988.7 102.1 100.6 917.4
IPv4 benchmarks with random padding to 128 bits
1]56327.6 0 450620.8 | 56327.6 56327.6 506948.4 | 11192.0 11190.2 100726.2 | 11005.6 11100.2 99145.0 | 10561.4 10563.3  95054.5
2 |55984.3 0 4478744 | 55984.3 55984.2 503858.6 | 11331.1 113344 101983.2 | 112419 11243.1 1011783 | 10497 10504.4 94480.4
31525381 0 420304.8 | 52538.1 52538 472842.8 | 10293.0 10294.1  92638.1 9876 9882.3 88890.3 | 9850.8 9851.2 88657.6
4| 52545.6 0 420364.8 | 52545.6 52545.5 472910.3 | 10384.6 10386.1 934629 | 10267.8 10270.8 92413.2 | 9852.3 9901  88719.4
5164273.5 0 514188.0 | 64273.5 64273.5 578461.5 | 13380.3 13378.4 120420.8 | 12774.6 12782.3 114979.1 | 12051.2 13320.1 109729.7
6 | 64258.9 0 5140712 | 64258.9 64258.9 578330.1 | 13178.4 131822 118609.4 | 13048.0 130359 117419.9 | 12048.5 12149.2 108537.2
7] 1832.8 0 146624 | 1832.8 1832.8 164952 286.3 286.8 2577.2 272 272.6 2448.6 257.7 258.5 2320.1
IPv6 benchmarks
1 188.9 0 1511.2 188.9 188.9 1700.1 22.1 21.9 198.7 20.6 20.5 185.3 20.6 20.5 185.3
2 189 0 1512.0 189 189 1701.0 22.1 22 198.8 22.1 22 198.8 22.1 22 198.8
3 188.8 0 1510.4 188.8 188.8 1699.2 23.6 23.5 212.3 20.6 20.4 185.2 20.6 20.4 185.2
4 188.9 0 1511.2 188.9 188.9 1700.1 22.1 22 198.8 20.6 20.4 185.2 20.6 20.4 185.2
TABLE IV
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Fig. 6. Reduced classifiers shown inside original ones: four characteristic
examples.

many pairs of intersecting rules there are in total and how
many rules intersect with at least one other rule, and then
how many of those intersections actually lead to different
classification actions. Table I shows that while intersecting
rules are common, they usually comprise only 10-20% of the
classifiers, much less if we count only intersections that lead
to different actions. This suggests a strong potential for our
concepts which are based on the proposed structural properties
of classifiers.

Our purpose was to show that with the proposed approach,
one can actually implement IPv6 classifiers on existing IPv4
infrastructure, so we used IPv6 benchmarks generated in two
different ways. The third, bottom part of every evaluation
table shows our results for IPv6 FIBs from the Internet2
project [24]; again, due to space constraints we only show a
few representative examples. Since infrastructural constraints
have, to a certain extent, held back the advancement of the
IPv6 protocol, available IPv6 benchmarks are relatively small
and may not reflect the full extent to which the extra address
space can be used. We have generated benchmarks that would
correspond to a mature and widely used IPv6 protocol by
randomly padding our IPv4 benchmarks up to the length of
128 bits. Our code for FIB reduction together with a script for
reproducing the tables is available at GitHub [25].

We organize evaluation tables and figures in parallel with
Figures 2, 3, and 4. Table II shows FIB sizes for one- and two-
stage forwarding schemes implemented on existing distributed
platforms (Fig. 2). We have applied Boolean minimization
heuristics for equivalent FIB reduction on the original classifier
(one-stage, Fig. 2a), original classifier with two actions cor-
responding to different linecards, and total size of two egress
classifiers for the two LCs (two-stage, Fig. 2b). We see that
equivalent heuristics can reduce IPv4 classifiers by a factor
of 2-3 and ingress classifiers in two-stage forwarding by an
additional 10-30%. However, there is virtually no reduction
for both original IPv6 classifiers and IPv4 classifiers randomly
padded to IPv6 size.

Table III dives into the details of how order-independent
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groups found with the proposed heuristics reduce the original
classifier as compared to previously used techniques. Using
ingress classifiers, in every case we show the width and
size of the first group produced by PARMINME (these results
correspond to two parallel lookups) and the total final number
of groups and final size reduced by PARMINME; we also show
the total size after the first group has been split and with all
groups as a percentage of the one-stage forwarding table size
(Fig. 2a). As we can see from Table III, on IPv4 benchmarks
the PARMINME algorithm provides an additional reduction by a
factor of 1.5-2 compared to the results of Boolean equivalent

heuristics; in some cases, there is a big difference between
classifiers with the original actions and ingress classifiers with
actions for linecards, a difference that could not be exploited
as well by Boolean heuristics.

Figure 6 illustrates the process of reducing a classifier
graphically. For four characteristic examples from Table III,
we show the number of rules along the vertical axis and width
of each group along the horizontal axis. Thus, the area of the
entire rectangle represents the size of the original classifier,
and the shaded area shows the size of the reduced classifier;
we see that in most cases we can reduce the classifier to half
or less, and the vast majority of this reduction comes from the
first one or two groups.

As for the IPv6 classifiers, we see in Table III that here,
already in the first equivalent FIB representation, we achieve a
huge advantage over both original IP and IPv6 classifiers. This
is an important property of our FIB representation schemes:
adding more bit identities to the original FIBs does not hinder
the required memory footprint and may even help it. In both
Internet2 IPv6 benchmarks and IPv4 benchmarks padded to
128 bits, we see a further reduction by a factor of 6-7
compared to representations from Table II for both ingress
and egress classifiers.

Tables IV and V summarize all results; in these tables,
we assume that there are 8 ingress LCs, so the total size
is 8x ingress size plus egress size (we remind that egress
size represents the total size of FIBs on two egress LCs
corresponding to different actions). We see that the total size
progressively decreases from left to right, from existing two-
stage forwarding schemes to equivalent FIB representations
and then to non-equivalent FIB representations. Total space
reductions are by a factor of 3-5 for IP FIBs and by a factor
of 8-10 for IPv6 FIBs. Note also that across all benchmarks,
the first group’s Z covers a large majority of the rules, and
the resulting total size is comparable to the total multigroup
size after applying PARMINME throughout all heuristics. This
suggests that even if only two parallel lookups are available,
the proposed schemes improve hugely upon existing solutions.
We will revisit the problem of parallel lookups in Section VII.

The overall statistics of classifier reductions are shown in
Fig. 7. There, for each FIB reduction scheme we show the
data on how all benchmarks (of a certain type) are reduced in
a boxplot, separately after the first group and after all groups.
Fig. 7 shows that the original IPv4 classifiers are the most
varied in terms of effects, but most reductions cut the size by
approximately a factor of two. For padded IPv4 benchmarks
we see a reduction by a factor of 5-6, and for IPv6 classifiers
by a factor of 8-9; in both cases we see very stable effects
across the benchmarks in our comparison.

Throughout our experiments with IPv6 benchmarks, both
padded IPv4 benchmarks and real IPv6 FIBs from the Inter-
net2 project [24], we never encountered a group more than
32 bits wide. The first group usually has both the most rules
and the most bits; we have been able to represent all IPv6
Internet2 classifiers with two groups no more than 16 bits
wide and all padded IPv4 classifiers with groups about 20
bits wide. This means that in practice, one can use existing
IPv4 infrastructure designed to handle 32-bit IPv4 FIBs to



Input One-stage | Group 1 | Tot.
A. Rules Size |Rules Size |W. |Z| |D||size
36 1476 188.9| 1131 144.7|13 625 506(72.8
30 1477 189 | 1150 147.2|13 584 566| 80
8 1475 188.8] 1066 136.4|13 681 385|58.1
20 1476 188.9| 1080 138.2|13 673 407|60.8

TABLE VI
SIMULATION RESULTS, IPV6 INTERNET2: MAX. 13 BIT IDENTITIES PER
GROUP, FIB REPRESENTATION BASED ON NON-CONFL. RULES.

Group 2 |Tot. || # Final
W. |Z| |D||size ||gr. size
13 251 255(66.3(| 6 59.7
13 234 331|739
13 226 157(52.2
13 251 155|543

BN~

implement IPv6 classifiers. Our experiments suggest that IPv6
FIBs can be represented even on existing MPLS infrastructure,
where usually MPLS lookup tables are implemented as tables
with 213 entries [9]. These results, for the same Internet2 IPv6
benchmarks, are shown in Table VI. Naturally, in this case
there are more groups, but still 5-6 groups suffice in all cases.

Note that we do not measure explicitly lookup times and
memory requirements since our approach serves as an abstract
layer to find bit identities for lookups, independently of the
underlying platform-dependent infrastructure implementing
packet classifiers. The evaluation results confirm significant
reduction in both number of entries and classification width (at
least for some structural properties). In particular, the reduction
of classification width can significantly reduce also lookup
time for software-based approaches that are not necessary
based on a single prefix (e.g., [12], [26], [27]).

VI. DYNAMIC UPDATES

Another recurring theme in classifier representations is the
support of dynamic updates. Note that deletes or inserts that
maintain groupwise MATCH EQUIVALENT representations are
simple. If a new rule cannot be added to one of the existing
groups based on [ bit indices and the traditional part D is
full, the multigroup part should be recomputed. The proposed
update procedure is similar to the one proposed in [17, Section
7.2] to support a multigroup representation but now we require
implementation of other structural properties at every group.

Example 4. Consider the following classifier, where the size
of the traditional part D is limited to a single rule.

#1  #2  H#3  H#4  #5  #6

Ri (0 0 1 0 0 1) —A
R, (0 0 0 1 0 0) —A
Rz (1 0 0 0 1 0) —As
R, 1 1 0 0 0 1) =4
Rs (1 1 1 0 0 0) —A
R@ (1 1 0 1 1 0) — A3
R (1 1 0 1 0 0) - A3,

We first assume that the first three rules R;, R, R3 are given
in step I. They can all be kept as Z = {R;,Ro, R3} as a
MATCH EQUIVALENT classifier with respect to the two bits
B = {1,3}. In step II, rule R, is added. It can be kept in
D, having Z = {Ry, Ra, R3}, D = {R4}. Note that it cannot
be simply added to Z since the added rule have the same
value in the bits of B as R3 while their actions are different.
Rule Rj; is added in step III. It can be added to Z as 7T =
{R1, Rs, R3, Rs}, D = { R4}, while relying again on the same
bits B = {1, 3}. The four rules in Z have four unique values
for these two bits. Next in step IV, Rg is added. Interestingly, it
can be also be added to Z as Z = { Ry, R2, R3, Rs, Rg}, D =
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TABLE VII

TOTAL NUMBER OF RECOMPUTATIONS FOR DYNAMIC UPDATES, IPv4
CLASSIFIERS. MEAN AND VARIANCE SHOWN FOR 50K RANDOM SUBSETS.

{R4}. This is since the rule Rg shares its action with the rule
R3, the other rule in Z with the same combination of these two
bits. Upon the addition of R7 in step V, it can neither be added
to Z while preserving its action-order-independence property
nor to D due to its limited size. Accordingly, recomputation
is required. By selecting new bit subsets B’ = {5,6} we can
have 7 = {Rl,RQ,Rg,R4,R5,R6}, D= {R7} such that 7
is action-order-independent with respect to B’.

Tables VII and VIII show the number of recomputations
for different values of these parameters of the above heuristic
when rules are added one by one; Table VII shows randomly
chosen subsets of 50,000 rules from IPv4 classifiers processed
in random order, with mean and variance of the number of
recomputations, while Table VIII shows fully processed IPv6
classifiers. Clearly, the number of available groups (3, used
structural properties, the value of [, and the size of available
D have a strong impact on required memory footprint. In
particular, for IPv6 for 5 = 4 we never (and for IPv4, almost
never) required any recomputation at all for all structural
properties and all considered values of /; as well as for g = 2
and [ = 24. The available size of traditionally represented
part D is also important: even at a small D (20-50 rules for
IPv6, 200-500 for IPv4), D has made the difference between
~ 10 recomputations and zero recomputations for [ = 16
and § = 2. Note also that non-conflicting rules and action-
order independence lead to almost exactly the same number
of recomputations for 5 = 2 and § = 4, while filter-order
independence (shown in Table VIII) is obviously much worse;
this is due to the fact that usually the number of actions in FIB
classifiers is significantly smaller than the number of filters.

The usage of a traditional part D can be a good indicator
to start recomputing the classifier in advance on background.
Hence, as a practical strategy we suggest the following algo-
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rithm:

« apply the above heuristic;

e when D is larger than a predefined threshold (depending
on system parameters and the rate of required dynamic
updates), start recomputing all groups in the background;

o when computation results are ready, update the basic
classifier with the newly computed groups (just switching
a pointer) and empty D, leaving there only those filters
that arrived after recomputation had started.

Note that the number 3 of groups based on [ bit indices
and the size of D (together with structural properties of
FIBs) defines the ability to absorb newly arriving prefixes and
amount of recomputations. There are several ways to reduce
the number of recomputations even further. First, real systems
add new FIB entries in batches [9], [10], [28], with batch size
derived from specific system properties and desired objectives.
Second, it is relatively easy to mitigate the O(w?) factor
(where w is the classification width of the original classifier)
by further simplifying heuristics in Section IV or changing
the bit-level resolution to block-level with multiple bits per
block. The situation is more complex with O(N?) factor that
can affect feasibility of representations with frequent dynamic
updates. Overall, results shown in Tables VII and VIII suggest
that the number of required recomputations is small in all
considered scenarios except the toughest (e.g., fitting an IPv6
classifier into one group of 13 bits). Note that moving to § = 4
eliminates recomputations in almost all cases, and this setting
requires only 5 pseudoparallel lookups which is practical even
on constrained systems [9], [28]. Given all this, preferable de-
ployment scenarios for our representations are wide classifiers
such as IPv6 or Openflow, where moderate sizes of [ with
relatively small number of groups can significantly reduce or
totally remove recomputations during dynamic updates.

VII. DPDK IMPLEMENTATION

In Section V we saw that multiple groups are required
for FIB representations when classification width involved in
the lookup process is reduced, leading to significant memory
savings. On the other hand, the feasibility of multigroup im-
plementations at linerate is still unclear. In reality we measure
the number of “pseudo parallel” lookups that can be done with
state of the art FIB implementation on a specific platform.
For this purpose, we adopt the Intel Data Plane Development
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Fig. 9. Number of clock cycles as a function of the number of parallel
lookups: LPM6 and multi-group representations for [ = 24 and [ = 32.

Kit (DPDK) [15] that provides LPM (LPM®6) libraries with
the Longest Prefix Match (LPM) rule priorities for IPv4
(IPv6) packets. The LPM implementation uses the DIR-24-8
algorithm [29] with 2 levels of serial lookups with 24 bits and
8 bits respectively. In the IPv6 case, the LPM6 implementation
uses DIR-24-8-..-8 with 14 levels. We modified the original
DPDK LPM implementation for two cases: single 16 bits
lookup for our multi-group classification and serial 16-8-8 bits
lookups for Cisco-style representation [9].

Since IPv4 implementation in DPDK uses only two consec-
utive lookups, we do not expect any lookup time improvement
for our multi-group representation in this specific environment.
In the IP case, the goal is to confirm that the desired number
of parallel groups can be looked up during a single base
line IP lookup. Our approach should benefit more from “in-
struction level parallelism” of modern CPU pipelines because
the processor is not waiting for memory addresses for next
lookups as in serial cases. All group addresses are known and
will be efficiently prefetched by the processor. Thus, in our
experiments we focus on how many 16 bits pseudo-parallel
lookups can be executed in the time of a single 16-8-8 serial
lookup. In the experiments, we used two physical servers with
two 8 core Intel Xeon CPU E5-2670 @ 2.60GH, 96 GB
DDR3 RAM, Ubuntu 14.04.2 LTS and two Intel X520 NIC
with two 10GE ports. On the first server we ran the Pktgen-
dpdk [30] traffic generator; on the second, our multi-group
LPM implementations. Physical ports on the first NIC are
connected with physical ports on the second NIC (see Fig. 8a).
Pktgen generates IPv4/IPv6 packets through dedicated output
port. Each LPM implementation receives packets on the input
port, does lookup using the implemented strategy in the
populated test FIB base, and transmits packets to the output
port. In LPM code we measure the throughput (pps and bps)
for IPv4 and the average number of cycles required for lookup
for IPv6 (since the generator is not able to produce IPv6
packets in line rate). We use modified rte_Ilpm_lookup() calls
and two rte_rdtsc_precise() calls before and after the lookup
to get the number of cycles required for execution the set of
lookups.

Figs. 8b and 8c show that it is possible to run multi-group
representation on 1-6 parallel groups in the same time as a
single IPv4 lookup since the throughput in these cases is above
the baseline (16+8+8). This leads to significant memory size
reduction with no loss in performance.

Since the baseline implementation in DPDK for IPv6 re-
quires 14 serial lookups, we can check for improvement in
lookup time. We compared multi-group representations based
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on | = 24 or 32 versus baseline DPDK implementation
provided by LPM6. Fig. 9 shows that it is possible to run
multi-group representation on 14-18 groups in the same time
as a single IPv6 lookup implemented in DPDK. Hence, IPv6
FIBs representations that require less than this number of
groups can lead to substantial improvement in the lookup time.

The source DPDK code for our experiments has been made
available at GitHub [31].

VIII. RELATED WORK

Finding efficient implementations of FIBs and packet clas-
sifiers is a well studied problem, with solutions divided into
two main categories: algorithmic solutions with data structures
dedicated for FIBs and TCAM-based implementations appli-
cable to more general classifiers. The ORTC algorithm [32]
obtains an optimal representation of FIBs in the minimal
possible number of prefix rules. A similar approach called
FIB aggregation combines rules with the same action [7],
[12], [33], [34]. Interestingly, Retvari et al. [7] showed that the
entropy lower bounds on the size of FIBs are much smaller
than actual FIB size. Compression schemes that try to achieve
these bounds have also been described [12]. Coding schemes
to reduce the width of forwarding tables were suggested
in [35], [36].

Several other works tried to take advantage of the structural
properties of classifiers to simplify their representation and
reduce their memory size. Gupta et al. [19] considered multi-
field classifiers and demonstrated a common similarity be-
tween the matching requirements of the rules in each of several
fields. They suggest an algorithm named RFC that categorizes
the value of each field into a small number of equivalence
classes and performs the matching based on the values of these
classes in the different fields. These classes can be identified
by a number of bits smaller than the field size. Additional
compression can be achieved when the number of class com-
binations in different fields is small. This allows to mitigage
the impact of a potential exponential increase in the memory
by reducing the dependency among fields at the expense of
a series of lookups that have to be performed. While this
algorithm is well suited for small classifiers, its performance
diminishes for larger classifiers (which are increasingly com-
mon today) or when rule updates are frequent. Similarly, Hager
et al. [37], [38] consider VHDL and FPGA implementations
of classifiers for which dedicated architectures have been
described. Hager et al. [38] focus on longest prefix match
classifiers, and design an efficient architecture with specialized
circuitry. To simplify the required logic, Hager et al. [37]
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refers to consecutive rules with identical action as a block. The
simplification is achieved with the observation that the internal
priority between rules of the same block is not important.
Then, a tree based structure of logic gates is used to determine
the matching based on the results of the different blocks. A
potential challenge to deal with classifiers with more than
hundreds of entries is mentioned. Similarly, Wei et al. [39]
suggested to preprocess the field values (e.g., changing their bit
order) in order to reduce the memory size of the representation,
taking advantage of its specific structure. While these works
achieve the representation efficiency, their implementation in
existing commodity switches with their available architectures
can be challenging.

Likewise, several works [8], [26], [27], [40] suggested
how to partition the multi-dimensional rule space. Hash-based
solutions to match a packet to its possible matching rules have
also been discussed [41] , e.g., consisting in splitting rules
into subsets with disjoint rules such that a Bloom filter can
be used for a fast indication whether a match can be found
in each subset. Different approaches have been described to
reduce TCAM space [23], [42]-[44]. They include removing
redundancies [45], applying block permutations in the header
space [39] and performing transformations [46]. Kogan et
al. [17] introduced representations based on filter disjoint-
ness and addressed efficient time-space tradeoffs for multi-
field classification, where fields are represented by ranges.
Exploiting of filter disjointness for FIBs representations is
considered in [47]. Recently, [48] shows how to represent
multi-field classifiers on LPM infrastructures.

A recent approach suggested distributing the rules of a
classifier among several limited-size TCAMs, especially in
software-defined networks [20], [49], [50]. [20], [49] studies
how to decompose a large forwarding table into several
subtables that can be located based on previous knowledge
on the paths of packets. [50] suggested to solve classification
decisions that cannot be determined within a switch in special
dedicated authority switches in the data plane while avoiding
accessing the controller. Lossy compression was presented
in [51], achieving memory efficiency by completing the clas-
sification of some small amount of traffic in a slower memory.
Reducing the memory size of representing network policies by
smart IP address allocation was described in [52]. Our work
can serve as a level of abstraction that simplifies a classifier
before it is represented with one of the above techniques. For
instance, before rule splitting [53] we can reduce classifier
width in order to reduce the number of disjoint sets that the
rules are split into and accordingly decrease the number of



required Bloom filters. As a second example, reducing the
classifier width clearly decreases the size of the binary tree that
represents the classifier and decreases entropy lower bounds
on the memory in the classifier’s representation [7].

IX. CONCLUSION

Identifying appropriate invariants around which to imple-
ment lookup can significantly affect lookup efficiency and,
in particular, space requirements for the corresponding data
structures. In this work we have introduced new structural
properties of classifiers that can be leveraged by appropri-
ate mechanisms to achieve significantly better results than
optimized equivalent solutions on distributed platforms. Our
methods define an abstraction layer which does not increase
lookup time and minimizes memory for lookup tables whilst
remaining transparent to methods used for representation of
lookup tables in network elements.
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