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Abstract

Electromagnetic Radiation is the effect that Electromagnetic fields can exert at a distance
from their source. Depending on the frequency of this radiation, we can divide it into cat-
egories such as: Radio-Frequency (RF), Infrared, Visible Light, X-rays or Gamma rays.
In particular, the RF spectrum is the foundation for all modern wireless communications.
Our lives would be difficult to imagine should we not have access to cellular, GPS, WiFi,
Bluetooth, IoT and many other technologies. Although the RF spectrum is heavily regu-
lated, current advances and the availability of hardware make it easier than ever to disrupt
legitimate communications. In fact, at the beginning of the decade 2020, attacks on the
spectrum are becoming more and more common. Currently, spectrum regulators must de-
ploy bulky and expensive hardware to monitor these threats, which does not scale due to
the amount of manual labor required.

Software-Defined Radio (SDR) devices are a flexible alternative for monitoring the RF
spectrum due to how easy it is to reconfigure their measuring parameters like sampling rate
or center frequency in real-time. This flexibility has allowed researchers and engineers to
apply them in numerous applications. It is possible to perform low-level tasks like signal
identification, localization or even self-positioning, up to building car tracking networks
via tire transmissions or 5G standard compliant core networks. Not all SDR receivers can
perform all tasks, as lower cost ones tend to have limitations in their hardware, but each
category of device can enable a wide range of applications nonetheless.

In this thesis, we present four applications for localizing and identifying wireless trans-
missions that can be achieved taking advantage of the flexibility offered by SDR receivers.
The first three demonstrate that with low-cost receivers it is possible to perform a broad
range of activities. The first application is a transmitter localization system that can be
deployed at the city level and achieves notable accuracy without the need for additional
hardware for synchronization. The second application shows that it is possible to build a
self-positioning architecture that employs aircraft broadcast signals and the metadata con-
tained within. We show that by careful modeling of the hardware and precise selection of
signals, it is possible to provide results comparable to Global Positioning System (GPS)
or other commercial solutions, without the need for it. The last of this set explores a
higher-level application, where we build a car tracking infrastructure based on capturing
the signals transmitted by the pressure sensors installed on wheels. We then show that
with careful processing it is possible to robustly track cars over long periods of time and
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infer driver patterns from this tracking. Our results not only show the feasibility of build-
ing monitoring networks with low-cost receivers but also highlight the urge to redesign
less privacy-aware protocols in this and many other areas.

The fourth application makes use of higher-end SDR receivers that support better syn-
chronization hardware to build a custom 5G compliant network. With this network, we are
able to explore the localization performance that these higher-end platforms can offer, af-
ter doing several modification to the underlying platform. Our extensive experiments with
different geometric configurations, number of sensors, optimization routines and process-
ing techniques show that it is possible to achieve highly accurate positions.

This thesis makes several contributions to the proposed architectures for all applica-
tions, as well as the techniques employed. In order to validate our proposals, we perform
an extensive analysis with data coming from real-world scenarios.
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BACKGROUND






Introduction: Wireless Signals

1.1 The Ubiquity of Wireless Communications

Electromagnetic Radiation (EMR) can occur across a wide range of frequencies called the
Electromagnetic (EM) spectrum. Within the EM spectrum, there exist different categories
according to the frequency they occupy: Radio-Frequency (RF), infrared, visible-light, X-
rays and Gamma rays. Each category has a role in today’s society with applications ranging
from communications, healthcare or fundamental particle physics research.

In particular, the RF spectrum is the portion of the EM spectrum that occupies fre-
quencies up to 3 THz as defined by ITU [9]. RF plays a crucial role in our lives, as it is
the foundation of all modern wireless communications. In this thesis, we explore wire-
less communications from different perspectives, by developing techniques that allow for
monitoring the different technologies present in each frequency band and then positioning
the source of such signals.

It is difficult to imagine today’s society if wireless communications did not exist. They
are the basis of a myriad of communication technologies including: WiFi, cellular com-
munications, radio / television, aviation navigation, Internet of Things (IoT), Bluetooth, or
satellite communications, to name a few. With the advent of wireless devices and technolo-
gies, the wireless communication infrastructure is growing at a rapid pace. The greatest
example of such a tendency is mobile communications [10], which reach hundreds of ex-
abytes per month (Fig. 1.1). In addition, this trend does not seem to slow down, and future
forecasts predict even more penetration of wireless technologies.

1.1.1 How the spectrum is regulated

The RF spectrum is heavily regulated and each use case has a set of frequencies allocated.
Fig. 1.2 shows the spectrum allocation chart for the United States [11], but almost all
countries and regions around the world have similar allocations defined.

The use cases defined by the FCC or similar regulatory bodies are very diverse, but

3



M Data —— Year-on-year growth

160 160

140

-
IS}
S

o
=)
=1

(yuaorad) y1mois 1eak-uo-1edx

o
=)

Total (uplink + downlink) traffic (EB per month)
%
=}

IS
S

20

0
Ql Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 QI Q2 Q3 Q4 Q1 Q2 Q3 Q4 QA
2017 2018 2019 2020 2021 2022 2023 2024

Figure 1.1: Global mobile network data traffic measured by Ericsson [10]

the most important categories for the vast majority of citizens are:

e Cellular Communications: Cellular communications are one of the most prominent
uses of RF spectrum and span over multiple bands. Within cellular communications
there are Global System for Mobile Communications (GSM), 3G/Universal Mobile
Telecommunications Service (UMTS), 4G/Long-Term Evolution (LTE) and the rela-
tively recent 5G NR. The channels span the 700-800 MHz bands, 2.1 GHz, 3.5 GHz and
6 GHz among others. There exist also large variations across countries or regions. In the
past years, there has been development to bring cellular communications to millimeter
Wave (mmWave) bands around the 24-39 GHz.

¢ Broadcast Radio/Television: One of the first uses of the RF spectrum for commercial
applications were for radio (and later television) broadcasts. The bands from 3.3 to 26
MHz and 80-100 MHz are typically reserved for analog Amplitude Modulation (AM)
and Frequency Modulation (FM) transmissions respectively, although many countries
are phasing them out progressively. Today there are newer digital modes for radio and
television, namely Digital Audio Broadcasting (DAB) and Digital Video Broadcasting-
Terrestrial (DVB-T)2 standards in Europe for example. These technologies operate at
higher frequencies as well. For instance, DAB uses the bands from 170-240 MHz,
whereas DVB-T operates in the 470 to 790 MHz range.

e Aeronautical communication: Another important area of communications, although
it does not impact individuals directly are aircraft communications. However, due to
the ubiquity of air transport and travel it is worth mentioning. There are several proto-
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Figure 1.2: FCC Spectrum allocation chart [11].

cols used by aircraft, being some of the most important ones Traffic Collision Avoidance
System (TCAS) and Automatic Dependent Surveillance-Broadcast (ADS-B). Both tech-
nologies operate at the beginning of what is known as the L-Band (1 to 2 GHz). Usually
the 1030 MHz band is used for the uplink (ground stations to aircraft) and 1090 MHz for
downlink. The latter is also where ADS-B transponders send their broadcast messages
which is the basis for all aircraft tracking websites.

Satellite and Positioning: Satellite communications use different parts of the spectrum
for various tasks. On one hand we have traditional weather satellites which transmit in
the bands around 140 MHz. One of the most popular use cases for satellite communi-
cations is positioning, through Global Navigation Satellite System (GNSS) networks.
These networks operate in the L-band, with frequencies centered around 1200 and 1500
MHz. Another quite popular application of satellite communications this decade is
"internet-over-satellite”, being Starlink the most popular as of today. Their satellites
operate within 10-11 GHz (downconversion is applied at the receiver side).
Unlicensed Bands: Not all bands are under heavy regulation as the ones mentioned
above, in fact there exist some frequencies at which lighter regulations are applied,
which are for example the Industrial Scientific and Medical (ISM) bands. These can
vary over countries and regions, but typical ones are the 434, 868, 915, 2400 or 5800
MHz bands. They are essential for everyday life as protocols like WiFi or Bluetooth
are designed to work in these bands. The lower frequencies like 434 and 868 are also
extremely popular for IoT protocols like LoRa, car key fobs, Smart-Home appliances
and many others. These bands are usually limited by a duty cycle (each device can only
transmit for a fraction of time) and a maximum transmit power, but access is not limited
to particular brands or devices.



1.1.2 Threats to the RF spectrum and its users

Although the RF spectrum is under heavy regulation, today there is little knowledge of
what is present in it at a given point in time. Currently, whenever a threat is suspected
to occur, for example, a malicious actor disrupting 5G communications for a particular
operator, the operator or government agencies of the country must go in person (or hire an
external company) to the affected area and use bulky and expensive equipment to monitor
and locate the source of such anomaly’.

Furthermore, in recent years, attacks on the RF spectrum have become easier to deploy.
The availability of more diverse hardware at lower prices, also combined with the unstable
political situation in many regions in the beginning of the 2020s decade, has made attacks
on the RF spectrum quite pervasive. From time to time, we see different attacks in the
research literature, such as attacks on the LTE messaging infrastructure [12], or the almost
eternal problem of GPS spoofing [13]. The latter is particularly damaging, and it can
have serious consequences, not only for particular users (which might get lost or sent
to malicious locations), but even to aviation industry. It is actually such a widespread
problem that there exist websites that can track in almost real-time the GPS quality in
different regions of the world (Fig. 1.3%).

Figure 1.3: GPS quality degradation as reported by aircraft. Source: Flightradar24.

thttps://spectrum.ieee.org/radio-frequency-hunters-saving-your-cell-signal
2https://www.flightradar24.com/data/gps-jamming
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1.2 Detecting and Capturing Wireless Signals

Traditionally, devices that operate on the RF spectrum worked on a narrow portion of it.
This is because many of the components and filters are designed for the specific bands that
are monitored and thus lack flexibility. The radio or television systems in the home be-
long to this category. To monitor RF signals accurately over larger bandwidths, spectrum
analyzers or oscilloscopes can be used. They tend to be costly and bulky, so they cannot
be used to monitor the RF spectrum continuously over large areas.

However, since the late 1970s and early 1980s, the US Department of Defense de-
veloped a new type of device that quickly gained popularity, the Software-Defined Ra-
dio (SDR) [14]. These devices utilize an analog radio frontend to perform initial signal
reception and frequency conversion. Subsequent signal processing, including filtering,
demodulation, and decoding, is then executed digitally using software algorithms. Thus,
they are extremely flexible and enable a wide range of applications. In the following sec-
tions, we describe the most typical commercial SDR receivers and different applications
in which they are used.

1.2.1 Types of SDR Receivers

There exists a great variety of SDR receivers each with its own advantages and use cases.
Table 1.1 shows five very popular SDRs and some of their characteristics. The RTL-SDR
that is shown in the first two rows is an inexpensive dongle that is relatively popular in
amateur radio communities but also in research. In fact, in this thesis we explain how we
have used this inexpensive device to localize various signals, monitor the RF spectrum or
even self-position itself.

The frequency range of most off-the-shelf SDR devices is quite similar. A key notion
is that most SDR operate below the 6 GHz frequency. Currently, for larger frequencies,
custom frontends or downconverters are needed that can handle them before reaching the
digital side. The key differences between SDR receivers reside mostly in the maximum

SDR Cost  Frequency Range Max. BW PPM  Special HW
RTL-SDR v1-2 15-208 3MHz-1.7GHz 24MHz +80 -
RTL-SDR v3-4 15-20$ 3MHz-1.7GHz 24MHz +1 TCXO
USRP B210 1300$ 70 MHz - 6 GHz 60 MHz  +0.075 GPSDO
HackRF One 300% 1 MHz - 6 GHz 20 MHz +0.5 TCXO
PlutoSDR 180$ 325MHz-3.8GHz 20 MHz +25 -

Table 1.1: Popular SDR receivers and their maximum PPM errors according to their
datasheet.



bandwidth that they can handle and their hardware imperfections. Larger bandwidths al-
low for more complex or higher-precision applications, which come at a higher cost.

Another important aspect to consider when selecting an SDR receiver is how its hard-
ware imperfections are compensated. All hardware is subject to manufacturing errors and
SDR receivers are not immune to it. One of the most common hardware imperfections
in these devices are the Carrier Frequency Offset (CFO) and Sampling Frequency Oft-
set (SFO) which are caused by the fact that the clocks in these devices do not measure
time perfectly. Moreover, changes in temperature have a significant affect on the accu-
racy of clocks. Depending on the application, these errors might be tolerable (decoding),
or must be corrected (high-precision timestamping for localization). In Fig. 1.4 we show
the measured Parts Per Million (PPM) errors for different SDR receivers compared to an

accurate source.

There exist multiple solutions to mitigate this. Lower-cost SDR receivers use a hard-
ware component called Temperature Compensated Crystal Oscillator (TCXO), changing
the clock frequency according to temperature changes. A more accurate version of these
oscillators are Oven-Controlled Crystal Oscillator (OCXO), by ensuring the clock remains
at a constant temperature. For high-precision timing applications, there exists another type
of correction mechanism called GPS Disciplined Oscillator (GPSDO). These devices syn-
chronize with the GPS network and reduce, for instance, timing errors to few nanoseconds.
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Figure 1.4: PPM measured by different SDR devices [1].

1.2.2 Applications of SDR

After talking about SDR types, one question remains: where can SDR devices be used?
In Fig. 1.5 we trace a map where the horizontal axis represents the cost of SDR device
and the vertical axis represents the application level. By low application level, we mean
fundamental applications like positioning of wireless signals, whereas by high level, we
mean tasks that are abstracted from the raw physical layer information captured by the

SDR receivers.
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Figure 1.5: Applications of SDR depending on the cost. In green we mark where the
publications of this thesis lay in this chart. In black, other types of applications.

For example, in Chapters 3,4 of this thesis, we explore the use of low-cost SDR re-
ceivers like the RTL-SDR shown in Table 1.1 to perform localization of wireless sources.
In Chapter 5, however, we utilize the same sensors but we use them to demonstrate that
it is possible to build a car tracking network, which is abstracted from the signal itself
and relies on the metadata that can be decoded after capturing these signals. In Chapter 6
we use higher-end GPS-synchronized receivers to evaluate localization performance in a
custom 5G deployment, which is again a lower-level application.

1.3 Crowdsensing platforms

In the advent of SDR receivers, the last decade also saw the birth of many crowdsourced
spectrum monitoring solutions. Examples of this can be the Microsoft Spectrum Obser-
vatory or the Google Spectrum Database. Other platforms specifically geared towards a
particular techonology also saw success. Particularly known are the aircraft tracking web-
sites, like Flightradar24, Flightaware, or Opensky, which operate only on the 1090 MHz
band, where aircraft broadcast their flight status information.

Part of this thesis was developed within the realm of another crowdsourced spectrum
monitoring network: Electrosense [15], [16]. In this section, we will provide more details
on this initiative.



1.3.1 Electrosense

Electrosense is a crowdsourced spectrum monitoring network (Fig. 1.6) [15], [16] that
used the inexpensive RTL-SDR together with a Raspberry Pi, to monitor the spectrum
mostly in the range from 30-1700 MHz. Later, an expansion board was developed that
allowed the radio frontend to scan frequencies up to 6 GHz.
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Figure 1.6: Electrosense network high-level overview [15].

The receivers could be installed indoors or outdoors and needed internet connection.
These sensors then scanned the spectrum and sent the data to the backend in 2 forms:
Power Spectral Density (PSD) or In-Phase and Quadrature (IQ). By default, aggregated
PSD data was sent to the backend to reduce the usage of the Internet bandwidth. The data
were then processed and made available via a public API. Users could also access the data
and visualize the spectrum in different parts of the world.

Together with this, the infrastructure supported adding different services for other tasks
than visualization. An example was that sensors could be coordinated to collect raw data
and then perform transmitter localization. Another was a live spectrum decoder, where
data was sent via WebRTC to the user’s browser, and then different decoders could be
applied to the incoming spectrum samples.
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1.3.2 Why do these platforms fail

Even though some platforms still remain, especially aircraft tracking ones, many of the
other spectrum sensing platforms do not operate anymore at the time of writing. There
are several factors that play a role, which also lead to the downfall of our Electrosense
platform.

First, there is the lack of incentives for users to install and maintain receivers. Except
in aviation, spectrum sensing is not an interesting topic for the majority of citizens, and
thus it becomes difficult to reach the necessary density of sensors to properly monitor the
spectrum.

The second issue is the quality of the data, which comes from the installation of sen-
sors. Users often install these sensors in places where they will not be seen or near routers,
which then affects the quality of the measurements. This then has a greater impact for ap-
plications that require high data quality and precision, such as transmitter geolocation.

The last of the reasons are the development and maintenance costs. These platforms
produce large amounts of data every day that must later be stored and processed. Although
big data solutions exist, they require constant maintenance and supervision even for just
a few tens of sensors, dramatically increasing operational costs. For these reasons, many
crowdsourced spectrum monitoring solutions are out of operation.

1.4 Custom 4G/SG deployments

Linked to the availability of a plethora of SDR devices, creating custom 4G/5G and beyond
deployments is relatively easy nowadays. To emulate the most heavily loaded components
of these networks (like gNBs), high-end SDR receivers are needed. But for elements like
User Equipment (UE), devices such as the Ettus USRP B210 series can be used. Overall,
these advancements have made possible for many researchers to have localized setups to
test their ideas. In the following lines we describe the most popular Open-Source libraries
that implement parts of a compliant 5G Network.

OpenAirInterface: Open Air Interface (OAI) provides NR Release 15/16 compli-
ant 5G Core, gNB and UE implementations. Written in C for real-time performance,
OAL is distributed under the OAI Public License. This license allows free redistribution,
use, and modification of source and object code for academic and research purposes, but
it mandates Fair, Reasonable, and Non-Discriminatory (FRAND) negotiations for com-
mercial or non-research uses, differing from Open Source Initiative-approved licenses in
terms of unrestricted use. OAI is compatible with Intel and ARM architectures running
Linux distributions and supports the most commonly used SDR platforms (e.g., USRP and
LimeSDR). In recent times, OpenAirInterface has aligned with O-RAN standards through
FlexRIC integration and implemented both Downlink (DL), Positioning Reference Sig-
nal (PRS) and UL Sound Reference Signal (SRS) positioning signals, providing Time of
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Arrival (TOA) estimation based on Channel Impulse Response (CIR) and finer TOA esti-
mation using Inverse Discrete Fourier Transform (IDFT) with up to 16x oversampling for
CIR. It allows receiving DL PRS from multiple gNBs synchronized via a GPSDO. This
makes OALI the ideal platform to test 5G positioning.

srsRAN: srsRAN platform provides software implementations of the gNB and UE
with functionality up to NR Release 15. It does not implement its 5G Core Network
(5GCN) and instead relies on Open5GS, an open-source implementation of the 5G Core
conforming to Third Generation Partnership Project (3GPP) Release 16 written in C lan-
guage. srsRAN is written in C and C++ and is distributed under the GNU AGPLv3
license. The srsRAN platform comprises two projects: srSRAN 4G [17] and srsRAN
Project [18]. The srsRAN 4G project provides an end-to-end 4G and 5G NSA network im-
plementation and a prototyping implementation of 5G SA UE and gNB. Instead, srsRAN
Project is an ORAN-native 5G Centralized Unit/Distributed Unit (CU/DU) solution com-
pliant with 3GPP and O-RAN Alliance specifications. srsRAN is the most similar platform
to OAI; in fact, it is compatible with Linux distributions and supports the most popular
SDR platforms. But, unlike OAI, where development is carried out daily by multiple
branches, in srsSRAN the release of new features is cadenced approximately semiannually;
this makes srsRAN a relatively more stable project than OAI, but offers fewer features,
including 5G positioning signal support. In fact, currently, srsRAN does not support po-
sitioning signals and protocols.

Aether: Aether is a project promoted by the Open Networking Foundation (ONF) for
the implementation of private cellular networks. Unlike OAI and srsRAN, Aether not
only offers an implementation of RAN and 5GCN, integrating SD-RAN [19] and SD-
CORE [20], respectively, but also provides a control and orchestration interface for RAN,
a cloud edge platform with support for cloud computing and a central cloud. The source
code is released under an open-source Apache 2.0 license. The main goal of SD-RAN is to
provide an O-RAN-compliant, near-real-time RAN Intelligent Controller (RIC) based on
micro-ONOS, a cloud-native variant of the Open Network Operating System (ONOS), and
an O-RAN-compliant platform for eXtended App (xApp). SD-RAN is based on OAI gNB
and UE implementations. Since Aether’s RAN is based on OAI without adding additional
positioning support and we were not interested in the O-RAN extra functionalities, we
decided to use OAI directly in our experimental setup.

1.5 Challenges of this Thesis

Monitoring and localizing signals with a variety of hardware and frameworks have several
challenges. On the one hand, lower-cost hardware requires many corrections to enable
precise applications. Higher-cost hardware solves many issues, but there is little knowl-
edge of what the limits are. In the following lines, we describe the most notable challenges
of this thesis:
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e Signal localization with low-cost spectrum receivers: Low-cost hardware has many
limitations in terms of bandwidth, frequency, dynamic range, and computational power
among others. Also, even though they would be easier to integrate in crowdsourced
networks, these are not always viable so an alternative is needed.

e How to achieve accurate positioning with no satellites: Another issue that low-cost
hardware must face is the lack of hardware for accurate positioning. Or GNSS sys-
tems are under attack and the reported positions are not accurate. In such cases, what
possibilities are there to maintain knowledge of one’s positions?

o What is feasible to monitor with low-cost sensors: We have described how spectrum
sensor networks could be used to monitor RF signals. But what kind of signals can
be reliably monitored? Is it feasible to establish such a network that could operate au-
tonomously? Can we extract some information from the monitored signals and track
particular transmitters? What are the privacy implications of this?

o What are the limits of custom 4G/5G deployments: Several custom frameworks have
emerged recently that are able to replicate 4G/5G core networks. Localization is an es-
sential feature of cellular networks, but it is unclear the accuracy these custom deploy-
ments can achieve. Also, what physical parameters can we measure in order to obtain
the most accurate position estimation.

1.6 Contributions of this Thesis

1.6.1 Published Research

The main contributions of this thesis have been published in five articles. Two of them have
been published in the IEEE Journal on Selected Areas in Communications (JSAC) and
Elsevier Computer Networks, both indexed in Journal Citation Reports (JCR). Another
publication was published in a tier-1 conference, IEEE INFOCOM. Other article was
published in the Mediterranean Communication and Computer Networking Confer-
ence as the groundwork for the journal article. The last of the articles is under review.

Contribution 1: Transmitter localization with low-cost sensors and ORAN. A frame-
work that uses low-cost spectrum sensors to localize transmitters with notable precision [1].
To overcome the challenges posed by maintaining spectrum sensor networks, we also pro-
pose to use the interfaces defined by Open Radio Access Network (O-RAN), so that the
processing can be integrated within the network operator, thus reducing costs. Using low-
cost sensors also has challenges, as hardware impairments require several corrections to be
made. Our architecture is able to correct and estimate the position within the time limits
established by the O-RAN specifications. To validate our architecture, we deploy sensors
in 2 cities and localize real signals from both.

e Yago Lizarribar, Roberto Calvo-Palomino, Alessio Scalingi, Giuseppe Santaromita,
Gérdme Bovet, Domenico Giustiniano (2024, May). ORAN-Sense: Localizing Non-
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cooperative Transmitters with Spectrum Sensing and 5SG O-RAN. In IEEE International

Conference on Computer Communications.

Contribution 2: Self-positioning for low-cost sensors using aircraft signals. We pro-
pose, implement and validate an architecture that collects aircraft data and then provides
location services to low-cost sensors [2]. By opportunistically using aircraft broadcast
metadata, with aircraft tracking sensor networks, we can build a service that collects this
information and is made available for other sensors to compute their own position. Due
to the low-cost nature of the sensors, we have to account for their defects in our model.
Another important point is the selection of aircraft for better accuracy and efficiency. We
build the architecture and test it with real data from the OpenSky network. This work was

done in collaboration with armasuisse Science and Technology.

e Yago Lizarribar, Domenico Giustiniano, Gérdme Bovet, Vincent Lenders (2023). Sky-
Pos: Real-world evaluation of self-positioning with aircraft signals for IoT devices.
IEEE Journal on Selected Areas in Communications.

Contribution 3: Vehicle tracking and driver pattern reconstruction through tire pres-
sure signals. We implement a vehicle tracking network that captures the signals sent by
the tire pressure sensors inside cars [3]. From these transmissions, we can extract unique
identifiers together with other tire parameters to accurately identify individual cars. We
collect data over several months and show that it is possible to extract driver patterns dur-
ing this period, highlighting the privacy risks associated with this technology. We also
develop an algorithm that can robustly track cars, further outlining the need for a redesign
in these sensors.

e [3] Yago Lizarribar, Alessio Scalingi, Domenico Giustiniano, Pedro Miguel Sanchez,
Roberto Calvo-Palomino, Gérome Bovet, Vincent Lenders (2024). Can’t Hide Your
Stride: Identifying Driver Patterns from a Network of Low-Cost Spectrum Receivers.
Under review.

Contribution 4: Positioning with SDR radios in 5G networks. We deploy a custom
5G network and evaluate the positioning accuracy that can be obtained with it. To achieve
this, we modify one popular 5SG compliant framework to output the timing information.
From there, we are able to perform difference of arrival positioning. We test different
gNB configurations, positions and optimization algorithms, and provide insights into the
computational cost, as well as the effect of geometry or non-line of sight conditions into
the accuracy of such systems.

e Ivan Palama, Giuseppe Santaromita, Yago Lizarribar, Lorenzo Maria Monteforte,
Stefania Bartoletti, Domenico Giustiniano, Giuseppe Bianchi, Nicola Blefari Melazzi
(2023, June). From experiments to insights: A journey in 5G new radio localization. In
2023 21st Mediterranean Communication and Computer Networking Conference (Med-
ComNet) (pp. 74-82). IEEE.

e Ivan Palama, Yago Lizarribar, Lorenzo Maria Monteforte, Giuseppe Santaromita,
Stefania Bartoletti, Domenico Giustiniano, Giuseppe Bianchi, Nicola Blefari Melazzi
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(2024). 5G Positioning with Software-Defined Radios. Elsevier, Computer Networks

1.6.2 Public Software

During the thesis, each of the research articles that is part of the thesis also resulted in dif-
ferent software repositories, some of which have been made publicly available. Table 1.2
describes the public repositories created for each of the research articles included in the
thesis, together with the license and chapter in which they were used. They can all be
found under the GitHub username

Name Description Language(s) License Reference

localization-tdoa Implementation of the Receiver-Target- Matlab MIT [1]
Receiver localization method

pytdoa Python translation of localization-tdoa Python MIT [1]

es_tcp Implementation of the rtl-sdr tcp serverto C++ MIT [1]
support the Electrosense downconverter

skypos Algorithms and Client for the SkyPos ar- Matlab, Python MIT [2]
ticle

tpms-analysis® Algorithms and processing for TPMS data  Python MIT [3]

Sgpositioning Localization algorithms and processing Python MIT [4], [5]
for the 5G Positioning with SDR article

tdoapp C++ TDOA equation solver with CLIand C++ MIT [41, [5]

webserver implementations

Table 1.2: Public software developed during the thesis.

1.7 Outline of the Thesis

Having set the groundwork for this thesis, in the following lines describe each of the chap-
ters that compose this thesis. In total there are four parts to this thesis. In Part I, we provide
the reader with the necessary context to understand the rest of the document. Apart from
this chapter, it also includes Chapter 2:

Chapter 2 gives an overview of existing positioning methods in wireless systems to-
gether with their advantages and drawbacks. In later sections, the Time Difference of
Arrival (TDOA) method is described, which is the basis of the methods employed in Chap-
ters 3,4 and 6. We also provide insights into how the accuracy of these methods can be
estimated, together with typical example geometries that might increase or decrease accu-
racy.

In the next part, Part II explores the applications of low-cost SDR receivers in low-level
applications. In particular:

31t will be made public once article is published
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Chapter 3 shows how low-cost SDR receivers from a crowdsourced network could be
integrated into the O-RAN paradigm. We provide an architecture that takes advantage of
the standardized interfaces in the O-RAN concept, to perform tasks like the localization
of unauthorized transmitters. Our study validated the localization performance in 2 cities,
showing notable accuracy for such low-cost sensors

Chapter 4 offers a variant into the problem where instead of localizing unauthorized
transmitters, we opportunistically use aircraft signals to perform self-positioning. This ap-
proach is interesting for sensor networks that cannot rely on typical positioning techniques
like GPS. We validate our methods with real crowdsourced sensors from the OpenSky
Network, developing an architecture that could be fit within this type of platforms. We
show that it is possible to obtain notable accuracy as well as provide the mathematical
framework to estimate the accuracy of such system.

Part III shows an example of a higher-level application that can still be achieved with
low-cost SDR receivers:

In Chapter 5 we show the privacy risks that are associated with Tire Pressure Moni-
toring System (TPMS), a system designed to report the tire pressure information of a car
to the central processing unit, which is done wirelessly for a large proportion of modern
cars. Furthermore, data are sent with a unique identifier and are unencrypted, so anyone
close enough might collect data from cars on the road and build a tracking infrastructure
without anyone noticing. We show that with low-cost sensors and little processing, it is
possible to track cars robustly and extract driver patterns over long periods of time.

In Part IV we apply the higher-end SDR devices to build a localization testbed:

Chapter 6 we explore the achievable localization accuracy when building a custom
testbed using high-end SDR receivers. The testbed was built using one of the most popular
open-source frameworks to deploy 5G systems, which we then modified to get the timing
information. We later explore how different post-processing techniques and sophisticated
optimization routines can increase the localization performance and reduce errors to the
Im level.

Finally, in Part V (Chapter 7), we provide the conclusions of this thesis and also
explore future lines of work.
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Positioning for Wireless Signals

Wireless signal positioning has numerous applications that permeate everyday life. A
prime example of such applications is GPS (or GNSS like Galileo or GNLONASS), which
most of us use in their day-to-day lives. In these cases, phones use satellite position infor-
mation sent wirelessly to estimate their own position (and incidentally their users’). Many
types of wireless technologies can also be used to achieve accurate positioning, specially in
indoor settings where satellite-based positioning may fail [21]. The technologies used for
such purpose can be WiFi, Bluetooth, Cellular Networks and many more. Wireless signal
localization has also been proposed in search and rescue missions in challenging environ-
ments. In Chapter 1, we already mentioned that the RF Spectrum is a scarce resource and
malicious actors might want to disrupt regular operations. Locating the sources of such
disruptions is essential for spectrum regulators and governmental agencies to ensure the
safety of all users.

The popularity and general availability of SDR devices has enabled the research com-
munity to test and build a myriad of localization schemes over the last years [5], [22]-[24].
A notable proportion of articles written in the past decade on localization take advantage
of the flexibility of these devices, instead of using custom platforms.

There is not a ’silver bullet’” method in the localization world. In this chapter, we
analyze different positioning strategies present in the literature, what are their advantages,
disadvantages and application scenarios. We also show the different SDR platforms that
exist for each of the proposed methods. In the latter part of this chapter, we look in more
detail the main positioning scheme used throughout this thesis: TDOA.

2.1 Main Positioning Families

Wireless signal positioning can be achieved by a variety of methods, which exploit differ-
ent physical characteristics of the EM signals. We can distinguish two main categories:
range-based and range-free methods. Range is generally tackled from four different per-
spectives, as it was summarized in [25]:
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e Received Signal Strength (RSS): The core of this method is to measure the power
received at different sensors, and by means of a path loss (PL) model, estimate the
distance to the transmitter. Sensors (RXs) need to be calibrated and a path-loss model
is required to estimate the decay in power;

e Angle of Arrival (AOA): It is based on the use of directionally sensitive antennas and
requires specialized hardware. These antennas are then capable of measuring the target
signal’s angle of incidence.

e Time of Arrival (TOA): In this technique, the travelling time from the emitter to
the different receivers is measured, and then position is obtained by performing a
multilateration. For this approach to work, an accurate time synchronization among
sensors and transmitters is needed.

e Time Difference of Arrival (TDOA): It is similar to the TOA technique, but mea-
suring the differences in arrival times of the signal to all the sensors. Since only
sensors need to be synchronized in this scenario, it fits the case of unknown transmitter
localization.

Table 2.1 summarizes the main localization families, by showing the principle of op-
eration of each, together with the main weaknesses of each approach.

2.1.1 Received Signal Strength

In recent years, great effort has been focused on RSS based systems [26], [27]. The situa-
tions in which these methods have been applied range from static transmitter localization
with static sensors [23], [28] or mobile robots [29], distance sensing to avoid collisions
between robots [30] or even wildlife tracking [31]. The main appeal of RSS based methods
is the low hardware requirements [32], which makes an attractive use case for deployments
in large sensor networks. However, these techniques have their drawbacks such as:

1. Sensors need to be calibrated;

Name Principle of Operation Weaknesses

RSS Measured power of the signal at the receiver Attenuation;

Low accuracy
AOA  Angle of incidence of the signal on antenna Number of antennas
Receiver chains;

TOA  Measure time taken from transmission to reception RX/TX Cooperation
Synchronization

TDOA Difference in when signal arrives at receivers Synchronization

Table 2.1: Range-based localization methods and their most prominent features.
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2. A path-loss model is needed to convert from power measurements to distances;

3. If there are multiple transmitters, an algorithm is needed to discriminate the contri-
butions of each one, and they often have high time complexities [28];

4. It requires either knowing the transmitter power or a dense sensor network.

RSS based research being the most popular in the past years, it comes as no surprise
that SDR receivers are widely employed in these papers. Such examples appear in [27],
where they make use of Universal Software Radio Peripheral (USRP), Pluto and other
high-end receivers. The aforementioned receivers offer a great deal of features like GPS
disciplined oscillators and higher bandwidths, although their cost is higher. In [24], [31]
we see examples of RSS based localization using the RTL-SDR although the covered
distance is no more than 100 m, thus it cannot be considered a large scale deployment.
Another example of RSS based system is the one proposed in [33]. However, this system
again was validated in simulations and on a relatively small area, and no realistic environ-
ment was considered.

2.1.2 Angle of Arrival

AOA requires a receivers chain to compute the angle of incidence locally. The amount of
information needed to perform localization is therefore less than with other methods [34].
It also has a notable accuracy both in theory [35] and in practice [36]. AOA methods
require less receivers, which could be interesting in environments where receiver quantity
was a constraint. Theoretically, in a 2D scenario only 2 receivers would be needed to
estimate the position of the transmitter.

One of the main issues of AOA based methods is that in order to compute the angle of
incidence, a special array of antennas is required. Depending on the frequency of interest,
the footprint of the antenna array and its cost can be quite large. This requirement is quite
challenging to fulfil when it comes to deploying embedded AOA sensors. Besides, the
same angle error causes larger positioning errors at longer distance.

AOA based methods are typically used in millimeter-Wave (mmWave) settings, as
transmitter/receiver chains are usually composed of multiple antennas in array formations.
On the other hand, devices like the KrakenSDR* which consist of 5 inexpensive RTL-
SDRs [37] sharing the same clock, make it possible to obtain angle measurements.

2.1.3 Time of Arrival

TOA has been widely employed as a localization method in sensor networks, since it pro-
vides accurate results and does not need to make assumptions on the signal [38]. The

“https://www.crowdsupply.com/krakenrf/krakensdr
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general idea is to calculate the time at which the signal arrives at each sensor (hence the
name TOA), compute the circumferences with radius equal to the distance between the
transmitter and each receiver, and calculate their intersection by means of trilateration.
TOA can be implemented using one-way transmissions, or with echo techniques [39]. In
both cases, for the algorithm to work, it is necessary that the transmitter has an active
role in the positioning process, thus making it unsuitable for the case of identifying and
localizing rogue/unknown transmitters.

TOA based methods are the primary choice in GNSS. Satellites are equipped with
high-precision Rubidium clocks, and stations on the ground with even higher-precision
clocks, periodically send them corrections. This way, the whole network stays synchro-
nized and provides meter-accuracy (or even better with more sophisticated techniques).

2.1.4 Time Difference of Arrival

TOA based positioning requires cooperation between all entities, so that a known wave-
form at a specified time is transmitted to the receivers. However, there are situations in
which this might not be possible. Spectrum regulators might want to locate signal sources
using technologies not designed to be localized. In other cases, the timing information
might not be present [2], [40]. In such cases, instead of computing the time the transmis-
sion took from the transmitter to each receiver, we can measure the difference in arrival
times at each receiver pair. This approach is what is called TDOA.

While TDOA has been shown to have similar accuracy as TOA [38], it also requires
synchronization between receivers. This can be achieved via GNSS or with signals of
opportunity [1]. In this thesis, we make extensive use of TDOA methods to achieve the
desired positioning estimates. In the next section (2.2), we expand this methodology and
provide different algorithms to tackle these problems.

2.1.5 Other Methods

The methods described above are by no means the only ones that appear in the literature.
There exist situations in which different approaches might be equally or more accurate in
obtaining position estimates. In this section, we show a few of those options.

Hybrid Methods

So far, we have described the methods separately, but it is not uncommon to see them used
in tandem. The combination of TDOA and AOA is mentioned several times [34], [35].
For example, this approach would require fewer receivers than in a pure TDOA scenario.

We have not talked about the mobility of receivers or transmitters. All the methods
described above assume static scenarios or only "snapshots" if the environment was more
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dynamic. To overcome this, there exists a complementary method to TDOA, namely
Frequency Division of Arrival (FDOA). The core idea behind this method is to com-
pute the differences in Doppler shifts between different receivers. With this, it is possible
to estimate not only the position but the heading and total speed of the transmitter.

However, this last method is not as accurate and is often used in hybrid systems with
TDOA measurements. Examples of this can be found in [41], [42].

Fingerprinting Methods

Another family of methods involves the collection of Channel State Information (CSI)
values at different points and perform a reverse look-up at the time of estimating the posi-
tion [43]. The advantage of these methods is that they are usually fast, as the computation
requirements are very low. However, these methods do not scale well in larger settings, as
the number of measurements increases quadratically with the length of the grid. Therefore,
these methods are usually used in smaller indoor environments.

2.2 Time Difference of Arrival

TDOA algorithms have been employed for a long time for various types of localization
tasks. In theory, it has slightly less accuracy to TOA based localization approaches [38] but
with the advantage of only needing synchronization between receivers, and it is therefore
an interesting approach for the task of localizing unknown transmitters. After TDOA
values are computed for each pair of receivers, the position of the transmitter is estimated
by means of multilaterating, in a similar manner as in TOA.

The basic principle of TDOA is that a signal emitted by a transmitter and received
by multiple receivers located in different positions arrive at different times due to the dif-
ferent distances between transmitter and receivers. After TDOA values are computed for
each pair of receivers, the position of the transmitter is encountered at the intersection of
hyperbolas generated by each pair of sensors.

The TDOA model is based on the TOA of a signal. When a signal is transmitted and
captured by the receiver i, the model for the received signal time is as follows.

l1x; — x|

f =1ty + ——

d.
+@4+@+m=%+j+&¢+@+m (2.1)

where ¢, is the time at which the original signal is transmitted, x; and x, are the position of
the receiver and transmitter, respectively (distance that we can represent by d,), 6, and 6, are
the drift and time offset associated with the receiver i, and #; is the noise. If the receivers
are synchronized with each other, the offset is negligible. The drift can be estimated with
various techniques, so we can remove it.
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For each pair of receivers i, j, we can subtract Eq. 2.1 to obtain the TDOA between
them:

d d

r~=t-—t-=—’——"+n,»,- (2.2)
C C

Since the timings involved are usually on the order of nanoseconds (10~°s), for nu-
merical reasons, it is typical to multiply both sides by the speed of light ¢ and to denote
d;; = d; — d; as the distance difference between receivers. Thus, Eq.2.2 is also written as:

c-t;=d;—d; + (2.3)
which represents the measured distance difference between both receivers.

In the next sections, we show the different methods for obtaining a position utilizing
different methodologies.

2.2.1 Closed-Form Solution

In this section, we describe the Closed-Form Solution [44], which shows how to obtain the
coordinates of an unknown transmitter for the case of TDOA when there are 3 receivers
in a 2D scenario or 4 in a 3D scenario. In these cases, the TDOA equations form a closed-
form system, and the solution is unique.

Derivation

Given 3 sensors with the following positions:

x; =[00]"; x,=[b0]"; x3=[c,c,]"

And for a transmitter whose position is x, = [x y]”, we can write the TDOA equations
for ab and ac pairs in the following form:

T, = VX2 4+ 32—V (x — b2+ y? (2.4)

= VR - e 2 =) 2.5)

We can isolate the terms on the rightmost part of both equations and square both sides.
After carefully operating, we can obtain the following forms:

5, — b+ 2bx = 27,,\/ X% + ) (2.6)
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r123 —c?+2c,x+ 2¢,y =213V x* + y? 2.7

Dividing 2.6 with 2.7 and operating on the terms, we are able to express the y coordi-
nate in terms of x:

y=gx+h (2.8)

Where g and A are:

g= 2/ 7 2.9)

Cy
2
h = 7 (2.10)

y

Introducing these values into Eq. 2.6, we are able to obtain the following expression
for the x coordinate:
0=dx’+ex+ f (2.11)

Where the values of d, e and f are:

b 2
d= —(1 + g% — <—> > (2.12)
T12
b \>
e=b(1— <—> >—2gh (2.13)
T2
2 2\ 2
/= %(1 _ (i) > e (2.14)
T2

After solving the quadratic equation, there are 3 possible scenarios:

e One solution: We will always obtain one solution, but there are cases where one of
them gives a TDOA value with opposite sign to those that we had previously, so that
one can be discarded.

e Two solutions: In other scenarios, it can happen that both solutions produce the same
TDOA values as those measured and further information would be needed to discrimi-
nate the actual location of the transmitter.

e No solution: If the obtained values for x are imaginary, that means there is no intersec-
tion between the hyperbolas, and thus no location can be determined. This can happen
if one of the receivers reports a wrong TOA value.
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To better illustrate this, in Fig. 2.1 we show 3 examples with each of the cases described
above.

6.04 ——-— Hyperbola 1-2 607 e Hyperbola 1-2 (// 607 v Hyperbola 1-2
-= Hyperbola 1-3 X1 | -=-= Hyperbola 1-3 /,/ -=-= Hyperbola 1-3
s0 7 40 <, 40 s
b ,‘\
40 = 2.0 / 7" "\\\Real Target =z 20 ¢, Real Target
El 3 2 N B // £ 7
s = X2 X1\ X3 = X2 X1 /X3
¢ e 3 i \ 8 : /
£ 3.0 /_/‘\\\ £ 00 £ 00
F 20 2 =20 \ = 20
L - 2. NN St T 2.
Real Target > ‘&/Gh%t [Parget
DS
1.0 40 RN 4.0
X2 X3 & X
/ N
00 6.0 2 6.0 s
0.0 1.0 2.0 3.0 4.0 5.0 6.0 0.0 1.0 2.0 3.0 4.0 5.0 6.0 0.0 1.0 2.0 3.0 4.0 5.0 6.0
Distance [u] Distance [m] Distance [m]
(a) Unique solution (b) Dual Solution (c) No solution

Figure 2.1: Different scenarios when solving a TDOA system.

Basis changes

The above development takes the reference sensor a as the origin of the coordinates and
places the sensor b on the x axis. In our case, we will generally have positions x; =
[x; »,17, X, = [x, y,]" and x; = [x; y3]7. We will refer to 0 to the original reference
system, O to the system with the same rotation but centered on sensor s,, and a to the
system that has sensor s, on its x axis. The rotation angle 6 between systems 0 and a:

0 = arctan 270 (2.15)
Xy — Xy

With this we can obtain the rotation matrix that changes vector from base a to 0

IR — cosf —sinf

a

2.16
sin@ cos@ ( )

Thus we can obtain the coordinates for sensors b and c in this new reference system:

“x, ="RT - (x, — x,) (2.17)

“x; ="RT - (x; — X)) (2.18)

These new vectors X, and “x; have the form required by the algorithm in Section 2.2.1.
Once we obtain the position of the transmitter x, = [“x “y]”, to transform it to our original
reference system:

x =R, X, + X, (2.19)

The Closed-Form solution is relatively easy to implement and the computation cost
is small compared to more complex methods. However, edge cases must be handled
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with care. Moreover, TDOA measurements are subject to noise in real-life settings and
that might cause the solution to change depending on the reference receiver, as shown in
Fig. 2.2. Thus, special care must be taken when using closed-form approaches.

Figure 2.2: How the closed form solution works with noisy data. On the left the three
sensors (green), the associated hyperbolas and the real transmitter location (red). On the

right the region defined by the intersections after zooming.

2.2.2 Least Squares

When dealing with more TDOA measurements, the Closed-Form solution described in
the previous Section cannot be applied. To overcome this, it is possible to linearize the
TDOA equations and solve the overdetermined system via Linear Least Squares (LLS).
To do so, we create a variable d,, which is the distance from the reference sensor to the
transmitter. In the following lines, we describe the mathematical process in more detail.

System Derivation

Now we proceed to derive the linear system that we will solve for the location of the
transmitter. For that using sensor 1 as a reference and sensor i, we can write Eq. 2.2 as:

T, =d —d;=d, - \/(xj _xz)2+(yj —¥,)?

T, —d = _\/(xj —x)*+ ;= »)?
Squaring both sides and subtracting df we obtain:
ot di =27 dy = O = %)+ (5 = )
=21y d = (- X )+ (0 —p) - d] (2.20)
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Since d, is the distance from sensor 1 to the transmitter, we can rewrite the right hand
side of Eq. 2.20 as:

=20ty dy = (= x) (=) = (= %) = (0 = ) (2.21)
Expanding the squared terms, eliminating and rearranging the variables we obtain:

2-(rlj-d1+(x1—xj)-x,+(y1—yj)-y,)zrlzj+xf+yf—sz.—yjz. (2.22)

In Eq. 2.22 the unknowns are d,, x, and y,. To make the expression more compact, we
can call rl.2 = xl.2 + yf. If we do this for all sensors from i =2 ... M we can obtain a system
of equations of the form A - x = b:

Tn X=X Yi—»N d ST+ —r)
: : : x, |= : (2.23)
TiMm X1 =Xy V1= VM Vi

N | =

2 2 2
'(T1M+r1 —rM)

N =

Eq. 2.23 has an exact solution when the number of sensors M is 4. If M is more, then
the solution can be obtained by least squares:

x = (ATA)'ATb (2.24)

2.2.3 Non-Linear Methods for TDOA

The most accurate method to obtain a position is to take the measurements directly and
optimize over the p-norm of the residual. Particularly, for the L2-norm we start from a
weighted sum of squared errors between the measured and the expected TDOA:

S(xy) = % Z w;; - (;; — Tij)2 = Z w;; - ”l-zj (2.25)
Vi,j Vi.j
where each term of the summation corresponds to the TDOA value per each sensor pair
i,j, and w;; is the weight applied to each of the measurements. For this method, the
solution lies at the point where the gradient of S(x,) is minimum, which can be computed
per transmitter coordinate (x,, y,) as:

INY _ X — X; X = X
ox, 2 w1y < d, d )

08 Yvi—=yvi V=)
9y, Z i i < d dj >

These equations can then be solved by several methods, such as Gradient Descent,

(2.26)

Levenberg-Marquardt, or BFGS, among others [45]. In fact, it is quite common to use
hybrid approaches, where linear methods serve as an initial coarse estimate for the position
and then fine-tune them with non-linear approaches.
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2.3 Measuring the Accuracy of TDOA Systems

So far, we have shown how to compute a position based on the differences in arrival times at
our receivers. However, often we need a method to estimate the "quality" of the estimation.
In this section we explore 2 methods to obtain such estimations.

2.3.1 Cramér-Rao Lower Bound

The Cramér-Rao Lower Bound (CRLB) is a typical metric to estimate the accuracy of
a localization system. More formaly, it is the minimum variance that can be achieved
by an unbiased estimator. It is thus a very useful estimator for the maximum achievable
accuracy for a given set of boundary conditions. The minimum variance can be obtained
by the inverse of the Fisher Information Matrix (FIM). Starting from the TDOA model in
Eq. 2.2 and with the assumption of Gaussian nose, we can represent the likelihod function
p(z;;|x) for a single measurement as:

L exp <—L2(%,.j - T,.J.)2> 2.27)
270y 20;;

The FIM is then calculated as the expectation of the gradient of the logarithm of the

p(ry;lx) =

likelihood function:

J=E [Vxlnp(rlx) (Vxlnp(rlx))T] (2.28)

Assuming that the measurement noise is constant and does not depend on the position
of the target to be localized, the FIM can be calculated as [46]:

QR-la_T

J= ox 0x

(2.29)

g—; is the Jacobian matrix of the measurement equation (2.2) and can be represented as:

071 07y
ox [7)
ot . Y

a—X:

(2.30)

oty 07N
0x ay

The measurement noise covariance matrix R can be estimated like the following (as-
suming that we use receiver 1 as the reference) [38]:

2 2 2 2
o] + o, on o]
2 2 2 2
(0} o+ o0 o
R= ! 1o 1 (2.31)
2 2 2 2
op 0, 0, + Oy



The minimum variance achievable by the TDOA system can then be calculated as:

o(x) > Jx)! (2.32)

It is also essential to have an estimate of the maximum achievable accuracy when
estimating the different TDOA pairs. As per [38] the CRLB of the TOA estimation is
defined as:

2
C
2>

S 2.33
% = SNR, - B2 (2.33)

where c is the speed of light, SNR, is the Signal-to-Noise Ratio (SNR) at receiver i and B
is the bandwidth of capture. This results shows the power of TDOA over large distances.
While approaches like RSS decrease their performance with distance [47], the accuracy on
the parameter estimation on time-based systems depends on the square of the bandwidth.
Thus larger capture bandwidths result in higher possible TOA estimation accuracy.

2.3.2 Dilution of Precision

Another method to estimate the accuracy of a time-based positioning scheme, widely used
in GNSS systems, is the Dilution of Precision (DOP). DOP quantitatively represents the
impact of the geometric configuration of the receivers on the position estimation. The
error in the estimation (AX) is proportional to the error in the TDOA (A7) measurement
multiplied by the DOP:

Ax = GDOP - At (2.34)

To compute the DOP we need to take the Jacobian of the measurement vector as de-
scribed in Eq. 2.30.

a_rTa_r)_l.
ox ox

Finally, DOP is calculated as the square root of the trace of the matrix product (

T
GDOP = \/ trace((a—T ‘)—T)—l) (2.35)
ox 0Xx

A lower DOP value implies a more favorable geometric configuration, leading to en-
hanced accuracy in the position estimation. Conversely, a higher Geometric Dilution of
Precision (GDOP) suggests a less ideal geometry, potentially decreasing the precision of
location estimates. Note that this result is very similar to the CRLB estimation. In fact,
under constant variance, both methods only differ by the measurement noise covariance
matrix R.
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Figure 2.3: CRLB of 4 different geometric configurations. Bandwidth was chosen to be
SMHz and SNR 10 dB.

2.3.3 What are Good Geometries?

Once the accuracy estimators have been laid out, a natural question would be: What are
the best/worst geometric configurations that can exist? In this paragraphs, we will provide
some geometric configurations along with their expected error distribution. Fig. 2.3 shows
4 different geometric configurations and the computed CRLB around them.

Fig. 2.3a shows the typical equilateral triangle configuration. For positions within the
area enclosed by the 3 transmitters, the expected error is low, but it increases rapidly when
outside of it. A relatively bad configuration is depicted in Fig. 2.3b, where all receivers lay
on the same line. This geometry has another problem which is that due to symmetry, each
solution to the TDOA equations will be dual, thus further knowledge would be required to
discriminate the actual position. In Figs. 2.3¢,2.3d we can observe the effects of increasing
the number of receivers. In general, the more sensors placed in a single area, the lower the
CRLB, and thus the lower the expected error in the positioning results.
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ORAN-Sense: Localizing

Non-cooperative Transmitters
with Spectrum Sensing and

ORAN

3.1 Introduction

Wireless communication infrastructures are growing at a rapid rate [48], and this trend will
continue with the ongoing deployments of 5G/6G networks. As RF spectrum is scarce,
monitoring it on a large scale is fundamental for gaining insights into the EM spectrum
usage and its evolution, as well as detecting threats attempting to cause disruption. For
instance, network providers spend billions of dollars in spectrum auctions, making the
problem of protecting their spectrum and localizing non-cooperative transmitters, a key
pillar to running their business.

However, localizing non-cooperative transmitters is a difficult task, and it has been so
far decoupled from 5G deployments. Current methods require network operators to de-
ploy temporary, bulky, and expensive equipment if an anomaly in spectrum usage has been
found around a particular area. This method has several disadvantages, as it is impossible
to continuously monitor the spectrum and operational costs are high. The advent of IoT
devices in the last years equipped with SDR capabilities has significantly influenced the
approach to spectrum monitoring, as they can establish a network of low-cost distributed
sensors that transfer data in the cloud for processing, revolutionizing the spectrum moni-
toring and breaking down cost barriers.

In the past few years, several crowdsourced spectrum monitoring solutions have emerged
using low-cost devices and custom backends, such as Microsoft Spectrum Observatory [49]
and Electrosense [7], [15]. However, the maintenance costs of such platforms, particularly
dedicated backends, are often too high, and these initiatives do not last long. Several of
these initiatives have shut down after years of effort.

Rather than taking the traditional approach to spectrum crowdsensing of having a third
party that processes spectrum data in its dedicated backend, we propose utilizing the back-
end infrastructure of the Radio Access Network (RAN) and maintained by the network
operator themselves. We envision that IoT spectrum sensors will be deployed at users’ fa-
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cilities and can collaborate and share their data with the network operator. This is similar
to femtocell technologies adopted by network operators where existing broadband connec-
tions are used to connect small form-factor base stations to the operator Core Network [50].
This way, network operators would have access to sites for deploying spectrum sensors
that would not be available without using a crowdsensing paradigm. On the other hand,
the network users will still benefit from access to similar services as in prior initiatives
(e.g., decoding public signals and their audio and visual representation [16]). Still, the
resources in the backend would now be shared among several software services following
the 5G paradigm, significantly cutting operational costs.

To transform this idea into practical realization, we leverage the fact that the Next
Generation of the cellular network is going under a radical evolution as the current ar-
chitecture will be replaced by programmable and virtualized infrastructure, including the
RAN [51], [52]. The O-RAN is the primary driver behind this deployment as it promotes
softwarization, disaggregation, openness, and programmable hardware [53]. Furthermore,
the O-RAN Alliance [54] is currently defining the concept of the O-RAN paradigm to
streamline the implementation, testing, and deployment of flexible solutions at scale. One
of the peculiarities of O-RAN is the introduction of RIC, programmable components that
can run optimization routines to control and orchestrate the RAN effectively. Our idea is
to leverage the open interfaces and RICs to perform the localization of non-cooperative
transmitters, enriching cellular networks’ capabilities that can already localize cooperative
transmitters through 5G signals [55].

In summary, this chapter proposes merging crowdsensing networks with the O-RAN
interfaces to make a robust system that leverages existing infrastructure to monitor the
spectrum and collect data to perform more advanced analytics tasks. The contributions of
this chapter are the following:

e A novel framework to integrate IoT devices into O-RAN networks to perform spectrum
monitoring tasks at a more sustainable cost than in prior initiatives.

e We develop ORAN-Sense, an architecture that leverages this framework and can use
these IoT spectrum sensors to localize non-cooperative transmitters within a city.

e We provide an experimental evaluation, with sensors deployed in the wild in 2 different
European cities, and show that it is possible to build and use such a network.

The remainder of this chapter is organized as follows: Section 3.2 dives into O-RAN
and its use cases and discusses the main localization approaches described in the litera-
ture. Section 3.3 provides background insights into O-RAN and its interfaces. Section 3.4
proposes an architecture that addresses the challenges in the design and the detailed steps
to perform geolocation at scale, and Section 3.5 provides an evaluation of the different
components of our architecture. Last, Section 3.6 provides the conclusions.
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3.2 Related work

O-RAN provides a promising and flexible architecture for future cellular networks, and
many applications might be possible thanks to it [53]. Localization, in particular, was
proposed in [56] and even using passive sensors and signals of opportunity using DVB-T
signals to monitor human activity. However, all localization approaches revolve around
positioning users connected to the network. In this chapter, we propose to extend this
emerging architecture by means of passive sensors that can perform different tasks and
focus on the positioning of several types of transmissions and modulations.

When tackling the problem of localizing unknown transmitters, we can distinguish two
main categories: range-based and range-free methods. Range-based positioning is gener-
ally tackled from four perspectives as summarized in [25]. In the following paragraphs, we
discuss some of the most relevant research with each of the aforementioned localization
methods described. Many articles related to localization are based on theoretical conjec-
tures and simulations, but rarely are these assumptions tested on scalable real deployments
or areas greater than 100x100 m?.

RSS based methods In recent years, much effort has been focused on RSS based sys-
tems [26], [27]. The main appeal of RSS based methods is the low hardware require-
ments [32], which makes an attractive use case for deployments on large sensor networks.
However, these techniques have drawbacks, such as the need for good calibration, complex
path-loss models, and lower accuracy when distance increases.

AOA based methods AOA requires complex receiver chains to compute the angle of
incidence locally. It also has notable accuracy in theory and practice [35]. One of the
main issues of AOA based methods is that to compute the angle of incidence, they require
antenna arrays which might be challenging when deploying embedded sensors.

TOA & TDOA based methods TOA has been widely employed as a localization method
in sensor networks since it provides accurate results and does not need to make assump-
tions on the signal [38]. TOA can be implemented using one-way transmissions or with
echo techniques [39]. TDOA methods have slightly less accuracy with respect to TOA
based localization approaches [38] but only need time synchronization between receivers.
We have several examples in [22], [57]-[60]. However, as for RSS based methods, the
proposed systems are either focused on one specific technology, use high-end hardware
or remain conceptual and do not pursue any larger scale implementation. [59] proposed
a hybrid network of high- and low-end receivers, but it focused solely on aerial vehicle
tracking and its protocols.

In our work, to minimize bandwidth usage, localization must be triggered only during
a short period (e.g., after an algorithm has detected an anomaly in the spectrum). An-
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other way to mitigate this is to compress this data by means of algorithms like the Fast
Walsh-Hadamard Transform [61] or compressing sensing [62]. Sensors also need to be
accurately geolocated. Work has been realized, for example, to opportunistically exploit
time information in aerial signals as shown in [40], [63] without relying on GPS.

3.3 O-RAN Primer: Components and Interfaces

This section introduces background knowledge on the specific components of O-RAN
networks and how the design can support the entities for localization.

3.3.1 Components

An overview of the general architecture is depicted in Fig. 3.1. O-RAN incorporates the
3GPP NR 7.2 logical split[64], dividing base station functionalities at different network
locations. For instance, the CUs and DUs can be virtualized and deployed on different
servers; meanwhile, the RUs are placed in proximity to the RF antennas[51].

Service Management and Orchestration Framework (SMO). There are numerous man-
agement domains in a service provider’s network. The main goal of this component is to
manage and orchestrate the RAN domain [65], e.g., Cloud Management, Orchestrator, and
Workflow Management and resources optimization with RICs.

Collector in the SMO domain. The SMO hosts the Non-Real-Time RIC (Non-RT RIC).
However, there might be other network functions that may provide additional services.
Notably, the ORAN-Allicance standard does not establish a formal boundary with the
Non-RT RIC and other logical functions within the SMO framework [66]. In this context,
an Operations and Maintenance (OAM) Function can be used to manage components, like
the RIC or the connection with external services (e.g., Cloud) [67], that we call Collec-
tor. It can gather information from external services, such as custom back-end external
applications, and interact with controllers to deploy or update RAN policies.

Non-RT RIC. The Non-RT RIC is another key component of O-RAN enabling closed-
loop control of the RAN with timescales larger than 1 s. Its main goal is to optimize
the RAN intelligently by providing policy-based guidance and enrichment information
to the Near-Real-Time RIC (Near-RT RIC) function. This is achieved through the stan-
dard open interfaces, using declarative policies expressed with formal statements, allowing
Non-RT RIC to guide Near-RT RIC for specific optimizations, such as localization algo-
rithms or particular areas and frequencies to explore.

Near-RT RIC. Like the Non-RT RIC, the Near-RT RIC enables control and optimiza-
tion of RAN functions and resources in near-real-time. It facilitates data gathering and

actions via the E2 interface, with a control loop ranging from 10ms to 1s. One or more
XApps, i.e., Al Models or algorithms, can be hosted by the Near-RT RIC, and the E2 in-
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terface enables a direct association between xApp and E2Node functions to consume the
data.

3.3.2 E2 Interfaces, E2 Node and Service Model

The components introduced in Section 3.3.1 are connected with open interfaces, following
the specifications established by the O-RAN Alliance.

The E2 Interface is an open interface between two endpoints, the Near-RT RIC and the
E2Nodes. It enables the collection of metrics from the RAN to the Near-RT RIC, either
periodically or after pre-defined trigger events.

An E2Node, comprising DUs and CUs, is a logical node and offers a variety of RAN
functions, i.e., services or capabilities, and supports the connection with E2 Interface [68].
For example, DUs from different vendors might provide their ability to gather and report
varying performance metrics. During the connection, the E2Node (the gNB) exposes the
RAN Functions to which the Near-RT RIC can subscribe.

The E2 Service Model (E2SM) in the O-RAN E2 interface is a protocol detailing the
E2Node’s capabilities to the Near-RT RIC. It is a list of RAN function offerings that the
E2Node makes available, including performance metrics and services. The communi-
cation between an E2 Node and Near-RT RIC uses a publish-subscribe paradigm. The
E2Nodes can publish their data depending on whether the reporting is periodic or trigger-
based.

Currently, the standard defines guidelines to monitor the Key Performance Measure-
ments (E2SM KPM) provided to the xApps [68]. However, these are limited upper-layer
metrics to optimize scheduling policies or RAN slicing [53]. In this paper, we propose
enhancements that enable the E2 interface to transmit localization-specific RF measure-
ments from loT devices, broadening the service’s utility model.

3.4 ORAN-Sense

The architecture of ORAN-Sense is shown in Fig. 3.1. We propose that low-cost sensors
act as E2Nodes, consisting of a commercial off-the-shelf antenna, an RTL-SDR, and a
Raspberry Pi (Fig. 3.2). Like in femtocell technology [50], network operators connect
these sensors in different locations like homes or offices via Ethernet or wirelessly to in-
crease the monitoring coverage. Localization starts in the Non-RT RIC by declaring the
policy of the area and the frequencies of interest. The policy commands the E2 nodes,
specifically those DUs equipped with sensors, that expose the network function to sense
and gather 1Q measurements for a specific short time. Then, the data are consumed by the
localization xApp within the Near-RT RIC. The localization stages are explained in the
following paragraphs.
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Figure 3.1: Proposed architecture for ORAN-Sense, a TDOA-based localization approach

of non-cooperative transmitters that can be embedded in O-RAN by using its open inter-

faces. In color are the parts implemented by the author of the thesis, namely: software on

the sensors, core logic of the xApp and an application frontend to visualize the results.
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The localization architecture proposed in this chapter is divided into different parts:
the Sensor that we consider as the entity within the E2Node with only reception capabil-
ities, the localization xApp that runs in the Near-RT RIC and the SMO which contains a
campaign manager.

Figure 3.2: The RU is comprised of a Raspberry Pi and an RTL-SDR

Spectrum sensors only measure IQ samples with a 2 MHz bandwidth (larger band-
widths are possible with higher-performing SDRs), tuned to the center frequency of the
band to be measured. This also means that if the signal of interest has a larger bandwidth
than the sampling rate of the RTL-SDR front-end, information outside this band is not
used by the RTL-SDR-based spectrum sensor for localization purposes. As our system
does not perform any decoding of the reference and target signals, this issue is irrelevant
in the context of localization of non-cooperative transmitters.

To transmit the 1Q measurement command, we use the E2 interface defined by the
O-RAN. When the measurement command is received, sensors first estimate their local
oscillator offset, similarly to [69]. After the given measurement time elapsed, these sensors
send IQ samples and their corresponding local oscillator offsets, measured in PPM.

Once data is gathered in the Near-RT RIC, the localization process is subdivided into
the following steps: Frequency Olffset Correction, Synchronization and TDOA Estimation
and Multilateration. More details are provided in the remainder of this section. We con-
clude the section by providing technical details on the O-RAN integration.

3.4.1 Frequency Offset Correction

At operating temperatures, SDR receivers generally have constant drifts in their clocks.
For example, the latest versions of the RTL-SDR are guaranteed to have +1 PPM, but this
drift can be even higher when it is heating up [69]. We cannot assure that the SDR will
be at the correct operating temperature at any given time, so we need to estimate the drift
accordingly. The following sections show that the clock drift can significantly influence
the measurement results.

Our system corrects both the center and the sampling frequency offsets. We assume
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that in the IoT receiver, a single Local Oscillator (LO) feeds both the down-conversion
and sampling stage. Therefore, we assume that both errors in the center and sampling
frequencies are similar:

Af, Af.

fS‘ fC

where f, f. and @ are the sampling frequency, center frequency and PPM offset respec-

R @ 3.1

tively.

To correct the center frequency, f,, we must note that the actual measured center fre-
! o
quency, fC, 1S:

fl=0+9)-f, (3.2)

where Af, = @ f,. Eachsample is received at time n-T, where T is the observed sampling
period, which can be related to the desired sampling period, T, as T! = T, /(1 + ).

We must perform a frequency shift of the samples of the measured signal denoted as
s'[nT!]. We can then generate the new signal, shifted to the desired center frequency:

Sl/[nTs/] — Sl[nTSl] . e—jZIE-HTA,/'(Pfc (33)

Now that the center frequency f. is corrected, we can correct the sampling frequency
f,. If the received signal were continuous, it would be enough to take the samples at the
time instants corresponding to the desired sampling rate. As the received signal is not
continuous, we re-sample the data at the correct rate by interpolating samples. Thus the
corrected signal s[nT,] can be regarded as changing from sampling rate n7T,/(1 + @) to
nT:

nT,
s[nT,] = I(s"[nT'], ——, nT,) (3.4)
U l4+

3.4.2 Synchronization and TDOA Estimation

TDOA based systems require sensors to be time synchronized. One of the most stan-
dardized manners to synchronize the clocks over the Internet is to use the Network Time
Protocol (NTP), which can achieve accuracies of a few milliseconds. However, for a lo-
calization system, this is not satisfactory.

Some sensor networks rely on GPS as their source of synchronization. There exist
commercial solutions offering errors of around 50 ns. However, the sensor cost would
increase drastically, as commercial solutions providing high accuracy are in the order of
more than 1,000.00 USD’. We do not intend to rely on any GPS source, so even the lower
end of SDR receivers like the RTL-SDR can be utilized. We also note that sensors cannot
use fine network synchronization, as they are connected to the CU only through standard
Internet connectivity. To solve this challenge, we propose an approach that utilizes NTP to
coordinate the sensing processes of different sensors and then uses a Reference Signal (RS)

Shttps://www.ettus.com/all-products/gpsdo-mini/
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as a signal of opportunity for synchronization, and the Unknown/Target Signal (US), which
we aim to locate.

We start from the TOA equation (2.1). For each pair of IoT receivers, their sampled
signals are sent to the Localization Engine xApp, where they are subtracted from one
another. In this way, we can remove the transmit time from the equation:

d.

d,
Ty =t=t == =40 -0+, (3.5)
We multiply both sides by the speed of light ¢ and denote d;; = d; — d; as the distance

difference between receivers. We can apply this to both the RS and US:

c-r;‘js=d;‘js+c-(0i—9j)+c-n;‘js (3.6)
c-7; =dijt+c'(9i—9j)+c-nij‘.

We can subtract one from the other, and then by knowing the distance difference from
sensors i and j from the reference transmitter, we can isolate the desired TDOA value:
c- (r;‘js — Tl.’js) = d;‘js - dl.’js +c- ;1,.’;’“3 3.7
If we now add the distance to the RS, which is known, we are only left with the TDOA
associated with our target transmitter:
— Jus us rs rs rs,us 3 8
c~1'l.j—dl.j—c-rij—(c-rij—dij)+c~nij (3.8)

To obtain the delay between two signals s;, 5;, we calculate the maximum delay 7;; of
their cross-correlation:

%,; = argmax [(sl. * sj)[r]] 3.9

Traditionally, only raw 1Q samples are used for performing cross-correlation. In this
chapter, we instead evaluate three different possibilities to perform the cross-correlation:
using the raw IQ samples (1Qq), using the absolute value (abs) or the phase difference
(dphase). We present these correlation methods in Table 3.1. Note that we rely on the
1 and Q samples measured by the RTL-SDR front-end in all methods.

Name Computation Method
iq I[nT] + jOI[nT,]
abs \I[nT,? + Q[nT,]?
dphase «s,, [nT,] - £s;,,[(n— 1T,]

Table 3.1: Correlation methods studied in this chapter.
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One issue to consider relates to the quantization error one might have in a single sample
when computing the TDOA. For the RTL-SDR, given that we sample at around 2 MSam-
ples/s, that would mean that a difference of one sample can result in an error of 150 m. As
studied in detail in the evaluation section, we propose to mitigate the uncertainty region
caused by the low sampling capabilities of low-cost IoT sensors by upsampling the signals
and computing the cross-correlation on the upsampled versions.

3.4.3 Multipath mitigation

In urban scenarios, signals are expected to be either reflected or entirely occluded by build-
ings, trees, or any other type of obstacle. This directly affects a time-based localization
system like the one proposed in this chapter. When sensors are affected by multipath, they
receive several copies of the signal at different times. Choosing the wrong copy might
result in errors of tens or even hundreds of meters.

Under multipath and Non-Line of Sight (NLOS) conditions, the received signal by a
spectrum sensor i with L, different paths can be modelled as:

L;
5i = 2 a8t —1) + (3.10)
I=1

where a;, is the attenuation factor of the /th multipath component and s;, are the time-
delayed versions associated to that component, and 7, ; is the noise in the measurement.

Differently from TOA measurements, the reflected peaks in TDOA measurements may
also appear before the Line-of-Sight (LOS) peak, which further hinders identifying the
shortest path. Thus, the naive approach of selecting the highest peak would not work. The
effect of these multiple components on the TDOA estimation can be observed on the auto-
correlation of signals with the appearance of peaks at times (0, +m, |, +m,,, ..., £m; ;).
If signals received from two sensors i and j are affected by multipath, then their cross-
correlation function appears generally with L; X L; peaks, where L; and L; are the num-

bers of paths received by sensor i and j, respectively (see also the example in Fig. 3.3).

We estimate the multipath components per sensor from the autocorrelation function
(see Fig. 3.3). This results in an array of the components for sensor it [0,m; , ..., m; ].
By combining all possibilities for a pair of sensors {i, j}, we generate a hypothesis of the
generated multipath components at a given estimate for the direct path component delay
T:

Cr)=|r =My s T+mi,Li]; Vm,

il

m,, (3.11)

J

Then, computing the cross-correlation function between these two sensors, we can
obtain a set of the predicted peaks C. The correct delay 7,; for a pair of sensors {i, j} will
be such that it minimizes the distance between the hypothesis and the measured vectors:

t,; = argmin||C(r) - C|| (3.12)
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Figure 3.3: Effect of multipath on cross-correlation between 2 signals. On the left, we have
the autocorrelation of each one. The signal affected by multipath will present multiple
peaks. On the right is the cross-correlation between both. If the indirect path is stronger
(as in this case), we might select the erroneous peak (instead of the one at 0 us), leading
to higher errors in the location estimation.

To visualize the effect of multipath on TDOA measurements, we provide a small exam-
ple. Let us suppose we receive signal s from 2 receivers (s,,s,), and each one has another
delayed component by 4.5 and 2 us, respectively. To detect those extra components, we
rely on the auto-correlation function (Fig. 3.3a). Receiver 1 will have components [0, 4.5]
and receiver 2 [0,2]. If we compute the cross-correlation of both signals, peaks should
appear at [-4 + 7,7,5 + 7,9 + 7], where 7 is the TDOA. We can now perform the cross-
correlation between both signals and find the peaks (Fig. 3.3b). We can then apply the
minimization routine in Eq. 3.12 and solve it with a brute-force algorithm.

3.4.4 Multilateration

In the last component of the architecture, the actual transmitter positioning is performed.
Starting from a weighted sum of squared errors between the measured and the expected
TDOA:
— ~ 2 _ 2
Sx) =Y w - Gy—r) =D wy-r (3.13)
Vi,j Vi.j

where each term of the summation corresponds to the TDOA value per each sensor pair
i,j, and w, i is the weight applied to each of the measurements. Note that if w, = 1,
then this becomes the L2-norm. For this method, the solution lies at the point where the
gradient of S(x,) is minimum, which can be computed per transmitter coordinate (x,, y,)
as:

(3.14)
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These equations can then be solved by several methods like Gradient Descent, Levenberg-
Marquardt, or BFGS, among others [45]. Referring to Fig. 3.1, we use linear methods as an
initial coarse estimate for the position and then fine-tune them with non-linear approaches.

3.4.5 Localization embedded into ORAN

The localization procedure starts with a request the Collector receives from another auto-
mated RAN function, like anomalous spectrum usage with technology classification [70]
or a request by the network’s operator through an external service. The request must spec-
ify the number of sensors (3 for 2D localization, 4 for 3D), the algorithm, the area, the
duration, and the frequencies to inspect (namely, the ones of the reference signal and the
unknown one). The collector forwards the information to the Non-RT RIC, requesting
RAN data for localization. The Non-RT RIC formulate the RAN Localization Policy de-
livered to the Near-RT RIC through the A1 Interface.

The Near-RT RIC subscribes to the E2Service model provided by the E2Nodes, specif-
ically the CUs or DUs in the area of interest, specifying interested frequencies and trigger-
based report measurement. The latter is managed by a timer set within the E2Node.

Upon timer activation, the IoT devices designed for spectrum sensing within the DUs
(or in the RUs) tune to the designated frequencies, collecting the necessary measurements
that will be packaged in the E2 Report Message. At the expiration of the timer, the E2
Node publishes the localization measurements over the E2 Interface, consumed by the
xApp. In the proposed design, the measurements are not transmitted as a continuous data
stream, avoiding overwhelming the network. The xApp runs the localization algorithm,
e.g., TDOA based algorithm, with the measurements collected over different locations.
The outcome of the TDOA localization is forwarded to the Non-RT RIC that either notifies
the collector and the External Service along with positioning coordinates.

3.5 Evaluation

This section describes the evaluation of the system using realistic scenarios. To evaluate
the system, we define three sets of experiments. The first is the feasibility studies, and we
look at how frequency offset correction, upsampling, and different signals could affect the
system’s performance. In the second set, we evaluate the real-life applicability of different
signals in our localization architecture. We combine the results of these evaluations into
Subsection 3.5.1 Last, we study the performance of the different multilateration algorithms
using real data from our deployments in Subsection 3.5.2.
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Figure 3.4: Feasibility study results. The two figures on the left describe the results with
GSM and DVB-T, respectively. We observe that by applying frequency-offset correction
(foc) and upsampling (UPS), we can obtain synchronization errors lower than 100 ns.
In (c), we can see the differences between the proposed correlation methods with DAB
signals, and in (d), we compare the different technologies that are present in urban envi-
ronments.

3.5.1 Reference Signal Suitability

For this part of the evaluation, we use three RTL-SDR v3 equipped with TCXO and col-
lect samples for four different technologies: LTE, GSM, DVB-T, and FM radio. We need
to collect reference and target signals in the same trace. To achieve this, we modify [i-
brtlsdr [37] to allow for a center frequency change while sampling. By continuously sam-
pling data, we avoid losing samples between sensing processes, and thus we can obtain the
actual synchronization delay between a pair of sensors. We first tune to the RS, then US,
and back to the RS, splitting traces into 3 chunks with the same number of samples. We
collect 200 traces for each receiver with 3 seconds of data, 1 per signal chunk. We also
collect one second of LTE traces for each measurement to calculate the oscillator offsets.
The experimental setup is summarized in Table 3.2.

To collect data in this first set of experiments, we connect three RTL-SDR devices to
an active splitter, an antenna, and an external power supply. The three SDR devices are
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then connected to the same machine. An schematic of the setup is shown in Fig. 3.5.

RTL-SDR 1

Antenna

I

Active RTL-SDR 2
Splitter

Power

Supply
RTL-SDR 3

Vi

Figure 3.5: Splitter setup for the feasibility tests, with 3 RTL-SDRs sharing the same
antenna.

Measuring with this setup, the signal is received by only one antenna, and the differ-
ences in the measurements are due only to their internal clock offsets or other hardware
imperfections. After collecting data, we analyze all the traces and show the different re-
sults in Fig. 3.4. Since the antenna is the same for all sensors, the observed differences
should be 0. Values different than that might be caused due to the offset between sensors
not being properly corrected or the signal being too noisy to be suitable for a reference
signal.

Effects of Offset correction and Upsampling

Figures 3.4a and 3.4b show the results of the feasibility studies using GSM and DVB-T
respectively in four scenarios: when no offset correction is made (0rig) when we use the
offset in both chunks that contain RS and average the delay (mean), when we correct the
local oscillator offset (foC) and when we correct offset and upsample the signals (UPS).

In these plots, we can observe that even though the LO errors are relatively small (in our

RS  frs(MHz) US f,s(MHz) Bandwidth (MHz)

LTE 816 LTE 806 10
GSM 938.8 LTE 806 0.2
DVB-T 562 LTE 806 5
DAB 196 LTE 806 1.5
M 98.8 LTE 806 0.2

Table 3.2: Experiment setup for the feasibility studies. We vary the reference signal (RS),
and we use as an unknown signal the LTE signal at 806 MHz. Bandwidths higher than 2
MHz were clipped to 2 MHz, as it is the limit of the SDR
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experiments, we do not observe any values above 1 PPM, which matches the specification
for the selected RTL-SDR), they can have a great influence on the TDOA values, and thus
these errors must be corrected.

One approach to correct these errors is to assume the offset between two sensors is
linear, which is not always a reasonable assumption since their oscillator errors can be un-
stable depending on the conditions. We can, however, have a coarse estimate by averaging
the offset between both RS chunks and subtracting it from the delay obtained with the US
chunk, and we can improve the results notably in all cases (this is the method mean on
Fig. 3.4).

If we perform the offset correction, we can reduce the delays obtained in almost all
experiments to 0. However, using a sampling rate of 2 MSamples/s, our computation is
affected by the quantization error of 150 m, which still represents a high uncertainty re-
gion. To observe where the actual cross-correlation peaks occur, we upsample the signals
with different factors (in these figures, we use a factor of 10). We observe a finer synchro-
nization thanks to this approach, with around 60 ns median error.

Different Correlation methods

Fig. 3.4c compares the three different correlation methods explained in Section 3.4: dphase,
abs, and 1q. For clearness, we show only the results for DAB signal, but the results are
very similar to other technologies. From this figure, we can see that abs and dphase
have similar performances (although the former is slightly better), whereas the traditional
1q method performs poorly on all the analyzed technologies. One of the reasons that ex-
plain the worse performance of 1 method is the fact that it relies on both the magnitude
and the phase of the samples, and phase alone is not a suitable descriptor in non-coherent
sensor networks.

Comparison of technologies

The performance comparison of all the technologies analyzed is shown in Fig. 3.4d. From
these results, we observe that digital signals offer the best performance and FM signals
the worst. One explanation is that the former are digital signals with accurate amplitude
information and richer phase information, whereas FM radio signals are analog with coarse
amplitude information and no information encoded on the phase.

Furthermore, LTE, GSM, DVB-T and DAB have similar performance. We notice that
LTE and DVB-T have larger bandwidths with respect to the IQ sampling rate of RTL-
SDR front-end (spectrum sensors only measure 1Q samples in 2 MHz bandwidths, with
frequency tuned to the center frequency of the Reference and Unknown Signals), while
the bandwidth of DAB is of about 1.5 MHz (thus it does not exploit fully the RTL-SDR
capabilities). Furthermore, there are fewer TV and Digital Radio transmitters, so it is
easier to guarantee that spectrum sensors capture signals from the same tower.
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3.5.2 Deployments

For these experiments, we deploy sensors with the same characteristics as described in
Fig. 3.2 in two different cities: Madrid and Zurich (Fig. 3.6). The maximum distance be-
tween sensors is 20 km and 15 km, respectively. To evaluate the performance of the full
architecture, we select existing DAB transmitters as our target frequencies due to the high
transmission power and well-defined locations, thus making them appropriate to bench-
mark the proposed system. For the sensors, we implement an extension to €S_S€Nnsor
C++ package from ElectroSense [16]. The resulting platform is similar to the one de-
picted in Fig. 3.2. For the localization backend, we implemented versions in MATLAB®
and Python.

m;] #J mj
*
-
!
*
= R
F
)
el
- 6 km 6 km
(a) Deployment in Madrid (b) Deployment in Zurich

Figure 3.6: Sensor locations for the benchmark. The target transmitter (Unknown) is
marked in blue and the Reference in pink. For the case of Madrid, both Target and Refer-
ence are the same.

Madrid deployment

A total of six IoT sensors are deployed in the Madrid region, each having RTL-SDR v3 as
their SDR frontend. The target transmission is the DAB signal with a center frequency of
208 MHz.

As our reference signal, we use the DAB transmission centered at 196 MHz coming
from the same transmitter. Due to the limited number of DAB transmitters in the area of
deployment, no other transmitters are interfering. By having reference and target on the
same location, we can rule out inaccurate locations of transmitters. All the errors should be
due to the limitations of the receivers and our approach. In total, up to 70 recordings over
several months are gathered, each consisting of 1.5 seconds of data per sensor (divided
into three continuous chunks containing RS, US, and RS respectively).

We first compare the results when we correct the frequency offset, Linear vs Non-
Linear approaches, and present the results in Fig. 3.7a. We observe that each step of our
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Figure 3.7: Results in real environments. The first 3 rows refer to the results in Madrid and
the last to the results in Zurich. For the sensors in Zurich, we remove the results when no
correction is done because the errors are much higher and would distort the visualization.
The chosen correlation method is dphase since it proves to be the most accurate overall.
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approach increases the overall accuracy of our system quite significantly. We observe that
no offset correction implies km-level errors even though the transmitter is the same. If
we make a rough estimate of the offset by averaging the two RS chunks, we can improve
results notably. Correcting the offset provides the best results, and together with Non-
Linear optimization methods, we can achieve a median accuracy of 97 meters, with all
results located within 220 m of the target. When varying the number of sensors (see
Fig. 3.7b), we observe that with fewer sensors, there are fewer synchronization issues so
the lower tail of the ECDF is closer to almost perfect estimation. However, with lower
sensors, single sample differences result in higher errors.

Next, we compare the effect of upsampling the correlation outputs and present the
results in Fig. 3.7c. We observe that in this scenario, upsampling does improve results
significantly, but there is not much gain from larger upsampling factors, which could be
explained by the limits in CFO correction. In this case, we have a median accuracy of
50m, and almost 90% of the results lie within 100 m. We compare this to a simulated
scenario where sensors would have a commercial, yet expensive, GPSDO with a 50 ns
timing alignment error [71]. We observe that our approach does not lie far from that ideal
case.

We also compare the effects of multipath correction with 3 and 6 sensors and present
the results in Fig. 3.7d and 3.7e, respectively. With 3 sensors, the correction does have a
more significant effect, and we can improve the whole system accuracy by several 100 m
on the distribution tail. For 6 sensors, since not all sensors are affected by multipath/NLOS
equally, the localization algorithm helps to reduce the positioning error as the number of
sensors increases, those effects are canceled out, but still, the multipath correction does
have an effect on the overall accuracy.

Last, we also compare the different correlation methods and, as in Fig. 3.4, we see
in Fig. 3.7f that abs and dphase methods have better results than using raw 1q as the
correlation input. Furthermore, dphase performs slightly better than abs in these real
settings, particularly above the 60th percentile.

Zurich deployment

Up to three sensors are set in different locations of the Zurich region, two with the latest
RTL-SDR v3 and one with the previous version. This is noticeable because the latter has
an average frequency offset of 60 PPM. In this deployment, the target and the reference
transmitters are two DAB signals located at different positions, with the first one transmit-
ting at 194 MHz and the second one at 208 MHz. 100 measurements are collected with
these sensors over two months with the same conditions as in the Madrid deployment.

In Fig. 3.7g, we can see that, regarding the Non-Linear versus the Linear approaches,
there is a significant difference between both methods. With Non-Linear methods, we can
achieve a median accuracy of 50 m, 70% of the results within 65 m, and more than 90%
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within 150 m, which is 1 sample difference at the sampling rates of these sensors.

The effect of upsampling can also be seen in Fig. 3.7h, similar to the results in Madrid.
Upsampling does allow for more fine-grained positioning compared to no interpolation.
In the latter, one sample difference can result in a greater error in the distribution. Last, we
can observe the distribution of estimations around the transmitter (Fig. 3.8). The spatial
arrangement matches what we would expect theoretically with such sensor disposition.
For instance, Zurich has only three sensors, and the geometry causes errors mainly on one
axis.

3.6 Conclusion

ORAN-Sense is a novel architecture that leverages low-cost IoT spectrum sensors and the
O-RAN to perform localization of non-cooperative transmitters in the Next Generation
of cellular networks, enhancing their current capabilities. Our system design considers
aspects such as correcting sampling and frequency offsets with imperfect hardware and
upsampling the signals. We also observed that digital signals provide much better perfor-
mance than analog ones. In our real-world experiments in two European cities with IoT
sensors spanning areas of tens of kilometers, we show that it is possible to localize signals
with median accuracies of tens of meters and 1.5 s of data, and these results replicate over
the cities we have studied, with little control over the position of sensors and big frequency
offsets, as well as in the presence of multipath.
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Figure 3.8: Positioning mapped for the cities of Madrid (first column) and Zurich (sec-
ond column). We compare how the accuracy improves using no correction (orig), averag-
ing reference signal (mean), frequency offset correction (foc), and correction+upsampling
(ups). The transmitter position is marked with a blue star, and the dots represent the esti-
mated locations.
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SkyPos: Real-world evaluation
of self-positioning with aircraft
signals for loT devices

4.1 Introduction

The literature on outdoor and indoor localization is vast. While indoor localization re-
search makes use of different signals in the terrestrial radio frequency spectrum such as
WiFi, UWB, Bluetooth, or Zigbee, outdoor localization is widely dominated by GNSS
based positioning such as GPS, Galileo, GLONASS, and the like, to the point of becom-
ing a commodity in all sorts of hardware and environment.

In recent years, aircraft signals have been proposed as an alternative means of po-
sitioning. In [40], they looked into opportunistically using aircraft signals (ADS-B) to
perform indoor localization. In [63], this method has been refined to require less time for
data collection, adding higher computational cost. Positioning with aircraft signals has
several advantages over classical satellite-based systems. First, since aircraft signals are
much stronger than satellite signals, they penetrate much better in buildings and work in
obstructed or indoor environments. Second, getting a first position is much faster (under 3
seconds of data collection and a few minutes to obtain the fix in [63]). Finally, GPS based
systems are highly vulnerable to spoofing attacks [72], [73] while positioning based on
aircraft signals requires a more complex, distributed, and multi-device attacker setup [13].

In GPS spoofing scenarios, an additional source of location for verification purposes
would increase the location integrity and quantify the trust of the provided position. In-
tegrity is essential for systems where secure positioning is critical, such as vehicle to ev-
erything (V2X) communications, and it was standardized within the 3GPP in Release 17
and beyond for the design of 5G Advanced and toward 6G systems [74]. 3GPP has also
envisioned several positioning applications and defines several positioning methods for 5G
networks [75] that do not rely directly on GNSS information. There is also active research
in improving accuracy and reducing latencies, as shown in [76].

Since [40], [63] laid the theoretical foundations for positioning based on aircraft signals
a few years ago, we are not aware of any real-world deployed system making use of this
localization technique so far. The actual performance one may get in the wild is thus yet
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L Anchor

€ Backend

Figure 4.1: General overview of SkyPos. Several aircraft (p,, p,, p;) pass through an
area with anchors and the user that wants to self-localize. Each anchor (red) gathers the
messages from each aircraft, timestamps them, and sends it to a central backend. The user
(green) also collects messages and queries the backend. It receives the timestamps from
the other anchors and self-localizes using the anchors’ and its own timestamps.

not clear.

In this work, we report from SkyPos (Fig. 4.1), a first large-scale implementation
that leverages thousands of crowdsourced ADS-B reference stations from the OpenSky
Network [77] to position IoT devices across Central Europe. We systematically evaluate
the performance of this real-world deployment comprising low-cost software-defined ra-
dios and higher-end ADS-B reference stations synchronized through GPS. We analyze the
tradeoffs in measurement error, synchronization offset, clock drift, and sensor placement
errors.

The contributions described in this chapter are the following:

e We introduce an architecture and an implementation for self-localization using aircraft
signals that leverages the existing ADS-B crowdsourced sensors from the OpenSky Net-
work;

e We provide an extensive evaluation of the architecture’s performance and the accuracy
of the localization with real-world data;

e We present an approach to solving the multivariate self-localization problem given the
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measurement error, synchronization offset, clock drift, and sensor placement errors we
find in our data, as well as insights into which aircraft to select to increase accuracy.

To the best of our knowledge, there has not been any attempt to design a real system
for embedded sensors to self-localize using aircraft signals at a large scale, and the limited
prior work in this field has addressed the problem only by means of simulations or in small
setups with a few sensors [78]—-[80]. In contrast, in our work, we perform our theoretical
and experimental analysis with a large set of embedded sensors across Europe and provide
a prototype architecture.

The chapter is divided as follows: First, we discuss the most relevant research regard-
ing the opportunistic use of aircraft signals (Section 4.2). In Section 4.3, we describe the
main challenges faced when designing the proposed system. Section 4.4 provides a quick
primer on ADS-B and how it could be exploited for self-localization. Sections 4.5-4.6
provide the theoretical foundations and our proposed architecture, respectively. In Sec-
tion 4.7, we evaluate our approach with data obtained from real sensors from OpenSky
Network. Last, we discuss the main aspects of the proposed system in Section 4.8 provide
some final remarks in Section 4.9.

4.2 Related Work

The literature regarding outdoor and indoor localization is vast. While indoor localization
research uses different signals in the radio frequency spectrum, outdoor localization is
widely dominated by GPS and the like. With techniques like Precise Point Positioning, it
has been possible to achieve sub-decimeter level accuracies over the last 20 years [81].

However, since the position is computed at the receiver, GPS based systems are vul-
nerable to spoofing or jamming attacks [72], [73]. This area of research is currently very
active, and even though there are some commercial solutions to avoid these issues, it re-
mains an open challenge. Works to enable localization in GPS-constrained areas have
been proposed in recent years via UAV swarms [82], [83], or integrating multiple infor-
mation sources [84] for dense vehicular networks. However, the former requires specific
and coordinated ad-hoc deployments or more complex changes in both infrastructure and
users, as in the latter. This work explores leveraging existing signals and sensor networks
and providing a location solution with little overhead for resource-contrained devices like
a Raspberry Pi.

In recent years, the use of aircraft signals has drawn a great deal of attention to solve a
variety of problems not only related to aircraft positioning. In [40], they looked into oppor-
tunistically using aircraft signals to perform indoor localization. However, their analysis
only extended to a few sensors and did not consider scalability or further development of
the proposed platform. In our research, we extend this analysis to hundreds of sensors
and different topologies and provide results on the overall performance of the proposed
architecture.
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In [85], aircraft signals and their waveforms were exploited to obtain time of arrival
measurements with less than a nanosecond time precisions. ADS-B signals have also been
used to achieve sensor network synchronization with accuracies similar to the NTP, as it
is stated in [79]. Recently, the research from [80] has looked into the privacy of sensor
networks for avionics. In this last piece of research, the methodology used is similar to
what is proposed, but most analysis is done in the simulation domain, and only one case
with real sensors is presented.

4.3 Challenges

Self-positioning using aircraft signals poses significant challenges, as the specification was
not designed with this use case in mind. We describe the main challenges in the following
paragraphs.

System Design We show an overview of our system in Fig. 4.1. For our prototype ar-
chitecture, several design choices have to be made. Unlike GPS satellites, aircraft do not
send absolute timing information in their ADS-B messages. Therefore, to localize the de-
vice, we need several receivers to gather those messages. By considering the differences
in arrival times among these sensors, it is possible to estimate the location of the desired
sensor. We leverage existing air traffic surveillance networks like OpenSky [77], which
already store aircraft positions in their backend received by ADS-B signals.

Each receiver only sends a list of ADS-B meta-data ({mp], t;‘l’A] 1 {mPS, t:;’Al o),
where the tuple (m,, , t;f, A,) represents the message m sent by aircraft p; and received by
anchor A; at time r,. That meta-data can be composed of the fields present in Fig. 4.2.
There are different ADS-B types, including position (obtained through the aircraft’s own
GNSS system), velocity, or status. We only collect those including position discarding the

rest, thus reducing computation and storage requirements.

These messages are sent to the backend, reducing the data amount compared to sending
the raw 1Q signals. Besides, as we have access to a large set of data, we propose to rely
on in-memory storage, which allows us to reduce query times. The user also would have
to send a list of the aircraft messages collected in a period of time so that the backend can
match the messages to those collected from reference sensors.

Synchronization and Timing constraints In time-based localization, good timing ac-
curacy is a must. For users, we do not impose large timing constraints on the system clock
(users in our study were using NTP, and is sufficient) nor on the timing of samples. Tools
like dump1090 [86] provide microsecond-level accuracy, which we show is sufficient.

For anchors/reference receivers on the other side, there are harder restrictions. We
focus only on a subset of OpenSky’s network sensors that have GPS-disciplined oscillators
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Control ICAO ADS-B Message Parity
®) (24) (56) (24)

Figure 4.2: Structure of an ADS-B message frame. The numbers in parentheses represent
the number of bits of each field in the message.

that can provide 30 ns accuracy. Using only a subset of all the sensors in the network also
has the benefit of reducing the storage and bandwidth cost of the whole infrastructure.

Clock imperfections Receivers (specifically their RF frontends) are subject to imper-
fections in their internal oscillators which can decrease the localization accuracy. To over-
come this, we propose a mathematical framework that relies on a few reference sensors
with disciplined oscillators across the network. These reference sensors allow us to reduce
the load when computing the position of users with lower-cost sensors.

Performance Validation Previous literature has relied heavily on simulations or con-
trollable setups with few sensors. To have a more extensive analysis, we rely on Lo-
caRDS [87], a dataset containing aircraft and sensor information from OpenSky [88], a
well-known air traffic surveillance, for several hours and days. This dataset contains data
from up to 700 IoT sensors spread all over Europe and with varying coverage.

4.4 ADS-B for positioning information

Traditional systems for air traffic surveillance include Primary Surveillance Radar (PSR)
which are radars that detect the presence of aircraft by measuring radio wave reflections,
and Secondary Surveillance Radar (SSR) which can request more information about their
flight state. This is possible because aircraft include radar transponders that reply with the
required information each time a ground station interrogates them. ADS-B can be regarded
as an enhancement of SSR systems, which is also used to send flight status information, but
in this case, without the need for interrogation (hence the term Automatic) [89]. ADS-B
is steadily being adopted by many aircraft. Starting January 2020, all aircraft in the US
were mandated to include ADS-B transponders, and Europe will follow this in 2023, thus
making it a widely employed technology in aviation.

The downlink channel of ADS-B operates on the 1090 MHz band, and messages are
encoded with Pulse Position Modulation (PPM). Each ADS-B frame is 112 bits long [89],
and the frame structure is shown in Fig. 4.2. The International Civil Aviation Organiza-
tion (ICAO) address is a 24-bit number that is used to uniquely identify an aircraft and
the ADS-B message can be one of 9 types containing information regarding its position,
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*8d3452c85851967ae91c9ae20503;
- CRC: e20503 (ok)
- DF 17: ADS-B message.
- Capability : 5
- ICAO Address : 3452c8
- Extended Squitter Type: 11
- Extended Squitter Sub : ©
- F flag : odd
- T flag : non-UTC
Altitude : 15225 feet
Latitude : 81268 (not dec)
Longitude: 72858 (not dec)

Table 4.1: Example of decoded ADS-B message containing aircraft position.

velocity, and status. Using common open source software like dumpl090° we can cap-
ture, decode these messages and timestamp these messages (with relatively high precision
even [85]), as it is shown in Table 4.1.

In recent years, several platforms have sprouted that, based on these ADS-B transmis-
sions, provide real-time plane tracking and various related services. Examples of such
platforms are flightaware’ or flightradar24®. Within all these, a notable example is the
Opensky-Network [77], [88], which is composed of a crowdsourced sensor network mon-
itoring air traffic, also providing data for researchers in this field.

Recent literature shows that, apart from air traffic surveillance, it is possible to exploit
aircraft messages for different purposes like synchronization [79], [85], positioning [40],
[63] or privacy assessment [80]. The key insight is that by having multiple aircraft broad-
casting status messages periodically, they effectively become an ad-hoc ’satellite network’.
Moreover, aircraft travel at substantially lower altitudes than satellites, and messages are
transmitted with relatively high SNR. Thus these signals can easily be received and de-
coded with low-cost off-the-shelf SDR and antennas. In Fig. 4.3, we show the number
of distinct aircraft IDs for 3 sensors, 2 located indoors (one in an upper floor office with
windows and the other in a lower floor with no windows) and 1 outdoors, received in a
24-hour window with a standard dipole antenna. Except for times at night (many airports
close at night, thus reducing the air traffic volume), there are between 30-40 distinct air-
craft IDs detected per second for the outdoor and the upper office sensor and up to 15 for
the sensor in the office with no windows.

In these same places, we compare the GPS signal reception. For that, we use the gnss-
sdr software [90] and an active GPS antenna. For the indoor locations, we could not obtain

6
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Figure 4.3: Number of distinct aircraft received by 3 sensors during the day, two indoor
and one outdoor. Data was aggregated in 2-minute time windows

a fix at any point in time, whereas for the outdoor location, we could obtain a position at
any point during the day. This further proves that we can exploit ADS-B information for
self-positioning, but there could be hours at night where some accuracy might be lost due
to fewer aircraft being present.

As mentioned in Section 4.1, aircraft do not provide the time the message was trans-
mitted, so a sensor alone could not compute its position from multiple messages. However,
with a network like OpenSky, where multiple sensors are receiving the same broadcasts,
we exploit the difference in arrival times to provide positioning for other nodes. As men-
tioned earlier, we build on top of the work in [40] and extend it to cover more realistic
scenarios with a greater variety of sensors and spatial distributions.

4.5 Methodology

There is a considerable amount of literature regarding the problem of aircraft multilater-
ation (MLAT), where the objective is precise tracking of aircraft [91]-[93]. In contrast,
in this paper, we consider the problem of positioning the user using aircraft signals, thus
converting it into a Reverse MLAT problem. This problem was first formulated in [78].

The core idea of this method is for multiple receivers to decode aircraft messages
which contain the aircraft’s position, timestamp them with their local clocks, and send
this information to a backend infrastructure for location processing. We can distinguish
two types of receivers:

e Target receiver or User, whose position is unknown and to be estimated. The require-
ments are not as strict as for the reference receivers; in fact, virtually any equipment
capable of decoding aircraft messages would qualify as a target receiver.

e Reference receivers or Anchors, which are accurately localized and have the necessary
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equipment to correct their internal clock errors (offsets and drifts). These sensors are
already part of an existing air traffic surveillance network (i.e., OpenSky [77]), which
also reports aircraft locations to the backend.

4.5.1 User Localization

Let us define the 3D distance between a static user u = [x,, y,, z,] and an aircraft position
r _ r . r 1 .
p; = [Xp,-’ Yy Zpi] at any time r as:

dr, = Ilu=pill, (4.1)

Every time an aircraft transmits an ADS-B message, the time at which the user receives
it (in its local time) can be written as:

r
~r

u,p;
lup = t;,- + — +0,+6,-(Ar, ) +¢, 4.2)
being f; ,, the time at which the user received the message, 7, the absolute time at which
the message is transmitted by the aircraft, 6, and 6, are the receiver’s clock offset and drift
respectively, and €, additive white gaussian noise corresponding to measurement error.

Ar’ s the elapsed time from an absolute initial reference #, to the current sensor time 77

Assuming that the aircraft’s position is known (ADS-B signals continuously broadcast
this information), we have a total of 6 unknowns in our system: the 3D coordinates of the
receiver, offset and drift of the receiver’s local oscillator, and the transmission time of the
message. Since the transmission time is unknown, multilateration systems take another
receiver (v) and subtract 4.2 for both receivers:

d’ d’
r _ uspi U,[J,- r r
hon = T T O+ 8, AL =6, AL T, 4.3)

To solve for all the unknowns present in 4.3, we would at least need 10 different mea-
surements. To reduce the amount of data, the approach in this paper uses reference re-
ceivers, whose GPS coordinates are known and which possess stable oscillators so that
their clock drift is negligible. Thus, 4.3 becomes (instead of v we will represent reference
receiver j as A;):

d’ d’
P U g s A+ 4.4)
Tu,Aj,pi - c c u,Aj u w0 Eu,Aj .

We can collect all measurements for the target receiver u. The cost function is formed
by the sum of the p-norm of all the residuals (where p can be any order of the norm,
throughout this text, we will use the 2-norm). We then obtain the values for S(u,6,,6,)
as:
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S(u, u,é)—_ Z (uA b MA P,)z

VA it

:_ Z nuApl

VA Dist

4.5)

where z; , is the right hand side of 4.4. The objective is to minimize the cost function
Ajp;

S'. To achieve this goal, we compute the gradients for each of the terms (3D coordinates
X,»Y,»2,, offset 6, and drift u,) as:

= 2 S (4.6)
Mudpper " r :
VA pl o C ’ du’pi
_y Vu=,) “7)
Mudppr ™~ r :
0y U VAjpr "oe du,pi
oS (z,-z,)
5 = ’7,4,,4., il : —r (4'8)
0z, VA%J et eedy,
=) M, o (4.9)
VA;.pp.r
Mt s DI (4.10)
dﬂu VAZ,,I o

With these equations, it is possible to obtain the position, offset, and drift of the target
with optimization methods widely employed in the literature like Levenberg-Marquardt
(LM) [45], BFGS [94], or Gradient-Descent and its variants [95] among others. In prac-
tice, we observe little difference between these methods for this particular problem.

4.5.2 Reference Receiver Offset Estimation

One last step to reduce the amount of data needed is to precompute the reference receiver’s
clock offset, leaving only the parameters belonging to the user as unknowns. To estimate
the offset for the reference receivers, we start from a similar equation as 4.4, noting that
the drift for both receivers is negligible, that is, 6, & 0; VYu. We can then transform the
equation into the following:

Y
r Pi »Pi
Thaer = o T T o T (04, =04, +€4,.4) (4.11)
Or in its matrix form:
tT=d+F-0+¢ 4.12)
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Where 7 and d are M X 1 vectors (where M is the number of aircraft messages)
containing the measured and the geometrical TDOA:

T
%= [ oL ] Vi=1..M (4.13)

r

, T
d= [ Dyn _ Yo ] Vi=1..M (4.14)

c c

Matrix F is an M X N matrix with N being the number of sensors with 1 and —1 at
the columns of sensors u and v respectively:

0 1 -1 0
e ars
0 1 -1 0

Finally, 6 and € are vectors of size N X 1 containing the unknown offsets and noise,
respectively.

Generally, this system of equations yields an over-determined system that can be solved
via Least Squares, returning the offsets for the reference receivers in 3.8:

0 =F"F)'F'(t -d) (4.16)

4.5.3 Dilution of Precision (DOP)

DOP has been a popular metric to evaluate the precision of localization systems for both
TOA [96] and TDOA [97] approaches (which include GPS systems) for the last decades.
In recent years, DOP has been proposed in several localization systems as a method to
estimate optimal receiver configuration [98]. In essence, DOP and its variants quantify the
expected error amplification between the estimated and the actual position of the object
that will be localized. To evaluate the DOP for our scenario, we take 3.8 and calculate the
Jacobian (for the sake of simplicity, we removed the drift):

r r W I
O, | M AT (4.17)
0(u,0) dr, dr, dr, '

We can construct the matrix H with several aircraft that contain the Jacobian for all
measurements. We notice that this equation is actually that of the DOP for TOA [96], thus
if we calculate the matrix Q by:

Q=HH"! (4.18)
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This matrix will contain the DOP values per each of the directions and offset (this
method can be extended to include drifts):

2
6. 0,, O, Oy

x xy Xz
2
Q: O-xy Gy Gyz Gyé' (4 19)
5 .
Xz Gyz z 09

Oy Oy Ozg O

With this matrix, we can estimate how precise our position is based on the selected
aircraft per direction in the 3D space. It is also interesting to note that the receiver’s posi-
tion does not depend directly on the chosen anchors, which was experimentally observed
in [78]. However, having more anchors makes it possible to obtain a more diverse set of
aircraft (i.e., aircraft surrounding the sensor and not in a specific region), which can reduce
the uncertainty in the position estimation.

4.6 SkyPos: Self-Positioning for IoT devices

We propose to use the collected aircraft information and to provide users with an on-
demand self-positioning service. The architecture is illustrated in Fig. 4.4, and it consists
of two main components: the Backend, which collects data from the anchors and stores
their messages, and the User, which collects its own messages and queries the Backend
for the collected messages and then attempts to perform its self-positioning.

4.6.1 Backend

Database

The database contains two indices, from (i) the sensors and (ii) the aircraft, respectively.
Their role is as follows:

e Within the sensors index, we store information on the sensor location and serial number.

¢ In the aircraft index, we find the message hash, the corresponding aircraft’s ICAO ad-
dress (a unique identifier per aircraft), the time it is processed at the server, the location
of the aircraft at the transmit time, the sensors that receive the message and the local
timestamp at which each sensor processes the message.

This database is continuously updated with OpenSky Network’s data, with older data
being regularly erased so that the storage requirements are reduced. To reduce the query
times, we run in-memory database instances in Redis. The sensors that are present in the
database are not all of the ones present in the OpenSky Network. As mentioned in Sec-
tion 4.3, we select a subset of "trusted" anchors that also incorporate GPSDO for higher
precision timestamping. The precision of these devices is 50 ns, which is enough for sev-
eral localization applications [71].
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Figure 4.4: SkyPos proposed architecture overview.

64



Chapter 4 4.6. SkyPos: Self-Positioning for IoT devices

Sensor Database

TDOA Table

—
—
: Pi| Az |t 4,

Aircraft Database

BT

(D G, W

[p’l [ @5y Uy 75,) [{(An 85, 4,), (A2, 8, 4,)} J—

Figure 4.5: TDOA table pre-processing from aircraft and sensor databases.

API

The API gets the user request and processes the data as described in the remainder of this
section.

After unpacking all the messages, it constructs a query for the aircraft index using the
ICAO address. When results arrive, distinct sensor identifiers are selected, and another
query is made to the sensors index. Once the results of both queries are gathered, data
is prepared in the following manner: A table is constructed where each row represents
the time difference of arrival measurement between the user and each of the anchors that
have received the message. Each row contains the aircraft’s ID, the reference receiver’s
serial number, and the measured TDOA in seconds. If a message m; is received by N,
reference sensors, then N m, TOWS are added to the table. Thus, if the total number of valid
messages is M, this table will have Z:"il N,, rows (notation as seen in Fig. 4.1). The
main reason for constructing such a table is to reduce the time in the optimization step
since otherwise it would need to be constructed every iteration of the optimizer, slowing
down the computation considerably. The whole process can be visualized in Fig. 4.5.

Serial ‘ Latitute ‘ Longitude ‘ Altitude ‘ Type ‘ Verified
Integer ‘ Float ‘ Float ‘ Float ‘ String ‘ Bool

Table 4.2: Sensor dataset structure

Message ID Time at Server Aircraft ID Latitude Longitude | Baro. Altitude
Integer Float Integer Float Float Float
Geo. Altitude | Num. Measurements Sensors Timestamps RSS
Float Integer Array {Int} | Array {Float} | Array {Float}

Table 4.3: Aircraft dataset structure
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4.6.2 User

Data collection

The user or receiver is the service’s client that wants to self-localize. The main require-
ments for the user are to possess a suitable receiver tuned at the 1090 MHz band and soft-
ware able to decode ADS-B messages and timestamp the gathered messages. This can be
easily achieved today with an inexpensive RTL-SDR receiver, some open source software
like dump1090 [86], and an embedded machine supporting such hardware and software
(most widely available operating systems fulfill such requirements). The tool reports data
in the format shown in Fig. 4.1 which is sent together with the timestamp at which it was
received by the sensor. The precision achievable with a common board like the Raspberry
Piis 1 us, which would be too high to achieve meaningful accuracy. However, by using
higher-precision anchors, it is possible to overcome this limitation.

Fulfilling the aforementioned requirements, the user first collects and decodes aircraft
messages, including the aircraft’s [CAO address and its latitude, longitude, and altitude
(see Fig. 4.1). After collecting messages for a certain time, the user serializes and sends
the data to the service’s endpoint through the API.

Localization

The user receives the data of the anchors from the API as a stream of (m, t?‘ ,my, tfz, )
where m; is the ith received message and t,.A’ is the time at with anchor j received that
message (see Fig. 4.4). It then splits the process into the steps mentioned in Section 4.5.
Data from anchors are used to estimate their offsets via linear estimators. In parallel, the
user performs an initial estimation of its clock offset and drift. Depending on the type and
quality of the receiver, measurements might be noisy, so we use the Iteratively Reweighted
Least Squares (IRLS) technique [99] to obtain better initial estimations. After preprocess-
ing, the user’s position r is obtained via any of the methods described in Section 4.5.

4.7 Evaluation

The evaluation is performed in 2 different stages: In the first stage we utilize an already
collected dataset [87], that contains millions of ADS-B messages from several days and
hundreds of sensors. This allows us to demonstrate the feasibility of our approach. The
second phase is focused on assessing the performance of SkyPos’ architecture. For that,
we use the same dataset and simulate the conditions of operation.
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(a) Radarcape sensors (b) dump1090 sensors

Figure 4.6: Sensor locations across Europe. The circle size and color represent the number
of messages received per sensor.

4.7.1 Dataset

The dataset for our evaluation is described in LocaRDS [87], a dataset from the Opensky
Network researchers that provides information on thousands of real aircraft collected by
hundreds of sensors operated by volunteers across Central Europe.

The data structure for sensor and aircraft databases is shown in Tables 4.2 and 4.3
respectively. The Verified field in Table 4.2 refers to whether the sensor position is verified
by its operators. For our evaluation purposes, we will only use as reference sensors those
that have been verified.

4.7.2 Evaluation of the dataset

To perform the evaluation, we first split the dataset between 2 types of sensors: Radarcape
and dump 1090 sensors (their distribution across Europe is shown in Fig. 4.6). These sen-
sors have different properties and are thus evaluated separately to understand the impact
of the sensor type better.

Radarcape sensors

The first part of our evaluation is done with Radarcape sensors [100]. These sensors
are specially designed to receive ADS-B messages. They incorporate GPS receivers and
GPSDO, meaning their clocks remain stable within tens of nanoseconds. As mentioned
earlier, we used only sensors that had verified positions, so for this set of experiments,
we had 37 sensors shown in Fig. 4.6a. The density of such sensors is especially high in
Switzerland and Germany, and it is also where these sensors receive more messages, as
can be observed (a larger circle means a larger number of messages are received).
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Figure 4.7: Reference receivers’ clock offsets over time and compared to each other. 4.7a
shows the difference in geometric/measured TDOA for 2 radarcape receivers. 4.7b shows
the offset over time for 3 sensors running the dump1090 software.

The fact that these sensors have GPSDO is more notable when computing the differ-
ence between the expected TDOA between 2 reference sensors and the measured TDOA
as it is shown in Fig. 4.7a, where over the course of one hour, those differences remain
constant except for variations due to measurement noise. Using Least Squares to compute
the mean offsets (using one of the sensors as the absolute time reference), we can observe
that those offsets remain within the +200 ns.

To perform the evaluation, we take one of the Radarcape sensors and randomize its
position. We then compute the offsets for the remaining sensors used as a reference and
select the 5 sensors with the highest common message count with the target receiver. The
number of anchors can vary depending on the user’s position with respect to them. In
general, and as mentioned in Section 4.5, the number of anchors does not directly affect
the performance, and we did not see much improvement from adding more anchors. This
matches the observations shown in [78]. We then compute the position of the receiver
with that data.

Fig. 4.8 shows how correcting the offsets in the model, using the estimation described
in Section 4.5, Eq. 4.15, already has a notable effect on the accuracy. For the 2D scenario
(latitude and longitude), the median error when considering the offset is 21 m, whereas
it reaches 24 m when not considered. Moreover, in the former case, all the sensors are
localized within a 41 m error and a 65 m error in the latter. We select 21 sensors with
at least 10 other anchors and vary the number to observe the effect on accuracy. The
results match what we predict in Section 4.5: The number of anchors does not significantly
improve accuracy (even with 1 anchor, we can still maintain a median accuracy of 15 m).

It is also worth commenting that the errors for the 3D case (latitude, longitude, and
altitude) are higher due to the receivers and aircraft geometry. The DOP is much higher
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Figure 4.8: On top: The accuracy changes when clock offset is considered and when
not. Below: How error is distributed when varying the number of anchors used for self-
localization (for the 21 sensor subset).

in the vertical axis than in the horizontal axes, and thus errors propagate faster. This is
better visualized in Fig. 4.9. Because distances on the ground plane are larger than vertical
distances (100 km separating receivers and aircraft maximum altitude is around 10 km),
small variations in the delay estimation generate larger uncertainties in the vertical axis
(Az) than in the horizontal axis (Ax). Despite this, the tendency is similar, and considering
offset improves its counterpart notably in this case.

For our next set of experiments, we look into how the number of messages impact the
location accuracy. In the experiments shown in Fig. 4.10a, we randomly select a fraction
of the received messages (to simulate lower message rates). It is noticeable how even using
1% of the number of messages can lead to a similar accuracy rather than using the entire
message dataset.

We show the 25th and 75th percentiles (black lines) and median (red dashed line) for
the amount of time and localization accuracy, respectively, in Fig. 4.11. In these figures,
it can also be seen that 1% of the data is a "sweet spot’ where the amount of time taken to
process the location cannot be greatly reduced and where the location accuracy does not
get impacted very much.

In the time between Fig. 4.10a and Fig. 4.10b, we also modify several optimization
parameters, which result in the median error being reduced to 13 m, and we are also able
to localize 90% of the sensors within 25 m.

In Fig. 4.10b, we perform a similar experiment, but instead of randomly selecting a
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Figure 4.9: 2D visualization on why errors in altitude are generally larger than errors in the
horizontal plane for the problem of self-localization with aircraft. The figure in the center
represents a characteristic scenario for 3 sensors (in blue) and an aircraft (in red) flying
at 10km altitude. In the rightmost figure, we show how an error of 1km in the vertical
plane leads to a smaller error e than when errors are on the horizontal plane. Thus, from
the numerical point of view, the optimizing routine will converge faster to the correct

horizontal position than the vertical one.

fraction of the messages, we select contiguous messages to observe the effect of short
captures on accuracy. In this case, depending on the number of messages, we can observe
that accuracy varies more noticeably. One of the reasons why accuracy drops at a larger
rate could be that on shorter, contiguous streams of messages, fewer aircraft are seen, and
the locations received are close to each other, thus worsening the DOP.

dump1090 sensors

When analyzing sensors running the dump1090 software only, from Fig. 4.7 we can ob-
serve that the offsets and drifts are much higher, in the order of tens of seconds, and look-
ing at drifts, we can deduce 2 categories: receivers with drift of less than 2 PPM, which
matches the specification for the version 3 of the popular RTL-SDR dongles [101]; and
receivers with drifts in the order of tens of PPM which are older versions of the same SDR
type.

Fig. 4.12 and Fig. 4.13 show the results when using the whole dataset. For both the
2D and 3D cases, the positioning error is significantly higher than when using Radarcape
sensors, with median errors of 450 m and 2000 m, respectively. The fact that offsets and
drifts are higher could be one of the reasons to explain this accuracy decrease, but there
are other factors. These sensors lack GPS, thus relying on the user to manually input
their location, which might be inaccurate for a number of reasons. The ground truth could
therefore be biased. Also, many of these receivers are located in interior spaces, which
may also add errors due to sensors not seeing as many aircraft or due to multipath effects.

We asked 8 users to verify their positions and their RF frontend. The returned predic-
tions are shown in Table 4.4. One important aspect is that the offset and drift are orders
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Figure 4.12: Results for dump1090 sensors.

of magnitude bigger than the position parameters. Thus, choosing a good starting point is
key to obtain an accurate position of the sensor. The naive approach, looking at Fig. 4.7b,
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Figure 4.14: Normal vs Robust Estimation of the residuals.

would be to perform a linear regression and use the intercepts as the starting points for the
algorithm.

However, methods based on naive linear regression can decrease the performance in
the presence of outliers. To avoid this issue, we decide to use IRLS [99], which consists
in adding weights to all measurements and iteratively updating the weights and intercept
until the change is less than a specified tolerance. The difference between both approaches
can be seen in Fig. 4.14, where for that particular sensor of the dataset, the presence of an
outlier tilts the intercept estimation, whereas, for the robust case, it can discard it from the
offset/drift estimation.

Both in Table 4.4 and Fig. 4.15, we can see the difference in results between using
normal and robust initialization techniques. For the former case, the median error is around
100 m, with a few sensors above that value. In the case of robust initialization, 5 out of 8
sensors can be accurately localized within 30 m.

Another interesting fact is that it is possible to capture the device type with the drift
parameter. For example, 3rd user’s receiver, as per the documentation [101], has an os-
cillator offset of 0.5 PPM, which is indeed what we can measure with our approach. The

72



Chapter 4 4.7. Evaluation

Normal vs Robust Init

—=-Robust

0\( 200 400 600 800 1000
Error (m)

Figure 4.15: ECDF of the error using normal vs robust initialization

same case happens for the RTL-SDR receivers.

As for the offset, we have not explored the synchronization possibilities since our
dataset contains no ground truth for the actual time. However, it is readily implemented
as well. Therefore, simultaneous localization and synchronization could be a future line
of research.

4.7.3 Intuition on Aircraft Selection

One important factor in assessing the quality of a localization system is to estimate how
uncertain the position is. That uncertainty is primarily driven by which and how many
aircraft are chosen to perform the localization, analogous to GPS satellites. In Fig. 4.16,
we show the captured aircraft by a sensor in an hour window and 3 different scenarios:
aircraft messages captured within 10-20 km, within 30-40 km, and clustered around a
small region 40 km away from the sensor. The results vary notably in each scenario.

In the former, the vertical DOP is the lowest, but the uncertainty in the planar directions

Type Location E, (m) E,, (m) Drift (PPM)

RTL-SDR Indoor 339.60 18.07 1.9985
RTL-SDR Indoor 133.08 121.10 38.7784
FlightAware Outdoor  71.65 25.59 0.5646

RTL-SDR  Outdoor  241.42 97.49 63.1380
RTL-SDR Indoor 73.72 196.81 429413
RTL-SDR  Outdoor  44.48 25.63 1.3269
RTL-SDR Indoor 37.83 26.58 51.9510
RTL-SDR Indoor  1140.12  35.64 63.1393

Table 4.4: Predicted positions for verified sensors. E . refers to positions obtained using

nor

regular least squares to predict the offset, whereas E_, refers to the robust initialization

method via IRLS

rob
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Figure 4.16: Capture of a sensor and the measured aircraft during an hour. Except for the
upper left image, in each we show different scenarios when selecting aircraft that affect
DOP.

increases. On the other hand, for aircraft within 30-40 km, we observe a reduction in the
planar DOP and an increase in the vertical. The positioning errors reflect the expected
uncertainties in each of the directions. In the last case, where messages are clustered in a
small region, we measure DOP values > 100 in all directions, and the optimizers fail to find
an acceptable solution. This also is expected since close aircraft produce ill-conditioned
problems for the optimizer.

The problem of selecting the best aircraft that minimize the DOP is non-trivial, es-
pecially with large amounts of data where combinations grow exponentially. It is out of
the scope of this research, but it would be an interesting future line of research. Besides,
geometric DOP minimization does not always work best; other approaches might yield
better localization results, as shown in [98].

Even without an algorithm that yields the absolute minimum DOP, it is possible to es-
tablish heuristics to have a good enough set of aircraft to perform the localization task. The
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best DOP values are obtained when aircraft are separated apart, which can be guaranteed
by trying to select messages surrounding the sensor. It might appear as a ’chicken-and-
egg’ problem because to select aircraft that surround the sensor, its position should be
known. A straightforward solution is to take the average position of the observed aircraft
within a time window and use it as the starting point. We observed that this approach
yields errors in the lower 10s of km, which is a good starting point. It could be possible
to iteratively re-select sensors and perform the localization again should more accurately
be needed.

These heuristics also reduce the messages needed for localization without significantly
losing accuracy. For example, we can draw a circle around the sensor, divide it into equal
sectors and select a few aircraft belonging to each sector. This way, the spatial diversity
is preserved, but the message amount is reduced, reducing the time to compute a correct
position.

For example, in Fig. 4.17, we show the results of applying sectorization (16 and 32
divisions) and their effect on the overall accuracy. We can observe a notable improve-
ment not only in the number of messages but also in the accuracy. However, improving
geometrical distribution provides better results for devices with lower PPM values. For
older versions of the RTL-SDR, the improvement is not as significant, thus indicating that
localization performance is also affected by the radio frontend quality.

4.7.4 Architecture performance

We set up a server and a Raspberry Pi 4 as a User to develop and test the architecture. The
server has 16 GB of memory, an 8-core 2.2 GHz Intel Xeon CPU, and 100 GB of disk
space. The API and the Localization Engine are implemented in Python. To develop the
API, we use Flask-Restful [102], and the localization module for the Raspberry Pi relies on
SciPy’s optimization modules [103]. For the database, we choose Redis [104], a popular
in-memory database in combination with Redisearch [105] that allows creating indices
and querying data with more complex search parameters. Data for sensors and aircraft is
introduced in the database, occupying 5.71 GB of memory.

To evaluate the performance of the different stages, we collect the messages from
each sensor into a JSON object and send them through the API. Each aircraft message
is encoded in around 62 bytes. Thus, 1000 messages can be encoded in about 60 kB,
which is relatively small by today’s commercial internet providers. We evaluate the time
per stage with the number of messages ranging from 10 to 10,000, and the main results
are summarized in Table 4.5.

The time taken to query the database and obtain the matching messages is relatively
small, and even for high amounts of messages, it only takes around 1 second. On the
other hand, when computing the TDOA pairs for the user with reference sensors, the time
increases notably, taking up to 30 seconds to process 10,000 messages.
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Figure 4.17: Results when sectorizing and picking aircraft per sector. For both Robust

(left) and Non-robust (right) initialization.

Joining these results with the ones shown in Fig. 4.11, for 1000 messages which are

around 40 seconds of data collection, it would take on average less than 4 seconds to

compute the position of the user (not counting network latency) which is an acceptable

delay for static or slowly-moving devices. After an initial estimation, with fewer messages,

it would be possible to recompute the position, leading to lower estimation times.

Time to query Database (in seconds)

Amount of Messages u o 1% 25% 50% 75% 99%
10 0.00658 0.00045 0.00531 0.00652 0.00659 0.00666 0.00808
50 0.01072 0.00115 0.0058 0.01082 0.01092 0.01103 0.01328
100 0.0153 0.00087 0.01031 0.0152 0.01529 0.01547 0.01774
500 0.05451 0.00338 0.04364 0.05379 0.05413 0.05483 0.06959
1,000 0.10819 0.00858 0.06626 0.10741 0.10835 0.11008 0.15233
5,000 0.54248 0.02363 0.48013 0.53748 0.54053 0.54483 0.61043
10,000 1.12815 0.04312 0982  1.12037 1.12617 1.14578 1.20786

Time to compute TDOA values (in seconds)

Amount of Messages u c 1% 25% 50% 75% 99%
10 0.03044 0.00492 0.02879 0.02904 0.02926 0.02954 0.05453
50 0.12524 0.00198 0.12383 0.12429 0.1245  0.1251 0.13488
100 0.24099 0.00193 0.23761 0.24031 0.24067 0.24116 0.25089
500 1.2122  0.02664 1.1984 1.2033 1.2062 1.2079 1.3417
1,000 2.5457 0.04442 25093 25169 25245  2.552 2.7252
5,000 13.9  0.12358 13.712 13.801 13.9 13.986  14.261
10,000 31.121  0.33737 30.669 30.941 31.063 31.195 32.603

Table 4.5: Time to execute different components of the proposed system.
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4.8 Discussion

Apart from user positioning, SkyPos can also be used in location verification for sensor
networks. ADS-B signals are sent in ’clear text,” some papers have attempted to fabricate
fake signals to confuse surveillance systems [13], [106]. Nevertheless, these attacks gen-
erally require multiple transmitters, with accurate synchronization and calculated delays
in the transmission times to be effective. From the scope of this chapter, such an attack
would have little impact on the localization performance. If an attacker tried to inject fake
ADS-B messages to the user, those would get discarded in the backend, so to make it fea-
sible, it would need to target multiple reference receivers. This would become infeasible
with more aircraft messages collected and reference sensors used.

The proposed solution in this chapter has several advantages, including notable accu-
racy in outdoor or high synchronization scenarios, requires little data to obtain an initial
position, and can be implemented in low-cost sensor networks with a cheap SDR receiver
like the RTL-SDR and readily available open source software. Work in [40], [63] has at-
tempted indoor localization similarly using aircraft signals to this work. The former relies
on sending fully decoded messages to a central backend and performs aircraft tracking
simultaneously. In our work, we show that it is feasible to send less data and it is possible
to achieve slightly better accuracies even for sensors with very high offsets and drifts. The
latter relies on operating on the raw message, notably improving accuracy but increasing
computation and storage requirements. Hence, running on low resource IoT devices is not
feasible.

Our work aims to minimize the data exchange between centralized entities and allows
the user to compute its position instead of offloading it to a single backend.

However, SkyPos is not free of limitations. In the following lines, we mention the
following most important ones:

e Low altitude accuracy. As mentioned in previous sections, because of the geometry
of the underlying positioning problem, optimization algorithms tend to lose numerical
precision on the vertical coordinates. Other sources of altitude might be necessary to
achieve higher altitude precision.

e Not suitable for fast-moving users. Due to the necessity of accumulating data, sending
it to the backend, and later processing it, it cannot support highly dynamic users, such as
drones. However, for slow-moving scenarios, it can be an additional source of position
verification instead of relying on users’ input.

e Variability due to time of day. Usually, we observed fewer aircraft at night so that it
could affect the system’s overall accuracy at night time.

Despite these limitations, we have shown that it is possible to build a localization
infrastructure with aircraft signals and obtain notable results. Future works will look into
better aircraft selection methodologies that reduce the data needed and, thus, the time to
compute the user’s position.
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4.9 Conclusion

In this chapter, we have addressed the problem of localizing sensors using aircraft signals
instead of the widely employed GPS. We build on previous research, develop a prototype
architecture that can be embedded in existing aircraft monitoring solutions, and test it
against hundreds of thousands of data points. The results obtained comparing GPS based
with our proposed solution showed that we can get reasonable positioning accuracy in
almost real-time using lower-cost hardware. Although it is not a complete substitute for all
GNSS based positioning services, we demonstrated that it could be used as a positioning
method for embedded sensors in IoT networks in GPS-denied areas for example, or as
position verification mechanism for GPS based receivers.
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Identifying Driver Patterns with
Low-Cost Spectrum Receivers

5.1 Introduction

Tire Pressure Monitoring Systems (TPMS) were originally designed to increase vehicle
safety and simplicity of maintenance [107], [108]. In the United States, TPMS is manda-
tory in all vehicles produced after September 2007. The regulation in Europe is more re-
cent, with TPMS mandatory for all new vehicles released after November 2012. Today, a
great portion of the world’s cars make use of low-power wireless communications to trans-
mit pressure and temperature readings from tires to the control unit inside the car. Wireless
TPMS sensors rely on simple modulation schemes and are typically not encrypted. Thus,
a passive attacker in the vicinity, could potentially listen to the content of the transmitted
messages of someone’s car and track them without consent. The seminal work in [109]
showed a decade ago that Ettus USRP boards can be used to listen to TPMS transmissions.
However, USRPs are bulky and expensive, increasing the bar for potential attackers. Other
works have followed, mostly focusing on simulations, on data analysis and on privacy eval-
uation [110], [111].

Given this background, this paper poses that threats could now becoming more serious:
the advent of IoT devices equipped with low-cost SDR hardware offers an alternative to
high-end spectrum analyzers to monitor the spectrum [15]. An overview is showed in
Fig. 5.1. A network of IoT devices could extract and decode car’s signals and perform
analytics, e.g. identify car’s pattern, that were not possible before.

Previous work has shown that these low-cost spectrum sensor devices can be of in-
terest to stakeholders in the telecommunications sector as well as for practitioners in the
field, due to the insights provided in the spectrum usage [15], modulation and technology
used to communicate [70], and signal decoding [16], [112]. In particular, a cheap SDR
dongle such as the RTL-SDR [37] can sample In-Phase (I) and Quadrature (Q) data at a
speed of about 3 M samples per second, which is sufficient for most IoT protocols. This
dongle combined with a Single-Board Computer (SBC) becomes an efficient sensing de-
vice that can decode signals such as FM, AM, ADS-B (aircraft), AIS (ships) and LTE cell
identifiers using optimized open source decoders. Signals can then be sent to a central-
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ized backend for further processing [16]. However, as SBCs can easily reconfigure their
software, these new pervasive spectrum sensing platforms can be repurposed by malicious
actors. In practice, an overview is depicted in Fig. 5.1, we showcase how can be used to
decode and correlate any unprotected TPMS signal, infers peoples’ routine, and pose a
new threat to the privacy of car drivers.

Figure 5.1: This chapter demonstrates how a network of low-cost spectrum receivers can
capture and analyze the movement patterns of vehicles, inferring car owners’ routines. A
malicious actor might install sensors that capture car transmissions continuously, allowing
them to track cars (and their drivers) over a region.

In this work, we empirically investigate how the recent development of networks of
low-cost spectrum receivers affects the privacy of modern car drivers. We collect more
than 75,000 TPMS transmissions from 12 verified users (each of them sole driver of one
car) over a period of 5 weeks, and study the feasibility of inferring private information
about driver patterns over time and space.

During the data collection and analysis process, we faced and solved the following
challenges:
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Data collection feasibility: Receivers must be in the wireless range of vehicles’ TPMS
transmissions, to properly receive and decode the signal. We did not know a prior how
close they had to be for practical deployments, given that low-cost spectrum receivers are
far less sensitive than more powerful hardware.

Dealing with non-robust decoders: Decoders are developed mainly by reverse engi-
neering the TPMS sensors. Moreover, the lack of error detection mechanisms and the fact
that adversary receivers are deployed meters away at low signal strength result in noisy
data. Identifiers and other values can be incorrectly decoded, making identification and
tracking more difficult.

Lack of protocol information: Apart from the operation modes, there is not much in-
formation on communication protocols used by these TPMS sensors, such as modulation
or bitstream data representation. Although research studies have proposed more secure
protocols [113]-[117], there is no knowledge of the practical impact of these solutions.
Most manufacturers use 32-bit addresses to uniquely identify individual air pressure sen-
sors. We rely on that value to track target vehicles.

TPMS insights over time and space: There is little knowledge about what informa-
tion can be extracted from tire identifiers and subsequently from attackers collecting data
over time and space, and what real threats can be inferred.

To this day, the impact of an attacker that collects and analyzes TPMS data from a net-
work of low-cost spectrum receivers has not been empirically analyzed so far. The uptake
of pervasive low-cost spectrum receivers causes unexplored threats because massive de-
ployments could now become possible, and movement and presence patterns can now be
detected at scale. Furthermore, correlating data from multiple tires in the car can provide
further novel insights.

In summary, our key contributions are as follows:

e We deploy a total of 5 low-cost spectrum receivers in an area of 500 m?, showing the
feasibility of collecting TPMS messages for performing analysis despite of the sensi-
tivity limitation of low-cost receivers, the deployment of receivers indoors to create a
realistic deployment, and just using dipole antennas to limit the size and visibility of
receivers.

e We introduce a detailed architecture for data collection, and show that we are able to
collect more than 75, 000 transmissions from 12 cars in the span of 10 weeks. To the
best of our knowledge, this is the first research piece to perform experiments at these
timescales and space locations.

e We investigate how to assign TPMS ID from the various single tires of a car to individual
cars with the objective of improving tracking accuracy and robustness, as signals from
specific tires could be lost depending on the orientation of the car;

e We study pattern matching and data mining techniques to mine vehicle patterns from
sparse sensor data, offering several key insights on user patterns, together with an anal-
ysis on the feasibility of a vehicle tracking infrastructure through TPMS sensors.
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5.2 Related work

Cars are becoming more and more advanced in terms of technology. However, its increas-
ing complexity has made them the target of cyber-attacks. New regulations are in place:
starting from July 2022, 54 countries worldwide (including all EU countries and other
OECD nations) approved new regulations on cybersecurity, requiring cars that are traded
to have a cybersecurity certificate [118], [119]. This certification implements the United
Nation Regulation No. 155 for cybersecurity management system of vehicles [120]. For
example, the United Nations’ regulation lists various cyberthreats to vehicle data, such as
identity and location information. The TPMS is however not considered yet in this certifi-
cation process. As we show in this work, we urge revising the regulation, considering the
threats related to TPMS transmissions.

TPMS has been analyzed in previous works from several perspectives. In [109], au-
thors analyzed TPMS properties regarding security and privacy. They demonstrated how
spoofing attacks are possible. In this sense, TPMS packets were successfully decoded up
to 40 meters away from the transmitter with a dedicated low noise amplifier. Besides, false
measurements and pressure alerts were displayed in a real car just by sending packets with
a false and spoofed ID. This study was limited to a single Ettus Research’s USRP board,
it did not perform ID correlation to identify actual cars or movement patterns but it rather
focused on active attacks to manipulate pressure readings.

Hacker et al. [110] performed car identification from a traffic simulation tool and not
from real TPMS sensors. They assumed the presence of a reverse lookup in truth vehicle
data to score car candidates, unavailable in real environments. Other assumptions do not
hold in practice, such as 1-second window associations, losing a great deal of information
as many TPMS models can take up to 1 minute to transmit.

Sterne et al. [111] analyzed privacy concerns regarding eavesdropping attacks in differ-
ent motion states of the transmitter and the receiver (static receiver and moving transmitter,
both traveling in the same direction, both traveling in different directions and both static).
The authors studied TPMS sensor transmission triggering and radiation patterns in differ-
ent rotation angles. However, no identification or correlation experiment was performed.
Here, most of the analyzed data were also extracted from simulations, using only 3 real
cars for the experiments. To enhance privacy, Kilcoyne et al. [114] proposed an encryp-
tion method for TPMS sensors’ IDs, based on linear-feedback shift register (LFSR)-based
cryptography, enhancing system resilience against spoofing attacks. The work in [113]
proposed to use the embedded accelerometer in the TPMS to estimate the best moment to
send the data, when the tire sensor is closer to the receiving antenna, reducing the trans-
mission power and, therefore, the distance from which the TPMS data can be externally
collected.

Other research related to increasing privacy through encryption can be found in [115]
and [117]. The former proposes software-based encryption for TPMS messages whereas
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the latter presents a novel ID randomization scheme that requires the car and TPMS sen-
sors to be configured with a shared secret key. Recently, there have been proposals for
’Smart’” TPMS sensors such as the one from Daimi et al. [116] which aim at replacing
current sensors altogether. However, these solutions have not been taken into manufac-
turer implementation to date, as our findings show that many brands still use TPMS sensors
without any encryption. In fact, many TPMS programming devices still rely on this lack of
encryption to obtain the tire pressure information [121]. Other works have instead looked
at TPMS from different perspectives, including energy harvesting techniques for providing
a maintenance-free and battery-less solution [122] or improving traffic monitoring [123].

In summary, although prior work has studied possible privacy and security threats in
TPMS, their approaches present significant limitations, mainly related to the lack of real
data and analytic studies. This work seeks to solve previous limitations, by deploying
a network of low-cost spectrum receivers to collect real TPMS data, understanding the
current status of deployment of more secure protocols, and analyzing our data in time and
space to extract insights regarding driver security and privacy issues. Our study is timely,
given the aforementioned ongoing regulations on cyberthreats at the United Nations level,
and in a large number of Countries in the world.

5.3 Primer on TPMS systems

When measuring tire pressure, TPMS systems are divided into 2 categories: Indirect
TPMS (iTPMS) and Direct TPMS (dTPMS). The former measures wheel pressure through
speed sensors (typically from the ABS system) and tracks the linear and rotational speed
variation over time. When the difference in one of the wheels exceeds some predeter-
mined thresholds, the system reports a pressure loss. There exist a variety of methods to
determine the pressure [124], but they are regarded as low precision because they do not
directly measure the wheel’s pressure. These systems are favored by companies in the
Volkswagen Group (VW, Audi or Skoda).

On the other hand, dTPMS systems utilize sensors embedded in the rim of the wheel,
or on the inner liner of the tire, to continuously to directly measure its pressure and tem-
perature [122]. dTPMS makes use of battery-powered pressure sensors to acquire the
tire pressure of a vehicle. As there is no open dTPMS standard, dTPMS communication
is based on proprietary protocols and simple modulation schemes (for instance, ASK or
FSK at 315 MHz or 433 MHz).

Each TPMS sensor transmits the information about tire pressure and identifier to the
Electronic Control Unit (ECU), located inside the vehicle. Manufacturers like Toyota,
Renault, Hyundai or Mercedes typically favor these systems over iTPMS.

The length of the message varies depending on the manufacturer but dTPMS mes-
sages usually are 100 bits in length with a symbol rate of 20 kbps, meaning that a full
transmission takes 5 ms. A TPMS message contains the following fields:
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e Preamble: With common hex structures like ©Xx55555556 or Oxaaaaaaa9.

e ID: A hexadecimal 24 to 32 bit string with the dTPMS sensor identifier. For example:
Oxb62aaf.

e Temperature: The temperature of the wheel in 8 bits.

e Pressure: The pressure of the wheel in 8 bits.

¢ Different flags and checksum: Depending on the manufacturer, d-TPMS sensors might
add information like the battery or sensor health status. At the end of the message an 8
bit CRC checksum is added.

Although the operation of these devices vary among different manufacturers, most of
them transmit pressure information when sudden changes in the tire pressure are detected
or when the vehicle is moving. When the vehicle starts to move, motion sensors trigger the
pressure sensor to start data transmission with a period of 30-120 seconds. Another way
to trigger transmissions from a TPMS sensor is to send a pulse in the LF band (125 kHz),
which is the operation principle of many TPMS monitoring tools used in repair shops,
such as the one shown in [121]. A diagram showing a basic dTPMS sensor architecture is
shown in Fig. 5.2.
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Figure 5.2: dTPMS Sensor components.

As an example, [125] shows the modes of operation of a dTPMS sensor from Schrader
Electronics. It defines up to nine modes of operation for these sensors, but the ones we
are more interested in are Drive, Stationary and ID Response modes. The first sends up to
eight messages in 60 seconds (1 message every 7.5 seconds on average) while the car is
moving. The second mode sends messages every hour when the car is stopped. The last
one is a response to the trigger in the LF band that can be used to verify the sensor IDs of
a car. As we will show in this work, this is not the case for all brands, as some transmit at
high rates even when the car is stopped.
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High-end car models use the 4-antenna configuration to receive the information from
the tires. Each antenna is connected to the ECU and is located very close to the tire (in
the arc of the wheel). Therefore, every pressure sensor can transmit at low power due
to the vicinity of the antenna. However, the automotive industry always aims to reduce
manufacturing costs, and hence prefers a 1-antenna model, which usually is located in the
rear window of the vehicle (other cars have the antenna located close to the radio). The
I-antenna model reduces the costs, but pressure sensors need to transmit at high power.
The latter implies that signals transmitted can escape from the car context and messages
could be properly decoded by any receiver in the vicinity.

Because dTPMS send data wirelessly without encryption or obfuscation (other than by
using proprietary, yet simple, communication protocols), we believe that they might pose
several threats to driver privacy. Therefore, the focus of this chapter is on these systems,
and we will use the terms TPMS and dTPMS interchangeably.

5.4 Threats of a TPMS surveillance system
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% RTL-SDR
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Figure 5.3: The software architecture used in this work is composed of low-cost RTL-SDR
platform publicly available TPMS decoder. The data pipeline and monitoring interface are
also composed of open-source software.

TPMS transmissions are sent without any encryption or secure mechanisms and in-
clude a unique identifier. This allows anyone with an affordable equipment like a low-cost
spectrum receiver and a standard off-the-shelf antenna to capture and track them through-
out time and space. In this section we explore how this could be exploited and what
information could an attacker gain by gathering TPMS measurements.
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5.4.1 Threat Model

For our analysis, we consider the following passive tracking system with low-cost spec-
trum receivers as a threat model. At a high level, an entity could set up an architecture
like the one shown in Fig. 5.1, with receivers distributed over a geographical area, con-
tinuously capturing tire messages. These devices need not be costly, as RF dongles like
the RTL-SDR [37] attached to a Raspberry Pi have enough capability to collect messages
continuously. Apart from ID filtering, the rest of the components are open source and
easily available online, making this kind of architecture easy to deploy and affordable to
anyone. Once the architecture is in place, the threats are manifold.

Malicious users could deploy passive receivers at large scales and track citizens with-
out them knowing. The advantage of such a system, over more traditional camera-based
ones, is that no direct Line of Sight (LOS) is needed with the TPMS sensors and spec-
trum receivers could be placed in covert or hidden locations, making them harder to spot
by victims. A data mining company could deploy receivers, gain insights on the types of
traffic and routes taken, and then sell that data, all without the awareness of the users (the
drivers).

By establishing such a network of spectrum devices over a city, malicious users could
track cars and infer behavioral patterns. Indeed, another type of attack stemming from
passive surveillance could be for burglars in suburban residential areas. By tracking the
vehicles of each household, they could infer the schedule and pattern of a particular house-
hold and take advantage of their absence. Finally, by combining passive monitoring with
active spoofing, threat actors could track logistics trucks, spoof flat tire alerts to force stops,
and then hijack the freight.

This work does not explore active attacks, but the scenario presented in Fig. 5.1 could
be extended to also include spectrum transmitters targeting specific TPMS sensors ob-
tained through passive monitoring, for instance with the objective of depleting the battery
of TPMS sensors. However, this chapter uncovers the significant warnings associated with
such wireless transmissions, including the potential threats in tracking vehicle patterns.

5.4.2 Tracking Car Owners

Capturing TPMS messages is relatively easy as they do not employ any security mech-
anism. By collecting and analyzing this data, potential attackers can yield insights that
aggregate vehicle information to track users’ movements. This work demonstrates a con-
crete use case, illustrated in in Fig. 5.1 where, through the application of our proposed
algorithm detailed in Section 5.7, these insights enable the matching of tire IDs and the
aggregation of tires to identify specific vehicles, inferring about workers’ routines.

By matching the 4 TPMS sensors that comprise a car we can obtain a more robust
pattern of the driver’s profile, when they start and end their workday, but also can observe
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Measurement Types
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(a) Spectrum receiver setup. (b) Receiver deployment. (c) TPMS range tests.

Figure 5.4: Selected receiver and deployment site. We prepare 5 spectrum receivers
around the selected area (Fig. 5.4b). Receivers (red) are placed indoors, and the violet
area represents the parking lot were most measurements are focused on. In Fig. 5.4c, we
show the location of receiver positions used to test the range of TPMS messages. Marked
circles indicate the position of spectrum receivers with LOS conditions. Marked stars in-
dicate scenarios with NLOS conditions.

anomalies in their behavior. This could help threat actors to infer the location of the user
at any time of the day, but also alert them in case an extraneous behavior was detected.
This and other examples are further discussed in Section 5.8.

5.5 Deployment

5.5.1 Data collection setup

We position a total of 5 spectrum receivers along the perimeter of a workplace. The total
area covered is the blue region of Fig. 5.4b and surroundings, which are about 100X 50 m?.
The setup consists of an RTL-SDR connected to a Raspberry Pi, which is cost effective
while having a small form factor (see Fig. 5.4a). The equipment necessary to collect these
data can be as low as 100 dollars per spectrum receiver. Internet connectivity depends on
the deployment location, with some places offering Ethernet or Wi-Fi, while mobile inter-
net connections can be used in more remote locations. Moreover, if internet connectivity
is unavailable, data can be recorded locally on the device and collected periodically.

In order to create a realistic deployment, we place the spectrum receivers indoors point-
ing at the parking and the nearby roads, and close to windows. The deployment is presented
in Fig. 5.4b. The distances range from 10 — 50 m, and we show later that it is sufficient to
capture many transmissions.

We use the open source rt1433 software for message decoding [126]. It includes
around 250 different decoders operating at 433MHz, 28 of them related to the TPMS sen-
sors of different manufacturers. rt1433 provides various output formats such as JSON,
MQTT, or InfluxDB. We opt for a combination of the MQTT and InfluxDB, so that we can
reliably send data to our backend and for its flexibility in terms of managing discontinuous
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data, tools to deal with aggregate data and large data sets, and optimization for time series
data, which makes it ideal in our scenario. In order to support data collection, we set up
a centralized InfluxDB collecting data from all receivers, where we create a database per
each. We show a general overview of the architecture in Fig. 5.3.

In every database, there is one table per TPMS decoder or manufacturer. We show
the main manufacturers we can observe, as listed in Table 5.1a. Note that Schrader and
Jansite are Original Equipment Manufacturer (OEM) suppliers used in many car brands.
The main fields of interest along with data type are summarized in Table 5.1b. Time
denotes when the data have been sensed, while ID is the identifier of the TMPS sensor. In
order to visualize the data and to make preliminary analyses such as data quality checks,
we create several Grafana dashboards, directly connected to the InfluxDB databases.

5.5.2 Feasibility

TPMS sensors are expected to transmit at low power, so most research assumes that these
transmissions should be visible up to 10-20 m [127]. However, our observations contradict
this, and transmissions can be observed at distances greater of up to 55 m.

To test and validate that our receiver deployment is capable of obtaining enough tire
pressure information, we measure Car 3 (C3) transmissions at different distances and con-
ditions. The scenario is illustrated in Fig. 5.4c. We trigger the transmission of all the
tires of the car and measure the number of messages and the SNR at the 7 positions of
the map (green circles), with spectrum receivers deployed outdoors, with LOS conditions
with respect to the car’s tires. The furthest position is around 55 m. In this scenario, in all
positions, we can receive all messages with a SNR of at least 10.0 dB.

For the second part of the test, we set our measurements in NLOS conditions (we place
the spectrum receiver inside a building, without any window nearby) and we are able to
capture and decode TPMS measurements in 3 out of the 4 selected locations, with a SNR

Table 5.1: TPMS manufacturers (a) and fields (b).

(a) (b)

Manufacturers Abbr. Fields of interest
Ford F Time (primary index)

Jansite J ID (String)

Schrader S SNR (Float)

Toyota T RSSI (Float)
Schrader-EG53MA4 S2 Center Frequency (Float)
Hyundai-VDO H Pressure (kPa/PSI) (Float)
Renault R Temperature (C/F) (Float)
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of at least 8.0 dB. These results show that it is feasible to install receivers at relatively
large distances from roads and still obtain many car tire measurements, in contradiction
with the assumption that they are visible only up to 10 m. Therefore, we conclude that our
deployment is suitable for measuring TPMS transmissions in the area shown in Fig. 5.4b
as the distances involved are well within limits. Clearly, with a better antenna specifically
designed for 433 MHz, it could be possible to reach even greater distances under both LOS
or NLOS conditions.

5.6 Dataset

We collect the data for our experiments from the cars of 12 individuals. To verify the
IDs of each TPMS sensor we use the Autel MaxiTPMS TS501 [121]. This device is able
to transmit the required 125 Hz LF trigger and capture the response of the TPMS sensor
back. At the same time, we also capture the response of each of the TPMS sensor with
a laptop to verify that the IDs decoded by the software library rt1433 coincide. Once
we collect all TPMS IDs, we add them to a whitelist in each of our receivers so that only
those are sent to the backend.

To protect the privacy of users, we will not show the real IDs of the cars used in this
study. However, we will make all the software and hardware required to perform the data
collection public, together with instructions, to ensure reproducibility of our results.

5.6.1 Receiver Sites

The availability of the spectrum receivers differs throughout the measurement campaign.
Fig. 5.5a shows the data availability over the measurement campaign among receivers.
Among the factors that can cause downtimes and lower data volumes are interruptions in
the power supply, and the location of the antenna. This makes the deployment realistic, as
these issues may occur also for an attacker.

We conduct our measurements over a time span of up to 9 weeks. Overall, the first
measurements start with 4 receivers, which are used to build the data collection framework.

Table 5.2: Approximated receiver sites, their availability and generated data.

Site name Recording Hours Measured IDs Recorded IDs

Receiver 1 655 476248 17621
Receiver 2 655 412905 22706
Receiver 3 655 514484 3230
Receiver 4 653 753327 7708
Receiver 5 362 356526 24123
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Figure 5.5: TPMS measurement characteristics for the selected location. Fig. 5.5a shows
the availability of each receivers over time. Fig. 5.5b the number of measurements per
TPMS sensor type, Fig. 5.5¢ the comparison between the total and unique IDs in the dataset
and Fig. 5.5d how each car brand is distributed across receivers.

The network is then extended with 1 additional receiver starting after 12 days. A summary
of the receivers sites, their availability, and generated data is shown in Table 5.2. The
Measured IDs represent all the unique TPMS IDs each receiver has processed during the
data collection campaign. However, as we are only interested in IDs of specific users, we
use the term Recorded IDs to represent the subset of data points from those authorized
users. With this we aim to provide insights into how many measurements it would be
possible to collect had we gathered all data from the wild.

5.6.2 Recorded data

The data set consists of more than 110,000 data points that were recorded over more than
7,500 combined sensing hours. A data point is collected every time a receiver captures
and decodes TPMS signals. The distribution of observations for each TPMS type is shown
in Fig. 5.5b.

The distribution shows Jansite with a substantially high number of received signals,
followed by Toyota and Renault, each with significantly more than other types of tire pres-
sure monitoring. Jansite manufacturer are equipped in many brands, which is one of the
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reasons why they are so prevalent in the data. Another is that, at of the moment of data
collection, Jansite decoder from the rt1433 [126] does not implement a checksum ver-
ification, thus it sometimes confuses other protocols. We note this happening with 2 cars
of our dataset, so we substitute those IDs for the actual ones.

The reasons for such prevalence could be that cars equipped with these types of TPMS
sensors are more common around deployed locations, or that they simply have higher
transmission rates. To distinguish between these two cases, we also look at the trans-
missions of individual TPMS messages identified by their addresses. Each TPMS does
pressure measurements for a single car tire. We note that these addresses might not be
unique. Measurements also contain a CRC so that the decoder is able to discard erroneous
messages. However, Fig. 5.5¢ shows a high correlation between the number of unique
IDs and the number of observations for each TPMS sensor type, which indicates that the
different systems use similar transmission rates.

Fig. 5.5d shows the percentages of observations by receiver site and TPMS sensor
types. Due to the proximity of receivers to one another, distributions look very similar;
the main difference among them is the amount of messages received. This can be explained
because some receivers mostly point at roads or more sparse areas, whereas others point
to car park areas and thus are able to capture more messages from stationary vehicles.
Instead of using a single receiver, by utilizing all 5 we increase the likelihood of capturing
transmissions from vehicles of interest.

5.6.3 Ethical Considerations

Each of the identifiers, tied to the brand of the vehicle and the location of the authors’
workplace, could lead to the connection of the daily patterns shown in this investigation
with specific individuals. Our research is committed to complying with ethical standards
and all authors involved in the measurement and collection of data have obtained the nec-
essary Institutional Review Board (IRB) approval.

In summary, the analysis provided in the following sections on driver patterns was
done with tire measurements collected from individuals who gave explicit consent via an
electronic form. In this paper, we will not show the real car brands or identifiers of the
people involved in this study. Instead, we will refer to cars as Ci where i belongs to the
12 cars analyzed in this study. For the Front-Left, Front-Right, Rear-Right and Rear-Left
tires, we will refer to them as FL, FR, RR and RL, respectively. Thus, when analyzing the
Rear-Right Tire of our car number 7, we will refer to it as C7 . RR.

We will make all the software images, architecture and data processing scripts available
to the public, for other researchers to replicate and verify our findings.
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5.7 Car inference from tires

This section details the data analysis approach for TPMS sensor correlation in order to infer
cars and their patterns. The objective is to be able to reliably identify a car based on the
transmissions of its four TPMS IDs (more than four when it is a truck or a bus). The idea
behind this study is to correlate TPMS sensor IDs into more complex vehicle identifiers
based on how they appear together in time. Moreover, by working with ”cars” instead of
”sensor IDs”, our analysis is expected to have a better resolution as transmission rates are
low for power constraints. This approach also alleviates the problem that individual ID can
be missed, depending on obstructions, like the car itself, between the tire sensor and the
spectrum receiver. On the other hand, the probability that no message from four sensors is
correctly received by a spectrum receiver is significantly lower, because of spatial channel
diversity. In the next section, we will quantify experimentally the impact of performing
car matching.
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Figure 5.6: Probability of achieving the same time coverage for a car when using 1,2 or 3
TPMS sensors instead of all 4.

5.7.1 Why Car Matching

TPMS transmissions are sparse and the likelihood of capturing all 4 sensors from a car
passing by a road decreases with the vehicle’s speed. In Fig. 5.6 we show the amount of
TPMS transmissions that would be lost if we only used one, two or three IDs for tracking
instead of all four. To analyze this, we aggregate all measurements of our dataset in one-
minute windows —30-60s is the standard transmission frequency— and count the number
of times each TPMS ID appears compared to the number of times the vehicle to which it
belongs appears. We call this coverage, and is represented on the x-axis of Fig. 5.6.

A coverage of 100% would mean that a specific ID or group of IDS is always captured
whenever a transmission from the vehicle they belong is captured. The y-axis represents

94



Chapter 5 5.7. Car inference from tires

the probability of achieving the given coverage. When we use a single TPMS ID to track
a vehicle, the median probability is slightly above 40%, meaning that for half the vehicles
in our dataset, we are losing at least 60% of the total messages. When using 2 or 3 IDs the
coverage increases, but even when using 3 TPMS IDs from a vehicle, we would still be
losing at least 20% of the transmissions for 25% of the vehicles.

These figures are relatively low, and we also must note that most of these measure-
ments were with parked cars, so the percentage should be higher than in moving condi-
tions, where this proportions might reduce significantly. Our findings motivates that by
performing car matching, collection and tracking improve significantly and gains might
potentially be even higher in higher-mobility scenarios.

5.7.2 Aggregation based on cross-correlation

In this section, we describe a method based on correlation to aggregate sensor IDs be-
longing to the same car. Our intuition is that sensors belonging to the same car will have
similar temporal series over the course of our sampling period.

In the first step, we rank tire sensor IDs by their number of appearances and then
analyze them in pairs. As an example, we take the Front-Left and Front-Right Tire sensors
fromcar 1 C1.FLand C1. FR. We hypothesize that they belong to the same car as, looking
at their time series we can observe that, generally, every time we receive measurements
from one, we receive it from the other one as well. On the other hand, we also take sensor
C2.FL’s time series. Its time distribution is independent of the other two. In Fig. 5.7a, we
show those three sensors and their temporal series. The cumulative sum of the messages
matches almost exactly with the IDs that are close, and on the other IDs time series diverges
significantly.

If we plot the measurements of C1.FR and C4. FL against wheel sensor C1.FL, as
shown in Fig. 5.7b, the correlation pattern is clearer. For a time window of one minute,
the number of messages received from sensors C1. FL and C1. FR appears to be linearly
correlated. However, between C4 . FL and C1. FL, they are completely orthogonal (each
time we receive a message from one, we do not receive anything from the other). We
repeat this analysis for all pairs of sensors. From this study, we expect to extract a more
accurate understanding of the number of cars that have passed close to the selected tire
Sensor.

To model the relationships of these temporal series, we resort to the well-known cross-
correlation function [128], which is used to calculate the delay between 2 signals. Assum-
ing 2 signals x[n] and y[n] with N points each, the cross-correlation can be calculated
as:

N-1
t[l]= ) X[n]-yln+1l,1==N,....N (5.1)
n=0
where 7[[] is the cross-correlation result, which provides the best time alignment between
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Figure 5.7: Correlation of messages between TPMS IDs C1.FL, C1.FR and C4.FL.

both signals x[#n] and y[n].

However, this approach would produce extremely low correlation values if we were
to use the entire message distribution for each sensor. This is because arrival times vary
significantly even for sensors on the same car, making it impossible to group cars. To over-
come this, we aggregate the measurements for each sensor into time buckets of different
granularity and observe the results. However, it can occur that the larger the buckets, the
more sensors will be highly correlated among each other. Therefore, we expect a trade-off
for the time aggregation, and we look for the best operating point that returns results close
to the actual number of sensors that could be aggregated.

Another improvement is that instead of cross-correlating the whole set of delays, we
can compute the cross-correlation for a smaller set of lags (i.e., for / = —1,0,1). With
this we convert the cross-correlation operation from O(nlogn), to a faster version with
O(n). In fact, the computation of all sensor-pair cross-correlations takes < 1 second in the
researchers’ machines.

In Fig. 5.8 we show the correlation matrix for a time aggregation of 1 minute. We
observe that some 4 wheel clusters start to appear. This is expected as most vehicles are
probably cars that have 4 wheels. Reasons for seeing numbers less than 4 could be that
the signal from the other wheels is blocked, and therefore in some cases we only manage
to aggregate two or three tire sensors. Using all sensors increases the overall correlation
value among sensors belonging to the same car.

We aggregate measurements from 5 seconds to 5 minutes and compute the car ag-
gregations, using the algorithm we describe in Section 5.7.4. The results are shown in
Fig. 5.9. Starting from 30 second aggregation windows, when we use 5 sensors we can
correctly group all 12 cars of our dataset. When only using one sensor we need at least
an aggregation window of 2 minutes to correctly capture all cars. These results match the
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Figure 5.8: Correlation matrix for a time aggregation of 1 minute, using only 1 sensor vs
using all sensors combined. We observe scenarios up to 4 tire sensors with high correla-
tion.

intuition that we can obtain when looking at the correlation heatmaps shown in Fig. 5.8.

Although the cross-correlation method yields good results for this dataset, it may have
some limitations as windows are fixed and cannot look into the previous or next buckets.
In the next paragraphs we present a method to overcome this limitation.

5.7.3 Car aggregation based on Jaccard index

We look at the Jaccard index as a similarity metric between two sets of correlated sensors
(A,B). This idea is inspired by the preliminary work presented in [110], with the objective
of overcoming some of its limitations as it uses simulated and controlled data. Jaccard
index is defined as follows:

|AnB| |AN B|
|AUB|  |A| +|B| - |An B|

Jaccard(A, B) = (5.2)

In our case, |A|, | B| are the number of times sensors A, B appear respectively, and
|A N B| is the number of times both sensors are seen together in the same time window.
From our dataset, we extract the tire sensor ID and the timestamp of each packet retrieved.
Then, we measure the number of occurrences of each one of the identifiers with the rest
of the dataset, grouping together the most frequent sensors. In particular, for each one
of the transmissions registered from the sensor being processed, we generate a list of the
sensors that appear in the same one minute window (+ 30s). The amount of time required
to compute Jaccard indices for all IDs is around 20 seconds with data coming from all
Sensors.

Table 5.3 shows the correlation of TPMS sensor with the ID belonging to the Front-
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Figure 5.9: Detected cars when using 1 sensor vs 5.

Left tire of Car 4, C4 . FL, with the rest of the sensors in the dataset. This sensor appears
1022 times in our dataset (aggregated by 1 minute time windows). C1.FL appears to-
gether with C4 . RR a total of 476 times, but we can observe how the first three sensors
appear more than 400 times in the same minute window, while the rest appear less than
50 times. This gives the first 3 sensors a Jaccard close to 0.30, while the rest are below
0.05. In addition, these three sensors use a very similar ID format (the first 12 bits are
identical). Compared to ground truth, we can indeed verify that the other sensor IDs with
the highest Jaccard index are, in fact, the other wheels of the car. If we apply this approach
to all sensors from a car, we can obtain similar result as in Table 5.4 for Car 9.

We choose a one-minute window as this provides a clear pattern. In particular, Fig. 5.10
shows the distribution of the overlaps over all pairs considering the aforementioned one-
minute window. With the Jaccard index method, we can see a clear improvement when
identifying IDs belonging to the same car. Twelve clusters are visible (corresponding to
the 12 verified cars), and many of them can be separated with relative ease. To obtain all
the cars, we can take an iterative approach, where we select the most probable clusters and
remove them from subsequent iterations. We discuss this approach more in depth in the

Table 5.3: Jaccard distance with the sensors related to the ID of C4.FL.

Target  Other |A| |Bl] |AnB| Jaccard(A, B)

C4.FL C4.RR 1022 1017 474 0.3029
C4.FL C4.FR 1022 1018 462 0.2928
C4.FL Cl.FR 1022 995 429 0.2701
C4.FL C12.FR 1022 363 76 0.0581
C4.FL C12.RR 1022 264 42 0.0338
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Figure 5.10: Jaccard matrix for all verified IDs. Aggregation of 30 seconds.

next Section.

Apart from the fact that IDs belonging to the same car transmit at similar time win-
dows, we also note that in most cases there are several bits in common. For our dataset,
the number of common bytes ranges from 2-5, but we also observe that after the common
bytes, the next octet is usually formed by consecutive numbers. This insight, combined
with the probabilistic observations provided by the Jaccard index, can provide a clear iden-
tification of individual cars.

5.7.4 Robust Car Matching

If we only track one TPMS sensor, we might be losing many data points as that sensor
might be blocked or not transmitting. For robust tracking, attackers might prefer to aggre-
gate a number of IDs together (4 for cars, more for trucks or buses). Based on the findings
of Table 5.4, a naive approach would be for each ID, to select the IDs with the highest
Jaccard index over a predefined threshold. However, this approach has several problems:
it could happen that for a certain ID, the TPMS sensor from another car is more correlated
than to other from the same car (see Fig. 5.10, the 4th cluster). Another problem is that
this approach does not take into account transitivity: if sensor A is correlated with B and
not C, they will not be grouped together, even though B might be correlated with C.

To overcome these limitations we propose a modified version of this algorithm (Algo-
rithm 1). After defining the aggregation methods, we proceed to describe the car matching
algorithm (Algorithm 1). Starting with the measurements matrix C with M time points
and N IDs, we can calculate the scoring matrix S, which contains the match score be-
tween 2 IDs. This score can be calculated with either cross-correlation or the Jaccard
index method.

From there, we start the matching algorithm. We start with a high threshold value 6,,
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Algorithm 1: Car Matching
Data: C; S; 6,; 6,; 0,
Result: D

1 D<@ 0«0,

2 while > 0, and S # @ do

3 DX «— @ for R in Rows(S) do

4 R; < IDs where R > 6 if Length(R;) > 1 and Length(R;) < 3 then
5 k < FindAny(D“~,R))

6 if k is ¢ then

7 | Append(D“*,R))

8 else

9 UpdateDonRowk(D{™, R))

10 if Length(D{"**) = 4 then

11 UpdateDandS(D*~, D, S)
12 RemoveRowk(D*, k)

13 end

14 end

15 else if Length(R;) > 4 then

16 UpdateDandS(R;, D, S)

17 end

18 end

19 0—<0-0,
20 end

21 Function UpdateDandS(Rj, D, S):
22 Sort(r)

23 Append(D, R;[1 — 4])

24 Remove(s, R;[1 — 4])

so that we can match the most prominent cars (In Fig. 5.10 would be the brightest clusters),
and add them to the resulting matrix D. If we find a smaller cluster (2-3 IDs) we store them
in an auxiliary matrix D®*. In further iterations, if some of the IDs are presentin D, , we
append the new ones to the already existing row in the auxiliary matrix. This way we can
support transitivity (e.g., if sensor A is strongly matched with B, and sensor B is strongly
matched with C, then A,B,C should be matched). When one of the rows of D, is filled (4

sensors in our case) we add them to D and remove them from D, . Every time a new car

aux*
is matched, we also remove those IDs from the scoring matrix. That way we can remove
sources of ambiguity for other IDs. After iterating over all rows, we reduce the threshold
and repeat the process again until we reach a limit of iterations or all possible cars have

been matched.

When comparing both methods, we can observe some clear differences. The cross-
correlation method is generally faster: even for low aggregation values, it can compute
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the correlations in less than one second for the size of our dataset. In contrast, it is less
accurate when identifying cars, compared to the Jaccard index method. With the latter, we
are able to identify the 12 verified cars at the aggregation windows we tested at the expense
of more computation time. The results of this comparison are summarized in Table 5.5.
Note that the aim of this work is not to provide an optimized version for ID matching, but
rather show the different techniques that could be exploited to detect and match TPMS IDs
to single cars.

From this analysis, we conclude that with relatively simple hardware, data analysis,
and correlation methods, it is possible to identify vehicles. The cross-correlation method
shows notable results and can produce results at a fraction of the time of the Jaccard index
method. However, looking at the heatmaps (Fig. 5.8 and Fig. 5.10) we can observe that
the correlation values are 'cleaner’ with the second case. In larger datasets it could be
possible that the cross-correlation method fails to capture more ambigous results. In gen-
eral, if looking for real-time speed one could opt for the correlation method, whereas those
analysis aiming at more accuracy could opt for the Jaccard index method, at the expense
of more computation time.

5.8 Privacy Analysis Results

In the next step of this analysis, we look at the privacy implications of the unencrypted
usage of mostly unique TPMS IDs, aggregating them over different dimensions, and the
availability of open-source software-defined radio implementations to monitor these sig-
nals.

The privacy leakage through the collection of TPMS messages can be achieved with

Table 5.5: Comparison of Cross-Correlation and Jaccard index methods for different time
aggregations and naive vs robust matching.

Method Agg. (s) Naive Match Robust Match Comp. Time (s)

5 sec. 5 9 2.0970
10 sec. 6 10 1.5616
Xcorr 30 sec. 8 11 1.1017
1 min. 8 12 0.8708
2 min. 10 12 0.6534
5 sec. 7 10 34.1570
10 sec. 9 12 23.7702
Jaccard 30 sec. 10 12 21.1729
1 min. 11 12 19.1987
2 min. 11 12 18.2871
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different approaches. In this section we first explore our dataset and then perform a study
to detect static patterns. Then, with correlation techniques, the possibility of grouping
RSSI and IDs information in order to track cars.

5.8.1 Temporal Trends

Since cars and, therefore, TPMS sensors are inherently associated with the mobility of
their owners, the temporal dimension could reveal the mobility patterns of individuals.
That information could be used to infer privacy-sensitive information such as people’s
work schedules, vacations, or sick leave.

Almost all cars in the data set are seen from Monday to Friday (like for Car 1 on
Fig. 5.11c). As expected, an almost O trend is also visible on weekends. These observa-
tions match the reality of the deployment since the receivers are deployed in a workplace.
However, a similar deployment in a residential area would probably reveal a different real-
ity, such as car IDs appearing every day of the week, thus allowing anyone to track when
drivers leave their homes.
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Figure 5.11: Temporal pattern analysis over time of year 5.11a, hour of day 5.11b and
weekdays 5.11c.
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5.8.2 Analysis of individual cars

Now, we look closer at the temporal dimension of individual cars that are observed in the
data set. In addition, this section analyzes the appearance patterns of the most common
cars in the dataset, demonstrating how a malicious actor could infer private information
about owner movements and behavior. We stress that since we do not have the ground
truth (real user identity), the behaviors and patterns described here are hypothetical. The
following use cases properly address the challenge mentioned in Sec. 5.1, revealing the
temporal insights obtainable from tire IDs, and the potential for attackers to harvest this
data across time.

Patterns over weeks

Once all the data is collected and we identify all the sensors that belong to a car, we can
start analyzing more precise patterns per driver. In this first study, we look at the car
appearance pattern per week, for our verified users.

From the set of Car 1’s IDs, we then aggregate information in the time domain from one
single car. We first quantify the information spread throughout the observation period. For
this reason, we aggregate weekly messages and visualize them as shown in Fig. 5.11. We
observe the movements for about 5 weeks. There are some clear patterns in this driver’s
behavior. This driver tends to come every day at around 8:00 am and stays until 12:00 pm
and comes every week day, so it is likely to be a worker. There are also some gaps in the
appearance, which could correlate to either the weekend or some other event.

Worker Profiles

We study the profile of four workers. The first case of a worker profile was already shown
in Fig. 5.12b. This car is systematically seen at a fixed time at 8:00 am (except for a
day) during the week and always leaves at 5:00 pm. Due to the working hours, we can
deduce that this profile belongs to a full-time worker of the company. We can also extract
more information from these patterns. On Day 12, they went outside to have lunch and we
measured their car’s IDs at a time around 12:00 pm to 1:00 pm, as it took around 1 hour
to have lunch. Another insight we can extract is that their car is never seen on Fridays,
because they usually work from home on those days. Thus, from TPMS transmissions, we
can also infer the remote/in-person work patterns of individuals.

Fig. 5.12a shows the observations of Car 1 over the course of the measurement cam-
paign. Some extra observations can be made from this temporal profile in addition to those
made in Section 5.8.2. The pattern we describe is clearly visible, since the worker usually
arrives at 8:00 am and leaves at 12:00 pm. However, by overlaying weekends and local
holidays, we can further explain the gaps in the data. This driving pattern corresponds to
a part-time worker, which is actually the case.
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Figure 5.12: Weekly patterns of different Worker profiles. X-axis represents the hour of
the day, and the Y-Axis the Day. Each hour from each day that one of the 4 IDs of a car
was seen, we paint that square black. Weekends and Holidays are shaded in blue and red
respectively.

Apart from the regular working hours, we can also observe anomalies. First, on Day
14 the driver left at their usual time, but appeared later during the evening. This can be
explained as that driver attended a university course in the vicinity and on their route back
home, they passed through a road nearby the workplace. The next day, we can also see that
the same driver attended another class and decided to go back through the same route. We
see that, in the second day, the workplace was closed for holidays and yet we were still able
to capture transmissions from the nearby road. This further enhances our intuition on the
feasibility of deploying a car tracking infrastructure, since we are able to reliably capture
transmissions from nearby roads and moving cars. These transmissions were captured by
only one of the IDs of the car, thus reinforcing the car matching approach proposed in
Section 5.7.4.

Fig. 5.12c has a similar pattern as Fig. 5.12b, but there are some key differences. First,
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we see more transmissions during the day (the brands are different), so we can capture
their car transmissions more often. The working pattern is quite stable as well; however,
there are some days where we see that the car did not appear for a few consecutive days.
This pattern actually matches that of an external worker/collaborator at the building. The
gaps during some days are explained by the fact that this person was working elsewhere
or on a trip. In the last week of the measuring campaign, that worker went on a longer trip
and was not visible throughout the time. Apart from tracking individuals’ patterns, the
study shows that companies could use this information to track their employees without
their consent or knowledge, as transmissions cannot be controlled by drivers.

The next case is of an external part-time worker, which comes a few days every week
and does a shorter schedule than full-time workers. What is interesting is that we can
capture TPMS transmissions every hour even when the vehicle was not moving. During
our experiments we observe that each TPMS brand transmits with different strategies, as
it can be seen in Fig. 5.12. We observe that TPMS sensors used by Toyota tend to transmit
continuously, brands like Ford or Nissan do it less regularly, and brands like Renault only
transmit when movement is detected on the wheels.

Insights into Pressure

Additional information can also be inferred from the data provided by the open source
decoders. For example, the pressure of the tire could indicate the size and weight of a car.
For example, larger SUVs or trucks tend to require higher pressures. In addition, it could
provide information on the weight of the load of a truck (the higher the load, the higher the
pressure on the tires), which could be used in combination with the previously described
analysis and allow more precise targeting.

In Fig. 5.13, we show the pressure of the 4 tires for Car 1. From this, we can infer
that it is a utilitarian sized vehicle as the maximum pressure is around 230 kPa (note that
due to temperature, we can expect some variation in the pressure). Another insight is that
during the course of our measuring campaign, the driver noticed pressure loss in the front
wheels, and we can observe that, starting on the 13th day, they had inflated the tires.
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Figure 5.13: Tire pressure of the selected car.
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5.9 Discussion

We have demonstrated the feasibility of deploying a low-cost receiver network that can
capture tire broadcasts even at relatively large distances. Our findings show that by looking
at common bits and time correlation techniques it is possible to identify individual cars
and track them across different tires sensors.

When it comes to traffic surveillance, vision-based approaches have been widely popu-
lar [129], [130], as cameras are low-cost and already integrated in many vehicles and roads.
However, camera-based systems require direct LOS on the road and its vehicles, and may
not work well under challenging meteorological or low light conditions (for example, at
night). Another issue these systems face is the higher computational cost required to pro-
cess images in real time. TPMS tracking does not require LOS and is mostly unaffected
by lighting or weather conditions. In this paper, we could capture tire messages within a
radius of 55 m, which could be further increased with higher quality antennas or receivers
specifically designed for the 433 MHz band.

About the feasibility of such deployments is that tire transmissions are non-deterministic
and happen in time windows of around 30 seconds. At speeds of 30, 50, 80 and 120 km/h,
cars travel 250, 400, 600 and 1000 m, respectively. If we take into account the 4 tires of a
car, we can estimate that, on average, a car will then transmit every 60, 100, 150 and 250
m.

From these calculations, we can deduce that a TPMS tracking infrastructure would be
more feasible in urban scenarios and close to intersections or traffic lights, where vehicles
tend to slow down. Knowing that the range of capture is around 110 m, 1 receiver would
be sufficient to cover a road up to 50 km/h and up to 3 would be needed on a highway with
cars traveling at “120 km/h.

We can also estimate the probability of message collision based on the number of cars
present in a road. In Section 5.4 we show that a typical TPMS transmission takes around 5
ms to be completed and we assume each tire sends a transmission every 30 seconds. The
access to the medium can be modelled as unslotted Aloha, assume a throughput G of:

G =N X L (5.3)
T

where N is the number of TPMS sensors, L is the frame time (5 ms) and T the total win-
dow time 30 s. We can thus estimate the probability of collison by P = ¢72¢. In Fig. 5.14
we show the probability that the spectrum receiver captures a particular TPMS transmis-
sion without collision. Even for a road with 150-200 cars (600-800 TPMS devices), the
probability would be between 81-76%. We showed in Section 5.7.4 that it is not needed
to track all 4 sensors of a car always, even with little overlap it could be possible to recon-
struct the TPMS sensors of a single car. This shows that even in very congested roads, it
would be feasible to capture and track vehicles.

During our work we also observed different transmission strategies. Brands like Toy-
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Figure 5.14: Probability of no message collision given a number of cars on the road.

ota tend to transmit at high power even when the car is parked, leading to higher probability
for any of the vehicle’s TPMS transmissions to be captured. We argue that this is unnec-
essary, as there is no risk for accident while the car is parked, and continuously sending
might discharge the battery sooner and lead to information leaks as shown in this paper.

Unexplored aspects of this work include tracking the trajectory with more spatially
distributed receivers. In such scenarios, in addition to temporal patterns, it would be-
come feasible to uncover mobility patterns across cities. We believe that the techniques
presented here could be transferable to such scenarios in the same manner as we sending
spoofed messages, as shown in [109]. Combining this method with our work, an attacker
could focus on specific targets with ease and disrupt individuals or traffic in a given area.

Besides, from July 2022, TPMS became mandatory in Europe also for buses, coaches,
heavy trucks, and heavy trailers [119]. Larger vehicles tend to prefer dTPMS so as to
maintain better control over their tires. However, this comes with the risk that a receiver
network can capture transmitted TPMS IDs. By tracking IDs and pressure, it could be fea-
sible to target larger vehicles like trucks, learn their daily routine, and send spoofed signals
to the truck, causing them to stop and perhaps disrupt the logistics chain of companies.

With regards to solutions to avoid the privacy risks of dTPMS we envision 2 possible
solutions: The former would be to add an encryption mechanism to the RF transmissions.
The encryption keys could be burned in the memory of the sensor or use a rolling-key
mechanism as is used in car key fobs, for instance. The other alternative would be to switch
to iTPMS. Even though it is less accurate, we believe that for the majority of drivers,
the risks attached to sending data in clear outweigh the benefits of accurate pressure and
temperature readings for each tire.

5.10 Conclusion

We have shown that TPMS signals, originally introduced to improve road safety, can
be misused to track vehicles and therefore their owners through a network of low-cost
software-defined spectrum receivers. The lack of encryption and standardization is one of
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the root causes, despite TPMS sensors being embedded in new cars for more than a decade.
This information could be used by attackers to infer mobility patterns of individuals or to
track people around cities if multiple sites are available for recording. Furthermore, we ar-
gue that it is rather easy in practice to link TPMS sensors with a specific person of interest.
A TPMS signal receiver could be linked to a camera or, if the person of interests home ad-
dress is known, a targeted recording at the persons home could reveal their unique TPMS
sensor IDs. Once these IDs are known, the movements of that person could be tracked
with cheap publicly available software-defined radios. Attackers could use this informa-
tion to learn, predict, and exploit a persons movement, points of interest, and behavior
patterns. Although there exist proposals to enhance privacy for TPMS sensors, we could
not find any real deployment from manufacturers. Therefore, we urge legislators and man-
ufacturers to take the necessary steps to improve the privacy and security of the pressure
monitoring system.
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5G Positioning with SDR radios

6.1 Introduction

The evolution of 5G technology, underpinned by the 3GPP’s ongoing standardization ef-
forts, marks a pivotal shift in the telecommunications landscape. Beginning with Release
16, the focus has been on enhancing the capabilities of 5G networks to support precise
localization services, a critical component for a myriad of emerging applications [131],
[132]. The integration of advanced localization features into 5G networks is not just a
technological advancement; it represents a paradigm shift in how mobile networks can be
leveraged, targeting high-accuracy and low-latency positioning through increased band-
widths and flexible numerology within the 5G physical layer.

The ambition to achieve centimeter-level accuracy, as outlined in Release 17, is a tes-
tament to the growing importance of 5G localization accuracy, low latency, network and
device efficiency [133], for commercial use cases, Industrial IoT and especially for time-
sensitive applications like remote control systems. Release 18, known as 5G Advanced,
further enhances these capabilities, introducing improvements such as New Radio (NR)
carrier phase measurements and sidelink positioning [134], [135] for out-of-range scenar-
10s and Radio Access Technology (RAT)-dependent techniques for better accuracy under
NLOS conditions [136]. With the initiation of Release 19, the exploration of wireless
sensing technologies and mobile XR further emphasizes the strategic role of AI/ML in
localization services in the future of wireless networks [137].

While the 3GPP has established a robust framework for 5G positioning with its com-
prehensive technical reports and specifications [133], [138], [139], the practical realiza-
tion and evaluation of these technologies in real-world scenarios remains a challenge. This
complexity is further accentuated by the diverse range of positioning use cases outlined in
3GPP documents [133], [139], each with distinct performance accuracy and Time to First
Fix (TTFF) requirements. Simulations and preliminary experimental setups have been the
primary methods for assessing 5G positioning performance to date [140]-[150].

Positioning using LTE signals has been explored in recent years, using them as sig-
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nals of opportunity to enhance localization accuracy in other fields. To the best of our
knowledge, only a few pioneering studies have begun to conduct experimental research
with Over-The-Air (OTA) 5G signals [151], [152].

In this field, open-source platforms like OTA [153], srsRAN [17], and Aether [154],
when paired with SDR devices such as Ettus USRP B210, HackRF One, LimeSDR, BladeRF,
and the more advanced 5G-oriented Ettus USRPs X310, N310 and X410 [155], provide a
robust framework for implementing and testing the 3GPP stack. These open-source plat-
forms and commercial devices offer a unique opportunity for rapid prototyping and testing
new algorithms and paradigms in real-world OTA conditions.

Despite these technologies’ potential, their application in 5G localization and position-
ing demands significant effort in hardware and software setup and configuration.

In this chapter, we provide a deep understanding of 5G positioning in real-world con-
ditions building on our preliminary insights [4], and stressing prior work over three di-
mensions: 1) We assess the impact of increasing the number of gNBs, a strategy aimed at
enhancing the spatial diversity and accuracy of the localization system. 2) We explore the
benefits of expanding the operational bandwidth up to 100 MHz, the largest bandwidth
currently allowed by the 3GPP standard for communication below 6 GHz; larger band-
width is expected to provide finer resolution in time-based measurements, leading to more
precise localization. 3) We delve into oversampling and moving average signal process-
ing strategies, examining the effects of sampling rates up to four times at 100 MHz and
moving average window up to 50 measurements; these approaches are hypothesized to
improve the accuracy of TOA measurements and reduce the effect of quantization errors,
a critical factor in precise localization.

The results not only enhance the theoretical understanding of 5G localization but also
provide practical insights and methodologies for application and experimentation in real-
world settings that can be of interest both for the research community and for the telecom-
munication engineers that will build new 5G and beyond infrastructures. In fact, we
demonstrate how strategic decisions in network infrastructure design and signal process-
ing techniques can be effectively evaluated, offering valuable guidance to researchers and
industry professionals seeking to enhance localization performance in contemporary 5G
and beyond networks.

6.2 5G Positioning: State of the Art

This section introduces and describes the main elements of the 3GPP standardization of
5G localization and examines the role of existing open-source platforms in implementing
location services within 5G mobile networks.
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Figure 6.1: 3GPP 5G Positioning architecture [138].

6.2.1 5G Positioning Architecture

The implementation of 5G positioning, now advancing with the innovations of 3GPP Re-

leases from 16 to 19, leverages an optimized architectural design for efficient transmission

of location signals between gNB and UE, and for the seamless exchange of location mea-

surements with the 5G Core Network. The evolving architectural specifications for 5G

positioning, reflecting these technological strides, are detailed in [138].

As depicted in Fig. 6.1, the composition of the 5G positioning architecture encom-

passes the following components:

UE that may carry out measurements of DL signals from the Next Generation Radio
Access Network (NG-RAN), or may send Reference Signals in uplink for positioning;
NG-RAN, comprised of gNBs and Next Generation evolved NodeB (NG-eNB) net-
work elements, which may contribute through radio signal measurements and convey
these measurements to the Location Management Function (LMF). A gNB can be com-
posed of one or multiple Transmission-Reception Points (TRP), a set of geographically
co-located antennas (e.g. antenna array). In our experimental studies with downlink
positioning, TRPs are geographically separated, and therefore we consider one TRP
per gNB;

The Access and Mobility Management Function (AMF), which is responsible for han-
dling connection and mobility management tasks, including positioning for a target UE,
as per request for some location service associated or on behalf of a particular target UE;
LMEF, which is responsible for managing and supporting a range of location services for
target UEs, including computation of user position and the delivery of assistance data.
The Enhanced Serving Mobile Location Centre (E-SMLC) was first introduced in LTE
network architecture. The LMF may communicate with E-SMLC with a proprietary
interface to access location information from older networks;

The SUPL Location Platform (SLP) is a server-based technology for providing secure
and accurate location services to mobile devices on the user plane. The LMF may
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communicate with the SLP with a proprietary interface.

The LMF plays a crucial role in receiving location requests from the AMF and in-
teracting with the NG-RAN to obtain both uplink and downlink position measurements.
The LMF may also directly engage with the target UE to provide requested assistance
data or calculate a location estimate. The LMF determines the positioning methods to be
employed based on various factors such as the LoCation Service (LCS) Client type, the
desired Quality of Service (QoS) class [156], UE positioning capabilities, and NG-RAN
positioning capabilities, and invokes these methods in the UE and serving NG-RAN.

5G positioning signals: 5G positioning signals have been introduced to achieve higher
accuracy compared to LTE positioning [157]. These signals include the uplink SRS and an
improved LTE PRS version for the downlink. In this work, we delve into the latter, as our
focus is on downlink positioning methods. PRS signal provides superior accuracy through
the use of a diagonal or staggered physical layer resource element scheme and superior
coverage and interference suppression through the coordinated transmission of gNBs. This
coordinated transmission avoids interference from adjacent cells and maximizes signal
strength over multiple symbols throughout the NR bandwidth.

5G Positioning Schemes: As of Release 16, 3GPP has standardized the following 5G
positioning schemes [138]: Downlink Time Difference of Arrival (DL-TDOA), Uplink
Time Difference of Arrival (UL-TDOA), Downlink Angle of Departure (DL-AOD), Uplink
Angle of Arrival (UL-AOA), Multi-Round Trip Time (Multi-RTT) and NR Enhanced Cell
ID (NR E-CID). The recent releases have further refined these schemes, enhancing their
accuracy and efficiency. In addition to the Radio Access Technology (RAT)-dependent so-
lutions, another group of RAT-independent solutions can be used for positioning, such as
GNSS, WLAN, Bluetooth, barometric pressure, and terrestrial beacon system (Terrestrial
Beacon System (TBS)). In the following, we focus only on RAT-dependent schemes. The
5G network supports five positioning modes:

e Hybrid positioning: 5G network employs multiple positioning schemes.

e Standalone positioning: UE autonomously, without network assistance, uses one or
more methods from the mentioned schemes.

e UE-based: UE computes its position estimate using measurements provided by the
LMF. It is supported by DLpositioning schemes.

e UE-assisted/LMF-based: measurements are provided by the UE to the LMF to be used
in the computation of a position estimate. It is supported by DLpositioning schemes.

e NG-RAN node-assisted/LMF-based: measurements are provided by the NG-RAN node
to the LMF to be used in the computation of a position estimate. It is supported by UL
positioning schemes.

As mentioned earlier, each gNB consists of one or multiple TRPs. Nevertheless, to
simplify the description, we simply refer to gNBs as the element in the NG-RAN involved
in the procedures of positioning in the rest of the chapter. In the DL-TDOA scheme, the UE
calculates the Reference Signal Timing Difference (RSTD) or TDOA of the PRSs trans-
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mitted by two distinct gNBs. The measured TDOA, is then communicated to the LMF,
which uses these timing differences to estimate the UE’s position. The UL-TDOA scheme
is conceptually similar to DL-TDOA but uses uplink signals and reverses the signal direc-
tion. Here, the gNB is responsible for measuring the Relative Time of Arrival (RTOA) of
multiple SRSs emitted by UEs. The gNB communicates these measurements to the LMF.
In the DL-AOD scheme, the UE measures the received power of downlink reference signal
beams from multiple gNBs. These power measurements are used to estimate the position
angle of the UE and are communicated to the LMF. The LMF then solves the derived
equations to determine the UE’s position based on these multiple gNBs estimates. Mir-
roring DL-AOD, UL-AOA utilizes uplink signals. The gNBs measure the angle of arrival
of the uplink signal from UE, which is communicated to the LMF, and the UE’s position
is determined from these multiple-angle multi-gNBs measurements.

In the Multi-RTT positioning scheme, both uplink and downlink signals are used. The
UE and a minimum of three gNBs exchange reference signals (SRS and PRS) to measure
the Round Trip Time (RTT), deducing the RX-TX time difference. The LMF synthesizes
these measurements to calculate the distances between the UE and each gNB, estimating
the UE’s position at the intersection point of the circles formed with these distances as
radii. The NR E-CID positioning technique involves the estimation of the UE position
using information about its connected NG-eNB, gNB, and cell. This information can be
acquired through paging, registration, or other similar methods. NR E-CID positioning
approach takes this a step further by incorporating additional UE measurements, NG-RAN
radio resources, and other metrics, significantly enhancing the accuracy of the UE location
estimates.

6.2.2 Mobile Network Synchronization Solutions

In the context of 5G localization, synchronization is a critical aspect to guarantee precise
RSTD and RTOA time measurements in downlink and uplink, respectively. A lack of high-
precision network synchronization would inevitably affect the overall location accuracy,
making the overall effort for 5G positioning ineffective.

Various existing solutions for mobile network Internet Service Provider synchroniza-
tion are available to achieve this. The most popular solution is utilizing the GNSS signals,
such as GPS, to synchronize in time and frequency. However, GNSS can be susceptible
to environmental factors or disturbance attacks that affect its reliability; consequently, it
cannot be used standalone as a Primary Reference Clock (PRC).

For providing a PRC signal to the network, the older ITU-T G.811 was suitable only
for frequency synchronization. More recently, the G.8272.1 enhanced Primary Reference
Time Clock (ePRTC) is a newer, more specialized solution standardized by the ITU-
T for network synchronization, which requires the usage of cesium clocks for central-
ized grand master clocks and quartz/rubidium for distributed master clocks and boundary
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clocks [158]. ePRTC offers sub-nanosecond accuracy, with time, phase, and frequency
aligned and calibrated to the GNSS signal over time. This makes ePRTC well-suited for
5G positioning.

For the RAN domain, the main option would consist of using the Precision Time Pro-
tocol (PTP) and Synchronous Ethernet (SyncE) technologies to enable synchronization
with high accuracy and stability between network nodes at the edge. Using this combined
approach, PTP provides time-of-day information and phase, while SyncE provides highly
stable frequency synchronization. ITU-T has defined a set of telecom standards for 5G
networks that are built on top of PTP, namely G.8275.1 and G.8275.2. While G.8275.1 is
the most accurate solution, G.8275.2 is more practical to implement. Both deliver highly
accurate frequency synchronization, phase synchronization and time of day from the PRC
signal. Nevertheless, G.8275.1 is recommended to meet the relevant time synchronization
requirements [159]. Finally, in the RAN domain, over-the-air synchronization could pro-
vide a valid alternative as it is based on round-trip time measurement sent over the radio
interface between neighboring base stations [159]. However, it lacks work in standardiza-
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Figure 6.2: Mobile network synchronization for 5G networks.

In conclusion, and as summarized in Fig. 6.2, while each synchronization solution
has its own advantages and disadvantages, the combination of ePRTC in the 5G Core
Network (5GCN) with ITU G.8275.1/G.8275.2 in the RAN domain provides a promising
solution for ensuring precise synchronization in 5G positioning and advanced mobile net-
work applications due to its excellent performance, being also the most suitable approach
for supporting positioning services based on very accurate timing information.

6.2.3 Open-source platforms

The main open-source software software platforms for 5G development are: OpenAir-
Interface, srsRAN and Aether. A description of their capabilities has already been pre-
sented in Chapter 1. The development of our testbed used OpenAirInterface.
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6.3 System Model

This section introduces the main elements of our location system model and the associated
signal processing methodologies. In the subsequent sections of the chapter, we assume a
2D location scenario, i.e., considering only the x and y coordinates while neglecting the z
coordinate. Furthermore, assuming a 2D environment, we focus on horizontal positioning
accuracy, which is often of primary interest in many practical localization applications.
For clarity, it is worth noting that using 5G reference signals dedicated to positioning in a
3D localization scenario is possible.

We consider a network of neighboring N, gNBs, which estimates the position of N,
users. The ith gNBs is at ngIIB = [xglLB y(g’RIB], while the unknown position of the jth

: ) ) j
UEis at pj; = [xgE ygl)a

for each gNB. Fig. 6.3 provides a visual representation of a typical network deployment

]. A location-dependent time-based measurement is performed

following our system model.
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Figure 6.3: Example network deployment with N, = 3 gNBs (triangles) and N, = 1 UE
(circle). The TDOA m, = t,—t, and m; = t;—t, are measured considering the first anchor
as the reference (yellow triangle). The corresponding hyperbola is illustrated in magenta.

6.3.1 Comparative Analysis of PRS and SRS for Positioning

In the context of utilizing 5G reference signals for positioning, it is essential to distinguish
between PRS and SRS. Both signals have unique characteristics and applications within
the network, influencing their suitability for positioning tasks.

e Signal Design and Purpose: Specifically designed for positioning, PRS is optimized for
time-based measurements, which are crucial for accurate localization. The structure
of PRS minimizes ambiguity in detection, making it highly effective for positioning in
diverse environments. Hence, SRS primarily aims to estimate uplink CSI, facilitating
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network decisions regarding beamforming, power control, and user scheduling. Al-
though SRS can be repurposed for positioning, its design is not inherently optimized
for this application.

e Robustness and Accuracy: PRS exhibits superior robustness to multipath effects and
NLOS conditions, critical attributes in urban and indoor environments where direct
paths between the transmitter and receiver are often obstructed. SRS, instead, while
useful for its intended purpose of channel estimation, is less robust in the face of mul-
tipath and NLOS conditions when repurposed for positioning, potentially leading to
decreased accuracy.

e Network Resource Utilization: PRS utilizes dedicated resources in the frequency and
time domain, ensuring that the signal integrity is preserved for the precise measurement
requirements of positioning tasks. SRS instead, though flexible in configuration, using
SRS for positioning could lead to increased resource consumption or necessitate trade-
offs with its primary function of channel sounding. SRS time-domain and frequency-
domain allocation is limited compared to PRS(i.e., max 4 OFDM symbols in 1 slot).

Given these considerations, while SRS presents a theoretically viable option for po-
sitioning, its performance, robustness, and efficiency for such applications are inherently
constrained by its primary design for channel sounding. Conversely, PRS, with its posi-
tioning optimized design, offers significant advantages in accuracy, reliability, and compli-
ance with positioning standards. Therefore, in our system model and subsequent analyses,
we focus on PRS. This choice is motivated by our objective to explore the use of SDR plat-
forms for 5G positioning, leveraging the inherent advantages of PRSdesigned specifically
for this purpose.

6.3.2 TOA Estimation

The relative TOA for the signal transmitted by the ith gNB and received by the jth UE is
expressed as:
(@) (0] I

Ip NB — Pue
t,(Pyg) = ———— (6.1)

c
where c is the speed of light. In OAI, PRS -based TOA estimation is implemented through
a series of well-defined steps in accordance with the 3GPP standards for 5G positioning.
Initially, Pilots are generated and modulated, serving as references for subsequent process-
ing. Subsequently, the Resource Element (RE) offset of the PRS is calculated, followed by
channel estimation and interpolation. Next, SNR estimation is conducted, and PRS chan-
nel estimates are transformed into a format suitable for the Fast Fourier Transform (FFT).
The procedure then calculates the CIR in the time domain with IDFT oversampling up to
16x. Finally, the TOA is estimated by finding the peak estimate of the CIR as the maximum
identified absolute value.
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6.3.3 TDOA-Based Positioning Algorithm

The DL-TDOA technique leverages the PRS signal transmitted by a set of neighboring
gNBs and received by the UE to measure the RSTD, or TDOA, between each pair of gNBs.
This measurement is then employed in the multilateration or trilateration calculation based
on the principles of hyperbolic geometry. Conventionally, the gNB with index i = 1 is
designated as the reference for RSTD measurements.

The RSTD, as described in [160] Section 5.1.29, represents the relative time difference

between the ith neighboring gNB and the reference gNB and is calculated by the jth UE as

m; =t (p(Ujl)E) -1y (pgé). Therefore, the measurement model for the TDOA is as follows:

- — [lp® ()
Mij =Tij €= ||pgNB ~ Pug

~ [P =BG | + ) 6.2)

Measurement noise n("’j)(pgl)a) is inherently dependent on the UE position, the SNR of
the received signal, and the LOS conditions. To mitigate the risk of synchronization er-
rors in RSTD measurements, all gNBs transmit the PRS simultaneously, thereby ensuring
synchronized transmission from all gNBs.

6.3.4 Optimization Model for Positioning

We can formulate the optimization problem as a minimization of the L2-norm of the mea-
sured and estimated TDOA (for the sake of brevity we remove the superscript (j)):

. 1 N 1
Pyg = argmin S(pyg) = 5 Z(m,.j - m,.j(pUE))2 =3 Z rl.Zj (6.3)
PUE Vi,j Vi,j
where ni;; is the measured TDOA between gNBs i and j; m;;(pyg) is the evaluation of

Eq. 6.2 at the UE position pyg and r;; denotes the residual error between them.

For this method, the solution lies at the point where the gradient of S(p) is 0, which
can be computed per transmitter coordinate (x, y) as:

08 pUE,x - pgNB,-,x pUE,x - pgNBj,x
=Y,

apUE,x Vi,j di dj
_ (6.4)
0.5 Z <PUE,y — PeNB.y  PuEy T PeNB .y )
= r.. . —_
ap UE,y Vi, j N di d j

The optimization problem for the TDOA equations is non-convex, and requires more
complex methods to obtain reliable solutions. There also exist techniques to linearize
these equations and obtain fast (but suboptimal) solutions. These approaches are further
explained in Section 6.4.3.
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6.3.5 Geometric Dilution of Precision

The GDOP quantitatively represents the impact of the geometric configuration of gNBs
on the accuracy of UE localization. It is derived from the Jacobian matrix, which relates
the TDOA measurements to the UE’s position.

For clarity in our 5G localization system analysis, it is important to note that while we
are addressing a two-dimensional positioning problem, we typically refer to the HDOP
in such cases. However, for the sake of generality, we choose to use the term GDOP in
the following discussion. Given a network of N, gNBs, with ith position ngiIB, N, UEs
81)3 and the TDOA measurement given by Eq. 6.2, since one gNB is
used as a reference, we have N .= 1 independent TDOA measurements for each jth UE.

with jth position p

The corresponding Jacobian matrix in two dimensions J, representing the sensitivity of
the TDOA measurements to the position considered for UE, is calculated as follows:

om, om,
Oxyg  OVUE

P (6.5)

0mNg (3mNg

OXyg Oyug

based
)]
UE

where each element of J is the partial derivative of the TDOA measurement m, ,,

on the measurement model defined in Eq. 6.2, with respect to the jth UE’s coordinates x
and ygl)E
Finally, GDOP is calculated as the square root of the trace of the matrix product
JrH
GDOP = y/trace((J7J)™1) (6.6)

A lower GDOP value implies a more favorable geometric configuration, leading to
enhanced accuracy in the UE’s position estimation. Conversely, a higher GDOP suggests
a less ideal geometry, potentially decreasing the precision of location estimates. This un-
derlines the importance of strategic placement of gNBs in our network. Our experimental
setup, featuring four gNBs, aims to minimize the GDOP, thus ensuring a geometrically
optimal arrangement for precise localization.

In addition to GDOP, the CRLB provides a more general theoretical benchmark for
the minimum variance of an unbiased estimator [161]. The CRLB is defined based on
the FIM for the positioning error, and a lower CRLB value indicates a higher potential
accuracy in position estimation.

6.4 Experimental Setup

This section delineates the deployment of our 5G SDR-based experimental localization
system, detailing both the software and hardware configurations, along with the network
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configuration and signal processing methodologies employed.

6.4.1 Mobile Network Software

In our experimental setup, we use the OAI open-source framework to implement both
RAN (gNB and 5G UE) and 5GCN for its more advanced development concerning ref-
erence signals for positioning. We decided to focus on the DL PRS signal to test 5G
positioning; however, applying the same procedures using the UL SRS signal is possible.
The OAI release tagged 2023.w38 is employed for our experiments. TOA measurement
estimation for PRS is executed using the peak_estimator function inside the nr_prs_chan-
nel_estimation function, located within the nr_dl _channel_estimation.c file. To enable
TOA measurement estimation for UL SRS in OAI, it would be necessary to integrate
the peak_estimator function into the nr_srs_channel_estimation function, found in the
nr_ul_channel_estimation.c file. The PRS signal is configured to be transmitted every 5
ms.

6.4.2 Hardware

The experimental testbed utilized in this study consists of two customized workstations,
one powerful laptop, and five SDRs, which are utilized to emulate the operator network
(5GCN and gNB) and the user terminal.

SDR: Five Ettus USRP X310 devices, equipped with UBX160 daughterboards [162],
constitute the backbone of our SDR setup. Four are used as gNBs, while the fifth acts
as the UE. These devices, covering a broad radio frequency spectrum from 10 MHz to
6 GHz, support all NR FR1 frequency bands with up to 160 MHz bandwidth. Using the
high-speed 10 GbE interface, a sampling rate of 184.32 MS/s can be achieved, enabling a
theoretical distance resolution of 1.62 m. We used NR-specific Linx ANT-5GWWS3 [163]
SMA multiband antennas. While both the Ettus USRP N310 and X310 were evaluated
in our experimental setup, we encountered significant interoperability issues due to the
differences in their supported master clock rates. Specifically, the USRP N310 supports
master clock rates of 122.88 MHz, 125.00 MHz, and 153.60 MHz, while the USRP X310
operates at higher clock rates of 184.32 MHz and 200.00 MHz. This discrepancy in clock
rate compatibility presents a challenge for interoperability between the N310 and X310 1in a
unified experimental setup, as synchronized data acquisition and processing are necessary
for communication and positioning.

Base station synchronizer: Precise synchronization between gNBs is achieved using
the Ettus Octoclock [164], a high-precision clock generator and distribution unit. With
its eight independent clock outputs, GPS receiver, phase-locked loop (PLL), and voltage-
controlled crystal oscillator (VCXO) configuration, this device provides exceptional fre-
quency stability and accuracy, essential for our mobile network localization testbed. Ac-
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cording to the specifications, the accuracy of the 1 PPS of the built-in GPSDO is within
50ns of the UTC RMS, with a frequency accuracy of 1 ppb after the GPS is locked. A
relative frequency tolerance of 1 ppb means a maximum time offset of 1 nanosecond in
one second. Note that in a larger scenario, the octoclock would not be a viable solution
to distribute timing information. The aforementioned USRP X310 has GPS input and a
GPSDO. It would be possible to use this as a method to synchronize all gNBs to GPS time
and achieve a similar timing accuracy. It is however out of scope for this chapter.

Workstation: The computational backbone comprises two Intel Core 19 powered
workstations, each with 18 cores clocked at 3 GHz, running Ubuntu 18.04 LTS Linux op-
erating system with a low-latency kernel. We strategically utilized Ubuntu 18.04 LTS for
its proven stability and extensive support for critical legacy hardware and software com-
ponents. These workstations implement the SGCN and four gNBs. To implement the UE,
an HP “ZBook Power G9 Mobile Workstation" powered by Intel Core i7 CPUs with 14
cores (6 high-performance cores clocked at up to 4.8 GHz and 8 efficient cores clocked at
up to 3.7 GHz) running Ubuntu OS 22.04 LTS is utilized. For the sake of clarity, initially,
our experiments were conducted on a stable setup using Ubuntu 18.04 LTS, prioritizing
research continuity over system updates due to time constraints. Recognizing the impor-
tance of staying current, we later upgraded the two workstations to Ubuntu 22.04. We
validated our setup’s compatibility with this newer version, demonstrating our testbed’s
robustness and adaptability to evolving software environments.

6.4.3 Signal Processing Techniques and Localization Algorithms

Our experimental approach to assessing how to improve 5G localization accuracy includes
the study of advanced signal processing techniques.

Moving Average: Given the experimental challenges and environmental variabili-
ties associated with 5G localization using open-source SDR-based frameworks, achieving
consistent positioning performance is a complex task. To address this, we employ moving
average techniques, which are instrumental in mitigating the impact of outlier measure-
ments. By averaging out extreme values in time-based ranging data, the moving average
method substantially improves the reliability and stability of our localization results, en-
suring a more robust performance even in fluctuating outdoor conditions.

Oversampling Techniques: To counteract the presence of multipath interference,
which leads to significant errors in the TOA estimates, we implement oversampling. Over-
sampling is a technique used to improve the accuracy of TOA estimation by increasing the
number of samples collected. In the context of 5G technology, CIR oversampling can
be crucial in obtaining finer TOA estimation. The CIR provides information about the
time-varying characteristics of the radio channel, including reflections and multipath in-
terference. When CIR is oversampled, the number of samples increases, providing a more
detailed representation of the channel response. This results in a higher SNR, allowing for

124



Chapter 6 6.4. Experimental Setup

a more accurate and robust estimate of the TOA. In OAI, oversampling is implemented
using a technique called zero-padding, which involves inserting additional zeros on both
sides of the baseband frequency-domain representation of the signal and then performing
the IDFT, effectively increasing the sampling rate without adding any new information.
By oversampling the CIR, it is possible to mitigate the effects of multipath interference,
random noise, and other distortions that can affect the accuracy of TOA estimation. This
leads to a more reliable and accurate estimate of the TOA, improving the performance of
ranging measurements.

Localization Algorithms: To address the localization challenge in wireless networks,
a variety of algorithms are employed, each offering distinct approaches and benefits. These
include LLS, Non Linear Least Squares (NLLS), and the Brute-Force algorithm. Each
method offers distinct methodologies for estimating the position of UE in a 5G network
environment.

Linear LS simplifies the localization problem by linearizing the TDOA equations in a
similar manner as [59]. This method assumes a linear relationship between the measured
TDOAs and the unknown UE position. It is most effective in environments with minimal
signal distortion but tends to be less accurate in scenarios with significant multipath effects
or non-line-of-sight conditions.

NLLS directly addresses the non-linear nature of TDOA equations. It leverages itera-
tive optimization routines based on gradient-based techniques to determine the direction
of maximum descent and minimize the 2-norm difference between the predicted and actual
TDOAs. Compared to the Brute-Force method, this method is more efficient and retains
accuracy. However, the main drawback of NLLS methods is the initial point estimation,
which can be overcome by performing an initial estimation using the coarse grid defined
with the Brute-Force method. Implementations of successive points can then be achieved
through methods such as Levenberg-Marquardt [45], BFGS [165], or Gradient-Descent
and its variants [166], with similar results.

Lastly, the Brute-Force Algorithm takes a comprehensive approach, discretizing the
area of interest into a grid and evaluating a cost function at each grid point. Since the esti-
mated position is identified as the point that minimizes the minimum 2-norm discrepancy
between the ideal predicted and estimated TDOA values, accuracy depends on the grid
size, and the tradeoff between accuracy and processing time became crucial. However,
this method, especially for finer grids, offers high accuracy due to its exhaustive search of
the solution space.

Each algorithm’s suitability varies depending on the specific environmental conditions
and system requirements, making it essential to select the appropriate method based on the
context of the localization task.

As a benchmark, we define the ’Ideal’ case as the theoretical best-case scenario with
minimal error influence, utilizing NLLS, chosen because brute force and NLLS yielded
nearly equal results in our experiments. For comparative purposes, this scenario is char-
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acterized by only process noise and without the constant sampling time offset. We define
this "Ideal’ case as we note that measurements in each capture are affected by a constant
offset (besides the expected measurement noise). The probable cause are hardware effects
that cause small differences in TOA measurements. Due to lack of other mechanisms to
estimate this offset behorehand, we assume it to be the ’Ideal’ scenario. The offset can
later be observed in Fig. 6.10.

6.4.4 Network configuration

Our methodology for enhancing 5G localization precision entailed a detailed exploration
of various network configurations, specifically examining the impact of different numbers
of gNBs and bandwidth parameters.

Network Deployment with Four gNBs: In a TDOA-based system, the localization
accuracy heavily depends on the geometry of the gNBs relative to the UE. With three
gNBs, TDOA localization is typically reliant on the intersection of hyperbolae formed by
the time difference measurements between pairs of gNBs. While effective, this approach
can be limited in precision due to factors like signal multipath, non-line-of-sight condi-
tions, and synchronization errors. The addition of a fourth gNB not only provides an extra
set of TDOA measurements but also enhances the geometric robustness of the system, in-
troducing new hyperbolic intersections and significantly refining the localization process.
The configuration of four gNBs also mitigates the effect of GDOP. By adding the fourth
gNB, we lead to a lower GDOP value and, thus, higher accuracy in the calculated position
of the UE.

Bandwidth Configurations: We explore the impact of varying bandwidths - 40, 80,
and 100 MHz - on the accuracy of localization. Higher bandwidths result in shorter im-
pulse responses in the time domain, improving the precision of TDOA measurements due
to more defined signal autocorrelation functions, offering sharper peaks and, consequently,
more precise timing estimates. Essentially, increased bandwidth translates to improved
time resolution, which leads to enhancing the accuracy of TDOA-based localization sys-
tems. This enhancement in time resolution positively affects the FIM, leading to more
informative TDOA measurements. Consequently, a larger bandwidth not only enriches
the FIM but also reduces the CRLB, indicating less variance in position estimates and
thus increasing the overall localization accuracy.

6.5 Experimental validation

In this section, we present the deployment scenario and the experimentation settings, and
discuss the experimental results.

126



Chapter 6 6.5. Experimental validation

6.5.1 Deployment Scenario

As illustrated in Fig. 6.4a, experiments were performed on an outdoor setting, a roof of
the University of Rome, Tor Vergata. Experiments are conducted outdoors with clear
GPS satellite visibility to ensure proper synchronization. The experimental testbed area
is shown in Fig. 6.4b. Our testbed covers a surface of more than 50 m?. As reported in
Fig. 6.4b, we use six different selected UE locations to test our experimental positioning
system.

y

UE, (0.58,2.03) gNB, (0,12.83)
x UE, (1,00,6.07)
UE, (1,80,9.14)

gNB, (3.85.0) gNB,(3.85,12.83)

(a) Testbed Setup. (b) gNB and UE positions.

Figure 6.4: Experiment setup overview. The experimental area is shaded in yellow
(Fig. 6.4a) with four gNBs and UE. Fig. 6.4b shows the positions of the gNBs and the
6 locations for the UE.

To prevent any disruption to other users, all tests are conducted with the caution of
stopping the experiments when people approach the testbed. Furthermore, the output
power of the SDR radios used in the experiments is thoroughly verified to ensure that
the emitted 5G NR signal did not cause any interference outside the designated testing
area.

The 5G NR TDD channel has been configured in the N78 frequency band (3500 MHz)
for the experimental localization testbed. The channel has a variable instantaneous band-
width of 40, 80 and 100 MHz (respectively, 106, 217 and 273 RB) and a sub-carrier spac-
ing of 30 kHz.

NLOS conditions adversely affect TOA measurements for PRS in 5G networks by
causing multiple propagation and an alteration of TOA estimates by delayed copies of the
signal, which can be misinterpreted as direct signals, leading to incorrect distance esti-
mates. In the following subsections, we will focus on the LOS scenario because our SDR
testbed, constrained by low transmission power, is inherently suited for LOS scenarios
and lacks the capability to manage the challenges posed by NLOS conditions effectively.
Therefore, since we cannot handle NLOS scenarios with the hardware at our disposal, our
study does not cover NLOS scenarios, emphasizing an area for future research with more
capable hardware.
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6.5.2 Moving Average Experimentation

In this subsection, we examine the influence of applying a moving average filter to TDOA
measurements on position estimation accuracy. This analysis is supported by Fig. 6.5,
which graphically illustrates the correlation between increasing average window sizes and
the resultant position estimation errors.

1.0 T
0.831 Window Size
0.6 1
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! —-= 50
0.21
i —-—- Ideal
0.0 T
0 4 5

Error (m)

Figure 6.5: Empirical cumulative distribution function of the distance error using a Non-
Linear Least Squares localization algorithm, four gNBs, no oversampling and 100 MHz
BW with varying moving average window sizes applied to TDOA measurements.

As demonstrated in Fig. 6.5, implementing a moving average filter with a window size
of up to 50 significantly reduces the localization error. Indeed, by using a Brute Force
localization algorithm, four gNBs and 100 MHz BW, it is possible to achieve a localiza-
tion error of 1.7 meters in 80% of the cases, an improvement of about 37.04% over the
case without moving average. This reduction in error demonstrates the filter’s efficacy in
enhancing the accuracy of position estimations by smoothing out random noise and mea-
surement fluctuations in the TDOA data. The filter effectively smooths out short-term
fluctuations and random noise inherent in signal measurements by averaging TDOA mea-
surements over a defined number of samples (the window size).

However, it is important to consider the trade-off between noise reduction and the
potential delay introduced by larger window sizes. Especially in dynamic time-critical
scenarios, it is crucial to optimize the window size to ensure that the filter does not overly
smooth out the TDOA data, which could lead to inaccuracies in triangulation.

6.5.3 Oversampling improvement

To effectively show the impact of oversampling on location estimation accuracy, we present
Fig. 6.6, which illustrates localization errors by implementing different oversampling fac-
tors. The oversampling analysis strategically focuses on UE’s most representative posi-
tions 0, 4, and 5, to illustrate the system’s performance across diverse scenarios: position
0 as a baseline, position 4 to assess performance under conditions close to a receiver, and
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position 5 to evaluate robustness in a challenging environment at a corner and further from
the receivers.

Oversample

x1

...... X4
— = Jdeal x4

2 3 4 5
Error (m)
Figure 6.6: Empirical cumulative distribution function of the error using Non-Linear Least

Squares localization algorithm, 100 MHz of BW, moving average window size 50 and
varying the oversampling factor. We only consider positions 0, 4 and 5.

As shown in Fig. 6.6, by implementing a 4x oversampling rate, we can reduce the
localization error to 0.7 meters in 80% of the cases, compared to 1.7 meters without over-
sampling, which results in a localization performance improvement of 58.82%. This no-
table improvement is attributed to the ability of oversampling to generate more accurate

TOA values, which are indispensable in location estimation algorithms.

0s1 082 O 0s4 ® UE B \B o oSt 0s2 O 0s4 ® UE B B
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(a) UE position 0. (b) UE position 4.
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(c) UE position 5.

Figure 6.7: Impact of oversampling (OS) on the variance of three selected UE position
estimates, with OS1, OS2, and OS4 corresponding to factors 1, 2, and 4, respectively.

Fig. 6.7 demonstrates the beneficial impact of oversampling on UE position estima-
tions. In fact, the experimental results confirm what was argued in Section 6.4.3, showing
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how effectively oversampling enhances the resolution of signal processing, allowing for
a more detailed signal representation and, thus, a more precise extraction of timing infor-
mation. As a result, the variance in position estimations is reduced, thereby improving the
overall accuracy of the localization system.

These results collectively establish the efficacy of oversampling as a methodology to
increase location estimation accuracy in wireless communication systems.

6.5.4 Network Configuration Experimentation

This subsection delves into the impact of varying the network configuration, particularly
the number of gNBs, on the precision of position estimation in a 5G network. Fig. 6.8
presents a comparative analysis of positioning errors in three and four gNBs scenarios.
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Figure 6.8: Empirical cumulative distribution function of the distance error using Non-
Linear (i.e., Brute Force and NLLS) and Linear (i.e., LS) localization algorithms, with no
oversampling 100 MHz of BW, moving average window size 50 and with network config-
urations of three and four gNBs.

Fig. 6.8 shows that the use of four gNBs leads to a reduced localization error of 1.2
meters, an improvement of 29.41% compared to the three gNB setup. When an extra gNB
is added, the improvement in positioning accuracy can be attributed to improved network
geometry, as previously discussed in GDOP subsection 6.3.5.

To better understand the impact of the placement of the gNB on the localization ac-
curacy, Fig. 6.9 shows the theoretical HDOP in our experimental setup for 3 and 4 gNBs.
Incorporating an additional gNB enhances the spatial distribution of signal sources around
the UE, and the system benefits from additional reference points, which helps to refine the
triangulation process and reduce the potential for positioning errors.

The findings of this experiment reinforce the concept that network configuration, specif-
ically the number of gNBs and their spatial location, is a critical factor in achieving high
accuracy in 5G positioning systems.
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(a) HDOP with 3 gNBs. (b) HDOP with 4 gNBs.

Figure 6.9: Theoretical HDOP in the experimental setup showing the spatial arrangement
of UEs and 3-4 gNBs.

6.5.5 Localization Algorithms

This subsection evaluates the accuracy of localization using various algorithms, namely
LLS, NLLS, and Brute-Force. Each of these algorithms offers a different approach to
resolving the localization problem, with varying degrees of complexity and precision.

Since the Brute-Force algorithm discretizes the 2D space into a uniformly distributed
grid and evaluates the cost function at each point, a finer grid leads to better accuracy but
requires more processing time. To speed up the algorithm, a technique used in this paper
is to begin with a coarser grid and refine the blocks with the lowest value. The space is
initially divided into a 15 X 7m? grid with a step size of 0.5m, and at each iteration, the
grid point with the lowest objective function value and its neighbors are selected, and the
step size is reduced to maintain a constant number of grid points. We set the maximum
number of iterations to 10 and the tolerance to 1 x 1074,

Fig. 6.8 demonstrates the performance of these algorithms in terms of localization
accuracy. The results indicate that both NLLS and Brute-Force algorithms outperform the
Linear LS algorithm, providing more precise location estimates with both. Furthermore,
the performance of NLLS and Brute-Force algorithms is found to be comparable, with
both achieving a high level of accuracy in positioning. Notably, with configurations of 4
and 3 gNBs, compared with the case of linear algorithms, the localization error is reduced
to 1.3 meters (with a remarkable 65.8% improvement) and 1.7 meters (with a significant
55.3% improvement) in 80 percent of the cases, respectively.

The superior performance of NLLS and Brute-Force over Linear LS can be attributed
to their ability to accommodate real-world signal propagation complexities better. These
algorithms effectively average the errors of individual measurements, leading to more ac-
curate position estimations.

Our experimentation highlights the effectiveness of NLLS and Brute-Force algorithms
in achieving high-precision localization in a 5G network, with both methods showing con-
siderable advantages over the simpler Linear LS approach. This analysis underscores the
importance of algorithm selection in designing robust and accurate localization systems
for wireless communications.
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Figure 6.10: Distribution of error between measured and theoretical TDOAs for gNBs 2/3
at different bandwidths and window sizes.

To show the influence of bandwidth configuration on location estimation accuracy,
in Fig. 6.10, we show the evolution of the error between the measured TDOA and the
theoretical TDOA for UE positions 0, 4 and 5 and gNBs 2-3 by varying the bandwidth.
When we increase the bandwidth, the improvements are two-fold: on the one hand, the
estimations are closer to the theoretical value; on the other, the estimations are packed
more densely towards the mean of the distribution, confirming the theoretical principles
discussed in Sec. 6.4.4.

6.5.6 LOS vs NLOS scenarios

This paragraph provides an overview of what would happen in situations where NLOS
was present. There could be several scenarios if our system were affected by NLOS. In
the first scenario, one or more paths become blocked, and no PRS is received at the UE.
If only one is blocked, the localization performance would revert to the 3 gNB scenario.
If 2 or more PRS are blocked, localization would not be possible.

A second possible scenario is that the PRS reached the UE by another path, thus adding
a delay to that particular TOA measurement. Since the OAI software is designed to select
the highest correlation peak, the UE might latch onto a path different from the LOS one,
thus reducing the performance of the localization algorithm. To simulate this with the 4
gNB scenario, we artificially introduce different delays in the TOA belonging to one of
the gNBs and show the results in Fig. 6.11.

The TOA delay was increased in our simulations by introducing artificial delays to the
TOA that were measured in the LOS/direct signal path. Specifically, we modeled a situa-
tion where the signal takes an indirect path to reach the UE, similar to what would happen
with a single wall bounce. For instance, a signal reflecting off a surface at a 30° angle
would incur a different delay compared to one reflecting at a 40° angle. These artificial
delays emulate the effect of the signal taking a longer, indirect route, mimicking real-world
NLOS conditions. In the end, since we are dealing with samples, the NLOS effect can be
collapsed into a sample delay, simplifying the analysis and reducing the complexity of our
simulations.
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Figure 6.11: Empirical cumulative distribution function of the error when adding different
delays to one of the TOA. Bandwidth is 100 MHz and no oversampling is performed.

As expected, the performance degradation is notable even with 1 sample delay. Cur-
rently, the OAI software does not provide reliable tools to detect whether the received PRS
comes from an LOS or NLOS path, so performance would be severely degraded.

6.5.7 Computational cost and Time to First Fix

This subsection evaluates the computational aspects of positioning in 5G networks, partic-
ularly focusing on the TTFF as defined by 3GPP technical specifications [133], [139]. In
the most restrictive positioning cases, the enhanced positioning use case, the TTFF must
be provided with a 90% horizontal error of less than 1 meter in less than 1 second. Given
enough bandwidth and oversampling levels, we have shown that it is feasible to reach the
accuracy goal. In this last section, we evaluate the time it would take to obtain the TTFF.

To assess the time required to obtain the position estimates with different window
sizes, we developed a C++ TDOA library. We then generate 10k experiments and vary
the number of gNBs from 4 to 20. We test this approach on a Macbook Pro M1 Pro with
10 cores. The results, illustrated in Fig. 6.12b, show the computation time for position
estimates when varying the window size. Remarkably, the computation time remains rel-
atively minimal, averaging around ~200 us even with 20 gNBs, which is practically negli-
gible for most scenarios. Notably, when employing Linear least squares, this computation
time further reduces to approximately ~2 us for up to 20 gNBs, as shown in Fig. 6.12a.
This suggests that averaging more TOA measurements for enhanced accuracy, as seen in
Fig. 6.5, incurs minimal time cost, except for the time it takes to accumulate enough data
to fill the averaging window.

From these results, we can deduce that even for large window sizes, the computational
time is negligible and could be suitable for most localization use cases specified in [139].
In our setup, the PRS was sent every 5 ms, enabling window sizes up to 128 and still
meeting the requirements for a TTFF of less than 1 second. In other deployments, the
PRS transmission frequency might vary, and our study indicates that the critical factor in
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Figure 6.12: Time taken to estimate position using (6.12a) Linear and (6.12b) Non-Linear
methods when varying the window size and the number of gNBs.

determining TTFF is the PRS frequency, not the computational time for position estima-
tion.

6.6 Conclusion

In this chapter, we thoroughly explored the key components and the evolving landscape
of 5G positioning, leveraging the capabilities of open-source platforms supported by SDR
technology. Our investigation delved into various aspects of 5G positioning, including the
application and evaluation of different location algorithms, signal processing techniques
such as oversampling and moving averages, practical impairments, and the implications
of varying network configuration (i.e., number of base stations and bandwidth).

Overcoming the inherent challenges associated with open-source solutions and SDR
configurations, this research has demonstrated the versatility and robustness of such an ap-
proach in dissecting the multifaceted nature of 5G positioning in a real-world environment
and meeting the positioning accuracy and stringent TTFF requirements outlined by indus-
try standards. Experimenting with different configurations and methodologies yielded
valuable insights, especially in understanding how the interplay between network geome-
try, algorithmic choices, and signal processing strategies influence and enhance localiza-
tion accuracy within 5G networks.

Our findings reveal that employing the NLLS or Brute-Force localization algorithm,
combined with an averaging window size of 50 and an oversampling factor of 4, enables
us to achieve a localization error as low as 0.7 meters in 80% of cases. Additionally, we
have attained a TTFF of approximately 25 microseconds, further illustrating the efficacy
of our approach. It is important to highlight that while the localization performances and
operational efficiency achieved in our testbed are intriguing, the primary objective of this
research was not to showcase the ultimate capabilities of the testbed in 5G localization.
Instead, the chapter aimed to demonstrate the testbed’s potential as a valuable tool for the
research community and industry. This platform enables the experimentation and vali-
dation of algorithms and research findings through real over-the-air transmitted 5G posi-
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Chapter 6 6.6. Conclusion

tioning signals. In doing so, it accounts for standardized localization procedures and the
complexities of real-world operating conditions. This research emphasizes the potential
of leveraging open-source, SDR-based platforms as effective practical tools for innova-
tion and exploration, thus paving the way for continued advancements in 5G positioning
technology.
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Conclusions

In this thesis, we prsent how flexible SDR devices are, allowing localization and monitor-
ing in many scenarios. Their ability to be easily configured in runtime allows for better
RF spectrum monitoring at all levels and with any type of hardware quality. We iden-
tify several research questions that can be answered by taking advantage of such dynamic
devices.

In Part IT we explore how low-cost SDR devices enable diverse positioning applica-
tions. In Chapter 3 we show that low-cost receivers can be used to build a transmitter lo-
calization network that operates on the city scale and achieves notable accuracy. Although
these devices are prone to hardware impairments, we demonstrate that it is feasible to es-
timate and correct these defects to achieve the desired results. In Chapter 4 we build a
mixed network with sensors collecting metadata from aircraft broadcasts, which are then
publicly made available to other receivers. Again, considering hardware defects and the
geometry of the selected aircraft, we can achieve notable positioning accuracy, even for
sensors with low-frequency precision.

In Part III we utilize similar low-cost sensors in RF signal analytics. In this case, in
Chapter 5 we design a low-cost receiver network that is capable of collecting tire pressure
transmissions at relatively large distances given the low power nature of these signals. In
the backend, we design an algorithm that can robustly match all 4 tires from the same car
to enable robust car tracking. By collecting data for several months, we can extract driver
patterns, such as workplace habits or anomalous behaviors, when a transmission appears
on unexpected days or hours. With this work, we also want to highlight the need for more
privacy aware protocols for tires, as malicious actors could use these transmissions to track
individuals without their consent.

In the last part, Part IV, we present a 5G localization framework by building a deploy-
ment using a popular open-source SG communications framework. We perform mod-
ifications to allow the extraction of timing information to perform TDOA localization.
We do an extensive evaluation of the positioning accuracy by modifying the number of
transmitters, the positions, LOS/NLOS conditions, different optimization algorithms and
several other parameter smoothening techniques. We also do extensive computational per-
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Chapter 7

formance tests, and verify that our approach can work well within the timing constraints
defined by the standards.

However, these research lines are not closed and several improvements could be pro-
posed in each of the parts. An aspect that is not explored in Part II is merging the results
of both chapters. Using aircraft signals, it is not possible to localize but also synchronize
a sensor network without the need of GPS or any other signal of oppportunity. Another
line of research concerns data bandwidth, specifically for Chapter 3. We rely on sending
full IQ data to the backend, which utilizes a considerable amount of bandwidth. In future
work, we could explore techniques to reduce these bandwidth requirements without losing
the accurate timing information that can be achieved with raw data.

For Part III, our system so far has been passive and is deployed in a relatively small
region. Future work could look at extending the sensor network all over a city and track
more complex spatio-temporal patterns. With bigger networks, it could be possible to infer
routes from drivers’ homes to their workplaces and provide malicious sniffers with infor-
mation into when someone is out of their house. Tire pressure sensors are also vulnerable
to spoofed transmissions, so active attacks on these systems could be targeted at logistic
companies to disrupt their operations.

Last, in Part IV we could extend our deployment in several forms. We could increase
the size of the deployment and add more UEs as well as gNBs. We could add obstacles
to recreate NLOS conditions and test more sophisticated approaches to block signals and
evaluate the effect on positioning accuracy. Moreover, we could implement these algo-
rithms so that they are integrated within OAI and can perform localization in real-time.

In summary, in this thesis we have presented how thanks to the flexibility and variety
of SDR devices we can build many useful applications. Low-cost receivers can be used to
create spectrum sensing networks that can perform tasks that usually require high preci-
sion, like localization, but those same sensors can also be used to monitor specific signals
at city levels and track them over long periods of time. With higher-grade SDR receivers
we can build complex 5G networks and then use them to perform tasks like localization
with remarkable accuracy and low computational cost.
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Communication Activities

While doing the research work needed for this thesis, and apart from the regular scientific
conference attendance, I also had the opportunity to present my ongoing research at di-
verse events and workshops. Attending these events allowed me to explain my scientific
activities to people from different backgrounds and receive useful feedback from them.

Cyber Alp Retreat (2020-2023)

The Cyber Alp Retreat is an annual event organized by the Cyber-Defense Campus (CYD),
a research laboratory part of armasuisse Science and Technology in Switzerland. This
event aims to bring together researchers, partners and external collaborators that are work-
ing together with the CYD. The background of the audience covers cybersecurity, data
science, and aviation among others. I was able to participate in this scientific retreat 4
years and present my research ideas and results.

3rd Electrosense Workshop (April 2022)

The third Electrosense workshop® was hold in Rey Juan Carlos University (Spain), the 27th
of April 2022 and was organized by the Electrosense Association. The workshop was tar-
geted at anyone interested in research applications for crowdsourced spectrum monitoring.
The workshop served as a forum to discuss new ideas for the Electrosense project. In total
there were 15 attendees. I was one of the organizers of the event, in particular the public-
ity chair, and also participated in two talks in which I described different research topics
related to Electrosense but also tied to this thesis, in particular some of the results shown
in Chapter 3.
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RESTART tech camp (September 2023)

The 1st RESTART tech camp'® was an event to promote wireless network experimentation
using software-defined 5G deployments. It took place in Rome from September 13 to 15
2023. The even hosted around 40 PhD students with Telecommunications Engineering
background. The main talks were about SDR, custom 5G deployments with SDR devices,
O-RAN, virtualized 5G networks, and the applications that can be run with them. Apart
from attending, I was invited to give a talk about the paper described in Chapter 4.
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IRB Protocol

For Chapter 5, since the data that we collected contained personal identifiers that could
pose risks on the privacy of drivers. For that, we developed a protocol to ensure that we
only collected data from participants that had given us explicit consent (via an electronic
form) and we discarded the rest of the data. The process was briefly described in Chapter 5,
but I will use the following pages to provide the full protocol to the curious reader.
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Request for Approval

Human Subjects Research

1. Administrative Information

Application Type a

Initial O

Renewal

Revision

Will the output of this project be published in scientific journals/conferences?

X Yes O

No

1.1.  Project/Paper title.

IDENTIFYING DRIVER PATTERNS FROM LOW-COST AND DISTRIBUTED SENSOR NETWORKS

1.2. Investigator in charge.

Name

Domenico Giustiniano

E-mail Address

domenico.giustiniano@imdea.org

Phone

1.3. Co-Pls and members of the research team.

Title, Name, Surname

Institution/Country

E-mail

-, Yago, Lizarribar

IMDEA Networks/Spain

yago.lizarribar@imdea.org

-, Alessio, Scalingi

IMDEA Networks/Spain

alessio.scalingi@imdea.org

Prof., Roberto, Calvo

URJC/Spain

roberto.calvo@urjc.es

Dr., Matthias, Schaeffer

SeRo Systems/Germany

schaeffer@sero-systems.de

-, Markus, Fuchs

SeRo Systems/Germany

fuchs@sero-systems.de

-, Pedro Miguel, Sanchez

University of Murcia/Spain

pedromiguel.sanchez@um.es

Dr., Sreeraj, Rajendran

Sirris/Belgium

rsreeraj@gmail.com

Prof., Sofie, Pollin

KU Leuven/Belgium

sofie.pollin@gmail.com

Dr., Gérome, Bovet

armasuisse/Switzerland

gerome.bovet@armasuisse.ch

Prof., Vincent, Lenders

armasuisse/Switzerland

vincent@lenders.ch
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1.4.  Funding Information.

Is this research being funded by an External Funding Agency?

O No
Yes (Specify)
Funding Agency: FPU and armasuisse
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2. Study Design, Methods and Procedures

2.1. Type of Project/Study.
Please select ALL the categories of work that apply to this proposed project.
Active collection of data (no human biological materials or biomedical data)
O Active collection of human biological materials or biomedical data
O Use of existing data (not human biological materials)
0 Use of existing human biological materials
X

Military/Defense applications

The main risk with regards to military/defense applications would be that a defense or-
ganization might use TPMS data to build a civilian tracking network without consent. We
also understand that part of this research is funded by a defense organization. However,
armasuisse has renounced to access any data collected in this study.

Data will be collected, stored, and processed by the IMDEA Networks researchers men-
tioned in this document. NO access will be given to other researchers from IMDEA Net-
works, collaborators mentioned in this document not working at IMDEA Networks or third
parties.

2.2. Please provide a lay summary of the study, including the purpose, research
questions, and hypotheses in non-technical language. Provide supporting back-
ground information from prior studies.

The goal of this study is to assess the risks of tire pressure systems in cars. These sensors
are sending their data in clear and any person with basic RF knowledge can capture these
transmissions without the vehicle owners’ consent. By having multiple stations distrib-
uted over a city, for example, one could track individual vehicles and patterns with ease.

This privacy risk was analysed several years ago, using high-end receivers in a controlled
scenario [1]. Since then, several proposals have been submitted to increase the security
of these sensors. However, today, millions of cars are still equipped with sensors without
any security measures, and it is feasible to capture those transmissions with much
cheaper hardware and easy-to-install software. With this study we want to assess how
many cars are still in the wild using these protocols and show how with simple methods
and low-cost devices, it would be possible to build a vehicle tracking network. We want
to urge legislators to start considering TPMS sensors as a risk and start pushing manu-
facturers to change their design to use more secure protocols.
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[1] Kenneth Hacker, Scott Graham, and Stephen Dunlap. 2019. Vehicle identification and route reconstruction
via tpms data leakage. In International Conference on Critical Infrastructure Protection. Springer, 123-136.

2.3. How this study will contribute to existing knowledge in the field.

The main contributions that we expect from this work:
e Show that many cars today are sending TPMS data without any ID randomization
or encryption.
e Show that with low-cost devices it is possible to build a vehicle tracking network.
e Urge legislators to take the steps to enforce more security in the design of these
sensors to manufacturers.

3. Participants, Recruitment

3.1. Does your study involve interaction with or observation of human partici-
pants (e.g., interviews, surveys, Focus groups, shadowing, etc.)?

O No Yes

Sample Population: Participants that opt-in in our study

Sample Size: in the order of ~1-10s

3.2. Participants will be included in your study.

For this study, we will ask for the consent of participants to allow us to collect tire pres-
sure measurements from their cars. We only want to collect IDs belonging to the cars of
users that consent to this study. Thus, we will go with each participant to the parking at
the back of IMDEA, which is sufficiently isolated from other roads (> 40 m from all roads)
so that we only measure the IDs sent by the tires of their car, and then set the sensors
so that only those IDs are stored in the database. Afterwards we will discard any ID not
belonging to those user that gave us consent via the electronic form.

3.3.  Special Protections.

Vulnerable populations require special protections. Explain the measures that you will take
to obtain informed consent to protect confidentiality and prevent undue coercion in all the
above populations that you have selected.

We will only collect data from people that gave us previous consent via a form that we
will send in various IMDEA channels. We will not share data with any other institution or
third party.
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3.4. Recruitment.

3.4.1. How are subjects recruited? What inducement is offered? Will participants be com-
pensated for their participation? (Append a copy of the letter, advertisement, poster, or
recruitment text for online posting, if any)

For one part of the study, we will send a consent form via mail to the people from the
institute. We do not expect to provide any compensation.

3.4.2. Describe the inclusion or exclusion criteria for participants in this study.

We will be looking for people that own a car, bring it to IMDEA Networks on a regular
basis.

3.5. Location.

State the actual location of the research. For observational studies be as specific as possible
(e.g., Main Library)

Data collection will be carried out at IMDEA networks.

3.6. Study Procedures.

In the box below provide a detailed description of the study including all the procedures to
be performed (preferably in sequential order). Be sure to specify which procedures are ex-
perimental (i.e., testing a new intervention for psychiatric illness) versus which procedures
are standard of care. Be sure to include the following information:

B Methods of data collection

B Details regarding experimental interventions

B Number, frequency and duration and types of subject contacts (visits, phone calls,
internet surveys, mailings, etc.)

B Duration of participation for single subject

B Anticipated duration of the entire study (up to and including data analysis)

The plan for this set of measurements will be similar but all data collection and storage
will happen at IMDEA Networks. We provide the details of the study below.

Hardware used:
e Raspberry Pi 3
e RTL-SDR version 3
e Antenna (designed for 433 MHz)
e Power/Ethernet cables.
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Software:
e Custom Raspberry Pi OS image
o rtl_433 decoder
e InfluxDB (for data collection)

Sensors will be distributed in an area around IMDEA Networks (we expect to add 3-4 sen-
sors) and will only store data belonging to participants that have agreed to their data
being collected. We will conduct these experiments for around 2 months.
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4. Risks and Benefits

41. From the list below, please select ALL the potential risks that are involved in

your study.

O Use of deceptive techniques

OO0 Manipulation of psychological or social
state such as sensory deprivation, social
isolation, psychological stress

0 Presentation of materials which some
participants may consider sensitive, offen-
sive, threatening or degrading

O Use of private records (such as educa-
tional or medical records)

OO0 Probing for personal or sensitive infor-
mation in surveys or interviews (e.g.: pri-
vate behaviours, employer assessments)

0 Possible invasion of privacy of subject
or subject’s family social or economic risk
(reputational, cultural, employability, etc)

O Identification of child, spousal, or elder [J Identification of illegal activity
abuse

O Risk of injury or bodily harm Other risks (please specify below)

0 There are no risks of any kind to any participants enrolled in this study.

For risks that are not listed, please provide an explanation here:

The risks that we identify with the ID collection is that a threat actor could match the
pattern of a specific set of IDs and car brand and tie it to a specific person to discover
their schedule or driving patterns, for example.

4.2. Describe the nature and degree of the risks or harms selected above. All the
risk’s harms must be disclosed in the consent form.

The threat model would be as follows: someone could group several IDs to a single car,
then would have to guess the car brand and check which dealer could have sold it. From
there, one could check which specific car was fitted the tires with those sensor IDs and
then obtain the vehicle ID, and then the person that bought it.

Another possibility would be someone that lives in the proximity of the sensor, might
recognize the car brand and the patterns and tie it to someone they know.

Based on our experience, through appropriate removal of several bits of the ID of each
of the TPMS sensors, the reconstruction process will become more cumbersome for an
attacker.
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4.3. Explain what steps will be taken to minimize risks or harms and to protect
subjects’ welfare. If the study will include protected populations, please identify
each group and provide an explanatory paragraph for each group.

We will not share this data with any collaborator or third party. However, at the time of
publication we will not disclose the full TPMS id. The approach to occlude the id is ex-
plained in the following lines.

One of the properties that we observe TPMS sensors have is that the IDs tend to be close
to each other when the sensors belong to the same car. For that we need to do the anal-
ysis using part of the original ID. Car brands do not reserve specific bits to distinguish
themselves from others. So, in general, the obtained IDs for different cars look like:

| ID (32 bit) | Car # | Brand |
| XXXXXAB3 | Car 1 | Toyota |
| XXXXXFOL1 | Car 1 | Toyota |
| YYYYYOO8 | Car 2 | Toyota |

We need all ID bits and brand to uniquely distinguish cars from each other. However,
when we share, we plan to remove the first 16-24 bits, as well as the car brand, so that
very little information is given away. We believe that recovering the ID will be sufficiently
complex so that privacy of participants is respected.

4.4. Describe any benefits that individuals may reasonably expect from partici-
pation. If there are none, state "None".

We expect this research to stir debate into the reasons of using direct TPMS measure-
ments and sending them wirelessly with no authentication. We want to show how easy
building a vehicle tracking network would be.

We want to urge both legislators and manufacturers to take TPMS security seriously and
either switch to other methods to monitor wheel pressure or add encryption to the TPMS
devices before sending data on the clear.
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5. Privacy and Confidentiality

5.1. Will you or any member of your research team collect or have access to any
of the personal identifiers listed below? Select ALL that apply.

O Name O Date of Birth

O Mailing or email address O Phone or Fax numbers

O Citizenship/Social Security number O Medical records

X License, certificate or Vehicle ID O IP Address

O Signatures, handwriting samples O Photos/images/audio recording

0 Biometric identifiers Any unique identifier not mentioned
0 No member of the research team will have access to any personal identifiers

For identifiers not mentioned above, please specify in the box below:

To be more precise, it is the wheel pressure sensor ID, not the vehicle ID. We will also be
able to collect the car brand, as each brand embeds their name in the TPMS fields. To tie
it to a specific person, one would need to figure the dealer that sold the car, check which
vehicle was fitted which tires, and then verify which person bought the car with the
dealer’s database.

5.2. Describe why each identifier is required.

By having the ID of each of the tire sensors, it is possible to group them by car (assuming
most cars have 4 sensors), and then these grouped sensors can be tracked across the
measurements of the different receivers that we set up.

53. Describe how will the information be stored and secured, including the types
of devices used to store the information. Check all that apply.

5.3.1. How will research data be recorded?
Data Entry Sheet
Computer

Database

o X 0O O

Other (specify):
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5.3.2. How will data be stored?
Computer
O Locked File Cabinet
O Locked Office

O Other (specify):

5.3.3. How will patient confidentiality be protected?
OO0 Coding System
O Limiting access to data/specimens
Password protected.
X Other (specify):

No access will be given to any researcher outside the researchers from IMDEA Networks
mentioned in this document.

5.4. Who will have access to the identifiers? Please describe how you have en-
sured that non-authorized personnel do not have access to the identifier data.

For the study, all data will be gathered and processed by the researchers from IMDEA
Networks (and part of the study), and NO access will be given to any collaborator or third
party institution.

To minimize these risks, we will:
e Only involved researchers in the projects from IMDEA will have access to the real
identifiers.
o Datawill be stored for one year (for integrity purposes) and then it will be deleted.

5.5. What will be done with the identifiers after the study is completed? If the
data will be destroyed, please describe when and how.

After one year, we will delete the database. That database will only be accessible to the
researchers from IMDEA Networks carrying this study. We will thoroughly remove all files
and cached data.

10
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5.6. Will names or other identifiers be used in publications?
O No
Yes

Which identifiers and why? (Specify):

We will only use the reduced version of the TPMS IDs (after removing the first 16-24
bits). Nothing else from any other participant will be shared.

L
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6. Consent Procedures

Please attach a copy of the consent form to be used.
6.1. Check ALL that apply

O Signed consent will be obtained from subjects and/or parents (if subjects are mi-
nors).

O Verbal consent**** will be obtained from subjects, using an information sheet (at-
tach) or Script (attach).

Electronic Consent

6.2. Describe in detail in the box below your plans for obtaining informed con-
sent from subjects. Be sure to include the following information.

Who (specifically) will obtain informed consent (these persons must be listed in Part 1.3 as
investigators). How long will subjects have to consider whether they wish to participate in
the study? When and how will consent be obtained (in person, by telephone, by mail, by
inter-net, etc.)

We will send an electronic consent form asking participants to give us permission to col-
lect their TPMS sensor IDs, as well as their license plate (to have the ground truth). We
will also give an internal talk to IMDEA workers to explain the study and the consent that
we will need to obtain in order to perform the study.

Note that the license plate will not be used anywhere in the publication, nor it will be
shared with any other external party. We will need license plate to check the time of entry
and exit from IMDEA Networks, so that we have a ground truth for when specific IDs ap-
pear in the dataset.

12
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7. Conflict of Interest

Do you and/or any other investigators associated with the project described in this appli-
cation have, or appear to have, any act  ual or potential conflict of interest with respect
to this research?

X No O Yes

If yes, explain:

Signature(s)
Investigator

| certify that the information | provide in this application is correct and complete. | also
pledge that | will not change any of the procedures, forms, or protocols used in this study
without the approval of the Ethics Committee.

Name, Surname: Domenico Giustiniano Date: 11/10/2023

Signature:
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