Security-Enhanced and Privacy-Preserving
Federated Learning

by

Tianyue Chu

A dissertation submitted in partial fulfilment of the

requirements for the degree of Doctor of Philosophy in

Telematic Engineering

Universidad Carlos III de Madrid

Advisor(s):
Nikolaos Laoutaris

May 2025






This work has been supported by IMDEA Networks Institute.

This thesis is distributed under license “Creative Commons Atributtion - Non
Commercial - Non Derivatives”.

©0co







To my family, for their unconditional love, support, and belief in me through every

step of this journey.

To my supervisors and collaborators, whose guidance, patience, and shared passion for
discovery pushed me to grow as a researcher and a person.

To everyone who inspired me, challenged me, and walked with me on this path—thank

you for making this journey possible and unforgettable.






ACKNOWLEDGEMENTS

Pursuing a PhD in Computer Science has been a transformative journey filled with
hard work, setbacks, and moments of triumph. This journey has tested my resilience, ex-
panded my knowledge, and deepened my passion for scientific discovery. The challenges
encountered along the way have strengthened my determination, while the successes, both
big and small, have fueled my motivation to push the boundaries of knowledge.

First and foremost, I extend my deepest gratitude to my supervisor, Prof. Nikolaos
Laoutaris, for granting me the opportunity to pursue my PhD at IMDEA Networks. His
unwavering support, profound expertise, and patient mentorship have been the guiding
light throughout this journey. His inspiring ideas and thoughtful feedback have not only
shaped my research but also helped me grow as a scholar and an individual. I will for-
ever cherish the trust he placed in me and the invaluable lessons he imparted. I am also
sincerely grateful to Prof. Athina Markopoulou for hosting me at the University of Cali-
fornia, Irvine, and offering me a unique perspective on conducting research in a different
global setting. Her generous mentorship, insightful advice, and genuine kindness made
my time there truly transformative. The lessons I learned during that internship broadened
my research horizon and left an indelible mark on my academic journey.

I am deeply thankful to my co-authors for their collaborative spirit, insightful dis-
cussions, and valuable contributions to our joint papers. I also owe heartfelt thanks to
my teammates in the Data Transparency Group and the entire IMDEA Networks family,
whose friendship and support turned challenges into opportunities and made these past
years both rewarding and unforgettable.

To my beloved family and lifelong friends—your unconditional love, unwavering be-
lief in me, and constant encouragement have been my anchor through every twist and
turn. You provided the emotional strength and motivation that sustained me through the
most demanding moments. I am forever indebted to you for being my greatest source of
inspiration.

To all of you, thank you from the bottom of my heart.

The works presented in this thesis were partially funded within the framework of the
following projects and grants:

e MLEDGE: Cloud and Edge Machine Learning project (REGAGE22e00052829516),
funded by the Ministry of Economic Affairs and Digital Transformation and the Eu-
ropean Union-NextGenerationEU/PRTR

e DataBri-X: Data Process & Technological Bricks for expanding digital value cre-
ation in European Data Spaces, funded by the European Union’s Horizon Europe
research and innovation programme under grant agreement No. 101070069.






PUBLISHED AND SUBMITTED CONTENT

During the course of this Ph.D., the author submitted, coauthored, and published a
number of papers that are included in this thesis. The following list summarises those
publications, details their inclusion in this thesis, and outlines the author’s contributions
to each:

e Chu, T., Garcia-Recuero, A., Iordanou, C., Smaragdakis, G. and Laoutaris, N.,
2023. Securing Federated Sensitive Topic Classification against Poisoning Attacks.
In the 30th Annual Network and Distributed System Security Symposium, NDSS
2023. San Diego, California, USA. URL: https://dx.doi.org/10.14722/
ndss.2023.23112[1].

— This work is fully included and reported in Chapter 2.

— The author fully participated in the writing of the paper, with her role primar-
ily focused on designing the algorithm, establishing theoretical guarantees,
implementing various state-of-the-art comparison algorithms, and analyzing
and interpreting the results.

— The material from this source included in this thesis is not singled out with
typographic means and references.

e Chu, T. Laoutaris, N., 2024. FedQV: Leveraging Quadratic Voting in Federated
Learning. ACM SIGMETRICS/IFIP PERFORMANCE Joint the ACM on Mea-
surement and Analysis of Computing Systems, 8(2), pp.1-36. URL: https://
doi.org/10.1145/3656006 [2].

This work is fully included and reported in Chapter 3.

The author fully participated in the writing of the paper, with her role primarily
focused on designing the methodology, conducting the theoretical analysis,
implementing various attacks, and conducting extensive evaluation.

The material from this source included in this thesis is not singled out with
typographic means and references.

e Chu, T., Yang, M., Laoutaris, N. and Markopoulou, A., 2023. PriPrune: Quan-
tifying and Preserving Privacy in Pruned Federated Learning. ACM Transactions
on Modeling and Performance Evaluation of Computing Systems https://doi.
org/10.1145/3702241 [3].

— This work is fully included and reported in Chapter 4.

— The author fully participated in the writing of the paper, with her role primarily
focused on designing the methodology, conducting the theoretical analysis,
implementing various attacks, and conducting extensive evaluation.


https://dx.doi.org/10.14722/ndss.2023.23112
https://dx.doi.org/10.14722/ndss.2023.23112
https://doi.org/10.1145/3656006
https://doi.org/10.1145/3656006
https://doi.org/10.1145/3702241
https://doi.org/10.1145/3702241

— The material from this source included in this thesis is not singled out with
typographic means and references.

e Chu, T., Isler, D., Laoutaris, N. 2024. Strengthening Privacy in Robust Federated
Learning through Secure Aggregation. In Workshop on Artificial Intelligence Sys-
tem with Confidential Computing (AISCC 2024), co-located with NDSS Sympo-
sium 2024. DOI: https://www.ndss-symposium.org/wp-content/uploads/
aiscc2024-12-paper.pdf [4].

— This work 1s partially included and reported in Chapter 3.

— The author fully participated in the writing of the paper, with her role primarily
focused on designing the methodology, conducting the theoretical analysis,
implementing various attacks, and conducting extensive evaluation.

— The material from this source included in this thesis is not singled out with
typographic means and references.

e Chu, T., Yang, M., Laoutaris, N. and Markopoulou, A., 2024, July. Information-
Theoretical Bounds on Privacy Leakage in Pruned Federated Learning. In IEEE
ISIT 2024 Workshop on Information-Theoretic Methods for Trustworthy Machine
Learning. [5]

— This work is partially included and reported in Chapter 4.

— The author fully participated in the writing of the paper, with her role pri-
marily focused on analysing privacy leakage from a theoretical perspective,
implementing privacy attacks, and conducting evaluations to validate the the-
oretical conclusions.

— The material from this source included in this thesis is not singled out with
typographic means and references.

X


https://www.ndss-symposium.org/wp-content/uploads/aiscc2024-12-paper.pdf
https://www.ndss-symposium.org/wp-content/uploads/aiscc2024-12-paper.pdf

ABSTRACT

Federated Learning (FL) has emerged as a promising machine learning paradigm that
enables collaborative model training across decentralized datasets while preserving data
privacy. Unlike traditional machine learning, that necessitate centralized data collection,
FL trains models locally on client devices and aggregates only model updates, such as
parameters or gradients, on a central server. This decentralized approach mitigates pri-
vacy risks while reducing data transfer costs, rendering FL. well-suited for applications in
healthcare, finance, the Internet of Things (IoT), and edge computing.

Despite its potential, FL faces significant challenges in terms of security and privacy.
Malicious clients can launch poisoning attacks by manipulating model updates or embed-
ding backdoors. Furthermore, sensitive client data remains vulnerable to privacy attacks,
such as gradient inversion attacks, where attackers reconstruct private data from shared
gradients. These concerns underscore the need for robust defense mechanisms that ensure
both security and privacy within FL systems.

This thesis addresses two critical challenges in FL: enhancing Byzantine robustness to
thwart poisoning attacks and advancing privacy-preserving mechanisms to mitigate data
leakage risks. To address the first challenge, we develop a robust FL. aggregation scheme
based on subjective logic and residual-based attack detection. This scheme retains histor-
ical data from previous rounds to build client reputations. Employing a combination of
theoretical analysis, trace-driven simulation, and experimental validation with a prototype
and real users, we show that our FL classifier can detect sensitive content with high accu-
racy, learn new labels rapidly, and remain robust against poisoning attacks from malicious
users as well as imperfect input from non-malicious ones.

Additionally, we identify a major weakness in FL—its vulnerability to poisoning at-
tacks—as a consequence of the one person one vote (henceforth /plv) principle under-
lying most contemporary aggregation rules. To overcome this, we we introduce FEpQV,
a novel aggregation algorithm built upon the quadratic voting scheme, recently proposed
as a better alternative to /p/v-based elections. Our theoretical analysis establishes that
FepQV is a truthful mechanism in which bidding according to one’s true valuation is a
dominant strategy that achieves a convergence rate matching that of state-of-the-art meth-
ods. Furthermore, our empirical analysis using multiple real-world datasets validates the
superior performance of FEDQV against poisoning attacks. It also shows that combin-
ing FEDQV with unequal voting “budgets” according to a reputation score increases its
performance benefits even further. FEDQV can also be easily combined with Byzantine-
robust privacy-preserving mechanisms to enhance its robustness against both poisoning
and privacy attacks.

To address the second challenge, we first characterize the privacy offered by prun-
ing. We establish information-theoretic upper bounds on the information leakage from



pruned FL and we experimentally validate them under state-of-the-art privacy attacks
across different FL pruning schemes. Furthermore, we introduce PriPrune— a privacy-
aware algorithm for pruning in FL. PriPrune uses defense pruning masks, which can be
applied locally after any pruning algorithm, and adapts the defense pruning rate to jointly
optimize privacy and accuracy. A key idea in the design of PriPrune is pseudo-pruning:
it undergoes defense pruning within the local model and only sends the pruned model to
the server; while the weights pruned out by defense mask are withheld locally for future
local training rather than being removed. We show that PriPrune significantly improves
the privacy-accuracy tradeoff compared to state-of-the-art pruned FL schemes.

Addressing the critical challenges of robust aggregation and privacy-aware model
training is crucial for integrating FL into practical scenarios. Through rigorous theo-
retical analysis and comprehensive empirical evaluations, this thesis demonstrates that
the proposed methods significantly enhance FL’s robustness and privacy preservation. By
providing innovative tools and strategies to overcome these obstacles, this thesis estab-
lishes FL as a secure and privacy-preserving learning paradigm, paving the way for its
widespread adoption across diverse domains and applications.
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1. INTRODUCTION

Machine learning (ML) [6]-[9] is a field of artificial intelligence that enables com-
puter systems to learn patterns and make decisions from data without being explicitly
programmed. By applying algorithms to data, ML models can recognize patterns, make
predictions, and adapt to new information. Traditional ML relies on a centralized ap-
proach where data from various sources is collected into a central repository, such as
a cloud environment or dedicated data centre. Once gathered, algorithms train models
on this aggregated dataset, producing models that can generalize and make predictions
on unseen data. This approach has driven advances in numerous applications, including
computer vision [ 0]-[13], natural language processing [14]—[16], and recommendation
systems [ 7]-[19].

However, the centralized nature of ML presents significant challenges related to data
privacy, security, and scalability, particularly as the volume of distributed data generated
by devices, sensors, and clients continues to grow. In many real-world applications [20]-
[23], data required for training ML models is inherently distributed across organizations,
devices, or clients. This distribution introduces considerable obstacles to centralization
due to privacy risks, high data transfer costs, and strict compliance requirements im-
posed by data protection regulations such as the General Data Protection Regulation
(GDPR) [24] and the California Consumer Privacy Act (CCPA) [25]. These constraints
render centralized ML impractical in privacy-sensitive environments, underscoring the
need for decentralized learning approaches.

Federated Learning (FL) [26], [27] offers a natural solution to the above-mentioned
limitations. It allows multiple parties to collaboratively train a global model without shar-
ing their private data. First proposed by Google in 2016 [26], FL was introduced as a
method to harness the massive amounts of data generated by edge devices while preserv-
ing user privacy and reducing communication costs. It has proved its value in a slew of
real-world applications, ranging from mobile computing [21], [28], [29] to health and
medical applications [20], [30], [31]

Despite its advantages, FL also faces significant security and privacy challenges. Ma-
licious clients can disrupt the training process by launching poisoning attacks, either by
degrading the accuracy of the global model [32], [33] or injecting backdoors into it [34],
[35]. These attacks compromise the integrity of the model and reduce its reliability. Fur-
thermore, FL remains susceptible to privacy attacks [36], [37], as sensitive client data can
still be inferred from local model updates shared during the FL training process.

Although many works have been dedicated to addressing these issues, new chal-
lenges continue to emerge, necessitating the development of innovative methods and
tools. Among these challenges, this thesis focuses on two critical aspects of FL: im-
proving Byzantine robustness, which ensures reliable model training even in the presence



of malicious clients, and enhancing privacy-preserving capabilities, which mitigates the
risks of sensitive data leakage during the training process. These topics are central for
several reasons:

First, state-of-the-art Byzantine-robust FL techniques designed to defend against poi-
soning attacks often exhibit slow convergence rates. This makes them impractical for
real-world applications, where rapid adaptation to new information is essential. Further-
more, these methods typically fail to retain information from previous aggregation rounds,
allowing adversaries to mount successful attacks by distributing them over time [38].
Second, the most commonly employed aggregation rule in FL remains vulnerable to poi-
soning attacks [39]. This vulnerability arises from the principle of one person one vote
(1plv), in which all local data points are treated equally during aggregation. This can
lead to unfair advantages for malicious clients, who may possess, or falsely claim to pos-
sess, large datasets for training. Third, the expected level of privacy protection offered by
the privacy-enhancing technique in FL has not been comprehensively characterized. This
lack of understanding creates a need for further research to optimize these techniques for
privacy while preserving utility. In conclusion, addressing these three issues is imperative
before FL can be deployed in real-world scenarios.

This chapter introduces the concept of FL, which forms the foundation of this the-
sis. Section 1.1 provides an overview of FL. Section 1.2 outlines the key challenges in the
current state-of-the-art FL that are addressed in this thesis. The problem statement and re-
search questions are presented in Section 1.3, followed by a summary of the contributions
and the structure of the thesis in Section 1.4.

1.1. Federated Learning

Federated Learning (FL) is a specialized machine learning paradigm designed to train
machine learning models across numerous local datasets held by individual clients. A
key distinguishing feature of FL is its ability to train a global model without sharing the
clients’ private datasets. The learning process is iterative: the global model is first broad-
cast to participating clients, who train it locally on their datasets. Instead of transferring
raw data, clients send model updates—such as parameters or gradients—back to a cen-
tral server. The server aggregates these updates to refine the global model, which is then
redistributed to all clients for the next training round.

In FL, clients possess local datasets generated from diverse sources, reflecting vary-
ing user behaviours, environments, and preferences. As a result, the number and types of
labels vary across clients, leading to significant distributional imbalances. For example,
some clients might have datasets dominated by specific classes, while others might have a
more even label distribution. This inconsistency poses challenges in ensuring fair model
updates and achieving convergence across all clients. This heterogeneity mirrors real-
world scenarios where datasets can differ substantially in class representation, quantity,



and quality. Unlike centralized data collection environments, where data can be aggre-
gated and curated to ensure balance, FL operates in decentralized settings, making such
balancing nearly impossible. Consequently, FL. must address issues such as statistical
heterogeneity, model divergence, and fairness in aggregation, all of which complicate the
learning process.

Moreover, FL clients are often less reliable due to their susceptibility to failures and
dropout events. This fragility stems from several practical constraints, including unsta-
ble communication infrastructure, limited computational power, and energy constraints.
Many FL clients rely on wireless communication methods such as Wi-Fi, mobile net-
works, or Bluetooth, which are prone to disruptions, signal loss, and latency. Addition-
ally, clients are frequently battery-powered devices like smartphones, smartwatches, and
IoT devices, making energy efficiency critical. Devices may go offline unexpectedly due
to power depletion, network outages, or system updates, interrupting the learning process
and further complicating client-server coordination.

Definition of FL. Consider an FL system involving N clients and a central server. Dur-
ing training round 7, a subset of clients S’ is selected to participate in the training task.
Each client i has the local dataset D; with |D;| samples, drawn from non-independent
and non-identically (Non-IID) distribution X;(1;, 07) and the whole dataset D = UY, D
with the mean y; and standard deviation o;. The goal of using FL is to learn a global
model at the server by aggregating the local model updates collected from participating
clients. Given the loss function £(w; D), where w € VWV, the objective function of FL can
be described as
L(w) = Ep-x [t(w; D)]

Therefore, the task becomes:

w" = arg min L(w)
weR4

To find the optimal w*, Stochastic Gradient Descent (SGD) is employed to optimise the
objective function. Let T be the total number of local SGD updates performed by a single
party during the entire training process, E be the local iterations between two communi-
cation rounds, and thus % 1s the number of communication rounds.

Types of FL.  FL can be categorized into three main types based on the data distribution
across clients:

e Horizontal FL: In this type, all clients share the same feature space but have differ-
ent samples. For example, for a hospital network, each hospital may have patient
records with identical features such as age, gender, and medical history. However,
the actual patients represented in each hospital’s dataset are different, resulting in
distinct samples across clients.



e Vertical FL: In vertical FL, clients have different features but share the same sam-
ples. An example would be a collaboration between a bank and an e-commerce plat-
form. The bank has customer data such as credit scores, income levels, and loan
history, while the e-commerce platform has purchase history, browsing behavior,
and product preferences. Both organizations share the same customers (samples)
but collect different types of data (features) about them.

e Federated Transfer Learning (FTL): In FTL, clients have both different features
and different samples. An example would be a collaboration between a university
and an online learning platform. The university collects data on students’ academic
records, course enrolments, and grades, while the online learning platform tracks
students’ course progress, quiz scores, and engagement metrics. The students in
both datasets may not overlap, and the features collected by each institution are
different. This type of FL is often applied when there is little overlap between the
datasets but knowledge from one domain can be transferred to another.

In this thesis, we focus exclusively on horizontal FL as it embodies the original intent
behind the design of FL and remains the most widely adopted scenario within the field,
particularly in settings involving numerous users and resource-constrained devices.

Training of FL. The horizontal FL. model training process involves several rounds of
communication between the clients and the server, including broadcasting, local training,
and aggregation. The global model is first initialised at a random state by the server and,
then, in round ¢ the following steps are taken:

Broadcast: The server first randomly selects a subset of clients S’ (|S ! | =C > 1) and then
distributes the latest global model as the global proposal to all chosen clients.

Local Training: The selected client i performs local computation based on the global
proposal and its local dataset D;, and sends the update w! back to the server:

t 1
Wl- <—Wl —I’,_l

651'(‘4’;_1 Dy
ow

where r;_; is the learning rate.

Aggregation: The server receives the model updates from all participating clients and
aggregates them to update the global model.

For the aggregation rule, FEDAvG [26] uses the fraction of the local training sample
size of each client over the total training samples as the weight of a client:

1
" Uses: DI zsl

wt+1 |Dt| . wt

i

The overview of the training process is summarized in Figure 1.1.
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Figure 1.1: Overview of the Federated Learning training process. Step 1: The server
broadcasts the global model to the selected clients. Step 2: Each selected client performs
local training and sends its local model updates to the server. Step 3: The server aggre-
gates the local model updates. Step 4: The server updates the global model. This process
is repeated over multiple training rounds, with the goal of minimizing the model’s loss
and improving its fit to the data.

This process repeats for multiple rounds until the global model converges. Throughout
this process, no raw data is ever shared between clients or with the server, which ensures
that sensitive information remains private.

Advantages of FL. The key benefits of FL include:

e Privacy Preservation: FL enhances privacy by keeping data localized on clients’
devices, minimizing the need for centralized data collection. Since only model
updates or gradients are transmitted to the central server, sensitive personal data
remains on the devices. This approach significantly reduces privacy risks compared
to traditional machine learning methods that require aggregating raw data into a
central repository. Advanced techniques like differential privacy and secure aggre-
gation can further strengthen privacy guarantees in FL systems.

e Data Accessibility: In many scenarios, data is siloed across different organizations
or jurisdictions (e.g., across hospitals or financial institutions), making it difficult
or impossible to centralize. FL allows for collaborative model training without the
need to move the data. This accessibility allows training models on richer datasets,
which improves generalization and robustness while ensuring compliance with data
protection laws such as GDPR.

Applications of FL. The versatility of FL has led to its adoption in a wide range of
industries:



e Healthcare: FL has been used to develop predictive models for disease diagno-
sis [20], [40], patient similarity [4 1], and treatment recommendations [42], all while
ensuring patient data remains on-premise in hospitals. For instance, FL. has been
applied to predict the future oxygen requirements of symptomatic patients with
COVID-19 by pooling input data of vital signs, laboratory data and chest X-rays
from 20 institutes across the globe without sharing sensitive medical records [43].

e Finance: FL has been used to improve fraud detection [22], [44], credit scoring [45],
and personalized financial recommendations [46] in the financial sector. By lever-
aging data from multiple financial institutions without exposing customer informa-
tion, FL can help build more robust fraud detection models that are harder to evade.

o Internet of Things (IoT): With the proliferation of IoT devices such as smart home
systems [47], autonomous vehicles [23], and wearable technology [4&], FL is emerg-
ing as a powerful tool for enabling these devices to collaboratively learn and im-
prove their models. For example, FL is being leveraged to create a serverless,
real-time seizure detection framework that can be deployed on resource-constrained
wearable IoT devices [49].

e Mobile and Edge Computing: FL has become a standard method for training mod-
els in mobile applications, particularly for mobile keyboard predictions [21], [50].
Mobile FL allows applications to deliver personalized experiences to users without
compromising their privacy.

1.2. Challenges in Federated Learning

While FL offers significant advantages in terms of privacy preservation and data decen-
tralization, it also presents a set of challenges that need to be addressed to advance the cur-
rent state-of-the-art FL. These challenges arise from the decentralized nature of FL [34],
[51], the potential for malicious behaviour from some participants or the server. In the
following, we explore the intricate challenges related to enhancing Byzantine robustness,
quantifying the privacy implications, and developing corresponding defense mechanisms
within FL systems.

1.2.1. Enhancing Byzantine Robustness and Security in FL.

The decentralized nature of FL limits the server’s ability to exert direct control over
clients, making the system vulnerable to compromised or malicious participants. These
so-called Byzantine clients may engage in poisoning attacks [34], [52], where they sub-
mit faulty model updates with the intent to degrade the global model’s performance or
inject backdoors. In response, several defense mechanisms have been proposed [52]-
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[55]. While these state-of-the-art approaches demonstrate effectiveness in certain scenar-
ios, they are not without limitations.

Recent studies [34], [51] have shown that existing Byzantine-robust FL. methods are
still vulnerable to local model poisoning since they are forgetful by not tracking infor-
mation from previous aggregation rounds. Thus, an attacker can efficiently mount an
attack by spreading it across time [56]. For example, [38] recently showed that even af-
ter infinite training epochs, any aggregation that is neglectful of the past cannot converge
to an efficient solution. Furthermore, these methods frequently experience slow conver-
gence and inefficiencies in real-world applications due to the lack of historical data track-
ing. These limitations underscore the critical need for designing more robust aggregation
methods that incorporate historical performance data from clients to more accurately eval-
uate their trustworthiness, thus enabling faster convergence and more effective mitigation
of Byzantine threats in practical FL environments. Beyond traditional approaches, some
Byzantine-robust methods employ encryption techniques to secure aggregation processes.
For example, SEAR [57], ShieldFL [58] and APFed [59] combine cryptographic proto-
cols with robust aggregation mechanisms to defend against adversarial behaviours. Ad-
ditionally, recent advancements have introduced several novel Byzantine-robust aggrega-
tion strategies aimed at enhancing resilience against poisoning attacks in FL. For instance,
BALANCE [39] employs local similarity measures in decentralized settings to effectively
filter out malicious updates. FLTracer [60] proposes a FL attack provenance framework
that enables the detection of a wide range of attacks and the tracing of Byzantine be-
haviours. Moreover, FoundationFL [61] enhances robustness by incorporating synthetic
updates into traditional robust aggregation mechanisms. Other notable contributions in-
clude those proposed by Wu et al. [62], Cao et al. [63], and Xue et al. [64], which offer
diverse approaches to improving robustness in FL systems. These methods have been
analysed and evaluated alongside our proposed method, demonstrating their respective
strengths and limitations in addressing Byzantine threats.

Another security challenge arises from vulnerabilities in the widely used FEpAvG [26]
aggregation. While numerous alternative aggregation methods have been proposed in
the literature since the inception of federated learning (FL)—such as FedProx [65], Fed-
Nova [66], SCAFFOLD [67], and FedDyn [68]—to address specific issues like data het-
erogeneity and system instability, FEDAvG remains the “de facto” aggregation rule used in
many FL tasks [2 1], [50],[69], due to its simplicity and effectiveness. In FEDAvG the global
model is produced from a simple weighted averaging of local updates with weights that
represent the amount of data that each party has used for its training. Recent work [39]
has shown that FEDAVG is vulnerable to poisoning attacks, as even a single attacker can de-
grade the global model by sharing faulty local updates of sufficiently large weight. Such
attacks become possible because FEpAvG treats all local data points equally. In essence,
the aggregation rule, when seen at the granularity of individual training data, resembles
the one person one vote (1p1v) election rule of modern democratic elections. In this con-
text, the server distributes votes (weights) to a party in accordance with the amount of its



training data, which may be regarded as its population. This, however, may confer an un-
just advantage to malicious parties who may have, or falsely claim to have, large training
datasets. This demonstrates the need to replace FEDAvG with a more robust fundamental
aggregation mechanism that retains the simplicity of FEDAvG.

1.2.2. Privacy leakage in FL

Although FL is designed to enhance privacy by keeping data localized on the client de-
vices, it is not immune to privacy risks. The process of sharing model updates (such as
gradients) between clients and the server throughout the training process in FL can in-
advertently leak sensitive information. Certain gradient leakage attacks, including Deep
leakage from gradients (DLG) [70], Improved DLG (iDLG) [36] and Inverting Gradients
[37], exploit model weights to reconstruct input data—such as images or text—through
gradient inversion attacks initiated by the server, demonstrating how gradient sharing can
reveal private training data. Although other types of privacy attacks exist—such as those
leveraging generative adversarial networks (GANS) to reconstruct user data or class rep-
resentatives [71], [72]—these approaches are generally limited to scenarios where client
data is largely homogeneous and an auxiliary dataset is available, or they are evaluated
under the assumption that all samples within a class are nearly identical. In this work,
we focus specifically on gradient leakage attacks, as they are the most widely studied
and serve as the primary threat model in the majority of privacy defense literature [73],
[74]. While these gradient leakage attacks have demonstrated the privacy vulnerabilities
of standard FL, their effectiveness against pruned FLL models remains unexplored. It is
intuitively expected that by reducing the number of weights of FL models, the pruning FL.
should, as a side-effect, also improve their resistance to reconstruction attacks. However,
prior work [75]-[79] on model pruning focuses solely on the scalability/accuracy trade-
off and thus neither considers nor quantifies the privacy impact of pruning on FL. This gap
emphasizes the need for further investigation into the privacy implications of pruned FL,
to measure privacy leakage and optimize pruning techniques for both privacy resilience
and model accuracy.

1.3. Problem Statement

This thesis addresses critical and impactful challenges in FL, focusing on enhancing
Byzantine-robust aggregation mechanisms, developing superior fundamental FL aggrega-
tion techniques, and improving privacy preservation in pruned FL models. The research
questions of this thesis can be categorized into two key areas: (1) improving the Byzantine
robustness of FL to ensure secure and reliable aggregation in the presence of malicious
clients, and (2) achieving an effective privacy-utility trade-off in FL, particularly in sce-
narios where model pruning is employed to optimize performance and communication
efficiency.



The first problem arises from the limitations of existing Byzantine-robust aggregation
techniques. These methods, designed to filter out malicious updates, often exhibit slow
convergence and inefficiencies when applied to real-world data, particularly in scenar-
10s with Non-IID (non-independent, non-identically distributed) data. Furthermore, these
techniques typically fail to retain information across aggregation rounds, leaving the sys-
tem vulnerable to time-distributed attacks, where adversaries gradually spread malicious
updates over multiple rounds to avoid detection.

Thus, the first research question is:

Q1. Can we design a robust aggregation mechanism that retains information from
previous rounds to build client reputations, withstand poisoning attacks, and achieves

fast convergence in Non-IID data settings?

The second challenge arises from vulnerabilities in the aggregation process used by
most FL systems. The commonly employed FedAvg is vulnerable to poisoning attacks,
as even a single attacker can degrade the global model by sharing faulty local updates of
sufficiently large weight [39]. Such attacks become possible because FedAvg treats all
local data points equally. In essence, the aggregation rule, when seen at the granularity of
individual training data, resembles the one person one vote (1p1v) election rule of modern
democratic elections. In this context, the server distributes votes (weights) to a party in
accordance with the amount of its training data, which may be regarded as its population.
This, however, may confer an unjust advantage to malicious parties who may have, or
falsely claim to have, large training datasets.

Thus, the second research question is:

Q2. Can we design a superior aggregation mechanism based on a voting system that
assigns fairer weights to clients’ contributions, and can this mechanism serve as a fun-
damental aggregation technique that integrates with other Byzantine-robust and privacy-

enhancing methods?

Finally, after addressing the resilience of FL to poisoning attacks, the focus shifts to its
privacy aspects. Model pruning has been proposed as an effective technique for reducing
the size and complexity of FLL models by removing less significant parameters. By mak-
ing local models coarser, pruning is intuitively expected to enhance protection against
privacy attacks by limiting the amount of information shared between clients and the
server. However, the extent of this expected privacy protection has not been thoroughly
characterized, nor has it been optimized in conjunction with model utility. Therefore, the
third and fourth research questions are formulated as follows:

Q3. Can we quantify privacy in FL model pruning?

Q4. How can we further optimize pruning for privacy, and jointly with accuracy?



1.4. Contributions of the Thesis

The thesis is structured such that each chapter represents a self-contained adaptation of
a corresponding research publication. These chapters are deliberately structured to be
autonomously comprehensible, thereby allowing each to be read and understood inde-
pendently of the others. In striving to maintain the technical integrity and fidelity of the
original research works, only minimal modifications have been applied. As a result, read-
ers may encounter variations in notation and repeated elements, such as introductions and
literature reviews, across different chapters. The thesis is organised as follows:

Chapter 2. Byzantine-Robust Aggregation Mechanism in Federated Learning

In this chapter, we address research question Q1, which investigates how to design
a robust aggregation mechanism for FL that (i) retains historical information to build
reliable client reputations, (i1) withstands poisoning attacks, and (iii) achieves efficient
convergence under Non-IID data distributions. To this end, we propose a novel Byzantine-
robust FL aggregation technique that integrates subjective logic reputation with residual-
based anomaly detection to enhance robustness against adversarial behaviour.

We evaluate our method in a real-world application scenario: sensitive content clas-
sification in a federated setting. Our approach enables the construction of a distributed
classifier capable of detecting GDPR-sensitive content (e.g., health-related or tracking-
laden websites) without centralized data collection, thus preserving user privacy.

Key contributions of this chapter include:

e Design an FL-based classification method capable of analysing arbitrary URLs.
The system can be deployed as a browser extension to (i) alert users about sensitive
content and trackers in real time, and (ii) collect user-contributed labels to maintain
up-to-date detection models.

e By retaining inter-round aggregation history, the method effectively mitigates slow,
distributed attacks and demonstrates faster convergence than existing Byzantine-
robust algorithms, making it suitable for practical FL. deployments.

e Provide formal analysis and extensive experimental evaluation, demonstrating the
proposed method’s superior performance in terms of both accuracy and robustness
compared to state-of-the-art baselines.

e We develop and evaluate a proof-of-concept system, EITR (standing for ’Elephant
In the Room’ of privacy), which incorporates real user feedback and dynamic label
collection for classifying COVID-19-related URLs.

This chapter is a comprehensive adaptation of the paper “Securing Federated Sen-
sitive Topic Classification against Poisoning Attacks” by Chu, T., Garcia-Recuero, A.,
Iordanou, C., Smaragdakis, G., and Laoutaris, N., presented at the 30th Annual Network
and Distributed System Security Symposium (NDSS) 2023.
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Building upon the need for robust and reliable aggregation mechanisms established in
Chapter 2, the next chapter expands our focus to tackle the fundamental vulnerability of
most well-used traditional FL aggregation methods.

Chapter 3. Secure Federated Learning Aggregation Leveraging Quadratic Voting

In this chapter, we address research question Q2, which explores how to enhance
the security and fairness of the aggregation process in FL. We introduce FEpQV, a novel
aggregation method that incorporates quadratic voting (QV) principles to mitigate the in-
fluence of malicious clients within traditional FL settings, such as those using FEpAva.
FepQV introduces adaptive reputation-aware voting budgets and layered defenses, en-
abling robust aggregation that is both secure and compatible with privacy-preserving tech-
niques.

The main contributions are:

e We formulate FEDQV as a truthful voting-based mechanism grounded in QV prin-
ciples, augmented with multiple defensive layers to enhance robustness.

e FEpQV dynamically adjusts clients’ voting power based on historical behaviour,
assigning more influence to reputable clients and limiting the impact of adversaries.

e We provide analytical guarantees under Byzantine settings and validate the method
empirically, showing improved robustness and accuracy over FEDAvG.

e FEpQV is compatible with and improves upon several state-of-the-art Byzantine-
resilient strategies.

e We demonstrate the integration of FEDQV with secure aggregation protocols (e.g.,
SecAGa), thereby enhancing defense against privacy threats such as inference or
reconstruction attacks.

This chapter is a full adaptation of the papers “FedQV: Leveraging Quadratic Voting
in Federated Learning” by Chu, T., Laoutaris, N., et al., presented at ACM SIGMETRICS
2024, and “Strengthening Privacy in Robust Federated Learning through Secure Aggre-
gation” by Chu, T., I§ler, D., and Laoutaris, N., presented at the Workshop on Artificial
Intelligence Systems with Confidential Computing (AISCC 2024), co-located with the
NDSS Symposium 2024.

While Chapter 2 and Chapter 3 focus on improving fairness and robustness in ag-
gregation, the final chapter shifts the attention toward privacy risks in FL, especially in
scenarios where sensitive data could be inferred from shared updates in pruned FL.

Chapter 4. Quantifying and Preserving Privacy in Pruned Federated Learning

In this chapter, we address research questions Q3 and Q4, which concern the quantifi-
cation of privacy leakage in pruned FL and the development of defense mechanisms that
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preserve both privacy and model performance. We introduce PriPrune, a novel privacy-
preserving pruning method designed to mitigate gradient inversion attacks in federated
settings.

Key contributions include:

e We derive the first information-theoretic upper bounds for privacy leakage in pruned
FL models. These bounds quantify the extent to which sensitive information can
be inferred from shared updates. Additionally, we evaluate model vulnerability to
advanced inversion attacks, including Deep Leakage from Gradients (DLG) and a
novel Sparse Gradient Inversion (SGI) attack.

e Our method introduces a personalized defense mask generated through Pseudo-
Pruning, enabling clients to prune models locally and upload only pruned versions.
This approach reduces the exposure of sensitive gradients while maintaining access
to full model parameters locally for future rounds, preserving learning accuracy and
efficacy.

e PriPrune uses Gumbel Softmax Sampling to dynamically balance privacy and ac-
curacy, allowing fine-grained control over the pruning rate during training.

This chapter is based on our work titled “Privacy-Preserving Pruning Mechanism in

Federated Learning” by Chu, T., and Laoutaris, N., ACM Transactions on Modelling and
Performance Evaluation of Computing Systems, October 2024
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2. BYZANTINE-ROBUST AGGREGATION MECHANISM IN
FEDERATED LEARNING

In this chapter we present a Federated Learning (FL) based solution for building a
distributed classifier capable of detecting URLSs containing sensitive content, i.e., content
related to categories such as health, political beliefs, sexual orientation, etc. Although
such a classifier addresses the limitations of previous offline/centralised classifiers, it is
still vulnerable to poisoning attacks from malicious users that may attempt to reduce
the accuracy for benign users by disseminating faulty model updates. To guard against
this, we develop a robust aggregation scheme based on subjective logic and residual-
based attack detection. Employing a combination of theoretical analysis, trace-driven
simulation, as well as experimental validation with a prototype and real users, we show
that our classifier can detect sensitive content with high accuracy, learn new labels fast,
and remain robust in view of poisoning attacks from malicious users, as well as imperfect
input from non-malicious ones.

2.1. Introduction

Most people are not aware that tracking services are present even on sensitive web do-
mains. Being tracked on a cancer discussion forum, a dating site, or a news site with
non-mainstream political affinity can be considered an “elephant in the room” when it
comes to the anxieties that many people have about their online privacy. The General
Data Protection Regulation (GDPR) [24] puts specific restrictions on the collection and
processing of sensitive personal data “revealing racial or ethnic origin, political opin-
ions, religious or philosophical beliefs, or trade union membership, also genetic data,
biometric data for the purpose of uniquely identifying a natural person, data concern-
ing health or data concerning a natural persons sex life or sexual orientation”. So do
other public bodies around the world, e.g. in California (California Consumer Privacy
Act (CCPA) [25]), Canada [80], Israel [81], Japan [82], and Australia [83].

In a recent paper, Matic et al. [84] showed how to train a classifier for detecting
whether the content of a URL relates to any of the above-mentioned sensitive categories.
The classifier was trained using 156 thousand sensitive URLs obtained from the Curlie [85]
crowdsourced web taxonomy project. Despite the demonstrated high accuracy, this method
has limitations that stem from being centralised and tied to a fixed training set. The first
limitation means that the method cannot be used “as is” to drive a privacy-preserving dis-
tributed classification system. The second limitation implies that it is not straight-forward
to cover new labels related to yet unseen sensitive content. For example, in their work the
Health category could be classified with accuracy greater than 90%. However, the training
labels obtained from Curlie in 2020 did not include any labels related to the COVID-19
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pandemic. Therefore, as will be shown later, this classifier classifies COVID-19 related
sites with only 53.13% accuracy.

Federated Learning (FL) [26], [27] offers a natural solution to the above two men-
tioned limitations, namely, centralized training and training for a fixed training set. FL
allows different clients to train their classification models locally without revealing new
or existing sensitive URLSs that they label, while collaborating by sharing model updates
that can be combined to build a superior global classification model. FL has proved its
value in a slew of real-world applications, ranging from mobile computing [21], [28],
[29] to health and medical applications [20], [30], [31]. However, due to its very nature,
FL is vulnerable to so-called poisoning attacks [34], [51] mounted by malicious clients
that may intentionally train their local models with faulty labels or backdoor patterns, and
then disseminate the resulting updates with the intention of reducing the classification
accuracy for other benign clients. State-of-the-art approaches for defending against such
attacks depend on robust aggregation [39], [52]-[55], [86] which, as we will demonstrate
later, are slow to converge, thereby making them impractical for the sensitive-content
classification problem that we tackle in this chapter.

Our Contributions: In this chapter, we employ FL for sensitive content classification.
We show how to develop a robust FL. method for classifying arbitrary URLs that may
contain GDPR sensitive content. Such a FL-based solution allows building a distributed
classifier that can be offered to end-users in the form of a web browser extension in order
to: (i) warn them before and while they navigate into such websites, especially when they
are populated with trackers, and (ii) allow them to contribute new labels, e.g., health-
related websites about COVID-19, and thus keeping the classifier always up-to-date. To
the best of our knowledge this method represents the first use of FL for such task.

Our second major contribution is the development of a reputation score for protecting
our FL-based solution from poisoning attacks [34], [51]. Our approach is based on a
novel combination of subjective logic [87] with residual-based attack detection. Our third
contribution is the development of an extensive theoretical and experimental performance
evaluation framework for studying the accuracy, convergence, and resilience to attacks of
our proposed mechanism. Our final contribution is the implementation of our methods in
a prototype system called EITR (standing for “Elephant In the Room” of privacy) and our
preliminary experimental validation with real users tasked to provide fresh labels for the
accurate classification of COVID-19 related URLs.

Our findings: Using a combination of theoretical analysis, simulation, and experimenta-
tion with real users, we:

e Demonstrate experimentally that our FL-based classifier achieves comparable ac-
curacy with the centralised one presented in [84].

e Prove analytically that under data poisoning attacks, our reputation-based robust
aggregation built around subjective logic, converges to a near-optimal solution of
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the corresponding Byzantine fault tolerance problem under standard assumptions.
The resulting performance gap is determined by the percentage of malicious users.

e Evaluate experimentally our solution against state-of-the-art algorithms such as Fe-
dAvg [26], Coordinate-wise median [53], Trimmed-mean [53], FoolsGold [54],
[55], Residual-based re-weighting [52] and FLTrust [86], and show that our al-
gorithm is robust under Byzantine attacks by using different real-world datasets.
We demonstrate that our solution outperforms these popular solutions in terms of
convergence speed by a factor ranging from 1.6 to 2.4x while achieving the same
or better accuracy. Furthermore, our method yields the most consistent and lowest
Attack Success Rate (ASR), with at least 72.3% average improvement against all
other methods.

e Validate using our EITR browser extension that our FL-based solution can quickly
learn to classify health-related sites about COVID-19, even in view of noisy or
inconsistent input provided by real users.

2.2. Background

2.2.1. A Centralised Offline Classifier for Sensitive Content

Matic et al. [84] have shown how to develop a text classifier able to detect URLs that
contain sensitive content. This classifier is centralised and was developed in order to
conduct a one-off offline study aimed at estimating the percentage of the web that includes
such content. Despite achieving an accuracy of at least 88%, utilising a high-quality
training set meticulously collected by filtering the Curlie web-taxonomy project [85], this
classifier cannot be used “as is” to protect real users visiting sensitive URLs populated by
tracking services.

2.2.2. Challenges in Developing a Practical Classifier for Users

From offline to online: The classifier in [84] was trained using a dataset of 156 thou-
sand sensitive URLs. Despite being the largest dataset of its type in recent literature, this
dataset is static and thus represents sensitive topics up to the time of its collection. This
does not mean, of course, that a new classifier trained with this data would never be able
to accurately classify new URLs pertaining to those sensitive categories. This owes to the
fact that categories such as Health, involve content and terms that do not change radically
with time. Of course, new types of sensitive content may appear that, for whatever reason,
may not be so accurately classified using features extracted from past content of the same
sensitive category. For instance, consider a new Health-related topic such as COVID-19,
which introduced terms like "social distancing" and "pandemic protocols" that were ab-
sent from pre-2020 content. A classifier trained solely on pre-2020 data may misclassify
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or fail to detect the sensitivity of URLSs containing such novel terms. This simple exam-
ple highlights the broader challenge: to maintain high classification accuracy over time,
a classifier must be updated as new sensitive content and vocabulary emerge. Indeed,
as we will see later in Figure 2.17, the classifier of [84] classifies accurately as Health
only 53.13% of the COVID-19 URLs with which we tested it. This observation further
confirms our point, since the dataset of [84] corresponds to content generated before the
first months of 2020, during which COVID-19 was not yet a popular topic. Therefore,
we need to find a way to update an existing classifier so that it remains accurate as new
sensitive content appears.

From centralised to distributed: A natural way to keep a classifier up-to-date is to ask
end-users to label new sensitive URLSs as they encounter them. End-users can report back
to a centralised server such URLs which can then be used to retrain the classification
model. This, however, entails obvious privacy challenges of “Catch-22” nature, since to
protect users by warning them about the presence of trackers on sensitive URLs, they
would first be required to report to a potentially untrusted centralised server that they visit
such URLs. Even by employing some methods for data scarcity, e.g., semi-supervised
learning, the manual labelling from users remains sensitive and may be harmed by the
untrusted server. Federated Learning, as already mentioned, is a promising solution for
avoiding the above Catch22 by conducting a distributed, albeit, privacy-preserving, model
training. In an FL approach to our problem, users would label new URLs locally, e.g.,
a COVID-19 URL as Health, retrain the classifier model locally, and then send model
updates, not labelled data, to a centralised server that collects such updates from all users,
compiles and redistributes the new version of the model back to them. In Section 2.3.3
we show how to develop a distributed version of the sensitive topic classifier of [84] using
FL. The trade-off of using FL, is that the distributed learning group becomes vulnerable
to attacks, such as “label-flipping” poisoning attacks discussed in Section 2.4. This paper
develops a reputation scheme for mitigating such attacks. Other types of attacks and
measures for preserving the privacy of users that participate in a FL.-based classification
system for sensitive content are discussed in Section 2.6.

2.2.3. Related Work

Privacy preserving crowdsourcing: Similar challenges to the ones discussed in the pre-
vious paragraph have been faced in services like the Price $ heriff [88] and eyeWnder [89]
that have used crowdsourcing to detect online price discrimination and targeted advertis-
ing, respectively. Secure Multi-Party Computation (SMPC) techniques such as private
k-means [90] are used to allow end-users to send data in a centralised server in a privacy-
preserving manner. The centralised computation performed by Price $ heriff and eyeWn-
der is not of ML nature, thus leaving data anonymisation as the main challenge, for which
SMPC is a good fit. Classifying content as sensitive or not is a more complex ML-based
algorithm for which FL is a more natural solution than SMPC.
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General works on FL: FL [26], [27] is a compelling technique for training large-scale
distributed machine learning models while maintaining security and privacy. The motiva-
tion for FL is that local training data is always kept by the clients and the server has no
access to the data. Due to this benefit that alleviates privacy concerns, several corporations
have utilised FL in real world services. In mobile devices, FL is used to predict keyboard
input [2 1], human mobility [28] and behaviour for the Internet of Things [29]. FL is also
applied in healthcare to predict diseases [20], [30], detect patient similarity [31] while
overcoming any privacy constrains. For the classification, FL is not only implemented for
image classification [9 1] but also text classification [92].

Resilience to poisoning attacks: Owing to its nature [34], [51], FL is vulnerable to
poisoning attacks, such as label flipping [52] and backdoor attacks [34]. Therefore, sev-
eral defence methods have been developed [52]-[55]. While these state-of-the-art ap-
proaches perform excellently in some scenarios, they are not without limitations. First,
they are unsuitable for our sensitive content classification, which necessitates that a clas-
sifier responds very fast to “fresh” sensitive information appearing on the Internet. In
existing methods, the primary objective is to achieve a high classification accuracy. This
is achieved via statistical analysis of client-supplied model updates and discarding of
questionable outliers before the aggregation stage. However, since the server distrusts
everyone by default, even if an honest client discovers some fresh sensitive labels, its cor-
responding updates may be discarded or assigned low weights, up until more clients start
discovering these labels. This leads to a slower learning rate for new labels.

Second, recent studies [34], [51] have shown that existing Byzantine-robust FL meth-
ods are still vulnerable to local model poisoning since they are forgetful by not tracking
information from previous aggregation rounds. Thus, an attacker can efficiently mount an
attack by spreading it across time [56]. For example, [38] recently showed that even after
infinite training epochs, any aggregation which is neglectful of the past cannot converge
to an efficient solution.

The preceding studies demonstrate the importance of incorporating clients’ previous
long-term performance in evaluating their trustworthiness. Few recent studies have con-
sidered this approach [38], [86]. In [38], the authors propose leveraging historical in-
formation for optimisation, but not for assessing trustworthiness. In [86], a trust score
is assigned to each client model update according to the cosine similarity between the
client’s and server’s model updates, which is trained on the server’s root dataset (details
in Section 2.4.1). However, it is impractical for a server to obtain additional data, such
as a root dataset, in order to train a server-side model. In addition, because the server
collects root data only once and does not update it throughout the training process, when
new types of content emerge over time, the root data may become stale thereby harming
the classifier’s performance. Other recent studies employ spectral analysis [33], differen-
tial privacy [93], and deep model inspection [94] to guard against poisoning attacks, but,
again, they do not use historical information to assess the reliability of clients. To measure
client trustworthiness without collecting additional data at the server, in the next sections

17



Table 2.1: Notations

Abbreviation | Description

M the total number of clients

N the number of parameters of global model

0 the number of samples of each client

T the total number of iterations

Wi, the n-th parameter from client i in ¢ iteration

X, the ranking of wi, in wy,

A,, B, the slope and intercept of repeated median linear regression

e, the normalised residual of the n-th parameter from client i in ¢ iteration

we show how to design a robust aggregation method to generate reputation automatically
based on the historical behaviours of clients, which is a more realistic approach for a real
FL-based decentralised system implemented as a browser extension for clients.

2.3. A Robust FL. Method for Classifying Sensitive Content on the Web

In this section, we first show how to build an FL-based classifier for sensitive content.
Then we design a reputation score for protecting against poisoning attacks. We analyse
theoretically the combined FL/reputation-based solution and establish convergence and
accuracy guarantees under common operating assumptions.

2.3.1. FL Framework for Classifying Sensitive Content

Table 2.1 presents the notation that we use in the remainder of the paper. In FL, clients
provide the server updated parameters from their local model, which the server aggregates
to build the global model. Suppose we have M clients participating in our classification
training task and the dataset D = (J, D;. In our task, the clients’ data is the textual
content of URLSs stripped of HTML tags. The objective function and the optimization
method used are the same as those defined in Section 1.1, where w* is the optimal weight.

During the broadcast phase, the server broadcasts the classification task and train-
ing instructions to clients. Then, the clients apply the following standard pre-processing
steps on the webpage content, that is, transformation of all letters in lowercase and the
removal of stop words. Next, the clients extract the top one thousand features utilis-
ing the Term Frequency-Inverse Document Frequency (TF-IDF) [95] as in [84]. At it-
eration 7, the client i receives the current global model My, and then following the
training instructions from the server, trains the local model on its training data D; and
optimises w! = argmin,, £;(w}), as defined in Local Training in Section 1.1. Here
Liw) := Epx[l(w; D))] = Qi Z].Q:"l l(w;Dij), Dij and Q; means the j-th sample and the
number of samples of the client i respectively, and r is the learning rate.
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Figure 2.1: Accuracy of FL classifiers and centralised classifiers in Health, Religion and
all categories.

In every iteration, after finishing the training process the clients send back their local
updates to the server. Then, the server computes a new global model update by combining
the local model updates via an aggregation method AGG as follows:

M
w' = AGG ({wf}izl)

Here we utilise FEpAvc which is introduced in Section 1.1:w' = 3%, %wf . We introduce
other robust aggregation methods in the next subsection. Subsequently, the server uses

the global model update to renew the global model M g,

Using the above FL-based framework we first evaluate how the number of users in
the system affects the average accuracy of the classifier. The results for the sensitive
categories, Health and Religion, as well as the overall average accuracy (Avg-ACC) are
depicted in Figure 2.1. A first observation is that when a fixed size dataset is divided into
multiple segments and distributed to more clients, the model’s accuracy decreases since
each client has less data for training. Compared to the centralised classifier, using the
same data, the accuracy of the FL classifier is slightly lower, which is expected when the
training is distributed to a larger number of clients. Overall, we observe that the aver-
age accuracy difference between the FL and the centralised classifier is 5.76%, and this
remains steady as the number of clients grows. In addition, Looking at the different sensi-
tive categories (Health and Religion), we see the FL-based classifier achieves an accuracy
very close to the corresponding one of the centralised classifier for these categories (on
average 0.8533 vs. 0.88 and 0.9366 vs. 0.94, respectively).

2.3.2. A Reputation score for Thwarting Poisoning Attacks

Figure 2.2 shows an overview of our reputation-based aggregation algorithm consisting of
three components: the attack detection scheme, the reputation model, and the aggregation
module. The attack detection scheme re-scales and rectifies damaging updates received
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Figure 2.2: Overview of reputation-based aggregation algorithm.

from clients. Then, the reputation model calculates each client’s reputation based on their
past detection results. Finally, the aggregation module computes the global model by
averaging the updates of the clients using their reputation scores as weights. We detail
each component in the following subsections.

Attack Detection Scheme

Our attack detection scheme aims to reduce the impact of suspicious updates by identi-
fying them and applying a rescaling algorithm. At every iteration, when model updates
from clients arrive at the server, we apply Algorithm 1 there to rescale the range of values
for those parameters in the updates.

This restriction on the value range aims not only to minimise the impact of abnormal
updates from attackers but also to limit the slope for the repeat median regression. Con-
sidering the n-th parameter in round ¢ from all the participants, we calculate the standard
deviation a'(win) of this series. Then we sort them in ascending order and determine the
range by subtracting the lowest value from the highest one. If the result is above the
threshold @, we rescale the highest and lowest value by deducting and adding its standard
deviation respectively to further bound their range.

Then, a robust regression [96] is carried out to identify outliers among the updates in
the current round. Outlier detection is a well-established topic in statistics. Robust regres-
sion methods often handle outliers by using the median estimators. Median-based aggre-
gation methods have a rich and longstanding history in the area of robust statistics [97].
However, the methods developed by the traditional robust statistics can only withstand a
small fraction of Byzantine clients, resulting in a low “breakdown point” [98]. Different
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Algorithm 1: Rescale(w)

Input : {Wﬁ,n} « Local Model parameters in round ¢

Output: {win} with range of value less than @

1 forn—1toNdo

2 // Determine the maximum range

3 Rm = maxw}, —minw} = wf.:iM“x) - ZiMi”)

4 while Rm > w do

5 // Rescale range based on standard deviation.
. Z;Max) — W§:I(1Max) _ O'(W;nﬁ

7 = w o)

8 // Updated Rm.

9 Rm = maxw}, — minw}, = wzflM“x) - w;:iMi")

10 end while
11 end for

from many other variations of the univariate median, the repeated median [96] is imper-
vious to atypical points even when their percentage is nearly 50%. The repeated median
is defined as a modified U-statistic and the concept behind it is to utilise a succession of
partial medians for computing approximation 7 of the parameter 7: For k € N, the value

of parameter 7(zy, - - - ,Zx) is determines by subset of k data points z;, - - - , Z.
7 = median { medianq median 7(zy,--- ,2) 2.1)
21 ¢z} \ @z aet)

In our case, the intercept A and slop B are estimated by repeated median as bellow:

B, = median {median {B,(, j)}} (2.2)
i 1#]
A, = median {w,-,n - B,,x,-,n} 2.3)
where B, (i, j) = %, x;, represents the index of w;, in w,, which is sorted in ascending
Jin in

order.

Next, we employ the IRLS scheme [99] to generate each parameter’s confidence score
st based on the normalised residual from repeated median regression, which is also
utilised in a residual-based aggregation method [52]:

1 — diag(H! el
’ 1 - diag(H!)

(2.4)
e

where confidence interval W(x):
Y(x) = max{—-A+/2/M, min(A+2/M, x)}
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and the hat matrix H}:
H, = 2,0, 5,) ')
25(M—1)(w!,~Bux!, ~A,)
37(M+4)median(w] ,~Byx{ ,~A,)”

s t —_
with € =

The distance between the point and the robust line is described by the confidence
score derived from the normalised residual, which can be used to evaluate if the point is
anomalous. Following the computation of the parameter’s confidence score, and in light
of the fact that some attackers want to generate updates with abnormal magnitudes in
order to boost the damage, a useful protection is to identify low confidence values based
on a threshold 6. Once the server recognises an update w;, of the client i with confidence
values less than ¢, rather than altering this update to the repeat median estimation, our
technique replaces it with the median of w’, as follows:

o ifs, >6 s
W, = ’ ’ .
" |median{w! } ifsi, <o -

i Ln —
With the above, not only we bound the range of updates, but also improve the aggregation
by introducing a robustness estimator.

Reputation Model

During the aggregation phase in FL, we use a subjective logic model to produce client
reputation scores. The subjective logic model is a subset of probabilistic logic that depicts
probability values of belief and disbelief as degrees of uncertainty [$7]. In the subjective
logic model, reputation score R! for client i in # iteration correlates to a subjective belief in
the dependability of the client’s behaviour [100], as measured by the belief metric opinion
7i [101]. An opinion is comprised of three elements: belief b/, disbelief d! and uncertainty
u}, with restrictions that b} + d. +u; = 1 and b', d., u! € [0, 1]. The reputation score may be
calculated as the expected value of an opinion E(7!) which can be regarded as the degree
of trustworthiness in client i. As a result, the value of the client’s reputation is defined as
follows:

R! = E(1}) = b} + au; (2.6)
where a € [0, 1] denotes the prior probability in the absence of belief, which reflects the
fraction of uncertainty that may be converted to belief. On the other side, distinct obser-
vations determined by the rectification phase in our Algorithm 2 are used to count belief,
disbelief, and uncertainty opinions. The positive observation denoted by P! indicates that
the update w;, is accepted (s}, > 6), whereas a negative observation denoted by N; in-
dicates that the update is rejected (s}, < 0). As a consequence, the positive observations
boost the client’s reputation, and vice versa. To penalise the negative observations from
the unreliable updates, a higher weight n is assigned to negative observations than the
weight « to positive observations with constrain 17 + k = 1. Therefore, in Beta distribution
below:
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INa+p) ,, 1
Beta(pla,B) = ———x""'(1 — x) 2.7)
PP = fare)
with the constraints 0 < x < 1, parameters @« > 0,8 > 0, and x # 0 if @ < 1 and

x # 11if B < 1. The parameters @ and (3 that represent positive and negative observations
respectively, can be expressed as below

a=«kP+ Wa
B=nN+W( -a)

(2.8)

where W is the non-information prior weight and the default value is 2 [87].

As a consequence, the expected value of Beta distribution, which also stands for rep-
utation value, can be calculated as follows:

E(Beta(pla, B)) = __ Pt Wa 2.9
(ea(pa"g)_a+ﬁ_KP§+nNi’+W_ i 29
Based on (2.6) and (2.9), we can derive
kP!
bi = proanrew
ni;
dzt = kP +nNI+W (2.10)

ut — W
i~ kPHnN+W

In addition, in order to take the client’s historical reputation values in previous rounds
into consideration, a time decay mechanism is included to lower the relevance of past per-
formances without disregarding their influence. In other words, the reputation value from
the most recent iteration contributes the most to the reputation model. We use exponential
time decay in our model, as shown below:

0 = exp(=c(r = J)) (2.11)

where dc > 0, j € [5,¢], § = max (¢ — 5,0). We include a sliding window with a window
length s that allows us to get a reputation for a certain time interval rather than the entire
training procedure. We remove expired tuples with timestamps outside the window period
during computation since they cannot provide meaningful information for the reputation.
Hence, the final reputation score RZ can be expressed as:

=t 3‘—5 GJ'JR{

R =25 2.12)
Z;:S Hj,l

To demonstrate how the reputation model evolves, we consider four scenarios where
each client: (i) only attacks once at the same iteration, (ii) attacks continuously after
launching an attack at the same iteration, (iii) only attacks once at different iteration, (iv)
attacks continuously after launching an attack at different iteration. Here, clients conduct
attacks as described in Section 2.4.1 by utilising polluted data while training the local
model, whereas the server uses our attack detection mechanism to identify these attacks.
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Figure 2.3: The decay of reputation score in Client (X) with X model parameters when
they (a) attack once at 3rd iteration and (b) attack continuously at and after the 3rd itera-
tion.

Figure 2.3 displays the first two scenarios (i)-Figure 2.3a and (ii)-Figure 2.3b, re-
spectively, with Client X, who has X parameters in their local models, under single and
continuous attack. In Figure 2.3a, all of the clients only attack once at the third iteration.
When they start attacking, their reputation score plummets dramatically. In both scenar-
i0s, we observe that the client who has more parameters has a larger relative decline in
reputation score. This is also compatible with Corollary 2.3.8 in Section 2.3.3, that is,
increasing the number of parameters N in the global model results in a lower error rate.

Figure 2.4 shows the last two scenarios (iii) and (iv) respectively with clients, who
have 20 parameters in their local models, under single and continuous attack. In Fig-
ure 2.4a, Client X only launches an attack at X iteration. We observe that only one attack
would lead to at least a 25.11% relative decrease in reputation score. In Figure 2.4b,
Client X launches an attack at X iteration and keeps attacking in the following iterations.
We observe in the end that 80% of their reputation scores are below 0.5, which is approx-
imately half of the reputation score of honest clients, implying that the damage that they
can inflict throughout the aggregation process is considerably decreased.

In addition, we consider a scenario in which an attacker spreads out the poisoning
over a longer time duration while using a higher number of model parameters. Figure 2.5
(left) depicts the decay of reputation scores of four malicious clients over 40 iterations,
each with a different model size—1k, 10k, 100k, and 1 million parameters—launching
attacks at iterations 10, 50, and 90. Figure 2.5 (right) depicts the decay of reputation
score of four malicious clients, each with 1 million parameters, performing the first attack
at iteration 10 and a second attack at iteration 10 + X, where X varies from 40 to 70.
These figures show that even if attackers spread out poisoning over multiple iterations
and then try to recover their reputation score by acting benignly, our detection scheme
can still identify them. This is because our attack detection and reputation schemes work
in sequence. The attack detection scheme detects malicious updates without considering
any reputation scores and rectifies them to mitigate damage. Then, the reputation scheme
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Figure 2.5: The decay of reputation scores of malicious clients under multi-iteration poi-
soning attacks. (Left) Four malicious clients with varying model sizes (1k, 10k, 100k,
and 1M parameters) perform attacks at iterations 10, 50, and 90. (Right) Four malicious
clients, each with 1M parameters, perform two attacks: the first at iteration 10 and the
second at iteration 10 + X, where X € {40, 50, 60, 70}.

modifies the reputation scores based on the detection results. Also, attackers that employ a
higher number of model parameters suffer a slightly higher reduction of reputation, which
is consistent with Corollary 2.3.8.

Aggregation Algorithm

Algorithm 2 explains our aggregation method based on the attack detection scheme and
subjective logic reputation model. First, the server sends all clients the pre-trained global
model with initial parameters. Then, using their own data samples, clients train the global
model locally and send the trained parameters back to the server. At this point, the server
executes the attack detection scheme. In round ¢, if the n-th update parameter w;, from
the client i has been rectified by the attack detection scheme in Section 2.3.2 to the median
value, the server regards it as a negative observation, whereas no rectification represents a
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positive observation. Then, the server punishes the negative observation by reducing the
corresponding client’s reputation. Both types of observations are accumulated through all
the N parameters of client i to obtain the reputation value R; in ¢ round for client i so as to
all the other clients. The server would conduct Min-Max normalisation to obtain R’ after
receiving the reputation values R of all the clients in ¢ round.

After the server gets correction updates and the normalised reputation of each client, it
aggregates the updates using average weighted reputation as the weights to get our global
model updates for the current iteration. In this way, even over many training rounds, the
attackers are still incapable of shifting parameters notably from the target direction and
this ensures the quality of the resulting global model as will be demonstrated experimen-
tally and analytically next.

2.3.3. Theoretical Guarantees

We prove the convergence of our reputation-based aggregation method. Our major results
are Theorem 2.3.7 and Corollary 2.3.8, which state that convergence is guaranteed in
bounded time. Regarding the performance of our algorithm in terms of metric average
accuracy and convergence, we show that it is consistent with our theoretical analysis. We
start by stating our assumptions, which are standard and common for such types of results,
and per recent works such as [53], [102].

Assumption 2.3.1 (Smoothness). The loss functions are L-smooth, which means they are
continuously differentiable and their gradients are Lipschitz-continuous with Lipschitz
constant L > 0, whereas:

VYw, w, € RY
IVL(W1)) = VLW2))Il, < Liwy — wall,
IVE&(w1; D) — V(W23 D), < Lilwy — wall,

Assumption 2.3.2 (Bounded Gradient). The expected square norm of gradients w is
bounded:

Yw € R%, 3G, < oo, E|[VEW; D)2 < Gy,
Assumption 2.3.3 (Bounded Variance). The variance of gradients w is bounded:
Yw € RY, 3V, < 00, E|[VE(W; D) — E(VE(W; D)2 < Vs
Assumption 2.3.4 (Convexity). The loss function £(w) are u-strongly convex:

Ju>0,Yw;,w, e R: VL(W) =0
L(W) = L(W2) > (VLWS), Wi — Wa) + ’5‘ 1wy — w2
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Algorithm 2: Aggregation Algorithm

Server :
Input : w° « Pretrained Model

x.n,a,W,c,s < Reputation parameters

Output: Global model Myjppy with w!

1 for Iterationt «— 1 to T do

2 // Broadcast global model to clients
3 send(w'~1);
4 // Wait until all updates arrive
5 receive(w’);
6 // Rescale parameters by Algorithm 1
7 w' <« Rescale(w');
8 forn «— 1to Ndo
9 fori < 1to Mdo
10 // Compute parameter confidence
11 sin = Eq 2.4(11/?,");
12 // Rectify abnormal parameters
13 w?n :=Eq25 (s;,n,d);
14 record (P!, N!);
15 end for
16 end for
17 fori < 1toMdo
18 // Calculate reputation score
19 Ri = Eq2.12(P!, Ni,k,n,a, W, ¢, 5);
20 end for
21 // Normalisation
2 R' « Norm(R);
23 forn — 1to Ndo
24 // Update the parameters
25 wh =M ﬁfkﬁwin;
26 end for
27 // Obtain parameters for global model
28 | wh= [w’1 ,wﬁl];
29 end for
Client :

1 for Client i < 1 to M do in parallel

2
3

4
5

receive(w'!);

// Train local model
—1 Atiwi™) |
i r ow
send(w');

wﬁ%w

6 end forpar
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Suppose the percentage of attackers in the whole system is p, and all the clients in
the system participate in every training iteration. r is the learning rate(r < %) and Q =
max {Q;},. Yw € W, we denote

if i € malicious clients
m;(w') =
Vi, (w'; D) if i € honest clients

where * stands for an arbitrary value from the malicious clients.

M
m(w) = > Rimy(w')
i=1

R ¥
l~, RiZI,RiE(O,l)
Z?;Il Rf i=1

The following are the lemmas we utilise in the proof of Theorem 2.3.7.

S.1. Ri =

Lemma 2.3.5. From Assumption 2.3.1 and 2.3.4, L(w) is L-smooth and u-strongly convex.
Then ¥wi,wy € W, one has

1
(VL(W)) = VL(W2), Wi — W2) > w1 — wall; + L+pn IVL(W) = VLWl (2.13)

U
L+ u
Lemma 2.3.6. The difference between m(w) and V.L(w) is bounded in every iteration:

Im(w) — VLW, < lmo(w) = VLW, + VNA, (2.14)

where: .
B M(ZD'(M— 1) + m)

Ay = Wa(M-D&N+W)
(IN+W)(kN+Wa)

. 37 V2A(M + 4)
TSy s

median {|w§n - B,xt, - An|}}
l : :

and
my(w) := median {m;(w)}

Proof of Lemma 2.3.5 Let g(w) = £(w)—£ ||wl}3. Based on the Assumption 2.3.4, g(w)
is (L — ¢)-strongly convex. From Equation 3.6 of[ 03], we have

1
(VLW1) = VLW2).W1 = W2) > — [[VL(W1) — VLWl (2.15)

Hence,

(Vg(w) = Vg(Wa), Wi — Wy) > IVg(w1) = Ve(wa)ll3 (2.16)

L-g¢
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Now we have

v (L(wo -2 ||w1||§) v (ﬁ(vvz) -2 ||wZ||§),w1 W)
2

=

(2.17)

1 S S
— ”v (£ov) = S wilR) - v (£ow) - £ IwalR)

2
Therefore,

(VL(W)) = VL(W2), W) — W) — (CW| — CW2, W] — W2)

>

1
I I(VL(W1) = VLW2)) = (¢w1 —swo)ll;  (2.18)

Referring to Assumption 2.3.1, we obtain

L 2¢
(VLW = VLW, W = W) = 7 W1 = Wall; - o (VL) = VL), Wy = wy)
1
+7 IVL(W1) = VLW)I3
)
L 1
> —L—fg Wi =Wl + 7= VL) = VL)l
(2.19)
Let ¢ = —u. This concludes the proof of Lemma 2.3.5.
Proof of Lemma 2.3.6 We have the following equation:
Im(w) = VLW)Il, < [Im(w) — mo(W)]l, + [Imo(w) — VLW)I|, (2.20)

From [57] inequality 18, we know Vi,n, dE > 0

E
VMs

<

sup |ei,n

Where

37N2A(M + 4 A n
E= Sup{ 2‘QM( 5 )mecl_lian (W, = B, - A,,l}}
and the dimension of w is N. Hence the distance between the two aggregation functions
satisfies

Im(w) — my(w)|l, < VN 2.21)

iRi(Bi(M— 1)+ 2E )
=1 \/M(S

2

Based on Equation 2.12

sexp(—cs) Wa
2ioexp(—cj) nN+W

=

<R (2.22)
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~ ) kN + Wa

R < : 2.23
" Xjoexp(—cj) kN +W 2.23)
so we have
R Ié? < ! (2.24)
i T SM = WaM-DxN+W) :
ZA R Cmaewa 1
Due to our Aggregation Algorithm
A . . Win—=Wipn
B, = median [median————— | < w (2.25)
i i#] xj,n - xi,n
Therefore, we have
M M(@(M - 1)+ 2£.)
YR 2F VMs
DR (B,- (M-1)+ ) - = A (2.26)
a(M—1)(kN+W)
= VMslll,  GRrwaewe * L
Hence, we proof Lemma 2.3.6.
Considering the assumptions lemmas above, we have
Theorem 2.3.7. Under Assumptions 2.3.1, 2.3.2, 2.3.3 and 2.3.4, Ae > 0 that:
J dlog(l + QMLDE) G 1
+C==+p<=-—c¢ (2.27)
M(1 - p) \/6 2
After t rounds, Algorithm 2 converges with probability at least 1 — & € |1 — ﬁ, 1)
as
. a1 . VN 1
W = well, <@ = L' W = wil, + —=A 24, (2.28)
where

M(w(M— )+ %)

Ay = Wa(M—-1)(xN+W)

(MN+W)(kN+Wa)

dlog(1+ OML
A, =22 L, iofvw J og1 + 0 ”)+ng ‘)
MQ 0 M(1 ~ p) VO

D, := V2rexp (% (@(1 - 6))2)

+1

with @ () being the cumulative distribution function of Wald distribution.
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Proof of Theorem 2.3.7 We first consider a general problem of robust estimation of a
one dimensional random variable. Suppose that there are M clients, and p percentage of
them are malicious and own adversarial data. In ¢ iteration, we have:

t—1

o = w = v = o) =, = ! = P - w

2

A
+r|jmw"™") = vLw |, (2.29)

B

We bound part A first. We have

||w’_1 VLW ) —w i = ||w"l -w i +r? ||V£(w’_1)||§ - 2r <V£(w’_1), wl— w*>
(2.30)
Under the Assumption 2.3.4 and Lemma 2.3.5, we have
. L 1
(VLW W - w) > L—f_‘# [w = wil+ y Ve 2 (2.31)

Then we combine inequalities 2.31 to equation 2.30

-1 -1 «||? Lu -1 «||? 2 2r SNIE
W = rvLw ™ -w; < (1 - e W' = we|[, + (7 - T [vLw |,
(2.32)
From Assumption 2.3.1, we can derive:
IVLw) - vew)|f, < 22w - w (2.33)
Combining inequalities 2.32 and 2.33, we have:
W' = rvLov ) —wlls < (1 - LW - ws (2.34)
Let r < 1, we have
W' = VL™ = we|, < (1= Lo || = w (2.35)
Then we turn to bound part B. Based on Lemma 2.3.6, we know:
Im(w) = VLW, < [Imo(w) — VLW, + VNA, (2.36)

Assume Assumption 2.3.1, 2.3.2, 2.3.3 and 2.3.4 holds, and Je fulfills inequality 2.27.

. . ey _ _ 4d
Based on Lemma 1 in [53], with the probability 1 — & > 1 (oM’ we have
2 dlog(1 + OMLv " 1
Imo(w) — VLW, < TDEVW<¢ ( ) 09 pyeavil o,
0 M(1 - p) NG MQ

(2.37)
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where C = 0.4748. After obtaining the bound of part A and B, now we have

Lr) ||w"1 -w

(VNA; +Ay) (2.38)

Bound A Bound B

Hence, we can prove Theorem 2.3.7 through iterations using the formula of a finite
geometric series,

—Lr) ||w0 -w

2

+1_(IL—Lr) (\/_A1+A2)

<(1-Lr)||w -w ]14 (VNA; +Ay) (2.39)

Corollary 2.3.8. Continuing with Theorem 2.3.7, when t satisfy t >+ log( || 0 _ wr

wl,)

L
\/NA1+A2

¢ e (0, m], we have:

A+ =N >
L1L2—

2\/_ 2 ] _¢

Remark 2.3.9. Due to

A= O —— + ! + !
VT \akWN T kN T VMNS

and

1 p 1)
AN =0x+—+
2 {Q Vo Vou

Based on Corollary 2.3.8, we achieve an error rate:

@ 1 1 1 )
@) + + -+ —
akWNN kYN  Ms Q \/_ VO
This theoretical error rate has implications for designing our experiments. Specifically,
our theoretical analysis informs several practical considerations:

e Impact of Model Complexity (N): Increasing the number of model parameters N
theoretically reduces the error rate, implying a trade-off between model complex-
ity and performance. As empirically demonstrated in Figure 2.3 and Figure 2.5,
increasing the number of parameters indeed enhances robustness, as reflected by
more pronounced changes in reputation scores when clients behave maliciously.

o Impact of Attacker Percentage (p): Increasing the percentage of attackers p theo-
retically raises the error rate. Our experiments consistently validate this prediction
across various datasets and scenarios. As illustrated empirically in Figures 2.7, 2.9,
2.12, and 2.13, increasing the proportion of attackers consistently leads to a mea-
surable drop in accuracy.
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e Impact of Number of Participating Clients (M): Increasing the number of partic-
ipating clients theoretically reduces the error rate. This is empirically supported by
results in Figure 2.10, highlighting the improved robustness achieved with greater
client participation.

e Impact of Hyper-parameters (x, a): The hyper-parameters « (reward weight) and
a (prior probability), appearing in our theoretical bound, inversely correlate with
the error rate. Empirically, systematic experiments (see Figure 2.14) confirm this
theoretical prediction, demonstrating that careful tuning of these parameters affects
the performance of our reputation system.

Thus, these theoretical insights have directly shaped our experimental design and
hyper-parameter selections. Moreover, all empirical observations align consistently with
the predictions of our theoretical analysis.

Remark 2.3.10. Derived from the Corollary 2.3.8 and Remark 2.3.9, there is a trade-off
problem between convergence speed and error rate according to the level of reward « and
punishment n from the reputation model. This trade-off problem is mainly based on the
fact that if the model penalises the bad behaviours of clients heavily, it would decrease
their reputation dramatically, so the model would take a longer time to converge. On the
other hand, mitigating the punishment to increase the reward, would lead to an increase
in the error rate. This provides guidance for adaptively tuning « and 7 based on observed
client behaviours, in order to maintain an optimal balance between convergence speed
and robustness.

2.4. Performance Evaluation

The objectives of our experimental evaluation are the following: (a) evaluate the perfor-
mance of our aggregation method against other state-of-art robust aggregation methods,
(b) benchmark it in three different scenarios, namely, no attack, label flipping attack, and
backdoor attack, (c) do so using a text-based real-world dataset of sensitive categories
from [84] to which we will henceforth refer to as SURL, and finally (d) show that our
experimental result are consistent with our previous theoretical analysis.

2.4.1. Experimental Setup
Datasets and Models

The SURL dataset comes from a crowdsourcing taxonomy in the Curlie project [85],
containing six categories of URLs: five sensitive categories (Health, Politics, Religion,
Sexual Orientation, Ethnicity) and one for non-sensitive URLSs, with a total of 442,190
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webpages. The number of URLs in sensitive and non-sensitive categories are equally
balanced. Each sample contains content, metadata and a class label of the webpage.

For the SURL text classification task, we train a neural network model with three fully
connected layers and a final softmax output layer. This architecture is chosen to ensure
consistency with the evaluated methods [52], [53].

Furthermore, in order to fulfil the fundamental setting of a heterogeneous and unbal-
anced dataset for FL, we sample u; from a Dirichlet distribution [104] with the concen-
tration parameter ¢ = 0.9 as in [34], which controls the imbalance level of the dataset,
then assigns a u; ; fraction of samples in class k to client i, with the intention of generating
non-IID and unbalanced data partitions. As a sanity check, we also tested our reputa-
tion scheme on a different classification task involving images CIFAR-10 dataset and got
consistent results as those we got for sensitive content.

Threat Model

We consider the following threat model.

Attack capability: In the FL setting, the malicious clients have complete control over
their local training data, training process and training hyper-parameters, e.g., the learning
rate, iterations and batch size. They can pollute the training data as well as the parameters
of the trained model before submitting it to the server but cannot impact the training
process of other clients. We follow the common practice in the computer security field
of overrating the attacker’s capability rather than underrating it, so we limit our analysis
to worst-case scenarios. There, an attacker has perfect knowledge about the learning
algorithm, the loss function, the training data and is able to inspect the global model
parameters. However, attackers would still have to train with the model published by
the server, thus complying with the prescribed training scheme by FL to their local data.
Furthermore, the percentage of byzantine clients p is an important factor that determines
the level of success for the attack. We assume that the number of attackers is less than the
number of honest clients, which is a common setting in similar methods [52], [53] to the
ones we evaluate and compare our method with.

Attack strategy: We focus on two common attack strategies for sensitive context classi-
fication, namely, (i) label flipping attack [105] and (ii) backdoor attack [34]. Comparing
to other attacks, for example model poisoning attack [32], [33], these two data poisoning
attacks are more likely to be carried out by real users in the real world via our browser
extension described in Section 2.5, since polluting data is easier than manipulating model
updates using the browser extension. Note that privacy attacks including membership in-
ference attack [93] and property inference attack [106], are out of the scope of this paper,
but form part of our ongoing and future work.

In a label flipping attack, the attacker flips the labels of training samples to a targeted
label and trains the model accordingly. In our case, the attacker changes the label of
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“Health” to “Non-sensitive”. In a backdoor attack, attackers inject a designed pattern into
their local data and train these manipulated data with clean data, in order to develop a local
model that learns to recognise such pattern. We realise backdoor attacks inserting the top
10 frequent words with their frequencies for the “Health” category. Therein the backdoor
targets are the labels “non-sensitive”. A successful backdoor attack would acquire a global
model that predicts the backdoor target label for data along with specific patterns.

For both attacks, instead of a single-shot attack where an attacker only attacks in one
round during the training, we enhance the attacker by a repeated attack schedule in which
an attacker submits the malicious updates in every round of the training process. Also,
we evaluate a looping attack where the attackers spreads out poisoning every 30 epochs
for the label flipping attack based on Figure 2.5. It is important to note that even if the
attackers have full knowledge of our method, they would still be unable to mount smarter
attacks that would try to maximise the damage caused while minimising their reputation
drop. This is because the attackers are unaware and cannot compute their reputation score
since the latter is computed at the server and requires input from all clients. Moreover, we
allow extra training epochs for an attacker, namely, being able to train the local models
with 5 more epochs as in [34].

Evaluated Aggregation Methods

We compare the performance of our aggregation method against the existing state-of-the-
art robust aggregation methods. Recent surveys [107], [108] underline the growing di-
versity of aggregation strategies in FL. These works categorize methods ranging from the
classical FedAvg to various robust and secure FL aggregations. Table 2.2 provides a com-
parative summary of the aggregation methods evaluated in this work alongside notable
alternatives discussed in recent surveys. Each method is contrasted in terms of robustness
to attacks, efficiency, and scalability.

Aggregation Method Robustness to Attacks Efficiency Scalability

FedAvg (baseline) [20] None — No defense against malicious updates. High — Simple weighted averaging. High — Lightweight, scalable to many clients.

Median [5] High — Set coordinate-wise median of all updates as the global update | Moderate — Requires sorting per parameter. Moderate — Suitable for tens of clients.
Trimmed-Mean [53] High — Trims extreme values from the updates. Moderate — Sorting and filtering overhead. Moderate — Handles moderate client numbers.
FoolsGold [54] Moderate — Targets sybil/colluding clients using similarity metrics. | Moderate — Computes pairwise similarities. Moderate — Scalability challenged by large client counts.
Residual-based Re-weighting [52] Moderate — Down-weights suspicious updates based on residuals. Moderate — Adds re-weighting computation overhead. | Moderate — Feasible for tens of clients.

FLTrust [£6] High — Scores updates based on a trusted server-side dataset. Moderate — Trust scoring adds inference cost. Moderate — Practical for moderate-sized systems,
Krum [30] High — Selects the closest update; excludes outliers. Low — O() distance computations required Low — Poor scalability for large client populations.
Multi-Krum [39] High — Aggregates multiple close updates for improved robustness. | Low — The extensive analysis of model parameters. | Low — Not suitable for many clients.

Bulyan [109] High — Robust even against strong collusion. Low — lteratively exccutes aggregation rule. Low — Impractical for large-scale FL.

Secure Aggregation [110]-[112] None — Focuses on privacy, not robustness. Low/Moderate — Cryptographic overhead. Moderate — Scales, but increases communication cost.
‘Asynchronous Aggregation [1131-[1 15] | None/Low — Focuses on latency, not robustness, High — Incremental updates reduce idle time. High — Good scalability for heterogeneous networks.

Table 2.2: Comparison of FL aggregation methods in terms of robustness to attacks, effi-
ciency, and scalability

In light of these comparisons, the methods selected for evaluation in this chapter (Fe-
dAvg [26], Median [53], Trimmed-mean [53], FoolsGold [54], [55], Residual-based Re-
weighting [52], and FLTrust [86]) were prioritized due to their popularity, proven ro-
bustness, diversity of approach, and practical applicability. In contrast, some alternatives,
such as Krum [39], Multi-Krum [39], and Bulyan [ 109], while theoretically highly robust,
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involve high computational costs that limit their scalability to large federated networks.
Secure Aggregation [| 10]-[112] focuses primarily on privacy rather than robustness, and
asynchronous aggregation methods [ 13]-[115] address efficiency issues without neces-
sarily improving resilience against attacks. Consequently, our choice covers a broad set
of aggregation philosophies while remaining suitable for practical FL deployments.

We provide a detailed description of each evaluated method below.

FedAvg is a FL aggregation method that demonstrates impressive empirical performance
in non-adversarial settings [26]. Nevertheless, even a single adversarial client could con-
trol the global model in FedAvg easily [39]. This method averages local model updates
of clients as a global model update weighted by the fraction of the training sample size of
each client compared to the total training sample size. We use it as a baseline evaluation
to assess the performance of our method.

Median is using coordinate-wise median for aggregation. After receiving the updates
M
{wf} 1, in round ¢ the global update is set equal to the coordinate-wise median of the
=
updates, W' := median {wf} with its n-th coordinate w/, := median {wf } foreachn € N
4 l

,n

where the median is the 1-dimensional median.

Trimmed-mean is another coordinate-wise mean aggregation technique that requires
prior knowledge of the attacker fraction 3, which should be less than half of the num-
ber of model parameters. For each model parameter, the server eliminates the highest
and lowest 3 values from the updates before computing the aggregated mean with the
remaining values.

FoolsGold presents a strong defence against attacks in FL, based on a similarity met-
ric. Such an approach identifies attackers based on the similarity of the client updates
and decreases the aggregate weights of participating parties that provide indistinguish-
able gradient updates frequently, while keeping the weights of parties that offer distinct
gradient updates. It is an effective defence for sybil attacks, but it requires more iterations
to converge to an acceptable accuracy.

Residual-based Re-weighting weights each local model by accumulating the outcome
of its residual-based parameter confidence by multiplying the standard deviation of the
parameter based on the robust regression through all the parameters of this local model. In
our reputation-based aggregation method, we implement the same re-weighting scheme
IRLS [99] as residual-based aggregation, but choose the collection of reputation as the
weights of clients’ local models.

FLTrust establishes trust in the system by bootstrapping it via the central server, instead
of depending entirely on updates from clients, like the other methods do. The server
obtains an initial server model trained on clean root data. Then, depending on the cosine
similarity of the server model and each local model, it assigns a trust score to each client
in each iteration.
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Performance Metrics

We use the average test accuracy (Avg-ACC) of the global model to evaluate the result
of the aggregation defence for the poisoning attack in which attackers aim to mislead the
global model during the testing phase. The accuracy is the percentage of testing examples
with the correct predictions by the global model in the whole testing dataset, which is
defined as:

Avg-ACC = # correct predictions

# testing samples
In addition, there is existence of targeted attacks that aim to attack a specific label while
keeping the accuracy of classification on other labels unaltered. Therefore, instead of
Avg-ACC, we choose the attack success rate (ASR) to measure how many of the samples
that are attacked, are classified as the target label chosen by a malicious client, namely:

ASR = # successfully attacked samples

# attacked samples

A robust federated aggregation method would obtain higher Avg-ACC as well as a lower
ASR under poisoning attacks. An ideal aggregation method can achieve 100% Avg-ACC
and has the ASR as low as the fraction of attacked samples from the target label.

Evaluation Setup

For the malicious attack, we assume that 30% of the clients are malicious as in [39], which
is also a common byzantine consensus threshold for resistance to failures in a typical
distributed system [ 16]. For the server-side setting, in order to evaluate the reliability
of the local model updates sent by the client to the server, we assume that the server has
the ability to look into and verify the critical properties of the updates from the clients
before aggregating. Also, we only consider FL to be executed in a synchronous manner,
as most existing FL. defences require [32], [39], [53], [102]. For all the above aggregation
methods under attack, we perform 100 iterations using the SURL dataset with a batch
size of 64 and 10 clients. Furthermore, we evaluate our method for increasing numbers
of clients. These settings are inline with existing state-of-the-art methods for security in

FL [34], [52], [53].

Our simulation experiments are implemented with the Pytorch framework [117] on
the cloud computing platform Google Colaboratory Pro (Colab Pro) with access to Nvidia
K80s, T4s, P4s and P100s with 25 GB of Random Access Memory. Table 2.3 shows the
default setting in our experiments. For the training setting, the local models are trained
independently and sequentially in each round of training before being aggregated into the
global model. Also, we presume that clients do not leave the system.
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Table 2.3: Default Experimental Settings

Explanation Notation Default Setting
Prior probability a 0.5
Non-information prior weight W 2

Weight for positive observation & 0.3

Time decay parameter c 0.5

Window length s 10

Confidence threshold 0 0.1

Value range w 2

Objective function L() Negative Log-likelihood Loss
Learning rate r 0.01

Batch size per client 64

The number of local iterations 10

The number of total iterations 100

2.4.2. Convergence and Accuracy

In Figure 2.6 (left), we analyse the performance of our method in the no attack scenario
and compare the convergence and accuracy of our method with others during training. We
show the training loss (left axis) and average accuracy (right axis) during 100 training it-
erations for 7 methods. Our aggregation starts with the lowest training loss and maintains

No Attack Label Flipping Attack Backdoor Attack
10 100%2 10 100%2 _ 100% 2
= @ @ @
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o
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= z - 2~ 2
ool o S 0.0 0% = 00 0% =
o 20 40 60 80 100 0 20 40 60 80 100 0 20 40 60 80 100
Number of Ilterations Number of Iterations Number of Iterations
------ TL(Reputation) === TL(FedAvg) === TL(Residual) === TL(Median)
TL(Trimmed-mean) TL(Foolsgold) === TL(FLTrust)
— AA(Reputation) — AA(FedAvg) — AA(Residual) —  AA(Median)
AA(Trimmed-mean) AA(Foolsgold) —— AA(FLTrust)

Figure 2.6: Training Loss (TL) and Average Accuracy (AA) for 100 epochs of Reputation-
based, FedAvg, Residual-based, Median, Trimmed-mean, FoolsGold and FLTrust meth-
ods in SURL Dataset under no attack (left) scenario, under label flipping attack (middle)
and backdoor attack (right) scenarios with 30% malicious clients.

it throughout the training process. It only takes 24 iterations to achieve 82% accuracy and
then converge to 82.13%, which represents a 2.7x faster converge rate than FedAvg. In
comparison, Residual-based and Trimmed-mean have almost identical training loss and
take 52 and 47 iterations to reach 82% accuracy and practically converge to 81.79% and
80.76% respectively, which is 2.2Xx and 2X slower than our reputation method. Median
reaches 81% at 83 rounds and after that converges to 79.94%, which amounts to a 3.6Xx
slower converge rate than our method. Especially, Foolsgold and FLTrust are slow to con-
verge and do not converge within 100 iterations, so our convergence rate is at least 4.2x
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Figure 2.7: Average accuracy (ACC) and attack success rate (ASR) for varying percent-
age of attackers from 10% to 50% under label flipping (left) and backdoor (right) attack
for Reputation-based, FedAvg, Residual-based, Median, Trimmed-mean, FoolsGold and
FLTrust methods in SURL Dataset.

better than FoolsGold and FLTrust. This demonstrates that our reputation model bene-
fits from convergence speed and accuracy performance. This is because our reputation
scheme assigns higher weight to more reliable clients when there is no ongoing attack,
which generates more consistent updates thereby accelerating the convergence.

2.4.3. Resilience to Attacks

We begin by analysing the performance with a static percentage (30%) of attackers, and
then move on to the performance with a varying percentage of attackers under label flip-
ping and backdoor attacks.

Label Flipping Attack

Static percentage of attackers: Figure 2.6 (middle) shows the convergence of mentioned
methods under label flipping attack. Our method converges 1.8 to 2 faster than all com-
peting state-of-the-art methods under attack, enlarging its performance benefits compared
to the no attack scenario. In addition, our method outperforms competing methods by at
least 1.4% in terms of accuracy.

Varying the percentage of attackers: Here we analyse the impact on our aggregation
method as the proportion of attackers increases. Figure 2.7 (left) shows the change of per-
formance metrics for varying percentage of attackers for seven evaluated methods When
the percentage of attackers p ranges from 10% to 50%, our method is resistant against
label flipping attacks with a small loss in accuracy and a consistent attack success rate
of all the methods. As p approaches 50%, FedAvg, Residual-based, Median and FLTrust
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defences become ineffective in mitigating the attack, and correspondingly their Avg-ACC
decreases linearly. Moreover, under label flipping attack during the whole process, our
reputation-based method has the highest accuracy outperforming other methods by 1% to
23.1%. At the same time it has the lowest ASR. The average ASR of other methods are
at least 82.8% higher than ours.

Backdoor Attack

Static percentage of attackers: Figure 2.6 (right) shows the convergence of the men-
tioned methods under backdoor attack. Same as in no attack and label flipping attack
scenario, our method converges 1.6x to 2.4X faster than all competing state-of-the-art
methods. In addition, our method outperforms competing methods by 3.5% to 33.6% in
terms of classification accuracy.

Varied percentage of attackers: we examine the scenario in which the percentage of
attackers increases. Figure 2.7 (right) shows the performance for the evaluated methods
under backdoor attack when varying the percentage of attackers p from 10% to 50%. Fig-
ure 2.7 (right) demonstrates that under backdoor attack, our reputation-based method has
a consistent accuracy throughout the process with the lowest attack success rate, whereas
the average ASR of other methods is at least 72.3% higher than ours. As p changes, the
ASR of the Residual-based, Median, and Foolsgold methods increase linearly. Although
FLTrust has a stable ASR, it increases by a factor of 1.39 when p reaches 50%.

Analysis of Attacks

First, we evaluate a varying compromise rate for the label flipping and backdoor attacks
using our reputation-based method. For the label-flipping attack, we vary the percentage
of the flipped label poisoned by attackers from 10% to 90%. Also, for the backdoor
attack, we vary the number of top frequent words inserted as the trigger pattern, from 5 to
25. The remaining settings are the same as in previous experiments. Figure 2.8 presents
the ACC and ASR results as the compromise rate is varied for both attacks. As shown
in Figure 2.8 (left), increasing the percentage of poisoned samples leads to a decrease
in model accuracy and a slight increase in ASR. Figure 2.8 (right) demonstrates that
increasing the number of frequent words from 5 to 20 has little effect on ASR. However,
when the number of frequent words exceeds 25, the attack becomes less stealthy and
easier to detect, resulting in a lower ASR.

Next, we conduct an analysis of different attack timing strategies. Specifically, instead
of repeating the attack at every epoch, the attacker distributes the poisoning effort across
30 epochs in our study of the looping attack. This setup simulates a more subtle and
prolonged adversarial behaviour compared to the repeated attack scenario. The perfor-
mance of the looping attack is presented in Figure 2.9. As anticipated, the looping attack
proves to be less effective than the repeated attack evaluated previously. All methods
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Figure 2.8: ACC and ASR as we vary the percentage of flipped labels from 10% to 90%
(left) for label flipping attack, and the number of the frequent words as the trigger pattern
from 5 to 25 for backdoor attack (right).

under consideration are able to defend against it effectively, achieving consistently low
Attack Success Rates (ASR). Notably, our method maintains the highest classification
accuracy among all defenses, further demonstrating its robustness and resilience against
diverse and prolonged poisoning strategies.
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Figure 2.9: Average accuracy (ACC) and attack success rate (ASR) for varying percentage
of attackers from 10% to 50% under label flipping (left) and backdoor (right) attack with
a looping attack in which an attacker attacks every 30 epochs.

Evaluation Results

In the no-attack scenario, we observe that our method

e converges 2X to 4.2x faster than all competing state-of-the-art methods.
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e achieves classification accuracy that is comparable to or surpasses that of competing
methods.

The above validates that our reputation scheme is helpful even in the no attack scenario.
This is due to the fact that in our algorithm we give higher weights to the clients with high-
quality updates, as illustrated in Figure 2.15, causing the model to converge rapidly and
retain consistent accuracy. In addition, even under the two different attacks, our method:

e converges 1.6x to 2.4x faster than all competing state-of-the-art methods.
e provides the same or better accuracy than competing methods.

e yields the lowest ASR compared to all other methods, with the average ASR of
them being at least 72.3% higher than ours.

2.4.4. Evaluation with an Increased Number of Participating Clients

We evaluate the performance of our method with respect to the number of participating
clients. Under a 30% compromise rate, we scale the number of clients from 10 to 200.
As shown in Figure 2.10, our method maintains stable performance, with both average
accuracy (ACC) and attack success rate (ASR) remaining consistent as the number of
clients increases. In addition, we analyse the performance of the aforementioned methods
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Il No Attack

8 60% % 60%

Il Label Flippin
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20%+ 20%+ I Backdoor
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Figure 2.10: Average accuracy (ACC) and attack success rate (ASR) for varying the num-
ber of clients from 10 to 200 under label flipping and backdoor attack with 30% malicious
clients.

for 100 participating clients. The results are presented in Figure 2.11 and Figure 2.12 that
correspond to the average accuracy (ACC) and the attach success rate (ASR), respectively.
In the no attack scenario, we observe that our method converges between 1.7Xx to 7.1x
faster than all competing state-of-the-art methods with at least as good performance (or
outperforms) compared with competing methods in terms of classification accuracy, see
Figure 2.11 (left). In addition, even under the two different attacks, our method: (i)
converges between 1.6Xx to 3.6x faster than all competing state-of-the-art methods, (ii)
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Figure 2.11: Average accuracy (ACC) with no attack (left) and 30% percentage of at-
tackers under label flipping (middle) and backdoor (right) attack for Reputation, FedAvg,
Residual-based, Median, Trimmed-mean, Foolsgold, FLTrust in SURL dataset with 100
clients.

provides the same or better accuracy than competing methods, and (iii) yields the lowest
ASR compared to all other methods.
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Figure 2.12: Attack success rate (ASR) for varying percentage of attackers from 10%
to 50% under label flipping (left) and backdoor (right) attack for Reputation, FedAvg,
Residual-based, Median, Trimmed-mean, Foolsgold, FLTrust in SURL dataset with 100
clients.

2.4.5. Supplementary Dataset For Validation

CIFAR-10 is a supplementary dataset assessing the robustness of our reputation scheme
in image datasets to poisoning attacks. The CIFAR-10 dataset is a 32 X 32 colour image
dataset that includes ten classes with a total number of 50 thousand images for training
and 10 thousand images for testing. Here we use ResNet-18 [1 18] model pertaining to
ImageNet [119] with 20 iterations. In the CIFAR-10 dataset, attackers switch the la-
bel of “cat” images to “dog”. In Figure 2.13, the average accuracy (ACC, left y-axis)
is shown with lines, while the attack success rate (ASR, right y-axis) is represented by
bars. It shows that under label flipping and backdoor attack during the whole process,
our reputation-based method has the highest accuracy outperforming other methods and
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Figure 2.13: Average accuracy (ACC) and attack success rate (ASR) for varying per-
centage of attackers from 10% to 50% under label flipping (left) and backdoor (right)
attack for Reputation, FedAvg, Residual-based, Median, Trimmed-Median, FoolsGold
and FLTruts in CIFAR-10 dataset.

the lowest ASR, excluding Foolsgold, yielding a result that is consistent with the one in
SURL.

2.4.6. Stability of Hyper-parameters
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Figure 2.14: Average accuracy and attack success rate as we vary rewarding weight « and
prior probability a.

We employ four hyper-parameters in our reputation model: rewarding weight «, prior
probability a, time decay parameter ¢ and window length s. As shown in Remark 2.3.9, ¢
and s do not affect the performance of our model; we only consider hyper-parameters
k and a, where k controls the reward weight to positive observations and a controls
the fraction of uncertainty converted to belief. To demonstrate the impact of these two
hyper-parameters of our reputation model, we grid search « in [0.1,0.2,0.3,0.4] and a in
[0.1,0.3,0.5,0.7,0.9]. The setup is the same as on SURL dataset under the label flipping
attack. The ultimate accuracy of stability of reputation-based aggregation are shown in
Figure 2.14. Note that these results are tested for the label flipping attack, and they hold
according to theory also for the backdoor.
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The result in Figure 2.14 demonstrates that our approach is very stable and efficient in
terms of hyper-parameter selection, and it achieves a high degree of precision. Further-
more, the result is compatible with the theoretical analysis in Section 2.3.3.

2.4.7. Comparison Against the Residual-based Method

To demonstrate how our method improves the residual-base method by assigning the ag-
gregation weights based on reputation, we consider a scenario with 10 clients in the FL
system, 8 of which are malicious. The training lasts 10 communication rounds during
which attackers carry out the backdoor attack. The remaining settings are the same as the
default. Results are shown in Figure 2.15, in which the first two clients are benign, and
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Figure 2.15: The aggregation weights of clients from our reputation-based (left) and
residual-based method (right) for 10 communication rounds under label flipping attack
with 80% attackers.

the rest are malicious. We observe that for our reputation method the aggregation weights
of malicious clients, which are their reputations, are rectified to 0 since the second round,
demonstrating that our method is successful in eradicating their influence. On the other
hand, the aggregate weights of malicious clients in residual-based methods, which are
calculated by multiplying the parameter confidence by its standard deviation, are nearly
similar and non-zero. This is because repeated median regression seldom yields O for
the parameter confidence, which causes practically non-zero weights to be assigned to
malicious clients by residual-based methods. To address this issue, the reputation model
uses positive and negative observations that introduce rewards and punishments to assign
divergent weights to clients. As a result, benign clients are given higher weights whereas
malicious clients are eliminated from the aggregation.
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2.5. The EITR system

In this section, we provide a high level description of our EITR [120] system (standing for
“Elephant In the Room” of privacy). We then present some preliminary results with real
users demonstrating the ability of the system to quickly learn how to classify yet unseen
sensitive content, in our case COVID-19 URLs pertaining to the category Health, even in
view of inaccurate user input. The system is currently being used as a research prototype
to evaluate the robustness of our algorithm in a simple real-world setting. A full in depth
description of the system and its performance with more users and more intricate settings,
including adoption, incentives, and HCI issues, over a longer time period is the topic of
our ongoing efforts and will be covered by our future work.

2.5.1. System Architecture and Implementation

mus  Cancer - NHS x +

&« C O & wwwnhsuk

Overview & )

The Elephant in the Room

Cancer
Predicted Class: Health

. Choose a new Class:
Overview

3 Task & Options
Signs and symptoms

Cancer is a condition where cells in a specific part of the body grow and
reproduce uncontrollably. The cancerous cells can invade and destroy

surrounding healthy tissue, including organs.

-

Figure 2.16: EITR extension in action. The letter “H” inside the red frame at the bottom
right of the extension’s icon indicates that a health-related page has been detected.

The EITR system is based on the client-server model. The back-end server is respon-
sible to distribute the initial classification model and the consequent updated model(s) to
the clients and receive new annotations from the different clients of the system. The client
is in the form of a web browser extension that is responsible to fetch and load the most
recent global classification model to the users’ browser from the back-end server. The
loaded model can then be used to label website in real time into the 5 different sensitive
topics as defined by GDPR, i.e., Religion, Health, Politics, Ethnicity and Sexual Orienta-
tion. Next, we provide more details for each part of the system.

Back-end server: The back-end server is written in JavaScript using the node.js Ex-
press [121] framework. To build the initial classification model we use the dataset pro-
vided by Matic et al. [84], and the TensorFlow [122] and Keras [123] machine learning
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Figure 2.17: Results of real-user experiment for COVID-19 related URLs with 50 users
over 100 iterations. (left): the reputation score of the real users at the end of experi-
ment, (middle): the accuracy of the centralised classifier and the global model of our
reputation-based FL approach for COVID-19 URLs, and (right): the ROC curve of real-
user experiment with 0.79 area under the ROC curve (AUC).

libraries. The final trained model is then exported using the TensorFlow.js [124] library
in order to be able to distribute it to the system’s clients (browser extension). The back-
end server also includes additional functionalities such as the creation and distribution of
users’ tasks, i.e., a short list of URLs that the users need to visit and annotate, and an entry
point that collects the resulting users annotations during the execution of the task.

Web browser extension: Currently the browser extension only supports the Google
Chrome browser and is implemented in JavaScript using the Google Chrome Exten-
sion APIs [125]. To handle the classification model the extension utilises the Tensor-
Flow.js [124] library to load, use, and update the model. The main functionality of the
extension is to classify the visited website in real time and provide information to the
user related to the predicted class as depicted in Figure 2.16. The website classification
is based on the metadata (included in the website <head> HTML tag) and the visible
text of the website. The extension also allows users to provide their input related to their
agreement or disagreement with the predicted class using a drop down list as depicted in
Figure 2.16 with the label “Choose a new Class”.

2.5.2. Real Users Experimental Setup

The goal of the real-user experiment is to evaluate our federated reputation-based method
on real user activity (instead of systematic tests), and demonstrate that even with real users
with different comprehensions of the definition of sensitive information, our method can
learn new content fast and achieve higher accuracy than centralised classifiers, which is
compatible with our simulation experiment.

For the setup, the participant is directed to visit the experiment website that provides
the necessary information and instructions on the goal of our study, the definition of sen-
sitive information provided by the current GDPR and how to participate in our study. In
order to have access to the browser extension and the installation instructions the user
must in advance give explicit consent and accept the data privacy policy. Upon success-
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ful installation of the extension, new users are asked to provide a valid email address (to
contact them for the reward) and then receive their task, a list of 20 URLSs, that they need
to visit and provide their labels in order to successfully complete their task. The list of
20 URLs is sampled by the Dirichlet distribution with ¢ = 0.9 for each participant from
a database, which includes 300 URLs with sensitive and non-sensitive content related to
COVID-19.

Ethical Considerations: We have ensured compliance with the GDPR pertaining to col-
lecting, handling, and storing data generated by real users. To that end, we have acquired
all the proper approvals from our institutions. Furthermore, the participants are directed
to visit a pre-selected set of URLs selected by us to avoid collecting the actual visiting
patterns of our users. In addition, the user input is only collected if and only if the user
explicitly provide input to the drop-down list labelled “Choose a new Class” to avoid col-
lecting the visiting patterns of the user accidentally while they are executing their tasks.
Finally, we only use the users’ email address to contact them for the reward. The map-
ping between the user input and their email address is based on a random identifier that is
generated during the installation time of the extension.

2.5.3. Validation with Real Users

Data collection: We had 50 users participating in our experiment. In order to evaluate
our reputation-based FL method using real-user data, we define a methodology to label
ground truth on COVID-19 related sites.

Ground truth methodology: To set the ground truth for COVID-19 sites related to our
sensitive or non-sensitive labels, we create a database of 100 websites, which we col-
lect by searching on Google with the query ‘“sensitive websites about COVID-19” and
choose the top 100 sites returned from the query. Then, four experts in the privacy field,
independently annotate them based on their professional expertise in order to achieve an
agreement on whether each of those sites included sensitive or non-sensitive content.
Ground truth annotation: In order to evaluate the annotation of the 100 websites from
human experts, we calculate the inter-rater agreement among them using Fleiss Kappa [126].
We obtain 0.56 of Fleiss Kappa, which is an acceptable agreement because the values of
Fleiss Kappa. above 0.5 are regarded as good. Furthermore, given that COVID-19 is a
controversial issue, it is difficult for humans to agree on what constitutes sensitive content
relating to it. Even though, we still attain a valid ground truth of 85 items belonging to
the health sensitive category with agreement ratings of at least 0.5. Note that we also
classify the above 100 websites using the centralised classifier proposed in [84] and get
only 53.13% accuracy.

Result with real users: Figure 2.17 shows the results of accuracy and reputation score
with 50 real users in the experiment. Figure 2.17 (left) shows that the majority of users
have reputation scores falling in the intermediate range, with some having a very high
reputation and a few having a very low reputation. This indicates the divergence of the
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user’s interpretation of the sensitive information as we expect. In Figure 2.17 (middle) we
compare the accuracy of the centralised classifier and the global model of our reputation-
based FL approach for COVID-19 URLs. Despite the diversity of reputation scores of real
users, our method converges as rapidly as in simulation and achieves an average accuracy
of 80.36%, thereby verifying the quick convergence and high accuracy results presented
in the previous sections. Figure 2.17 (right) shows that the ROC curve in real-user experi-
ment yielded 0.79 AUC. Our result is acceptable in this scenario because most existing FLL
techniques are designed to minimise the conventional cost function and are not optimal
for optimising more appropriate metrics for imbalanced data, such as AUC [127].

As we observe, with real users holding our method achieve a good performance. This
means that, as new sensitive content appears and/or is defined by GDPR or new upcoming
legislation, we will be able to continue training our FLL model for this type of task with
quick convergence and good accuracy. The empirical results in Figure 2.17 (middle) also
shows that there is a quick convergence to the accuracy’s stable value within a small
number of iterations (around 30), in line with the theoretical results in Section 2.3.3.

2.6. Conclusions

In this chapter we have shown how to use federated learning to implement a robust to
poisoning attacks distributed classifier for sensitive web content. Having demonstrated the
benefits of our approach in terms of convergence rate and accuracy against state-of-the-
art approaches, we implemented and validated it with real users using our EITR browser
extension. Collectively, our performance evaluation has showed that our reputation-based
approach to thwarting poisoning attacks consistently converges faster than the state-of-
the-art while maintaining or improving the classification accuracy.

We are currently working towards disseminating EITR to a larger user-base and using
it to classify additional sensitive and non-sensitive types of content. This includes but
it is not limited to categories defined by the users themselves for different purposes, not
necessarily related to sensitive content, as well as evaluating additional attacks and threat
models under our subjective-logic reputation scheme for FL. In turn, our approach can
support other FL. models going beyond sensitive content classification in future work.
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3. SECURE FEDERATED LEARNING AGGREGATION
LEVERAGING QUADRATIC VOTING

A crucial step of Federated Learning as demonstrated in the previous chapter, that
of aggregating local models to produce the global one, shares many similarities with pub-
lic decision-making, and elections in particular. In that context, a major weakness of
FL, namely its vulnerability to poisoning attacks, can be interpreted as a consequence of
the one person one vote (henceforth I/plv) principle that underpins most contemporary
aggregation rules.

In this chapter, we introduce FEDQV, a novel aggregation algorithm built upon the
quadratic voting scheme, recently proposed as a better alternative to /p/v-based elec-
tions. Our theoretical analysis establishes that FEDQV is a truthful mechanism in which
bidding according to one’s true valuation is a dominant strategy that achieves a conver-
gence rate matching that of state-of-the-art methods. Furthermore, our empirical analysis
using multiple real-world datasets validates the superior performance of FEDQV against
poisoning attacks. It also shows that combining FEDQV with unequal voting “budgets”
according to a reputation score increases its performance benefits even further. Finally,
we show that FEDQV can be easily combined with Byzantine-robust privacy-preserving
mechanisms to enhance its robustness against both poisoning and privacy attacks.

3.1. Introduction

Parties participating in FL collaborate to train a global model by submitting their local
models to a server, which applies a specific aggregation rule to generate a new version
of the global model to be sent back to parties. The process of agreeing on a common
global model in FL shares many similarities with public decision-making and elections
in particular. Indeed, the weights of local model updates from each party can be seen as
votes of preference that affect the global model resulting from an aggregation rule applied
at the centralised server of an FL group.

FepAvG [26] has been the “de facto” aggregation rule used in FL tasks such as Google’s
emoji and next-word prediction for mobile device keyboards [21], [50]. In FEpAvG the
global model is produced from a simple weighted averaging of local updates with weights
that represent the amount of data that each party has used for its training.

The problem. Recent work [39] has shown that FEDAvG is vulnerable to poisoning at-
tacks, as even a single attacker can degrade the global model by sharing faulty local up-
dates of sufficiently large weight. Such attacks become possible because FEDAVG treats all
local data points equally. In essence, the aggregation rule, when seen at the granularity of
individual training data, resembles the one person one vote (1p1v) election rule of modern
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democratic elections. In this context, the server distributes votes (weights) to a party in
accordance with the amount of its training data, which may be regarded as its population.
This, however, may confer an unjust advantage to malicious parties who may have, or
falsely claim to have, large training datasets.

Our approach. To address this issue, we propose a robust aggregation rule inspired by
elections based on Quadratic Voting [128] (henceforth QV). In QV, each party is given
a voting budget that can be spent on different rounds of voting for proposals. Within
a particular vote, an individual has to decide the number of "credit voices" to commit,
whose square root is what impacts the corresponding outcome of the vote, hence the name
quadratic voting. The number of "credit voices" is determined by the individual’s voting
preference for the proposal. QV has been proposed as a means to break out from the
tyranny-of-the-majority vs. subsidising-the-minority dilemma of election systems [129].
Its formal analysis [130] under a game theoretic price-taking model, has shown that QV
outperforms /p/v in terms of efficiency and robustness. Importantly, it has the unique
capacity to deter collusion attacks by effectively taxing extreme behaviours.

Our contributions. In this chapter, we propose FEDQV, a novel FL aggregation scheme
that draws inspiration from QV. Our objective is to mitigate the ability of malicious peers
to impose disproportional damage on the global model — a vulnerability inherent in Fe-
DAVG that applies the /p/v principle at the granularity of individual votes. By addressing
this issue, FEDQV serves as a superior alternative to FEDAvG, offering increased robustness
against poisoning attacks while retaining compatibility with privacy-guaranteed mecha-
nisms to defend against privacy attacks, as will be demonstrated later.

Our primary contribution involves integrating QV principles into FL, augmented by
the implementation of multiple defensive layers, to establish the truthful mechanism,
FepQV. We begin with the incorporation of quadratic computation from QV into the FL.
setting. This incorporation restricts the ability of malicious peers to inflict high damages
by taxing their aggregation weights more than linear. However, this direct incorporation
alone falls short of capturing each party’s voting preference, a crucial aspect of QV. To
capture this preference, we require parties to submit the similarity of their local model
with the previous round’s global model, which serves as a measure of the parties’ pref-
erence. This modification enables the integration of QV principles into the FL system.
Then in response to potential malicious attempts from peers, we introduce FEpDQV, a
truthfulness mechanism alongside our application of QV to FL. This mechanism employs
a masked voting rule on the server side to conceal the voting calculation process from
parties. Additionally, it incorporates outlier detection and a limited voting budget, in-
formation that is exclusive to the server. These defence measures collectively act as a
deterrent against potential poisoning attacks and untruthful strategic behaviour, ensuring
the overall robustness of the FEDQV system in the face of adversarial threats.

To further enhance resilience against poisoning attacks, we extend FEDQV to use adap-
tive voting budgets. In election-related applications, QV allocates equal budgets to all
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voters, reflecting the democratic principle of equal rights. However, in our adaptation of
QV for FL, it makes sense to allocate more votes to benign peers and limit the influence
of malicious ones by assigning them smaller voting budgets. We achieve this by employ-
ing unequal budgets, which are tied to a reputation score for each peer, as discussed in
Section 3.5.7.

Our next contribution is the implementation of various state-of-the-art Byzantine fault
tolerance techniques on top of FEDQV and demonstrating that FEDQV serves as a com-
plementary defence that further boosts the robustness of existing defence techniques. Put
differently, FEDQV is an enhancer of existing byzantine fault tolerance techniques, not a
competitor — implementing these defences atop FEDQV consistently yields superior re-
sults compared to implementing them atop FEpAvG.

To also defend against privacy attacks, we design FEpDQV such that it can be easily
combined with existing privacy-guaranteeing mechanisms to thwart inference and recon-
struction attacks [37], [70], [106]. Specifically, we showcase the compatibility of FEDQV
by implementing SEcAGG[!10] on top of the FEDQV framework. We then demonstrate
experimentally the effectiveness of SEcAcG within the FEDQV framework, focusing on its
ability to withstand powerful privacy attacks.

Our final contribution comprises an extensive theoretical analysis in order to: 1) es-
tablish convergence guarantees, and 2) prove the truthfulness of our method.

Our findings. Using a combined theoretical and experimental evaluation, we show that:

e FEpQV is a truthful mechanism and is theoretically and empirically compatible with
FEDAVG in terms of accuracy and convergence under attack and no-attack scenarios.

e FEpQV consistently outperforms FEpAve under various state-of-the-art poisoning
attacks, especially for local model poisoning attacks improving the robustness to
such attacks by a factor of at least 4x.

e The combination of FEDQV with a reputation model to assign unequal credit voice
budgets to parties according to their respective reputations, improves robustness
against poisoning attacks by at least 26% compared to the baseline FEDQV that
uses equal budgets.

e We show that integrating FEDQV with established Byzantine-robust FL defences,
including Multi-Krum [39], Trimmed-Mean [53], and Reputation [1], results in
substantial enhancements in accuracy and reductions in the attack success rate
(ASR) under state-of-the-art attacks when compared to the original defence meth-
ods. Specifically, integrating FEDQV into Multi-Krum results in a twofold improve-
ment in accuracy under two untargeted attack scenarios, along with an average en-
hancement of 26.72% in accuracy and a notable average reduction of 70% in ASR
under two targeted attack scenarios.
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o We demonstrate the compatibility of FEDQV with SEcAGG, and our empirical evalu-
ation confirms that this integration enhances resistance against two privacy attacks.

3.2. Background

3.2.1. Election Mechanisms in FL

Election mechanisms are widely used in distributed systems for choosing a coordinator
from a collection of processes [131], [132]. Likewise, there exist works that explore the
value of the election mechanism for the aggregation step of FL. Plurality voting is em-
ployed in FedVote [133] for weighting the local updates, and FedVoting [134] for treating
the validation results as votes to decide the optimal model. Also in [135], the authors pro-
pose two forms of election coding, random Bernoulli codes and deterministic algebraic
codes, for discovering majority opinions for the aggregation step. DETOX [136] proposes
a hierarchical aggregation step based on majority votes upon groups of updates. Finally,
DRACO [137] and ByzShield [138] also employ majority voting to fend off attacks against
the aggregation step. All the aforementioned election mechanisms suffer from the tyranny
of the majority problem in election systems [ | 39]. In FL, this means that if attackers man-
age to control the majority of votes, then via poisoning their tyranny will manifest itself
as a degradation of the accuracy of the FL. model used by the minority.

To address these limitations, QV is proposed as a solution that combines simplicity,
practicality, and efficiency under relatively broad conditions. QV considers a quadratic
vote pricing rule, inspired by economic theory, under which voters can purchase votes
at ever-increasing prices within a predetermined voting budget. The advantages of QV
over /plv have a rigorous theoretical basis, which of course applies also to the use of QV
in FL. For any type of symmetric Bayes-Nash equilibrium, the price-taking assumption
approximately holds for all voters, as a result, the expected inefficiency of QV is bounded
by constant [140]. This theoretical analysis [141], [142] combined with strong empir-
ical validation, both at the laboratory [143] and on the field [144], suggest that QV is
near-perfectly efficient and more robust than /p/v which, as already explained, forms the
basis of contemporary FL aggregation mechanisms. The advantages of QV can also be
observed from the viewpoint of collusion, which is generally deterred either by unilateral
deviation incentives or by the reactions of non-participants [ 30].

3.2.2. FL Aggregation against Poisoning and Privacy Attacks

There exist several Byzantine-robust FL aggregation methods for mitigating poisoning
attacks either by leveraging statistic-based outlier detection techniques [1], [39], [53],
[102] or by utilising auxiliary labelled data collected by the aggregation server in order
to verify the correctness of the received gradients [86], [145]. Both approaches, though,
require examining the properties of the updates of individual parties, which can jeopardise
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their privacy due to inference [ 106] and reconstruction attacks [37], [70] mounted by an
honest but curious aggregation server.

To fight against privacy attacks, secure aggregation (SA) protocols have been pro-
posed as potential countermeasures [ | 46]. Secure aggregation can be achieved using four
main privacy-enhancing technologies: differential privacy [147], trusted-execution envi-
ronment (TEE) [148], secure shuffling under anonymity assumptions [149], and cryp-
tography. Among those, secure aggregation based on cryptography is the most widely
studied [110]-[112]. Although crypto-based secure aggregation provides strong security
guarantees compared to alternatives, i.e., differential privacy, it also suffers from high
computational and communication overhead. Consequently, these crypto-based secure
aggregations are primarily established in the FEpAvc framework due to the impracticality
of integrating them into Byzantine-robust FL aggregation methods, owing to the compu-
tational complexity in these aggregations.

In response to this limitation, FEDQV emerges as a promising solution, offering en-
hanced resilience against poisoning attacks while inheriting the simplicity of FEpAvaG.
Notably, this simplicity facilitates FEDQV’s integration with crypto-based secure aggre-
gations, thereby bolstering defences against privacy attacks while also exhibiting superior
resilience against poisoning attacks compared to FEDAvG. Although a few FL aggregation
approaches [150]-[152] can be adapted to incorporate secure aggregation, they still rely
on majority voting as the aggregation scheme, which can be integrated with FEDQV to
enhance its robustness against poisoning attack.

3.3. FEpQV: Quadratic Voting in FL

3.3.1. Federated Learning Setting

Consider an FL system involving N parties and a central server. During the the training
round 7, a subset of parties S’ is selected to participate in the training task. Each party
i has the local dataset D; with |D;| samples (voters), drawn from Non-IID distribution
Xi(w;, 07). The goal of using FL is to learn a global model for the server. Given the loss
function ¢(w; D), the objective function of FL can be described as

L(w) = Ep.x [((w; D)]

Therefore, the task becomes:

w" = arg min L(w)
weRd

To find the optimal w*, SGD is employed to optimise the objective function. Let T be the
total number of every part’s SGD, E be the local iterations between two communication
rounds, and thus % 1s the number of communication rounds.

The FL model training process entails several rounds of communication between the
parties and the server, including broadcasting, local training, and aggregation, as demon-
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strated in Algorithm 3. The global model is first initialised at a random state by the server
and, then, in round ¢ the following steps are taken:

Broadcast: The server first randomly selects a subset of parties S’ (|8’ | =C2>1)and
then distributes the latest global model as the global proposal to all chosen parties.

Local Training: The selected party i performs local computation based on the global
proposal and its local dataset D;, and sends the update w! back to the server:
; -1 3fi(wf_l ;Dy)
ow
where r;_; is the learning rate.

Aggregation: The server receives the model updates from all participating parties and
aggregates them to update the global model.

For aggregation rule, FEDAVG uses the fraction of the local training sample size of each
party over the total training samples as the weight of a party:
1
~ Usest DIl zsl

Similar to /p1v, each sample here represents a single voter, and since party i possesses | D;|

t+1

Dl - W§

samples, it is able to cast |D;| votes for its local model during the aggregation. Hence, the
global proposal is a combination of all parties’ local proposals weighted by their votes.

We assume that the participating parties may behave maliciously. In this setting, ma-
licious parties can deliberately submit manipulated training sample sizes to the central
server. Their objectives may include influencing the global model’s performance by ar-
tificially inflating their contribution through overweighting. By reporting exaggerated
sample sizes, malicious parties can amplify the impact of their local updates during aggre-
gation, thereby skewing the global model towards their desired outcomes. This behaviour
can degrade overall model quality, introduce targeted biases, or even embed backdoors.

3.3.2. Motivations

In FepAva, the aggregation weight assigned to each party is proportional to its claimed
dataset size. This grants malicious parties a disproportionately large influence on the
global model. To address this issue, we propose a robust aggregation algorithm inspired
by elections based on Quadratic Voting (QV). To show the rationale behind the algorithm
design, we consider a toy use case involving two benign parties and one malicious party in
an FL system. Through this case, we illustrate the shortcomings of FEDAvG and motivate
the need for our proposed approach. The two benign parties and one malicious party
claim possession of training datasets with the dataset sizes set to {1, 1,2}, respectively.
Importantly, the malicious party asserts a larger training dataset than the benign ones.
These claims are reported to the central server, which lacks access to the raw data of the
participating parties for verification purposes. Under FEDAvG, the aggregation weights are
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directly proportional to the claimed dataset sizes, resulting in {1, 1,2}. This grants the
malicious party a disproportionately large influence. As shown in Figure 3.1a, the global
model suffers from very low accuracy due to the malicious party’s attack.

To limit the influence of parties claiming large datasets, we first apply quadratic com-
putation from QV into the FL. The quadratic computation involves taxing the aggregation
weights with the square root. Consequently, the corresponding aggregation weights in QV
are adjusted to {l, 1, \/5} We conduct a 10-round training of a multi-layer CNN on the
MNIST dataset, during which the malicious party executes a backdoor attack under the
same settings as discussed in Section 3.5. The test accuracy is colour-coded and presented
in Figure 3.1a, where the vertices of the triangle correspond to different parties, and their
positions inside the triangle reflect their respective aggregation weights. As expected,
the compromised accuracy in FEpAvG arises from the presence of a malicious party that
possesses or falsely claims to possess a larger dataset. Compared to FEpAvG, QV, with
the adjusted weights, exhibits superior accuracy. This suggests that the quadratic com-
putation in QV can enhance performance by restraining the influence of attackers within
FEpAva by taxing their aggregation weights more than linear.

However, the direct incorporation of quadratic computation alone proves insufficient
in capturing the voting preferences of each party, a critical aspect of QV. In QV, parties
with pronounced disagreements with a proposal express their dissent by casting more
votes to reject it. To capture each party’s voting preference into the FL system, we refine
the integration by requiring parties to submit the similarity of their local model with the
previous round’s global model. The similarity score serves as a measure of agreement,
where higher scores indicate stronger alignment between the local model (proposal) and
the global model (proposal). Consequently, parties with higher similarity scores will cast
fewer votes in this round, reflecting their reduced need for adjustment to the existing
global model. Conversely, parties showing greater dissimilarity (1-s¢) between their local
proposal and the global one cast more votes. This strategic allocation empowers parties
with substantial disagreements to wield more significant influence over the impending
global proposal w', thereby making it a closer alignment with their local proposal w'.

Based on these similarity scores, the voting calculation is conducted to determine the
votes, serving as the aggregation weights. Rather than having parties directly calculate
their votes, which could lead to malicious attempts, we introduce the FEDQV mechanism.
This approach adopts a more secure approach by delegating the vote allocation task to the
server. It employs a masked voting rule to obscure the vote calculation process from the
parties, thereby preventing them from knowing the exact votes they have cast for aggrega-
tion. This confidentiality measure is crucial to maintaining the integrity and impartiality
of the voting process. Built upon the lack of awareness regarding the voting calculation
process among parties, the FEDQV system incorporates two additional defensive mecha-
nisms: a limited voting budget and outlier detection, which are known only by the server.
Given that parties are unaware of their budget and the possibility of their updates be-
ing detected as abnormal, attempts by malicious parties to manipulate their updates and
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Figure 3.1: Visualization of Aggregation Weights and Robustness Performance of FEDQV

overcast their votes entail a dual risk. There is a potential for exclusion from the aggrega-
tion process through outlier detection or unknowingly reaching their voting budget limit,
resulting in the assignment of no votes. These protections serve as a deterrent against po-
tential poisoning attacks, ensuring the overall robustness of the FEDQV system in the face
of adversarial threats. Details of the design of FEDQV are presented in the next subsection.

Returning to our previous toy example, the implementation of FEpQYV leads to the allo-
cation of weights {1, 1, 0}, as depicted in Figure 3.1a. This weight distribution effectively
excludes the malicious party from the aggregation process. Consequently, this exclusion
contributes to the improved accuracy of the resulting global model. To further illustrate
how FEpQV assigns aggregation weights to different parties during training, consider an-
other toy case with 10 parties in FL, where 4 of them are attackers. The settings remain
the same as the first toy case, and the results are presented in Figure 3.1b. In the left of
Figure 3.1b, the first six parties are benign, and the rest are malicious. Notably, during the
10 communication rounds, only two attackers (parties 7 and 8) successfully participated
in the aggregation, with party 7 participating twice and party 8 once, while most others
did not contribute, resulting in an aggregation weight of 0 for them. This outcome demon-
strates FEDQV’s effectiveness in expelling malicious parties. Even when a round includes
two malicious parties, the decrease in test accuracy is limited, and the Attack Success
Rate (ASR) remains low (<2%) as shown in the right of Figure 3.1b. This demonstra-
tion underscores FEDQV’s capability to mitigate the influence of malicious parties, thus
preventing significant damage to the global model.
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Why Quadratic. The uniqueness of Quadratic Voting, compared to other types of func-
tions x“, is proven in Theorem 1 [128]: "A vote pricing rule is robustly optimal if and only
if it i1s quadratic”. The central idea of the proof is that quadratic functions are the only
ones with linear derivatives. Hence they are the only functions where a voter buying votes
equates her marginal benefit and cost at a number of votes proportional to her value. We
also empirically compare our methods using other nonlinear functions in Section 3.5.9,
demonstrating its consistency with the aforementioned theoretical results.

3.3.3. FepQV Design

We use QV in FL to overcome the drawback of I/p/v, which improves the robustness of
aggregation in comparison to FEDAvG without compromising any efficiency. Figure 3.2
provides an overview of the FEpQV algorithm, which comprises two key components:
1.similarity computation: Executed on the party side, this component captures the voting
preference of each party, which is a critical aspect of QV. Here, the similarity score serves
as a metric of consensus, with higher scores indicating closer alignment between the local
model and the global model. Consequently, parties with higher similarity scores cast
fewer votes, reflecting their reduced need for adjustment to the existing global model.
Conversely, parties showing greater dissimilarity between their local model and the global
one cast more votes. This dynamic reflects the essence of QV, allowing voters to express
the degree of their voting will, by empowering parties with substantial disagreements
(strong voting will) to exert more significant influence over the impending global model.
2.voting scheme: Managed on the server side, this component is designed to mitigate
potential poisoning attacks and untruthful strategic behaviour by parties. It allocates votes
to parties based on their similarity scores, but through defence layers, ensuring a robust
and trustworthy weight allocation and aggregation process. We detail each component in
the following subsections.

Similarity Computation: In round ¢, based on the server instructions, party i (i € S’)

trains its local model w!, which can be regarded as its local proposal. Following the local
training phase, party i computes a similarity score s! utilising cosine similarity, quanti-
fying the alignment between its locally trained model w! and the previous global model

t—1
t t o -1 <wlt"wt_l>
S = Scos(wi’w ) = TR
il - w2

Notably, the cosine similarity function can be adapted to different similarity metrics, such

w

as L2 distance, to better suit specific tasks. In this context, a higher s§ value indicates
a stronger agreement with the previous global model (proposal). Once selected parties
finish training, they send their updates w! to the server, with the message (s’).

It’s noteworthy that similarity calculation can also be launched on the server side.
However, this approach presents certain risks: (i) it exposes the system to privacy attacks
initiated by the server, and (ii) it may produce distorted similarity scores due to the util-
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Figure 3.2: Overview of FEDQV algorithm.

isation of regularisation and privacy-preservation methods [153] at the party side. Given
our primary objective of comparing FEDQV with FEpAvG, where weights are also com-
puted at the party side, we choose to conduct the calculation on the party side within
FepQV. Additionally, to counteract potential malicious attempts launched from the party
side, we have the option to introduce defence mechanisms on the server side, such as
other Byzantine-robust aggregations, as detailed in Section 3.5.8. This approach makes it
more challenging for attackers to mount successful attacks compared to FEDAvG.

Voting Scheme (Server Side): Upon receiving the updates and messages from selected

parties, the server proceeds with the following steps:

e The server normalises the similarity scores using Min-Max scaling to obtain 5! as:

t
iie[Sf])
t
iie[S’])

‘ .
s — min(s

(3.1)

35 = norm (s, {sH}ie(s1)) =

max(s'

”.E[S,]) — min(s

Following normalisation, parties no longer being aware of their exact similarity
scores 5t. Consequently, inferring the following information becomes challenging
for them.

e The server employs a penalty mechanism for abnormal similarity scores, specif-
ically when 5 falls below 6 or exceeds 1 — 6. Here, 6 represents the similarity
threshold and is established to capture scores that are excessively small or large,
indicating potential anomalies. In response to such abnormality, the server enforces
a penalty by reducing the budgets B! allocated to the respective party i at round  as:

B! = max (0, Bl + In5! — 1) (3.2)
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e The server calculates the voice credit ¢! for party i utilising the masked voting rule
H as:
ci=HG) =(-Inst+1) Toczic1-g (3.3)
Here, the voice credits signify the price party i is required to pay in round ¢ for its
local proposal. Parties with higher similarity scores, indicating stronger agreement
with the global proposal, are allocated fewer credit votes from the server. Con-
versely, parties showing greater dissimilarity (1 — s?) between their local proposal
and the global one receive an increased allocation of ¢!. This mechanism empowers
parties with substantial disagreements to exert greater influence over the forthcom-
ing global proposal w'. Notably, parties with abnormal similarity scores—either
too low or too high—are excluded from participating in the aggregation and re-
ceive zero voice credits. For similarity scores surpassing the threshold 6, such in-
stances may have two possibilities: firstly, these parties closely resemble the previ-
ous global model, thereby contributing negligible new information; secondly, they
may potentially result from forgery owing to their excessively high similarity. In
both scenarios, these parties are assigned small weights according to the voting
rule. Therefore, excluding them from a security perspective is advisable, as their
exclusion does not significantly impact the model’s performance.

e The server checks the budget B; for each party and computes their final votes V! as:

Vi = \/min (cﬁ, max (O, Bf)) (3.4)

based on Equation 3.4, voting corresponds to the square root of the minimum value
between the credit voice and the remaining budget. This limitation arises from the
fact that the credit voice spent by a party cannot exceed its remaining budget.

e The server updates the budget as:

B! = max(0, B — (v)) (3.5)

Thus, the server determines the weight (V) of party i for aggregation and generates
the updated global model w'~!, reflecting the collective opinion of selected parties. The
Algorithm 3 summarises all these steps of FEDQV.

Malicious Party. In cases where malicious parties attempt to manipulate the similarity
scores, their capabilities are restricted by:

(a) No knowledge of the voting process. Only the server possesses knowledge of each
party’s remaining budget and the number of actual votes cast in the current round. The
lack of knowledge about the voting calculation process that contains outlier detection,
coupled with the parties’ unawareness of their limited voting budget, exposes malicious
parties to the risk of exclusion from the aggregation process.

(b) Punitive Measures: FEDQV, with its masked voting rule that contains outlier detec-
tion and limited budget, empower the system to penalise and potentially remove malicious
parties who attempt to conduct poisoning attacks;
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Algorithm 3: FEpQV
Input : w" « random initialisation; B, 8 < FEpQV parameters

Server :
1 for Iterationt < 1 to % do

2 Broadcast w'=! to randomly selected set of parties S’ (|St | =C=>1);
3 Receive the local updates (w!, s}) from selected parties (i € S');
4 Normalisation: 5! < Eq.(3.1),i € &'
5 for i < 1 to N do in parallel
6 if 51 <60or5 >1-6then
7 Update B! « max (0, B +1In5; - 1)
8 Credit voice ¢, < Equation 3.3, Vote v « Equation 3.4;
2
9 Budget B! «— max (0, B! - (vf) ) // Update the budget
10 end forpar
1n | returnw!, « ¥V, Z,;—T,wi .
=1V "
12 end for
Party

p—

for Party i € S' do in parallel
2 Receive the global model w'=' ;
3 for local epoch e < 1 to E do

;w'! ™! D; ..
4 ‘ w; — wﬁ" - r,_l% // Local training
5 end for
o ' (wiw!)
6 Calculate the similarity score: s; < W;

7 Send (wf sf)

8 end forpar

(c) Limited Influence: Even if a manipulated similarity score is accepted by the server,
the influence the malicious party can exert is inherently constrained due to the nature of
QV and the limited budgets, minimising the potential damage.

Benefits of FEpQV. The benefits of FEDQV center around two key aspects:

e Truthful Mechanism. FepQV is a truthful mechanism [154] as we prove in Theo-
rem 3.4.19. This means that this mechanism compels the parties, even malicious ones, to
tell the truth about their votes (weights) for aggregation, rather than any possible lie. This
truthfulness is reinforced by the aforementioned several defence layers.

e Ease of Integration and Compatibility. FEpQV is highly adaptable and can be
seamlessly integrated into Byzantine-robust FL. defence schemes with minimal adjust-
ments, specifically by modifying the aggregation weight calculation while leaving other
algorithm components unchanged. This integration is demonstrated in Section 3.5.8. Fur-

61



thermore, similar to FEnAvG, FEDQV boasts efficient communication and simplicity, ren-
dering it compatible with various mechanisms employed in FL. It can effortlessly incor-
porate the regularisation, sparsification, and privacy modules, encompassing techniques
such as clipping [153], gradient compression [ | 55], differential privacy [156], and secure
aggregation [ 1 10].

Complexity Analysis of FEDQYV. Let d be the number of the model parameters. The term
cost(f) denotes the computational cost of one forward-backwards pass per sample for the
chosen model. In practice, cost(f) is a function of both the number of model parameters
d, and the model architecture—e.g., fully connected layers, convolutional layers, attention
mechanisms, and other architectural components.

e Computation cost. In standard FLL (FEDAvG), each party i trains its local model on
its private dataset D; for E local epochs. The local computational cost per communication
round at party i is therefore given by O(E - |D;| - cost(f)). In the QV mechanism, the
computation at each party includes both local training and the calculation of similarity
scores. The cosine similarity between two d-dimensional vectors incurs a computational
cost of O(d). On the server side, the primary task is aggregating model updates received
from N parties. For each model update with d parameters, the aggregation cost among
N parties is O(dN). Under the QV mechanism, an additional overhead arises from the
voting scheme (as described in Lines 4—10 of Algorithm 3), which incurs a cost of O(N).
Therefore, the additional computational complexity introduced by the QV mechanism,
compared to standard FL, is O(d + N).

e Communication cost. In each communication round of standard FL(e.g., FEDAvG),
the server broadcasts the global model, consisting of d parameters, to N participating
parties, incurring a cost of dN. Each party, after local training, subsequently uploads
its locally updated model back to the server, adding a cost of dN. Hence, the total per-

round communication cost is 2dN. Over % total global communication rounds, the overall

dNT
E

score alongside its local model update. This increases the upload cost per party to d + 1.

As a result, the per-round cost increases to dN + (d + 1)N = 2dN + N, and the total
(d+1)NT)
E

communication is O ( ) In FEpQV, each party additionally transmits a scalar similarity

communication cost over all rounds becomes 0( . Thus, compared to standard
FL, FEpQV introduces an additional communication overhead of N units per round (one

scalar per party), which accumulates to O (%) over the entire FL process.

3.3.4. FepQV with Adaptive Budgets

In democratic elections, all individuals are typically granted equal voting rights, entailing
an equal voting budget. In FL, however, it often makes sense to give malicious parties
fewer votes than honest ones. Thus to improve the robustness of standard FEDQV, we
combine it with the reputation model in [I] to assign an unequal budget based on the
reputation score of parties in each round ¢. Specifically, if a party’s reputation score R’
surpasses a predefined threshold A, we increase their budget, and vice versa. We present a
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Algorithm 4: FEpQV with Adaptive Budget
Input :wi,c, Bl < FepQV; k,a,W,M,A,6 Reputation model parameters

1 forie S"do

2 for j — 1to M do

3 Subjective Observations (P;, Q}) := IRLS (wij, 0);
4 end for

5 Reputation Score R; := Rep (P!, Q', k,a, W)
6 Budget B} « R?]llge; + B, Credit voice ¢} « (R! + cﬁ)]lﬂsRﬁ

7 end for

summary of this combination in Algorithm 4, with a detailed explanation, expanding on
the well-established components from the original paper. We provide empirical evidence
in Section 3.5.7 showcasing the substantial performance improvements achieved by the
enhanced version of FEpDQV featuring an adaptive budget.

Here we present a concise elucidation of key components of the Algorithm 4 as fol-
lowings:

e IRLS (Iteratively Reweighted Least Squares): IRLS serves as an optimisation tech-
nique employed to solve specific regression problems. Within [1], IRLS is utilised
to compute the Subjective Observations of participating parties based on their pa-
rameter’s confidence score, which is calculated using the repeated-median regres-
sion technique.

¢ Subjective Observations: Positive observations denoted by P! signify acceptance
of an update, while negative observations denoted by Q! indicate rejection. Conse-
quently, positive observations enhance a party’s reputation, and negative ones have
the opposite effect.

¢ Reputation Score Calculation: The reputation score of a party is determined using
a subjective logic model, formulated as follows:

. kP! + Wa
"KP Q0+ W

Regarding the integration of the reputation model, our objective is to demonstrate how
combining FEpQV with the reputation model enables the allocation of unequal budgets,
thereby enhancing the robustness of standard FEpQV. This integration’s adaptability ex-
tends beyond a single reputation model, allowing customisation to suit various needs. The
example presented in the paper serves to showcase the concept’s viability.
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3.4. Theoretical Analysis

In this section, we establish the convergence guarantees and truthfulness properties of
FepQV. Our first result is Theorem 3.4.9 that states FEDQV converges to the global opti-
mal solution at a rate of O(%), comparable to the convergence rate exhibited by FEDAvG.
Theorem 3.4.12 extends this statement, affirming that FEbQV converges to a near-optimal
solution in the presence of malicious parties, with the resulting performance gap deter-
mined by the percentage of malicious parties. The empirical convergence performance
of our algorithm, as gauged by metric test accuracy and training loss, is consistent with
our theoretical analysis, as elaborated in the following section. Our final result, Theo-
rem 3.4.19, establishes that FEDQV is a truthful mechanism, wherein honesty emerges as
the dominant strategy within this framework.

3.4.1. Convergence

We start by stating our assumptions, which are standard and common for such types of
analysis and per recent works such as [ 1], [53], [66], [86], [102], [157], [158].

Assumption 3.4.1. The loss functions are L-smooth, which means they are continuously
differentiable and their gradients are Lipschitz-continuous with Lipschitz constant L > 0,
whereas:

Ywi,wy € RY, [IVLW))) = VL)) < Lilwy — w|
IVEw; D) = VE(w2; DIl < Liwy — wol

Assumption 3.4.2. The loss function £(w;, D) are u-strongly convex:

Ju > 0,Ywi,w, € RY, VEW* ;D) = 0,VLW) =0
2(Lw1) = Lw2)) = 2(VLW2), w; —w) + pu|lwy — woll®
2(L(w1; D) = l(wy; D)) > 2(VE(w; D), wi — wa) + ptllwy — wall*

Assumption 3.4.3. The dissimilarity of gradients of w is bounded:

N

Vi 2 O, > = 1,302 0,622 0
i=1

2

+G?

N

D ullVew: DI < p?

i=1

N

Z u;Vew; D)

i=1

If local functions are identical to each other, then p> = 1,G> =0

Assumption 3.4.4. The variance of gradients of w is bounded:

Yw € R4, 3V, < o0, E||VEw; D) — E(VEW;D)* < V),
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The lemmas we utilise in the proof of Theorem 3.4.9 and Theorem 3.4.12, are pre-
sented below.

Lemma 3.4.5. From Assumption 3.4.1 and 3.4.2, L(w) is L-smooth and u-strongly convex.
Then Nw,,w, € RY one has

IVEw) = VEw))I

2
Wy —woll” +

\Y4 - V¢ , - >
(Vew) (w2), Wi —wy) L+n L+

Lemma 3.4.6. Assume Assumption 3.4.1, Assumption 3.4.2 and Lemma 3.4.5 hold, Let
pi= é]liest, we have

||w’_1 — VLW ™ —w*

2 N 2
WG
i=1

+ (r2 (1 + Lz) - —ZFLL{T_; 1) ||w"] —w

Lemma 3.4.7. Assume Assumption 2.3.3 holds, it follows that

N
B p W —wi | < E- 122, (p2L2 o=t = w|[” + Q2)
i=1

Lemma 3.4.8. Assume Assumption 2.3.4 holds, according to our Algorithm 2, it follows

that
E|Fov™) - vew' ™| < a1 -26)cv, VB
Where
Fw' = prvew D
jeSt-1
Proof of Lemmas

Lemmas 3.4.5, Lemmas 3.4.6, Lemmas 3.4.7 and Lemmas 3.4.8 are all the lemmas
we utilise during the proof of Theorem 3.4.9, and we prove them in that order. Notice,
Lemmas 3.4.5 are used in the proof Lemmas 3.4.6, and Theorem 3.4.9 is proved using
Lemmas 3.4.6, Lemmas 3.4.7 and Lemmas 3.4.8 in order.

Proof of Lemma 3.4.5

Proof. Let g(w) = €(w) — g lw||>. Base on the Assumption 3.4.2, we have g(w) is (L — ¢)-
strongly convex. From [159] Equation 3.6, we have

1
(VEw1) = VEwa)wi —wa) 2 7 [[VEw) = Vew,)|I? (3.6)
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Hence,

IVgwy) — Vgwa)I (3.7)

1
(Vgwi) = Vgwr),wi —wy) > i
-

Now We have

v (f(wo -2 ||w1||2) v (€<w2> -2 ||wz||2),w1 W)

2
2

Li# |7 (cwn) = Siwil?) - ¥ (c00) - £ w?)

(3.8)

And therefore

(VEw,) = VE(wa), w1 —wr) —{(SW| — SW2, W| — W2)

1
2 7 I(VEwy) = VEwa)) = (swi = swo)ll’ (3.9)

)

Refer to Assumption 3.4.1, we obtain

L
(VLw1) = VEOW). w1 = w2) > °

2¢
lwi — W2||2 - E (Vlwy) — VE(wy),w; —wy)

+ IVE(w) = VEw))|

)
1

)

IVEow,) = VEw)I*  (3.10)

Lg
> ——|w; - W2||2 +
L-¢ L

Let ¢ = —u, then we conclude the proof of Lemma 3.4.5.

Proof of Lemma 3.4.6

Proof. We have

W=t = r VL) =W = [ =[P =2r (VLoD =)+ 2 [V Lor D
Al A2
3.11)
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For part A1 under the Assumption 3.4.2, Lemma 3.4.5 and Maclaurin inequality, we have

Al = -2r,_ 1Zpt H(vew . w - we)
=-2r_ IZP Vf(w’ h,w! 1—w§_1>)
—2r IZp ((vew: . wit = w))
N
< o (R eI + = wi )
i=1 . 2
o Y g I+ o ]

N
Vew'! 2) =1 |yt=1 _ et
= (2~ ) 2ot (Iweowi) Zp v - wi

2r Ly 2
it ||wt 1 _ w*

L+u

From Assumption 3.4.1 and Jensen inequality, we can derive:

2 _ 2
<L |wit —w

-1y _
i

Hence for A1, by Jensen inequality and Equation 3.12, we have

1 N 2
=) 2ot (e ) -
- M ||wz—1 o 2
L+u
N ) N 2
( e — I +lu)zpt 1 ||wt U w* I + Zpﬁ—l ||wt—1 _ W§_1||
i=1 P
_ 2”[ 1L/,L ||wt_1 .
L+u

N
< (rtz_l _ 21’;_141[-;/1#%- 1) -1 _ W Z = ||w W§_1||2
=1

Similar for A2, we have

N

Z - 1V€(Wt 1)

i=1
N

LN Ly

=1

N

Z FveorHI

=1

A2—r

_ 2

(3.12)
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Then we combine results of A1 and A2 for Equation 3.11, it follows that

W™ = r VL) = w? ? < (rtz_1 (1 + L2) - %) |[w'" = w* ?
N
oS -t 515
i=1

Proof of Lemma 3.4.7

Proof. For each E step FL necessitates communication. As a result, for any t — 1 > 0,
dr < tr—1thatt—r < E,t* € T, accordingly Vi, j € S’*,wf* = w;* = w'. Then,
based on E|X —EX]|* < E|X]|]% Jensen inequality, A2 in Proof of Lemma 3.4.6 and
Assumption 3.4.3, we have

'2
t—1 r* t—1 r* 2
(w,- -w )—ES,* [w,- -w H)
NIE . _ <112
(v =w ) | = B 3 i I = w7
ieS”™
_E . t—1
= Bgr P;

2
ieS”™

=2
< Y P Ee t=1-1) Y 2 ||[Veow ! D[

ieS™ t=t*

N
_ _ 112 _ _ * _ *
2o It = w = B 3 a7 - (v - )
i=1

ieS™

= Esr* [Est*

S ES!* [Est*

-2
D vew !, Dt

t=t*

—

2
< Z PrIE-1) Z 2, ||V€(w§_1,Df_1)||2

ies" t=t*

-2
=E-1 Y 2, > pr e D
t=t*

€S
2

Z prvew! T, DI
eSS

<(E-1) rtz_1 [p2 + QZJ

< (E - 1)2 rtz_l (szz ||wt—1 Wt 2 + Qz)

(3.14)
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Proof of Lemma 3.4.8

Proof. Due to Assumption 3.4.4 and Algorithm 3, we have
2

E[|Fw") - VL' D" = Var (Fw' ™)) = Ese

D P (Ve DY - vew ™)
ieS-!

= > (o) E[[Veo D - Ve |

ieS-!
2
l;“l( Vw <V I;I (2168’ LV )

W, Dies! (v;_1)2 < Dies1 (Vf‘l)2
(ZieSH v;_l)z ZiESH v§_1
<V DV <1 -20)gNV, VB (3.15)

ieS-!

Secure Convergence Theorem

Under these four mild and standard assumptions, along with the support of Lemmas, we
have:

Theorem 3.4.9. (Secure Convergence Without Attack) Under Assumptions 3.4.1, 3.4.2,
3.4.3 and 3.4.4, and m = 0. Choose a = LI% then FEDQV satisfies

2
% 0 a
ELW) = L0 < 5 +T(<,0E||w -w 2A) (3.16)
Where
=(E-1’Q*+(1-20)CV, VB, ¢ = a(1 + L+ LEp)
Proof of Theorem 3.4.9

Proof. In t round, due to m = 0, we have:

”wz o 2 _ ||wz—1 =1y _ ||wt—l =1y ]2
_ ||wz—1 1y 12_1 ”}—(wt-l) _ Vﬁ(wz—l)”Z
A B
+ 25, (wf-1 — 1 VLW —w*, Fw'™") - V[,(w"l)> (3.17)

C
Where

M(wt l)_ Z pt IM (wt 1)

ieSt!
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Note that EC = 0. For the expectation of A, from Lemma 3.4.6 and Lemma 3.4.7, it
follows that

E[A] = E|w™" = r, VLW ) — w7
2ri Lp+ 1
(70 2
i
+(E-1*r2 1( 2L w - w g Qz)
(3.18)
We use Lemma 3.4.8 to bound B, we have
E[B] < 72, (1 - 20)gNV, VB (3.19)
Hence, we have
2r Lu+ 1 Ll12
Elw —w < (rf_l (1+2%)- [LT (E - 122 p* L |E|w'™" —w'||” + 72,4
(3.20)
where
A=(E-120*+(1-20)gNV, VB
For the learning rate r;, da > QT, 38 > 0, such that r, = ﬁ(:—t < m We use mathe-
matical induction to prove the followmg statement:
Proposition: Yt € IN,E ||w’ —w’ < ﬁ+t’ where y = max{éfgé‘)ofi BE ||w 2}.
S ﬂ >, we give a proof by induction on z.
Base case: The statement P(0) holds for r = O:
E ||w0 —w’ < Y
B

Inductive step: Assume the induction hypothesis that for a particular j, the single case
t = j holds, meaning P(}) is true:

E”wj—w

It follows that:

‘ 2r:Lu + 1 .
Ew —w < (2 (1+27) - s & -1 r?szz)E”w’ —w'[ + A
L+u
2

< r2.(1+L2+(E—1)2 2LZ)— 2Lua Y (2 A
=" P Wrwe+p)a+i \B+J
< a*A 2Lpua — L —pu B+j—1
“lG+ir Grire+0" | g
A
B+j+1
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Therefore, the statement P(j + 1) also holds true, establishing the inductive step. Since
both the base case and the inductive step have been proved as true, by mathematical
induction the statement P(¢) holds for V¢ € IN.

L 1+ L+LEp)(L
We choose a = ﬁ and B = 2%, and we have

L 2A
f)/ :max{%’ﬁE”wo _ w* 2}
2Lua — L —pu
(L + p)a*A

+ﬁE||wO—w* 2

~ 2auL—-L—-pu

= A +2(1 + L+ LEp)aE|w’ — w'

Then based on Assumption 3.4.1 and Taylor expansion, we have the quadratic upper-
bound of L(-):

L
Lwy) = L(wy) < (w; — Wz)TV£(W2) + 5 lwi — W2||2

It follows that

vL

Ty _ * £’ T _ «]]2
ELW) = L) < S E[w" —w S3B+T)

2

L a?
< —A+a(l+L+LEp)E|w’ —w"
_2a(1+L+LEp)+T(2 ol PE|w —w

2
__L (¢E||wo_w* e %A)

Where
A=(E-1?Q*+(1-200CV, VB, ¢ =a(l + L+ LEp)
O

Remark 3.4.10. According to Theorem 3.4.9, FEDQV obtains a secure convergence rate
of O(%) in the absence of malicious parties, which is comparable to the convergence rate
of FEpAva [160].

Robust Convergence Theorem
Suppose the percentage of attackers in the whole parties is m, we denote

, * if i € malicious parties
M;(w}) =
Vi(w!; D) if i € honest parties

Where * stands for an arbitrary value from the malicious parties.
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Assumption 3.4.11. The expected square norm of gradients w is bounded:

Yw € R’ 3G, < oo, E|[VEw;:D); < G,

With one more assumption above, we have:

Theorem 3.4.12. (Robust Convergence Under Attack) Under Assumptions 3.4.1, 3.4.2,
3.4.33.4.4and 3.4.11, Choose a = % then FEDQV satisfies

ELWw") - Liw") <

L+2Lrr_ 1w ( E ||w0 _

2 L 2
w[* + “—A) L2 (3.21)
20+ T

2 2
Where

A=E-12Q*+(1-20CV, VB, p=a(L+1), @=mNG,rr_i V4 + 60 — &2

Proof of Theorem 3.4.12

Proof. In the t round, we have:

||w’ —w

= ||w’_l — o MW —w
= ||w’_1 — g FW Y —wt s Fw'h - rt_lj\/l(w‘_l)”2
= W't = r For = w2 || F e - Mow |
A B
+2r (W = F) —w Fw' ) = M) (3.22)

C

Where
M= prMiw

ieS-!

For the expectation of A, from Theorem 3.4.9, it follows that

E[A] <
[ ]_2g0+

el

A=(E-1?Q*+(1-20CV, VB, ¢ = a(l + L+ LEp)

ZA) (3.23)

Where

For B, we have
2

E[B]=r7, || ), pIVEW T = D p M)

ieSt-1 ieS!-1

2

— rtz_l Z pz 1 Vf(w’ 1)—/\/l(w’ 1))

ieS!

< || D P (Ve - Muwi ) (3.24)

iemN
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Where m is the percentage of the malicious parties.
Due to Equation 3.3, we have
(VEw), Miwi )
< <1-
[veow ] - [ Mo

0 (3.25)

Thus,

0||Veow:H|| [MiowiH]| < (Ve Miwi™h) < (1 = 0) [[Veew! ™| [Miowi ™|

(3.26)
Due to this, we have
[veorHI — 20~ o) [veow | | maowi D + [ Maowi ]
< |[veowi ™ = Miow )|
<|[veaw | - 20 |veow: || M| + [MaowiH] (3.27)
Hence we have
02 = 0)[Vewi DI + [l - o) [vewi D] - mion I
< [veowi ™) - Miw |
< 1= o + et ] - o 329
Hence,
02 - 0) |[vew' ™| < |[vew ™) - Miow' ™| (3.29)

Due to the Triangle Inequality, we have
Vo2 = o) |[Vew ™| < |[Vew:™) = MiwiH|| < [|[Vew ™| + [MawiH|| (3.30)

It follows that:
(Vo2 -6 - 1)||veow || < | Miwi )| (3.31)

By incorporating Equation 3.28 and leveraging the AM-GM inequality, we can derive
the following expression

[veori = Miowi DI < (= [[Veor D +[lo[[veoniH]| = [mon DI

<(1-@+(1+o+ o)) e

< (4+60-6")||[veaw || (3.32)
Therefore,
2
B[BI <, || Y P (Va+60— 62 ||veaw D)l < (4+60-6*)mN*r2 G2 (3.33)
iemN
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Hence for C, we have

2mNG, 1> | V4 + 66 — (2

E[C] <
1€l < 20+t

(205 [[w" - w[[ + o?a) (3.34)

Then based on Assumption 3.4.1 and Taylor expansion, we have the quadratic upper-
bound of L(-):

L
Lwy) = L(wy) < (w; — Wz)TV£(W2) + 5 lwi — W2||2

It follows that

L+2Lrr_
2< rr_1@w 2+—A +
20+ T

2

L
T _ * - T_ *
ELw") E(w)ﬁzEHw w >

2 2
(gaE”wO—w* a ) Lw

Where
A=E-110*+(1-20CV, VB, p=a(l + L+ LEp), @ = mNG,rr_; V4 + 60 — 62
O

Remark 3.4.13. According to Theorem 3.4.12, FEpQV converge to a near-optimal solu-
tion in the presence of malicious parties, with the resulting performance gap determined
by the percentage of malicious parties.

Remark 3.4.14. The error rate exhibits dependence on the budget B, the similarity thresh-
old 6, and the percentage of malicious parties m. It is noteworthy that a larger budget
allocation, a reduction in the similarity threshold, or an augmentation in the proportion
of malicious parties induce more pronounced disparities in model updates, consequently
resulting in an elevated error rate.

This theoretical error bound informs the design of our experiments. In particular, it moti-
vates several key practical considerations:

e Impact of Attacker Proportion (i2): An increase in the proportion of attackers
m theoretically leads to a higher error rate. Our experimental results consistently
validate this prediction across various datasets and scenarios. As shown in Fig-
ure 3.4 and Tables 3.2, 3.4, a higher proportion of attackers consistently results in a
measurable decrease in model accuracy.

e Impact of Hyperparameters (B, 6): The hyperparameters B and 6 influence the
error rate as predicted by our theoretical analysis. Specifically, a larger budget B
is associated with a higher error rate, while a larger similarity threshold 6 tends
to reduce the error rate. Systematic experiments (see Figure 3.6 in Section 3.5.11)
corroborate these theoretical predictions, demonstrating that careful tuning of B and
0 significantly impacts system performance.
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3.4.2. Truthfulness

The FEpQV mechanism belongs to a single-parameter domain, where the real parameter
v; plays a direct role in determining the eligibility of party i for aggregation. The FEDQV
mechanism is normalised on a single parameter domain according to game theory princi-
ples [154], where for every v; and v_; such that f(v;,v_;) ¢ W;, p;(vi,v_;) = 0. Here, v_;
represents votes cast by all parties except for i, W; is the subset of participating parties in
FepQV aggregation, f represents the voting scheme, and p; is the payment function with
pi(vi,v_;) = v} in FebQV. The upcoming definition of truthfulness and the following lem-
mas contribute to the proof of Theorem 3.4.19 in alignment with monotone and critical
value concepts in game theory [154].

Definition 3.4.15. A mechanism (f, py, ..., p,) is called truthfulness if for every party i,
we denote a = f(v;,v_;) and @’ = f(v;., v_;) as the outcome of the voting, then v;(a) —
pivi,v_)) = vi(d) - pi(v;., v_;), where v;(a) denotes the gain of party i if the outcome of the
voting is a.

Here, vi(a) — pi(vi,v_;) is the utility of party i, indicating the gain from voting (v;(a))
minus its cost (p;(v;, v_i)). Intuitively this implies that party i with v; would prefer “telling
the truth” v; to the server rather than any possible “lie” v; since this gives him higher (in
the weak sense) utility.

Lemma 3.4.16. f is monotone: Yv_; and Vv;. > v, if f(vi,v_;) € W,, then f(v;.,v_,-) e W,

Lemma 3.4.17. In FepQV, Vi, v;,v_; that f(v;,v_;) € W, we have that p;(v;,v_;) = ®;(v_)),
where @; is the critical value of the monotone function f on the single parameter domain
that ®;(v_;) = sup,. Fsw_ngw; Vie

Proof of Lemmas

Proof of Lemmas 3.4.16
Proof. Suppose the party i who holds the vote v;, and is included in the aggregation. This
implies that for the voting scheme f, Vv_;, f(v;,v_;) € W,.

Now consider Vv; > v;. If party i holds vote v; > y;, in FEDQV, it will also be included
in the aggregation. Therefore, f (v;., v_) € W,.

Thus, f is monotone. O
For a monotone function f, Yv_; for party i, f can either include or exclude party i in
the aggregation. There exists a particular threshold, termed the critical value, such that if

the vote of party i is below this threshold, it prevents their participation in the aggregation,
whereas if their vote exceeds this threshold, they are included in the aggregation.
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Definition 3.4.18. The critical value of a monotone voting choice function f on a single
parameter domain is @;(v_;) = Sup,..r, , jew, vi- The critical value at v_; is undefined if
ilf(vi,v_i) ¢ Wit

Proof of Lemmas 3.4.17

Proof. The number of participating parties is |S| in each round. Assuming there are top
k parties in the ranking joining aggregation, whose votes are v,, and payments are cj.
Notice in FEDQV, the payment function p;(v;, v_;) = vl.z.

If party i pays pi(vi,v_;) > ®;(v_;), it will still remain among top k and join the ag-
gregation, according to function f . Conversely, if party i pays pi(vi,v_;) < ®;(v_), it
will be replaced by the party k + 1 in the ranking, and party i will not be able to join the
aggregation regardless of whether party k + 1 joins aggregation or not.

Therefore, in order to participate in the aggregation, parties must pay the critical value,
that is, Vi, v;,v_; that f(v;,v_;) € W;, we have that p;(v;,v_;) = ®;(v_;) = SUP,... f(vv_ew; Vi
]

Truthfulness Theorem

Based on Lemma 3.4.16 and Lemma 3.4.17, we establish the following theorem:

Theorem 3.4.19. FepQV is incentive compatible (truthful).

Proof of Theorem 3.4.19

Proof. According to Theorem 9.36 [154]: a normalised mechanism on a single parameter
domain is incentive compatible(truthful) if and only if:

(i) The voting scheme f is monotone.

(i1) For every party 7 participants in the aggregation pays the critical value:

Q;(v)= sup v
vii f(i,v-1)EW;

The conditions (i) and (ii) are proofed in Lemma 3.4.16 and Lemma 3.4.17 respectively.
Thus, the proposed scheme FEpQV is incentive-compatible (truthful). O

Remark 3.4.20. Regarding the concept of truthfulness, it theoretically ensures that being
honest is the dominant strategy since providing manipulated similarity scores may lead to
penalties and removal from the system due to the masked voting rule H and limited budget
B. This is an integral part of the nature of QV embedded within our FEDQV framework.
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3.5. Experiments

The objectives of our experimental evaluation are the following: (a) To assess the per-
formance of our aggregation method relative to FEDAvG. (b) To benchmark our method
across 10 distinct state-of-the-art poisoning attack scenarios. (c) To validate the alignment
of our experimental findings with our prior theoretical analyses. (d) To demonstrate the
ease of integration and compatibility of our method within Byzantine-robust FL. defence
schemes and privacy-preserving mechanisms.

3.5.1. Experimental Setting

Datasets and global models. We implement the typical FL setting where each party owns
its local data and transmits/receives information to/from the central server. To demon-
strate the generality of our method, we train different global models on different datasets.
We use four popular benchmark datasets: MNIST [161], Fashion-MNIST [162], FEM-
NIST [163] and CIFARI10 [164]. We consider a multi-layer CNN same as in [153],
consisting of 2 convolutional layers and 2 fully connected layers for MNIST, Fashion-
MNIST and FEMNIST, and the ResNet18 [118] for CIFAR10.

Non-IID setting. In order to fulfil the setting of a heterogeneous and unbalanced dataset
for FL, we sample from a Dirichlet distribution with the concentration parameter ¢ = 0.9
as the Non-IID degree as in [34], [165], with the intention of generating non-IID and
unbalanced data partitions. Moreover, we have examined the performance across varying
levels of non-IID data in Section 3.5.10.

Parameter Settings. The server selects 10 (C) out of 100 (N) parties to participate in each
communication round and trains the global models for 100 communication rounds(%).
The local training process is conducted with 5 epochs per round (E = 5), a local batch
size of 10 (b = 10), and an initial learning rate of 0.01 (ry = 0.01). We set the model
hyper-parameters budget B and the similarity threshold 6 to 30 and 0.2 respectively based
on the hyper-parameter searching.

3.5.2. Threat Model

We assume the parties are malicious while the server is honest-but-curious. Within this
context, parties may deliberately submit false or manipulated local model updates to the
central server. Their objectives could range from injecting biases and compromising
the model’s performance to extracting sensitive information from the aggregated global
model. The server correctly follows the FL protocol steps but remains curious to discover
any private information. In our case, the server has full visibility of all local models and
launches privacy attacks upon receiving an update from a target party to reconstruct users’
training data.
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Furthermore, the percentage of malicious party m is an important factor in determin-
ing the success of the poisoning attack. In our analysis, we assume that the number of
malicious parties is less than the number of honest parties, a common setting in such types
of analysis and recent works [1], [39], [53].

3.5.3. Evaluated Poisoning Attacks
Our paper addresses three distinct attack schemes:

e Data poisoning: Attackers submit the true similarity score based on their poi-
soned updates, including Labelflip Attack [32], Gaussian Attack [166], Back-
door [167], Scaling Attack [34], Neurotoxin [35].

o Model poisoning: Attackers submit the true similarity score based on their clean
updates and poison their model, including: Krum Attack [32], Trim Attack [32],
and Aggregation-agnostic attacks: Min-Max and Min-Sum [33]

o QV-tailored Attack: Attackers submit both poisoned similarity score and the local
model to exploit vulnerabilities in FEDQV. This dual-pronged attack, termed QV-
Adaptive, presents a heightened challenge for FEDQV.

Here are the details of the aforementioned attacks. We begin with data poisoning attacks:

Labelflip Attack [32]: In the Label-Flip scenario, all the labels of the training data for the
malicious clients are set to zero. This scenario simulates a directed attack, with the goal to
disproportionally bias the jointly trained model towards one specific class. This is a data
poisoning attack that does not require knowledge of the training data distribution. Under
this attack, the malicious parties train with clean data but with flipped labels. Specifically,
we flip a label k as K — k — 1, where K is the total class number.

Gaussian Attack [166]: This attack forges local model updates via Gaussian distribu-
tion on the malicious parties. malicious parties forge local model updates via Gaussian
distribution.

Backdoor Attack [167] Malicious parties inject specific backdoor triggers into the train-
ing data and modify their labels to the attacker-chosen target label. Specifically, we use
the same backdoor pattern trigger and attacker-chosen target label as in [168] as our trig-
ger and set the attacker-chosen target label as 5. The backdoor can be introduced into
a model by an attacker who poisons the training data with specially crafted inputs. A
backdoor transformation applied to any input causes the model to mis-classify it to an
attacker-chosen label The pattern must be applied by the attacker during local training, by
modifying the digital image.

Scaling attack [34] The malicious parties generate poisoned local model updates by back-
door attack and only launch this attack during the last communication round after scaling
these updates by a factor of N.
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Neurotoxin attack [35] In this attack, the adversary starts by downloading the gradient
from the previous round and employs it to approximate the benign gradient for the upcom-
ing round. The attacker identifies the top-k% coordinates of the benign gradient and treats
them as the constraint set. Over several epochs of Projected Gradient Descent (PGD), the
attacker computes gradient updates on the manipulated dataset and projects this gradient
onto the constraint set, which consists of the bottom-k% coordinates of the observed be-
nign gradient. PGD is employed to approach the optimal solution within the span of the
bottom-k% coordinates. We adopt the original parameter setting from the paper, where k
is set to 0.1.

Next, we move to model poisoning attacks:

Krum Attack [32]: Malicious parties craft poisoned local model updates opposite from
benign ones, and enable them to circumvent the defence of Krum [39].

Trim Attack [32] The poisoned local model updates constructed by malicious parties are
optimised for evading the Trim-mean and Median [53].

Min-Max Attack [33]In order to ensure that the malicious gradients closely align with the
benign gradients within the clique, attackers strategically compute the malicious gradient.
This computation is carried out to limit the maximum distance of the malicious gradient
from any other gradient, which is constrained by the maximum distance observed between
any two benign gradients.

Min-Sum [33] The Min-Sum attack enforces an upper bound on the sum of squared
distances between the malicious gradient and all the benign gradients. This upper bound
is determined by the sum of squared distances between any one benign gradient and the
rest of the benign gradients.

Finally, we introduce the QV-tailored attack:

QV-Adaptive attack Tailored for FEpQV, this attack leverages the Aggregation-agnostic
optimisations [33] within the LMP framework [32]. This attack manipulates both the
similarity score and the local model, following the procedure below:

1. The malicious party i generates benign updates w! using clean data D; in round ¢
and calculates the corresponding similarity score;

2. Malicious parties (with counts of m) collectively normalise all the similarity scores
and employ the Aggregation-agnostic Min-Max optimisation to select the optimal
similarity score. This optimisation objective aims to increase the likelihood of the
score being accepted by the server.

3. The adaptive attack focuses on local model poisoning to optimise the following
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problem:

maxvy

st wh = FedQV(wi, w5, ..., W)

iem m
t/
iem

Wi, =w—vd

Here, d represents a column vector encompassing the estimated changing direc-
tions of all global model parameters. The variables w’_ and w!_correspond to the

local model before and after the attack. v denotes the extent of the attack’s impact
on the model.

Notice, Labelflip, Gaussian, Krum, Trim, Min-Max, Min-Sum and QV Adaptive attacks
are untargeted attacks, whereas, Backdoor, Scaling and Neurotoxin attacks are targeted
attacks. We confine our analysis to the worst-case scenario in which the attackers submit
the poisoned updates in every round of the training process for all attack strategies with
the exception of the Scaling attack.

3.5.4. Performance Metrics

We use the average test accuracy (ACC) of the global model to evaluate the result of the
aggregation defence for poisoning attacks, in which attackers aim to mislead the global
model during the testing phase. ACC is the percentage of testing examples with the cor-
rect predictions by the global model in the whole testing dataset, which is defined as
ACC = (# correct predictions)/(# testing samples). In addition, there are targeted attacks
that aim to attack a specific label while keeping the accuracy of classification on other
labels unaltered. Therefore, besides ACC, we choose the attack success rate (ASR) to
measure how many of the samples that are attacked, are classified as the target label cho-
sen by malicious parties. A robust federated aggregation method would obtain a higher
Avg-ACC as well as a lower ASR under poisoning attacks. An ideal aggregation method
can achieve 100% Avg-ACC and has the ASR as low as the fraction of attacked samples
from the target label.

3.5.5. Convergence

We evaluate the convergence of FEpAvG and FEpQV across the four datasets under both
benign and adversarial conditions. The training loss (TL) and accuracy (ACC) of global
models trained using FEDQV and FepAvG are depicted in Figure 3.3a without any attack
and in Figure 3.3a under labelflip attacks with 40% malicious parties. In the absence of
Byzantine attacks, the convergence of the global model trained with FEDQV matches that
of FepAvG across all datasets, consistent with Theorem 3.4.9. However, under attack,
FepAva struggles to converge due to its susceptibility to poisoning attacks, as shown in
Figure 3.3a. While FEpQV also exhibits slower convergence under attack, it eventually
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(b) Under labelflip attack with 40% malicious parties.

Figure 3.3: Convergence comparison of FEDAvG and FEpQV in Training Loss (TL) and

Accuracy (ACC) over 100 epochs across four benchmark datasets, both under no attack
and under attack scenarios.

converges and outperforms FEDAvG. This outcome aligns with Theorem 3.4.12, indicating
that FEDQV achieves convergence to a near-optimal solution even in the presence of mali-

cious parties, with the extent of performance improvement determined by the percentage
of malicious parties.

3.5.6. Defence against Poisoning Attacks

Static percentage of attackers: We present ACC and ASR of global models trained us-
ing both FEpAvG and FEpQV under the 10 aforementioned poisoning attacks across all
four datasets in Table 3.1. The experiments involve 30% malicious parties, same as in
previous studies such as [ 1], [39], which is also a common byzantine consensus threshold
for resistance to failures in a typical distributed system [ 16]. In data poisoning attacks,
the results consistently demonstrate that FEDQV outperforms FEpAvG, achieving the high-
est ACC with the smallest standard error. When considering targeted attacks, FEDQV
again stands out, displaying the highest ACC along with the lowest ASR when compared

81



MNIST Fashion-MNIST CIFAR10 FEMNIST

FepAve FepQV FEpAvG FepQV FepAve FepQV FepAve FepQV

Data Poison
Labelflip 98.81+0.03  98.54+0.05 86.70+0.02  85.22+0.05 66.88+0.48 67.36+0.22 74.92+2.55 78.42+0.65
Gaussian ~ 9.68+0.41 10.49+0.46  10.00+0.00 27.38+17.38 15.29+0.57 19.76+3.66  4.64+0.13 4.83+0.25
Backdoor
ACC 37.38+19.82 98.30+0.15 74.27+9.12  78.40+3.95 59.85+2.18 60.65+1.72 49.78+22.38 75.20+3.96
ASR  68.49+22.00 0.19+0.07 14.58+12.53  7.05+6.35 18.20+5.27 3.21+1.30 30.88+7.52  28.26+9.57
Scaling
ACC 10.33+0.05 11.16+0.88 10.22+0.09  11.27+0.99  10.00+0.00 28.55+18.55 26.30+21.55 64.80+1.38
ASR  99.94+0.06 98.96+1.04  99.74+0.10  98.21+1.45 100.00+£0.00 67.66+32.34  0.47+0.08 0.56+0.06
Neurotoxin
ACC 81.17+15.39 95.73+1.45 70.00+7.85 79.58+1.60 22.40+7.16 45.40+3.22 47.29+18.07 79.99+0.70
ASR  23.194+2.25 18.11+1.67 20.65+2.21 18.12+4.16  51.63+1.03  57.42+1.91 40.42+4.35 9.00+1.29

Model Poison
Krum 10.57+0.39  97.96+0.14  10.00+0.00  79.43+0.86 10.00+£0.00 53.27+1.12  5.20+0.22  51.86+3.06
Trim  10.04+£0.16  98.36+0.11  10.00+£0.00  84.45+0.70  10.00+0.00  57.33+2.34  5.09+0.33  52.19+4.52
Min-Max 35.00+25.38 85.32+6.45 10.00+0.00 67.25+7.44 10.00£0.00 19.07+6.97 56.37+13.67 72.58+2.11
Min-Sum  96.69+0.94  95.97+0.59 10.88+0.87 83.93+0.81 17.40+4.27 43.94+3.56 52.56+23.91 72.36+1.61
QV-Adaptive 71.43+22.67 56.94+23.95 35.92+4.60 62.13+11.25 10.00£0.00 11.14+1.14 22.08+18.72 43.78+20.72

Table 3.1: Comparison of FEDQV and FEpAvaG on four benchmark datasets under 10 attack
scenarios with 30% malicious parties. The best results are highlighted in bold.

to FEpAvG. In the context of model poisoning attacks, FEDQV outperforms FEpAvG, ex-
cept for the QV-Adaptive attack, which is tailored for FEDQV. Especially for local model
poisoning attacks: Trim and Krum attacks, FEDQV outperforms FEDAVG by at least 4 times
in terms of accuracy. Setting this observation as the alternative hypothesis H; and using
the Wilcoxon signed-rank test, we can reject the null hypothesis Hy at a confidence level
of 1% in favour of H,, proving the robustness of FEDQV.

Varying the percentage of attackers: Then we examine the performance of our method
as the proportion of attackers increases. Figure 3.4 shows the changes in performance
metrics for varying percentages of attackers for both FEDQV and FepAvc under the back-
door attack (depicted in Figure 3.4a) and Neurotoxin attack (shown in Figure 3.4b) for
both FEpQV and FepAvG. Across scenarios where the percentage of attackers m ranges
from 10% to 50%, FEpQV consistently outperforms FEDAVG in terms of both ACC and
ASR under both attacks, even in scenarios where half the parties are malicious. Notably,
the Neurotoxin attack exhibits a more pronounced impact on ACC reduction and ASR
increase in both FEDQV and FepAvG compared to the backdoor attack as the percentage
of attackers varies.

However, we notice that none of these methods yields satisfactory accuracy results for
Gaussian and Scaling attacks. To address this, we present the enhanced version of FEDQV
with an adaptive budget assigned according to a reputation model.
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(b) Neurotoxin attack

Figure 3.4: Performance comparison of FEDQV and FEpAVG in terms of Accuracy (ACC)
and Attack Success Rate (ASR) over 100 epochs across four benchmark datasets under
two targeted attacks, with varying percentages of attackers m from 10% to 50%.

3.5.7. Adaptive Budget

To enhance the robustness of FEDQV, we integrate it with the reputation model proposed
in [ 1] to allocate unequal budgets based on the reputation scores of parties in each round ¢,
as detailed in Section 3.3.4. The performance of FEDQV with an adaptive budget (referred
to as FEDQV+REp) is compared with FEpAvG and FEpQV during the Gaussian and Scaling
attacks, with the percentage of attackers increased to 50%. As depicted in Figure 3.5a,
the combination of FEDQV and the reputation model significantly enhances resistance
against Gaussian and Scaling attacks by at least a factor of 26%. This observation, for-
mulated as the alternative hypothesis H, is supported by the Wilcoxon signed-rank test,
where the null hypothesis H, can be rejected at a confidence level of 1% in favour of H;.
This integration effectively enhances the robustness of FEDQV, rendering it successful in
defending against the two attacks that it previously failed to counter.
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100 epochs in four benchmark datasets under 2 benchmark datasets under 4 untargeted attack
attack scenarios with 50% malicious parties. scenarios with 30% malicious parties.

Figure 3.5: Performance comparison of FEpAve, FEDQV, and FEDQV+REep (FEDQV with
adaptive budgets based on reputation model). Performance comparison of Krum alone
and Multi-Krum integrated with FEpQV.

Multi-Krum Multi-Krum + FedQV Trimmed-Mean Trimmed-Mean + FedQV Rep Rep + FedQV

Neurotoxin
1%  78.99+1.03/1.05+0.01  80.61+0.66/0.86+0.17 85.23+1.77/0.59+0.13  84.75+0.84/0.45+0.06 80.99+1.15/0.84+0.32  85.82+0.55/0.38+0.06
5% 76.21+0.73/3.29+0.92  80.32+1.07/1.34+0.34 85.15+0.38/0.87+0.17  85.09+0.97/0.73+0.05 80.48+1.17/1.62+0.11  84.12+0.38/1.35+0.40

10% 72.79+1.02/21.73+7.07 77.41+1.36/16.30+3.01 85.13+0.70/2.32+0.27  84.68+0.73/1.45+0.21 80.86+0.86/1.30+0.10  83.78+0.09/0.66+0.04
Min-Max
10% 71.62+4.48 79.48+0.82 75.41 £0.77 78.46+0.67 72.66+1.34 76.98+1.48
30% 52.29+0.34 58.42+4.92 59.62 +1.20 60.24+6.81 54.94+0.82 58.02+0.71
50% 10.28+0.28 22.95+9.94 9.47+0.42 10.64+0.63 11.23+1.00 13.64+2.58
QV-Adaptive
10% 52.98+1.78 73.35+3.44 83.17£1.85 85.55+0.33 12.60+2.36 41.55+19.78
30% 34.93+14.60 55.07+11.40 29.14+19.14 42.17+25.95 12.44+2.44 38.44+14.32
50% 10.20+0.20 12.24+1.12 10.00+0.00 13.35+3.37 10.00+0.00 10.55 +0.44

Table 3.2: Comparison of Multi-Krum, Trimmed-Mean, Reputation, and their integration
with FEpDQV under three State-of-the-Art attacks on FEMNIST dataset. The best results
are in bold. The results of targeted attacks are in the form of “ACC / ASR".

3.5.8. Integration with Byzantine-robust Aggregation

Our objective is not to position FedQV in competition with existing defence techniques
but rather to demonstrate that FedQV can act as a complementary approach to advanced
defences. Hence, FEDQV can be seamlessly integrated into Byzantine-robust defence to
enhance the overall defence performance, by adapting the weight calculation process.
We illustrate this with examples using Muilt-Krum [39], Trim-mean [53] and Reputa-
tion [1]. Table 3.2 presents a comparative analysis illustrating the performance of these
three defense methods both individually and when integrated with FEDQV under three
state-of-the-art attacks conducted on the FEMNIST dataset. The results highlight that
the integration of FEDQV with these defense mechanisms consistently yields superior
performance characterised by higher ACC and lower ASR compared to their standalone
counterparts.

Especially, in the context of Multi-Krum, as illustrated in Figure 3.5b, the integration
of FEDQV (referred to as Multi-Krum + FepQV) results in a significant enhancement
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in accuracy under 4 attack scenarios. Notably, under local poisoning attacks such as
the Krum attack and Trim attack, the accuracy improves by a factor of 2.5. The results
presented in Table 3.3 elucidate that the incorporation of FEpQV into Multi-Krum yields
an average ACC enhancement of 26.72% and a significant average reduction of 70% in
the ASR under two targeted attack scenarios: backdoor and scale attack. Setting this
observation as the alternative hypothesis H, and Employing the Wilcoxon signed-rank
test, we reject the null hypothesis Hj at a confidence level of 1% in favour of H;.

MNIST Fashion-MNIST
Multi-Krum + FEpQV Multi-Krum + FEDQV
Backdoor
ACC  70.20£9.99 89.96+1.85 33.24+13.24 70.89+3.17
ASR 32.03+11.20  9.59+2.28 68.87+17.77  9.72+4.50
Scaling
ACC 68.35£16.76 96.55+0.41 59.43+14.22 82.48+0.24
ASR 33.65+19.15  0.41+0.06 33.64+19.08  0.91+0.18

Table 3.3: Comparison of Multi-Krum and Multi-Krum + FepQV under two targeted
attacks with 30% malicious parties in MNIST and Fashion-MNIST dataset. The best
results are in bold.

Under small percentages of attackers: Unlike untargeted attacks, strong targeted at-
tacks can be mounted with just a single attacker and data poisoning [169]. To investi-
gate the behaviour of FEDQV in scenarios with finer gradations, we also evaluate it with
small, realistic percentages of attackers, same as in [169], in Table 3.2 and Table 3.4.
In Table 3.2, we assess the performance of three robust aggregation methods and their
integration with FEDQV under the Neurotoxin attack, with 1%, 5%, and 10% attacker
proportions. Table 3.4 examines the performance of Trimmed-Mean and Trimmed-Mean
Integrated with FEDQV under two attack types, Backdoor and QV-Adaptive, with 1%, 5%,
and 10% attacker proportions.

The results indicate that under these small, realistic percentages of attackers, the per-
formance of FEDQV remains consistent with its behaviour under larger attack scenarios
consistently outperforming the robust aggregation alone. The small percentage of attack-
ers did not significantly impact the performance of the models, with almost unaffected
accuracy (ACC) and a small attack success rate (ASR). This outcome underscores that in-
tegration with FEDQV enhances the robustness of the original defence mechanism across
varying threat levels.

These findings underscore the potential of FEDQV as a promising complementary
method to augment the performance of existing defence mechanisms.
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Trimmed-Mean  Trimmed-Mean-QV

Backdoor ACC(%)/ASR(%) ACC(%)/ASR(%)

1% 84.99/0.57 85.67/0.52
5% 84.83/0.93 85.66/0.46

10% 85.45/2.27 85.06/1.79

QV-adaptive ACC(%) ACC(%)

1% 84.13 86.38
5% 83.88 85.51

10% 79.49 85.74

30% 10.00 73.95

50% 10.00 10.00

Table 3.4: Comparison of Trimmed-Mean and Trimmed-Mean Integrated with FedQV
Methods under Targeted Attacks (Backdoor and QV-Adaptive) Across Varying Percent-
ages of Malicious Parties.

Fashion-MNIST FEMNIST
FepPV FepCV FepQV FepPV FepCV FepQV

Data Poison

Labelflip 55.64+27.33 81.79+0.25 82.59+0.42 26.36+23.44 52.42+25.21 76.76+1.74
Neurotoxin

ACC 55.60+£22.26 74.63+6.28 82.96+1.48 33.31+£32.60 9.37+0.58 4.53+0.65

ASR 33.31+32.60 9.37+0.58  4.53+0.65 56.39+27.94 18.01+0.98 10.62+0.10
Model Poison

Krum 47.35+18.74 71.68+5.85 75.88+2.31 5.04+0.38 69.45+0.43 76.58+0.78

Trim  10.00£0.00 75.98+1.06 76.65+1.30 5.04+0.05 72.88+0.59 78.74+0.22

Min-Max 48.44+19.70 74.98+0.96 79.54+1.30 50.28+422.22 68.89+2.22 72.91+2.31

Table 3.5: Comparison of FEpPV, FEDCV and FEpQV on two benchmark datasets under
5 attack scenarios with 20% malicious parties. The best results are highlighted in bold.

3.5.9. Comparison with Alternative Voting Strategies

As mentioned in the Background, many voting strategies employed in FL rely on majority
voting, which can encounter the issue of the tyranny of the majority problem in election
systems. QV presents a potential solution to mitigate this problem. In addition to com-
paring FEDQV with alternative voting methods, we integrate Plurality voting [170] into
FL. In Plurality voting, the candidate with the highest number of votes wins, regardless of
whether they secure an absolute majority (more than 50%) of the total votes. We assign
the weight of aggregation of the winner as one, while the rest are zero. We denote this
integration of Plurality voting into FL. as FEpPV. Furthermore, to underscore the unique

attributes of QV compared to other nonlinear functions, we not only provide the theo-
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retical evidence as mentioned in Section 3.3.2, but also introduce a voting strategy using
cubic voting instead of quadratic on the top of FEpQV, denoted as FEpCV.

To empirically assess the performance of these three mechanisms we conduct five
poisoning attacks (comprising two data poisoning attacks and three model poisoning at-
tacks) across two datasets, Fashion-MNIST and FEMNIST, each with 20% malicious par-
ties. The results, presented in Table 3.5, demonstrate that under these poisoning attacks,
FepQV exhibits superior performance compared to the alternative voting strategies. More
specifically, although FEpCV also has a better performance than FEpPV, indicating the
efficacy of the defense mechanism in FEDQV, it nonetheless fails to surpass FEDQV when
employing cubic vote pricing rule. This underscores FEDQV’s capability to effectively re-
strain malicious behaviour while not imposing overly restrictive constraints on the benign
ones—a balance not achieved by other nonlinear functions.

3.5.10. Non-IID Degree

To fulfil the fundamental setting of a heterogeneous and unbalanced dataset for FL, our
experimental setup integrates datasets exhibiting non-IID properties, with a non-IID de-
gree (¢) of 0.9, consistent with the settings outlined in previous studies such as [1], [34].
The ¢ represents the concentration parameter utilised in sampling from a Dirichlet dis-
tribution [104], which governs the degree of dataset imbalance. This parameter choice
aims to generate non-I1ID and unbalanced data partitions conducive to our experimental
objectives.

Moreover, we have examined the performance of FEDQV and FEpDAvG across varying
degrees of non-IID data, ranging from 0.1 to 0.9, as depicted in Table 3.6. These results
demonstrate that as the non-IID degree increases among the parties, the performance of
the global model declines. Notably, FEDQV consistently maintains a superior performance
compared to FEpAvG, even when confronted with different degrees of data heterogeneity
under attack conditions.

Non-IID 0.1 0.3 0.5 0.7 09

ACC(%) 8494 86.01 83.88 81.37 75.96

FedQV
edQ ASR(%) 339 455 17.64 2059 24.18

ACC(%) 81.27 81.1 8244 80.77 65.68

FedA
COAVE  ASR(%) 337 1339 2084 2299 60.35

Table 3.6: Comparison of Accuracy (ACC) and Attack Success Rate (ASR) for FedQV
and FedAvg under Backdoor Attack over 100 epochs with varying Non-1ID Degrees on
Fashion-MNIST Dataset.
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3.5.11. Impact of Hyper-parameters

As noted, Theorem 3.4.12 provides general guidelines for hyperparameters tuning. As
shown in Remark 3.4.14, the error rate is influenced by B and 6. To demonstrate the im-
pact of these two hyper-parameters, we conduct a grid search over B in [10, 20, 30, 40, 50]
and 6 in [0.1,0.2,0.3,0.4,0.5]. The setup is the same as on the MNIST dataset under
the backdoor attack with 30% malicious parties. Figure 3.6 illustrates the stability of
the metrics ACC and ASR when varying the hyperparameters B and 6. Specifically, as
B increases, there is a discernible decline in ACC accompanied by an increase in ASR,
attributable to the augmented voting budget allotted to malicious parties. Conversely, an
increase in 6 yields an elevation in ACC coupled with a reduction in ASR, as a higher
threshold implies stricter acceptance criteria for abnormal similarity scores. The optimal
values of B and 6 are determined to be 30 and 0.2, respectively.
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Figure 3.6: Impact of varying hyper-parameters budget B and similarity threshold 6 of
FepQV on ACC and ASR under a backdoor attack scenario with 30% malicious parties,
evaluated on the MNIST dataset.

We can see from Theorem 3.4.12, that the number of malicious devices m will affect
the algorithm, and more malicious devices can lead to increased damage. However, this
does mean the server needs to know the number of malicious devices to do the fine-tuning.
We agree that determining optimal parameters can be challenging, especially in the ab-
sence of complete knowledge about the FL system. A better tuning is possible if more
information is available. For specific tasks, more information can indeed be collected
from which practical parameter sets can be extracted either via exhaustive search or via
simpler online algorithms using trial and error. We will add this to our future work and
consider it when we study particular domain-specific problems using our method.
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3.6. Defence against Privacy Attacks

To illustrate the compatibility of FEDQV with existing privacy-guaranteeing mechanisms,
we integrate Secure Aggregation into our FEDQV framework. Through this integration,
we aspire to establish a more privacy-preserving defence mechanism in robust FL against
potential privacy attacks.

3.6.1. Secure Aggregation for FL.

Due to the sensitive nature of the updates sent by clients and the threat from the afore-
mentioned privacy attacks, secure aggregation protocols have been proposed as potential
countermeasures [146]. Secure aggregation can be achieved using four main privacy-
enhancing technologies: differential privacy [147], trusted-execution environment [ 48],
secure shuffling under anonymity assumptions [ 149], and cryptography. Among those, se-
cure aggregation based on cryptography is the most widely studied [ | 10]—[ 1 12]. Existing
secure aggregation solutions have been proposed for different contexts [146], including
under malicious clients, a malicious aggregator(s), and for varying communication and
computation costs, etc. Although crypto-based secure aggregation provides strong secu-
rity guarantees compared to alternatives, i.e., differential privacy, it also suffers from high
computational and communication overhead making it impractical for many real-life use
cases. Among the different proposals, the one based on masking [ 10] outperforms its
alternatives in terms of performance and ensures a strong security guarantee.

A secure aggregation protocol can guarantee input confidentiality by safeguarding the
local input model updates of each participant and revealing only the globally aggregated
model during FL training, thereby efficiently averting or alleviating concerns regarding
the aforementioned privacy attacks. For our work, we utilise the SECAGG proposed by
[110] due to its performance in terms of communication and computational overhead.
Below we overview the SEcAGG protocol of [110] (see [110] for their complete protocol).
The secure aggregation protocol consists of three phases: SEcAcc.Setup, SEcAca.Protect,
and SecAcc.Aggregate.

¢ In the SEcAGG.Setup phase, each client and the aggregator get the public parameters
and the key materials. Each client generates two masks: (k;, b;) where k; is gener-
ated using a key agreement protocol (e.g., Diffie Hellman [171]), and b; is generated
via a pseudorandom generator. Each client secret shares its mask with other clients
using threshold secret sharing [ 172]. With the secret sharing, the masks of dropped
clients can be recovered as long as threshold-many clients are still alive.

e In the SecAcac.Protect phase, each client protects their local inputs using their
unique private key and sends the protected input, denoted by [w!], to the aggregator.

[wil =wi+k; +b; (3.35)
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¢ In the SEcAcc.Aggregate phase, after the aggregator collects all the protected in-
puts from the clients, it executes an aggregation algorithm to retrieve the sum of
the client’s inputs. The aggregator first collects threshold-many shares of the seed
of each mask b; for every alive client i and reconstructs it. Then it gets threshold-
many shares of the Diffie-Hellman’s secret key of the dropped clients and thus re-
constructs the missing masks k; for every dropped client ;.

N
DW= wil= ) bt Dk (3.36)
1

i€[N] i= ieDrop Jj€Live

All masking and unmasking operations involve modular addition.

3.6.2. Implementing SEcAGG in FEDQV

FepQV differs from FEpAvc by instead using a voting mechanism to weigh the contribu-
tions of w! to the global model. This makes it not-trivial to integrate upon FEDQV secure
aggregation protocols developed for FEDAvG. Related integration challenges include the
following:

o Aggregation of {w'}icry). Recall that the aggregation formulated by FEDQV is

1 t
N Vit W;
=1V §

| &

=1
Assume a client i masks the value of w! as in Equation 3.36. However, there is one
more parameter v} to be added in the calculation. As shown by the equation below,
if the server simply multiplies [w'] by its corresponding v}, the masks do not cancel

each other as supposed. Thus, v must be added before a client masks its w.

n
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e Calculation of vi. As mentioned, each client shall add its V! to its w!, but in FEpQV
Vi can only be calculated by the server based on the budget B;, similarity s’ of client
i. To overcome this shortcoming, the server, after receiving s§ of each client i,
computes v} using Equation 3.4 and sends V! back to its corresponding client. Then
each client computes SEcAGG.Protect using (k;, b;) in which the input is assigned
as w' - vi. Note that this does not harm the security and privacy of the clients while
introducing negligible computational overhead.
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Considering the crucial adjustments above, let us form the securely aggregated FEDQV.
Our approach is in line with other securely aggregated FL designs consisting of three main
stages: 1) Setup; 2) Generation and Protect; and 3) Aggregate. Our integration of secure
aggregation to FEDQV is depicted in Figure 3.7. We further discuss its details below:

Stage 0 (Setup). In this stage, the server and the partis compute SECAGG.Setup and ini-
tialise FEDQV by having the server send values of the protocol’s parameters to each party,

ie. wl

Stage 1 (Generation and Protect). After the setup and initialisation stage, each party
first computes its local model w’ as in FEpQV and computes its s'. Later, it transmits the
message (D[, st). Upon receiving (|Djl, s), the server computes V! as in Equation 3.4 and
transmits V! to the corresponding party. Then party i first computes w' - v} and protects its
input w! - v by treating it an input to the SEcAca.Protect as [w!] = w! - vi + k; + b;. Party i
sends [w!] to the server.

Stage 2 (Aggregate). Upon receiving [w!], the server first calls SEcAcc.Aggregate as
described previously which returns the sum of all wt The server requires one more step
to finalise by multiplying the sum retrieved by N -, as it is the sole entity possessing

l]l

complete knowledge of all v'.
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Figure 3.7: Overview of implementation of the SEcAcGaG protocol in FEpQV.

Due to the nature of FEpDQV and our adjustments, there are two attack scenarios we
consider: 1) Privacy attacks by the server; and 2) Client attacking vi. In the former sce-
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nario, the server knows only s of each client, therefore the server can’t reconstruct the
local model (w!) of clients by relying solely on similarity scores. Moreover, s' can be pro-
tected from the clients by utilising cryptography. In the latter scenario, it can be a concern
that each client possesses the knowledge of their vote. This issue can be effectively mit-
igated by enforcing clients to provide proof (e.g., via zero-knowledge proofs [173]) that
the s! and v} sent are indeed computed honestly and correctly, adhering to the protocol
rules. Moreover, the server can also protect v; (as clients do for their w!) and then share
the protected version. Homomorphic Encryption [174] can be deployed to actualise our
approach, but we leave further investigation as future work.

3.6.3. Privacy Attacks against FEpQV with SECAGG

we conduct a comprehensive evaluation to quantify the privacy-preserving properties of
FepQV with and without SEcAGG. By evaluating these methods under real-world condi-
tions, we seek to evaluate their effectiveness under true attack scenarios.

Experimental Setup We evaluate models Conv-2 [163] along with the FEMNIST [163].
In each round of training, we randomly select 10 clients from a pool of 193 users for the
FEMNIST dataset. The training process involves 100 iterations with a batch size of 20, 1
local training epoch and a learning rate of 0.25.

Privacy Attack We mount the Deep Leakage from Gradients (DLG) attack [70] and
the Gradient Inversion (GI) attack [37] on FEpDQV. These attacks aim to generate dummy
data and corresponding labels by leveraging a gradient-matching objective. The detailed
algorithms are outlined in Algorithm 5. In each iteration ¢, the attack algorithms proceed

Algorithm 5: DLG and GI Attacks

1 Input: F(D;;w'): model at round ¢ from targeted user i; learning rate 7 for inverting

gradient optimiser; S: max iterations for attack; 7: regularisation term for cosine loss in
inverting gradient attack; d:the model size
Output: reconstructed training data (D;, y;) at round ¢
Initialise D) < N(0,1), y; < Randint(0, max(y))
for s« 0,1,... S —1do
Vw) « OU(F(Dj, wh), y)/ow!
switch Case do
case DLG attack do L | Vw} — Vw! II?

L N B AWM

Vw!-Vw’,
9 I ATSN R ks S
case G/ attack do L A

10
11 D’

s+1

— D=V Ly, Y < Ve —nVy Ly
12 return Dg , yg
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as follows:

1. The attack randomly initialises a set of dummy data, comprising dummy inputs D;
and dummy labels y;;

2. After the dummy gradient w’ is acquired, the server then updates the dummy data in
the direction that minimises the Euclidean distance (for DLG) or the cosine distance
(for GI) between the dummy gradient and the real gradient Vw!.

We initiate these attacks with a learning rate of 0.01 and perform 10,000 attack iterations.

Evaluation Results We conduct the Deep Leakage from Gradients (DLG) and Gradient

Inversion (GI) attacks on the FEDQV framework, both with and without the integration of
SECAGG.

(b) The Gradient Invention (GI) Attack.

Figure 3.8: Visual Comparison of Images Reconstructed by Privacy Attacks (DLG and
GI) on FEpQV with and without SEcAGG. The first row displays the original private train-
ing images from the targeted client. The second row illustrates reconstructed images
resulting from the privacy attacks (DLG and GI) on FEpQV without SEcAGG. In the third
row, reconstructed images from the privacy attacks (DLG and GI) on FEpQV with SecAcc
are presented. The use of SECAGG is observed to contribute significantly to mitigating in-
formation leakage from the images.

Figure 3.8a provides visualisations of the reconstructed images by the DLG attack. In
the absence of SEcAGgG, the DLG attack can successfully recover approximately 8 out of 20
private images from the party. However, upon integrating SEcAGG, the DLG attack fails to
recover any of the party’s images. Figure 3.8b presents visualisations of the reconstructed
images by the GI attack. Without SEcAGG, the GI attack successfully recovers half of the
private images from the party. Yet, with SEcAca, the GI attack is unable to recover any
party images, although it may vaguely leak the overall shape of the image. These results
highlight the efficacy of SEcAGG in strengthening FEDQV against privacy attacks, with the
GI attack exhibiting a higher level of attack potency compared to the DLG attack.
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The integration of SECAGG into the FEDQV framework demonstrated significant im-
provements in resisting privacy attacks. Notably, SEcAGG successfully prevented infor-
mation leakage in scenarios where FEDQV alone exhibited vulnerabilities. This empir-
ical evidence contributes valuable insights, affirming the effectiveness of implementing
SecAca atop FEDQV as a privacy-enhancing measure in robust FL.

3.7. Conclusion

In this chapter, we have proposed FEDQV, a novel aggregation scheme for FL based on
quadratic voting instead of /plv, which is the underlying principle that makes the cur-
rently employed FEDAvG vulnerable to poisoning attacks. The proposed method aggre-
gates local models based upon the votes from a truthful mechanism employed in FEDQV.
The efficiency of the proposed method has been comprehensively analysed from both a
theoretical and an experimental point of view. Collectively, our performance evaluation
has shown that FEDQV achieves superior performance than FEpAvc in defending against
various poisoning attacks. Moreover, FEDQV is a reusable module that can be integrated
with reputation models to assign unequal voting budgets, incorporate Byzantine-robust
techniques, and employ privacy-preserving mechanisms. This versatility provides ro-
bustness against both poisoning and privacy attacks, positioning FEDQV as a promising
complement to existing aggregation in FL.
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4. QUANTIFYING AND PRESERVING PRIVACY IN PRUNED
FEDERATED LEARNING

After addressing the resilience of FL to poisoning attacks, we now shift focus to its
privacy aspects. In this chapter, we focus on quantifying and preserving privacy in model-
pruned FL. Model pruning has been proposed as a technique for reducing the size and
complexity of Federated learning models. By making local models coarser, pruning is
intuitively expected to improve protection against privacy attacks. However, the level
of this expected privacy protection has not been previously characterized, or optimized
jointly with utility.

We first characterize the privacy offered by pruning. We establish information-theoretic
upper bounds on the information leakage from pruned FL and we experimentally validate
them under state-of-the-art privacy attacks across different FL pruning schemes. Second,
we introduce PriPrune— a privacy-aware algorithm for pruning in FL. PriPrune uses de-
fense pruning masks, which can be applied locally after any pruning algorithm, and adapts
the defense pruning rate to jointly optimize privacy and accuracy. Another key idea in the
design of PriPrune is pseudo-pruning: it undergoes defense pruning within the local
model and only sends the pruned model to the server; while the weights pruned out by
defense mask are withheld locally for future local training rather than being removed.
We show that PriPrune significantly improves the privacy-accuracy tradeoff compared to
state-of-the-art pruned FL schemes. For example, on the FEMNIST dataset, PriPrune
improves the privacy of PruneFL by 45.5% without reducing accuracy.

4.1. Introduction

Federated Learning (FL) is known to have several benefits in terms of reducing the com-
munication, computation and storage costs for the users, training better global models,
and raising the bar for privacy by not sharing the local data. FL allows users to train mod-
els locally on their (user) devices without revealing their local data but instead collaborate
by sharing only model updates that can be combined to build a global model through a
central server. A typical FL scenario involves numerous users and resource-constrained
devices [ | 75] making it challenging to perform resource-intensive tasks like training Deep
Neural Networks (DNN5s) on them.

In parallel, significant efforts have been put toward optimizing sparse DNNs to create
lightweight models suitable for training on edge devices [176]-[178]. Model pruning,
which involves the removal of a certain percentage of parameters, has gained signifi-
cant attention [179]-[181]. Its primary objective is to derive a sparse DNNs model that
decreases the computational requirements and enhances efficiency without compromis-
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ing accuracy [182]. Several model pruning techniques have been developed for FL to
optimize model sparsity under given constraints on the processing and communication
capabilities of devices, especially under heterogeneous clients, [78], [79].

It is intuitively expected that by reducing the number of weights of FL. models, the
pruning method should, as a side-effect, also improve their resistance to reconstruction
attacks. These attacks aim at using these weights to reverse-engineer the model and ob-
tain information about the input data; a.k.a. gradient inversion attacks launched by the
server. Prior work on model pruning focuses solely on the scalability/accuracy trade-off
and thus neither considers nor quantifies the privacy impact of pruning on FL. To the best
of our knowledge, our paper is the first to consider privacy in the context of FL. model
pruning, and to address the following key questions: Q1. Can we quantify privacy in FL
model pruning? Q2. How can we further optimize pruning for privacy, and jointly with
accuracy? To address these questions, we make the following two contributions.

First, we theoretically and empirically quantify privacy leakage in model prun-
ing. We derive information-theoretic upper bounds on the amount of information revealed
about any single user’s dataset via model updates, in any pruned FL scheme. This is the
first theoretical characterization of privacy leakage in pruned FL models. We also conduct
a comprehensive empirical evaluation that quantifies the actual amount of privacy leak-
age of six different pruning schemes, considering several state-of-the-art privacy attacks.
Within the family of gradient inversion attacks (including Deep Leakage from Gradients
[70] and Gradient Inversion (GI) [37]), we also design a novel privacy attack (referred
to as Sparse Gradient Inversion, or SGI), specifically tailored to exploit vulnerabilities
inherent in FL. model pruning. This evaluation combined with our theoretical analysis
provides valuable insights into the choices and parameters that affect the privacy provided
by pruning.

Building upon these insights, we make our second contribution: we design PriPrune—
a privacy-preserving pruning mechanism. PriPrune defends against gradient inversion
attacks in pruned FL, by performing additional local (defense) pruning, after any (base)
FL pruning scheme. PriPrune applies a personalized defense mask and adapts the de-
fense pruning rate, so as to jointly optimize model accuracy and privacy, using back-
propagation augmented with Gumbel Softmax Sampling. Another key idea in the design
of PriPrune is what we refer to as Pseudo-Pruning: it entails pruning with the defense
mask within the local model and transmitting the pruned model to the server, thereby en-
hancing privacy. However, the weights pruned out by the defense mask in the local model
are not discarded; instead, they are retained locally for subsequent rounds of local train-
ing, thereby preserving model accuracy. We evaluate PriPrune via comprehensive experi-
ments across various FL pruning schemes, a state-of-the-art attack and several benchmark
datasets. We show that it achieves a significantly better privacy-accuracy tradeoff than
privacy-unaware pruned FL baselines. For example, on the FEMNIST dataset, PriPrune
improves the privacy PruneFL [78] by 45.5% without imposing any accuracy loss.
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Figure 4.1: FL with model pruning, under a privacy attack by an honest-but-curious
server. Step 1: the server broadcasts the global model with weight w' to users. Step
2: After local training, user i employs base pruning with pruning mask 7!, resulting in a
pruned model with weights w!. The user then applies a defense pruning technique, yield-
ing a pruned model with weights W'. Step 3, the server aggregates the model updates and
launches a gradient inversion attack upon receiving Ww!. Step 4: the server applies global
pruning with pruning mask 7', and updates the global model accordingly. Notice Base
pruning can be any FL pruning scheme. Defense pruning is introduced, in this paper,
specifically to protect against privacy attacks.

4.2. Related Work

Model Pruning in FL.  State-of-the-art research for model pruning in FL utilizes two
main approaches: one involves the pruning mask being decided on the server side, and
the client only using this mask without changing it, and the other involves the collabo-
rative selection of the pruning mask by both the user and the server side. PruneFL [78]
follows the first approach, aiming to reduce the size and complexity of FL. models without
compromising accuracy. It achieves this by removing less important weights and connec-
tions in each layer of the neural network based on their magnitude and importance scores.
However, the pruning mask is only decided by the server without considering user-side
local representations. LotteryFL [183] belongs to the second approach, introducing a
method that allows users to maintain local representations by selecting a subset of the
global network using personalized masks. However, the system of sparse models it pro-
duces performs well only on local datasets. FedDST [79] involves dynamic sparse train-
ing on both the client and server sides, extracting and training sparse sub-networks. Other
recent state-of-the-art studies have introduced various gradient-based one-shot pruning
algorithms at initialization. Snip [75] leverages connection sensitivity to retain critical
connections and remove less significant ones, aiming to limit the loss due to pruning. On
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the other hand, GraSP [77] focuses on preserving the gradient flow through the network
by scoring weights based on the Hessian-gradient product. SynFlow [76], being a data-
agnostic pruning algorithm, emphasizes preserving the total flow of synaptic strengths
through the neural network to achieve Maximal Critical Compression during initializa-
tion. More importantly, none of them considered privacy implications in their design,
as PriPrune does. By focusing on the privacy implications of pruning alone, our study
seeks to provide a clear understanding of how pruning can be optimized for privacy in
FL, independent of other privacy-preserving techniques like differential privacy or secure
aggregation.

Reconstruction Attacks in FL. In terms of privacy leakage, communicating gradients
throughout the training process in federated learning can reveal sensitive information
about the participants. Deep leakage from gradients (DLG) [70] demonstrated that shar-
ing the gradients can leak private training data, including images and text. Improved DLG
(1IDLG) [36], presented an analytical procedure to extract the ground-truth labels from
the shared gradients and showed the advantages of iDLG over DLG. Inverting Gradi-
ents [37] introduced cosine similarity as a cost function in their reconstruction attacks
and employed total variation loss L7, as an image prior. Inverting Gradients [37] and
Gradlnversion [134] demonstrated the capability to reconstruct high-resolution images
with increased batch sizes. The reconstruction quality of the attack was improved in Re-
construction From Obfuscated Gradient (ROG) [185]. ROG proposed conducting the
reconstruction optimization in low dimensional space and trained a neural network as a
postprocessing module. While other forms of privacy attacks have been proposed—such
as those employing generative adversarial networks (GANs) to reconstruct user data or
class prototypes [71], [72]—these methods typically rely on strong assumptions, includ-
ing homogeneous data distributions across clients and access to auxiliary datasets. They
are also often evaluated under idealised conditions, where intra-class variability is mini-
mal. In contrast, gradient leakage attacks have proven to be more generalizable and have
emerged as the predominant threat model in the FL privacy literature [73], [74].

Although these gradient leakage attacks have demonstrated the privacy vulnerabilities
of standard federated learning, none of them has considered pruned federated learning.
Therefore, we do not currently know how effective existing attacks are against the sparser
models from pruned FL.

Privacy-Preserving Techniques in FL.  FL is particularly vulnerable to the aforemen-
tioned inverting-the-gradient type of reconstruction attacks, since it relies on gradient
updates to operate. There exists a large body of literature on privacy-enhancing methods
that protect against this type of attacks in FL. The adversary is typically an “honest-but-
curious” server, i.e., a server that participates correctly in the FL protocol, but tries to infer
training data of individual clients based on their gradient updates. One family of defense
approaches is based on differential privacy (DP) [156], [186]-[190], which can be ap-
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plied locally (at the clients), centrally (at the server), or in a distributed way. In the local
DP model for FL, each client adds noise to the local update before sharing with the server,
which makes it difficult for the server to invert the true gradient and infer the client’s train-
ing data. However, local DP is known to significantly degrade utility, in this case model
accuracy. Another defense approach applied to FL is Secure Aggregation (SecAgg) [111],
[112], [191]-[193]. SecAgg ensures that individual updates are encrypted (thus prevent-
ing the server from inverting the gradients of individual users), while their aggregate can
still be decrypted (thus enabling the server to train a good model). SecAgg is powerful
but has computational overhead, although significant advances have been done recently.

Both DP and SecAgg are important but orthogonal to the underlying FL. and can be
combined with a number of FL protocols, including all the pruning protocols we consider
as base in this study. Our proposed PriPrune can also be combined with DP and/or SA.
For instance, after applying PriPrune to base pruning, clients can add local DP to the
pruned updates before sending them to the server, and/or they can encrypt their pruned
updates to enable SA. This paper focuses on pruning itself and the privacy-utility tradeoff
that can be achieved, before adding orthogonal defense techniques. Future work could
explore adding DP and/or SecAgg, which are out of the scope of this paper.

Recent works like FedMap [194] and Fed-LTP [195] discuss privacy specifically in the
context of pruned FL. FedMap, which appeared after this submission, enhances privacy
by training models from scratch and by avoiding the sharing of detailed pruning masks.
However, it does not quantify the privacy leakage that may still occur from the pruned
models. FedMap can be considered as a base pruning technique, and PriPrune can still
be applied to protect it. Fed-LTP, on the other hand, combines Lottery Ticket Pruning with
Zero-concentrated Differential Privacy (zCDP) to enhance privacy. Integrating zCDP, or
any type of DP, with our proposed PriPrune is orthogonal to our core contribution, as
discussed above, and can be explored as part of future research.

4.3. Problem Setup

Federated Learning (FL) with Pruning. We consider a general FL system with multiple
users and one server, employing any model pruning scheme on the users and/or the server.
We refer to pruning at this stage as base pruning with base pruning rate p, and it can be any
state-of-the-art pruning FL scheme [78], [79]. This is depicted in Fig. 4.1 and formalized
in Algorithm 6, with consistent notations throughout the paper.

The goal is to train a global model F(D, w) through FL. At the beginning of round ¢,
user i with the local data D; and labels y; has local model weights w!; the server broadcasts
the most recent global model F (D, w') to all participating users. Then the round proceeds
as follows:

Local Training and Base Pruning: Each user i utilizes base pruning strategy IP;(-) with
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Algorithm 6: FL with Pruning under Privacy Attack
1: Given: T number of global training rounds; N number of users indexed by i; E

number of local epochs; the server aims to reconstruct the local data of the target
user.
Server executes:

2: Initialize w°
3: fort — 1to T do
4:  for each user i € N in parallel do
5: W' «— UserUpdate(w'™', m'™", i)
6: if user i is targeted then
7: Vi — Wi — i
8: Privacy Attack on (F(D;; wt), wi, Vil
9: end if
10:  end for
1: W (Zle %ﬁ{) om';
12: end for

t—1 , mt—l , l)

function UserUpdate(w
13: for local epoch e < 1 to E do
14:  Local Training and Base Pruning: w! « Eq. (4.1)
15:  Defense Pruning: w! « w! © i}
16: end for

17: Return w! to server

base pruning masks 7} on its trained local model F(D;, w’) :

" © i, (4.1)

wi — (wt _ r@é’i (F(Dl, w! © ﬁ’l[),yi)
Where m; = P;(w!), r is the learning rate and © is the Hadamard product. The base
pruning mask 7} exhibits variability across different base pruning schemes, reflecting the
diverse pruning strategy IP;(-) employed.

Server: The server receives model updates w! from all participating users and aggregates
to update the global model, as it is typical in FL. We do not consider secure aggrega-
tion [ 193], differential privacy [196], or other defenses knew in the literature.!

Threat Model. We consider an honest-but-curious server, which correctly follows the FL.
protocol but uses model updates to infer private information, by launching privacy attacks
against target user(s), as shown in Algorithm 6. In our case, the server has full visibility
of all masked local models and, upon receiving an update from a target user, it attempts to
reconstruct the user’s training data. We consider reconstruction attacks that invert gradi-
ents, including Deep-Leakage-from-Gradients (DLG) [70], Gradient Inversion (GI) [37],

"We consider those defenses as out-of-the-scope for this chapter, since they are orthogonal to pruning.
They can be implemented on top/combined with our pruning-based defense methods.
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and a custom attack SGI described in Section 4.4.2. We focus on single-round attacks,
i.e., attacks that invert gradients observed at a single round? leakage in Section 4.4.1. De-
signing a practical multi-round attack is orthogonal to our contribution, which focuses on
quantifying the leakage and designing an add-on defense, for existing attacks.

Defense via Pruning: In this chapter, we propose to defend against privacy attacks,
via pruning itself. One could specifically design an entire pruning scheme not only for
accuracy and efficiency but also for privacy, and the defense would then be optimized
jointly with the particular base pruning scheme e.g., PruneFL [78] and FedDST [79].

In this chapter, we take a modular and universal approach: we consider any given
state-of-the-art base pruning scheme (with rate p; and mask n!) without any modification.
Then, we introduce additional local defense pruning, with mask %, and pruning rate p,,
specifically designed for protecting each user i from privacy attacks. User i eventually
sends back to the server weights after applying both base (in!) and defense (##2) pruning:
Wi = m, © m; ©w'. This is depicted in Fig. 4.1 and Algorithm 6 (see Line 15 and 16), and
elaborated upon on Fig. 4.11. Given a base pruning (7)), there are many possible defense
pruning strategies (/). In Section 4.5.2, we propose PriPrune for i, to optimize the
accuracy-vs-privacy tradeoff.

4.4. Quantifying Privacy In FL. Model Pruning

In this section, to address question Q1, we provide a theoretical and empirical quantifica-
tion of privacy leakage in FL. model pruning. We aim to assess the server’s ability to infer
information about an individual user’s local dataset D;. We employ Mutual Information
(M) as the metric for quantifying privacy leakage:

d]PXY(X,)’)
I X,Y = lO : d]P x7
X7 fm 8 aPx(x) @ Py XYY

= H(X) + H(Y) - H(X, Y) (4.2)

Where (X; Y) is a pair of random variables with values over the space X’ X ). Their joint
distribution is Py y(x,y) and the marginal distributions are Px(x) and Py(y).

This concept, rooted in information theory and Shannon entropy, captures the interde-
pendence between two random variables. It is very powerful for privacy analysis, given
its applicability across various domains and tasks [198], [199]. This applicability extends
across various datasets, pruning schemes, and attack scenarios, as recently demonstrated
in the quantification of privacy within the context of FL aggregation [197].

2To the best of our knowledge, there are currently no known practical multi-round inverting-the-gradient
types of attacks that combine information from multiple rounds. There is theoretical analysis of upper
bounds of multi-round information leakage, including [192], [197] and we derive our own multi-round
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4.4.1. Theoretical Quantification

We seek to quantify how much information the server can infer about the private data
D; of user i over T global training rounds, based on the pruned updates {w: ©) n'zﬁ}tem
submitted by user i, via:

L = 1(Ds; (W} © i} i) (4.3)

where I represents mutual information between D; and {wf o m; } , w' € R is the local

te[T]
model weights of user i at round 7.

This quantification is based on two mild assumptions:

Assumption 4.4.1. The random vector g; (wﬁ, b) has non-singular covariance matrix X
and mean O.

Here, g; (wﬁ, b) e RY is the largest sub-vector of the g; (wﬁ, b), where d* is the rank
of g; (wf, b), d* < d, d is the model size, b denotes the size of the random samples.
gi(w;, b) denotes the stochastic estimate of the gradient of the local loss function for user i,
computed based on a random sample b, and B! is a data batch of size B sampled uniformly
at random from it local dataset D;.

Assumption 4.4.2. p, the pruning rate of user i remains unchanged throughout the train-
ing process.
Building upon Equation 4.2, Equation 4.3 can be written as:
T
(@)

I(Di; {wﬁ@ﬁzﬁ}tem) < ZI(Di;WfG)ITlﬁ

=1

@ Z (I (wﬁ; w; © {Wf © ﬁ'ﬂke[x-u))
+ Z (I (Dﬁ w; © m;|wi, {wiC © ﬁzf}ke[t—ll))
1

T
_ ;: (I (Di; Wf“wf © mf}kem))
Slpomotont)

{w’-‘ ©) ﬁi'-‘}
t ke[r-17




Where (a) and (b) are from the chain rule; (c) is from data processing inequality D; —

i l,{w om }k i 1]) = 0; (d) is from zero conditional
entropy and invariant of mutual information, where

t—1. D
af (W ) 1 Zgl (Wl,b) (4'5)

beB’

To that end, we first characterize the privacy leakage for a single round t:

1(x:

Under these two mild assumptions, we obtain our main theoretical result.

m {w ©m }ke[t 1]) (4.6)

Upper Bound for Privacy Leakage in a Single Round.

We now provide an upper bound for Equation 4.6, i.e., for the privacy leakage in a single
round.

Theorem 4.4.3 (Single Round Leakage). Under Assumption 4.4.1 and 4.4.2, we have an
upper bound of I for a single round:

1 |
Pi”~  210g —+2A+d log (2r¢) 4.7)

I'<1-
! 2In2

det( 2)
Proof. Based on Equation 4.2, we have

t. > — t k ~k t
I( i {w O m, }ke[t 1]) H(Xi {wi © mi}ke[r—l]) * H( i

_H( i m {w ©m }ke[t 1])

where A = log

= 1| [k ~ mk
i {wi © m; }ke[z—l])

<H(w {w @m} +H xt.{w’.‘@ﬁz’-‘}
kelr-1] HUet ' ke[r-1]
A B
(4.8)
For part A, based on the chain rule of entropy, we have
rozt =t|[ ok o~ gk
H( A i{wi ©m; }ke[t 1]) H( {w om }ke[z 1])
+H|w! o mi|w!, {w om }
i A kel[t-1]
= H(wﬁ@ﬁz {w O m; }ke[l ]])
‘H (wg, | {wk © it }kem) >0 4.9)
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i

k _k >
{wi oOm }kem) > 0, we have

t ot k ~k _ t =t
wi, m;, {wi O] m.}ke[t_]]) =0,and H (wl., m;

1

Due to H (wf o m

o), )+u(mfwiom], )
- 1 & @2p,— D™
® H(xf’{wi‘ @mf}ke[[_l]) - Z:; nén =5

k ~ =k pi— 1
(w! @mi}ke[t_”)+ -t (4.10)

(a)
A< H(wf

B
(a) 1s from conditioning reduces entropy; (b) is from zero conditional entropy and the
Taylor series of the binary entropy function in a neighbourhood of 0.5 with the base

pruning rate p,.

For part B,

B=H {wio mf}kqt“] 4.11)

% Z gi (Wi, D)

beB!

Let X = Sy &i(w.b). Z = {wioml| Y = §X. fiz(x.2) and fiz(,2) are the
corresponding joint probability density functions.

Then part B can be written as

dydz

fX,Z(By7 Z)

HYZ = - [ fir(.2)10g 2222
V.2 f2(2)

= — B B log |B
fmj [z (B2 log B 222

fxz(x,2) 1
__ 2 (6,2 log L2 qxdz + log—
vz S $1B]

D& wib)

beB!

dydz

1
— k o~ mk —
=H {w,- O m; }ke[zl]] + log B

C

In recent theoretical results for analyzing the behaviour of SGD, the SGD vector is ap-
proximated by a distribution with independent components or by a multivariate Gaussian

vector [200].
Based on the ZCA whitening transformation and Assumption 4.4.1, we have g; (wf , b) =

_1
2. *z, where z has zero mean and I ;- convariance matrix.
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_1
For the part C, we set v = ZbeBg zandu = X, °v, then we have:

_ 5 (! k ~ =k _ -3 ko mt
C=H Z 8i(wi, b) {wf ©m }ke[z—l] =H|%,” Z z {wi ©m; }ke[tll]
beB! beB!
=— f]Pu(u) log Py (u) du

(g)_f Py Py(») dv

1y 08 1
det(Zi 2) det(Z 2)

det(x; )] + H{Z z |

beB!

‘det(Z;é )

= log {wi o m (4.12)

d
U kelt-1]

D

where (a) is based on the transformation of random vectors. Based on the Maximum En-
tropy Upper Bound [201], which the continuous distribution X with prescribed variance
V(X) maximizing the entropy is the Gaussian distribution of same variance. Since the
entropy of a multivariate Gaussian distribution with mean u and covariance K ; is

1
h(V, (. K)) = 5 log @me)" K|

where |K| denotes the determinant of K. Hence, the maximum entropy upper bound for
part D is

1 . d*
D < > log Qre)" [I] = ~ log (2e) (4.13)

Therefore, by combining Equation 4.12 and Equation 4.13, the upper bound for part
Bis

d*
+ 5 log (27e) (4.14)

1 _1
B <log 3 + log det(Zi 2)
By adding parts A and B, we establish the upper bound for privacy leakage for a single
round as in Theorem 4.4.3.

Remark 4.4.4. The upper bounds on information leakage decrease as the pruning ratio
p increases. Intuitively, higher pruning ratios result in a more substantial reduction in
model parameters, leading to a decreased risk of sensitive information being retained in
the pruned model.

Remark 4.4.5. Increasing the batch size B contributes to reducing information leakage
in the user’s local training model. Larger batch sizes enable more data points to be added
during model training, which can help obscure single data characteristics and increase the
privacy protection of the FL process.
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Remark 4.4.6. The upper bounds on information leakage increase as d* increases. In-
terestingly, the impact of model size d on information leakage is not linear. In the case
of overparameterized models, some parameters may not significantly contribute to the
model’s performance or information retention. Therefore, increasing the size of such
models may not proportionally affect information leakage.

Upper Bound for Privacy Leakage across Multiple Rounds

Using Equation 4.4, we can also obtain an upper bound for Equation 4.3, i.e., how much
information the aggregated model over 7' global training rounds could leak about the
private data:

Corollary 4.4.7 (Multiple Rounds Leakage). Continuing with Theorem 4.4.3, we can
upper bound 1; after T global training rounds as follows:
pi—1

1
L<T|l-——+2log—=+2A+d"log(2 4.1
i < ( 21r12+ ogB+ +d og(ﬂe)) 4.15)

Remark 4.4.8. This shows that increasing the number of global training rounds (7°) leads
to a proportional rise in the upper bound of information leakage from the user’s local train-
ing model, occurring at a rate of O(T'). As the training progresses over multiple rounds,
the user’s model updates are repeatedly exposed to the central server. This repeated ex-
posure increases the risk of potential memorization of private training information by the
server.

Importance of the Upper Bounds: The derived upper bounds are important for several
reasons.

e They provide a theoretical upper limit to the amount of information that can poten-
tially be leaked from model updates in pruned models. To the best of our knowl-
edge, this has not been previously characterized for pruned models.

e Because they are information-theoretical in nature, these bounds are universally
applicable. They apply to any learning task, any data distribution, any pruning
scheme, and any privacy attack. The attacker is the server that sees the pruned

updates {wf ) ﬁzf} | from client i, and infers information about the local training

Data D; of that cltiee[rTlt. Regardless of the exact reconstruction strategy, the inferred
information is at most the mutual information I; between the update and the local
data, quantified in Equation 4.3. The derivation of the bounds assumes the exis-
tence of a pruning mask but does not depend on how this mask was generated, e.g.,
whether through magnitude-based pruning, gradient-based pruning, or any other

pruning method.
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e Theorem 4.4.3 expresses the bound in terms of important parameters (e.g., the prun-
ing rate p, model size d, etc), which provides insights into the choices and param-
eters that affect the privacy provided by pruning in practical algorithms. However,
the bounds may or may not be tight compared to the actual information leakage,
depending on the real-world scenario. In fact, these bounds are necessarily conser-
vative since they are universal. This is why, in the next section, we complement
the theoretical analysis with experimental evaluations in specific settings (i.e., con-
sidering specific base pruning, attack and defense schemes, specific data sets, and
learning tasks).

4.4.2. Empirical Quantification

We perform an experimental evaluation to quantify the exact amount of privacy loss in
concrete settings. This allows us to compare the theoretical bounds to experimental results
and show that they are qualitatively aligned. It also allows us to obtain insights (in Section
4.5.1) that inform the design of defense pruning (in Section 4.5.2). More evaluation results
are provided in Section 4.6.

Experimental Setup

Datasets and Models. We evaluate models Conv-2 [163] and VGG-11 [202] ) along with
their corresponding datasets FEMNIST [163] and CIFAR-10 [164]), which are commonly
employed in FL studies.

Data Partitioning Our data partitioning methodology is aligned with the FEMNIST
setting, utilizing its inherent 193-user partition. As for the CIFAR-10 dataset, we di-
vided it into 100 equal-sized, non-overlapping users, following the methodology used in
PruneFL [78].

Implementation details. In each round of training, we randomly select 10 clients from
a pool of 193 users for the FEMNIST and 100 clients for the CIFAR-10. The training
process involves 20,000 iterations, with and a batch size of 1 for the CIFAR-10. Across
all the examined methods, we employ 1 local training and initialize the learning rate
to 0.25 and The baseline pruning rate is set at 0.3 for all datasets. Our algorithms are
implemented by Pytorch, and we implement experiments on two NVIDIA RTX A5000
and two Xeon Silver 4316.

Privacy Metrics.

To quantify the extent of privacy leakage, we use the Normalized Mutual Information
(NMI) between the training data and the reconstructed data. For two vectors U, V € RY,
NMI is computed as follows. The entropy of U is calculated by H(U) = — S PG) log(P(7)),

i=1

107



where P(i) = |U;|/N. The Mutual Information between U and V is given by I(U;V) =

Ul IVl WUinvil (NIUWV_;I) . 1(U;V)
i1 2j=1 — 1O i) NMTI is then measured as =
0.35 25
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(a) Normalized Mutual Information (NMI). (b) Peak Signal-to-Noise Ratio (PSNR).

Figure 4.2: Impact of varying pruning rate on privacy leakage using key metrics: Normal-
ized Mutual Information (NMI) displayed on (a) and Peak Signal-to-Noise Ratio (PSNR)
shown on (b) under a Sparse Gradient Inversion attack (SGI) in FEMNIST for five prun-
ing methods under varying the base pruning rate.

For image data, prior research [197] has shown that NMI aligns well with the Peak
Signal-to-Noise Ratio (PSNR) [197] as an effective measure of privacy leakage. This is
also the case here: we examine the relationship between NMI and PSNR and we see an
agreement between NMI and PSNR with increasing pruning rates in Fig. 4.2 and Fig. 4.3a,
both showing a similar decreasing trend. This result is consistent with previous research,
confirming the reliability of NMI as a measure of privacy leakage, which is comparable to
the widely accepted PSNR metric. In the rest of the paper, we use both NMI and PSNR as
metrics to quantify the success of a reconstruction attack. Intuitively, the higher the NMI,
the higher the privacy leakage, the more successful the reconstruction attack. The higher
the PSNR, the closer the original and reconstructed images and the more successful the
attack. Hence, Fig. 4.2 and Fig. 4.3a compare the NMI and PSNR metrics and show that
increasing pruning rate reduces the success of the privacy attack.

Reconstruction Attack Algorithms

We initiate our attack analysis by employing the classic Gradient Inversion (GI) attack [37],
a member of the DLG attack family, applied to both the Random and PruneFL pruning
methods. As depicted in Figure 4.3b, under this classic DLG attack, the reconstruction of
local image data fails even with low pruning rates, such as p = 0.2 for Random pruning.

This could be attributed to the sparsity patterns introduced by model pruning in FL.
Our exploration takes a step further to optimize the attack strategy. The goal is to capital-
ize on the characteristics of sparsity inherent to the model pruning context. Consequently,
we introduce an advanced attack tailored for the context of model pruning in FL, the
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Figure 4.3: Impact of varying pruning rates on privacy leakage for PruneFL in FEMNIST
under Gradient Inversion (left) and DLG (right) attacks.

Sparse Gradient Inversion (SGI) attack. This attack is designed to recover the pruning
mask within the pruned model. Moreover, its adaptability allows seamless integration
with existing privacy attacks in FL, thereby amplifying their effectiveness.

Algorithm 7: Sparse Gradient Inversion (SGI) Attack
1: Input: F(D;;w!): model at round 7 from targeted user i; learning rate 5 for inverting

gradient optimizer; S: max iterations for attack; 7: regularization term for cosine
loss in inverting gradient attack; m,..:the recovery mask generated by server; d:the
model size
2: Output: reconstructed training data (D;, y;) at round ¢
1 ifwi[j1#0
0 ifwijl1=0
Vi, — (W= © mye.
Initialize D) « N(0,1), y, < Randin#(0, max(y))
fors —0toS —1do
VW, OL(F (D, W), y,)/0W,
L1 g
s IVWEIIIVwll
Dy & Di=nVp LG, vy < Y= 1V LS
end for

10: Return D¢,y

mg. [j]jed =

+7T

D AN

The SGI attack is provided in Algorithm 7. In each iteration ¢, the SGI algorithm
proceeds as follows:

1 Based on the user i’ local model weights wﬁ, the server attempts to recover the
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pruning mask of user i (Line 2). The recovered mask is then integrated into the
calculation of gradient, allowing the server to obtain a gradient V! that closely
approximates the true gradients of user i;

ii The SGI attack randomly initializes a set of dummy data, comprising dummy inputs
D{ and dummy labels yy.

iii After the dummy gradient w’ is acquired, the server then updates the dummy data in
the direction that minimizes the cosine distance between the dummy gradient and
the gradient Vw'.

Base Pruning Schemes under Attack.

We subject a set of well-established FL pruning methods to the privacy attack to assess
their vulnerabilities and effectiveness in protecting user privacy. The pruning methods
under evaluation include Random pruning, Snip [75], SynFlow [76], GraSP [77], Fed-
DST [79], and PruneFL [78], all of which are discussed in Related Work (Section 4.2).
We present an overview of the pruning criteria, cycles, and schedules employed by the
six evaluated methods. These specifics are elaborated in Table 4.1. By scrutinizing the
table, we discern notable trends: three of the methods execute pruning exclusively at the
server side, while the remaining methods engage in pruning activities at both the server
and client sides. The latter approaches adopt an iterative pruning strategy throughout the
course of the FL process.

Pruning Pruning Pruning

Method Pruning Criteria )
Cycles at Server at Client

SNIP [75] gradient-based  one shot v X
SynFlow [76] gradient-based  one shot v X
GraSP [77] gradient-based  one shot v X
Random Pruning magnitude-based iterative v v
FedDST [79] magnitude-based iterative v v
PruneFL [78] magnitude-based iterative v Vv

Table 4.1: Comparison for Evaluated Methods

Fig. 4.4 shows the recovered images obtained under the Sparse Gradient Inversion
(SGI) attack on the evaluated pruning methods with varying pruning rates, using the FEM-
NIST dataset. Notably, there is no significant difference in the quality of the recovered
images across different pruning methods. Especially, when the pruning rate exceeds 0.9,
SGI fails to reconstruct any images from any of the pruning methods.
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Figure 4.4: Impact of varying pruning rate on image reconstruction in FEMNIST using
different base pruning methods under SGI attack.

Comparison of Privacy Attacks.

We compare the effectiveness of the Sparse Gradient Inversion (SGI) attack with the Gra-
dient Inversion attack under varying the base pruning rate. Our evaluation is based on the
normalized mutual information (NMI) metric. Specifically, we analyze the NMI achieved
by each attack for different pruning methods. Figure 4.5 demonstrates that the SGI at-
tack consistently outperforms the Gradient Inversion attack by inferring a larger amount
of information (as captured by NMI) at each pruning rate level, across all tested pruning
methods. This is because the SGI attack exploits the sparsity inherent to model pruning,
ultimately allowing better reconstruction attacks. In the rest of the paper, we use the SGI
attack as a baseline, with a learning rate of 0.01 and 10,000 attack iterations.
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(a) SGI attack. (b) GI attack.

Figure 4.5: Comparison between the SGI (Sparse Gradient Inversion) attack and the GI
(Gradient Inversion) attack on the FEMNIST dataset for five pruning methods under vary-
ing the base pruning rate. In addition to the NMI metric, we show the corresponding
recovered images, which show the degradation with an increasing pruning rate.
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Figure 4.6: Impact of varying base pruning rate p and batch size B on privacy leakage.
We consider the Normalized Mutual Information (NMI) as a privacy metric. We launch a
Sparse Gradient Inversion (SGI) attack against 5 base pruning methods (Random, SNIP,
SynFlow, FedDST, and PruneFL), over two datasets (FEMNIST in the First Row and
CIFARI10 in the (Second Row).

Attack Performance

We launch the SGI attack on the aforementioned FL pruning schemes, on the FEMNIST
and CIFARI10 datasets, to assess how FL parameters influence privacy leakage. The ex-
perimental results in Fig. 4.6 and Fig. 4.7 demonstrate that the impact of the parameters
D, B, d, and T qualitatively align with our theoretical findings.

Impact of Pruning Rate (p). Fig. 4.6a and Fig. 4.6¢ illustrate that a higher pruning rate
generally leads to a decrease in NMI. This is intuitively expected as pruning removes
information and makes it more difficult to attack the original model. The effect is clearer
for large pruning rates (e.g., above 0.5). Image reconstruction is clearer in FEMNIST than
CIFAR, consistently with prior work.

Impact of Batch Size (B). Fig. 4.6b and Fig. 4.6d show increasing the batch size B
contributes to reducing information leakage from the local training model. Larger batch
sizes enable more data to be added during model training, which can help obscure single
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Figure 4.7: Impact of varying model size d and training rounds 7 on privacy leakage
using Normalized Mutual Information (NMI) under a Sparse Gradient Inversion (SGI)
attack for six pruning methods: Random, SNIP, SynFlow, GraSP, FedDST, and PruneFL
in FEMNIST dataset (First Row) and CIFAR10 dataset (Second Row).

data and increase privacy protection.

Impact of Model Size (d). We consider 3 architectures of the models for FEMNIST
dataset: Conv-1, Conv-2, Conv-4, featuring 1, 2, and 4 convolutional layers, along with
2 linear layers. These models encompass 626720, 6601504 and 13077392 parameters,
respectively. We consider 3 different model architectures for CIFAR 10 dataset: VGG-4,
VGG-6, and VGG-11. These models consist of 1 convolutional layer and 2 linear layers,
4 convolutional layers and 2 linear layers, and 8 convolutional layers with 3 linear layers,
respectively. These models encompass 268464, 624048 and 9747136 parameters, respec-
tively. Figure 4.7a and Figure 4.7b depicts the relationship between the model size (d) and
the corresponding information leakage. The x-axis in the figure represents the number of
layers in each model. Fig. 4.7a and Fig. 4.7b show the upper bounds on information
leakage increase as d* increases. Interestingly, the impact of model size d on information
leakage is not linear. In the case of over-parameterised models, some parameters may not
contribute to the model’s performance or information retention. Therefore, increasing the
size of such models may not proportionally affect information leakage.

113



Impact of Global Training Rounds (7). Fig. 4.7c and Fig. 4.7d show that increasing the
global training rounds (7) leads to a proportional rise in the upper bound of information
leakage. As the training progresses over multiple rounds, the user’s model updates are
repeatedly exposed to the central server. This repeated exposure increases the risk of
potential memorization of private training information by the server.

4.5. Design of Defense Pruning

4.5.1. Insights from Privacy Quantification

As shown above, pruning designed only with model accuracy and model size in mind,
does not sufficiently protect against privacy attacks. Next, we describe three insights
gained in the process of privacy quantification that inform our design of privacy-aware
FL model pruning (PriPrune described in Section 4.5.2).

Insight 1: Largest Weights Matter. Pruning weights with large gradients improves
privacy the most, but also hurts model accuracy the most. The intuition is that (base)
pruning criteria, as used e.g., in PruneFL and FedDST, avoid pruning model weights with
the largest gradients, in order to preserve the most valuable information for the model.
These gradients can then be exploited by gradient inversion attacks. Fig. 4.6a, Fig. 4.6¢
and Fig. 4.4 confirm empirically that, as more weights with large gradients are pruned,
the attack is less successful.

This implies that the defense should strategically prune certain weights with large gra-
dients, in addition to those pruned by the base pruning scheme. We explored three defense
strategies for weights to prune: (1) weights with the top-k largest gradients (denoted as
Largest), (2) random weight pruning (denoted as Random), and (3) a hybrid approach
combining the Largest and Random (denoted as Mix). We compared the three strategies
for the same defense pruning rate p; (set 0.3) on top of the base method (PruneFL). The
results in Fig. 4.8, within the Pruning oval, show the tradeoft achieved between privacy
and accuracy: the Largest method achieves the best privacy and the worst model accuracy.

Additionally, we explore various combinations of the pruning rates for Largest and
Random within the Mix strategy. The combinations include 0% largest with 30% random,
10% largest with 20% random, 20% largest with 10% random, and 30% largest with 0%
random. The results, depicted in Fig. 4.9, show the configuration of 0% largest with 30%
random attains the highest accuracy, while 30% largest with 0% random yields the highest
level of privacy protection.

Since we focus on privacy in this work, we first proceed to investigate the privacy-
accuracy trade-off for the 30% largest with 0% random configurations. Figure 4.10 shows
privacy-accuracy tradeoft with varying defense rate (0% to 50%) in Largest method based
on PruneFL using NMI and attack loss. The outcomes are indicative of a notable trend:
as more weights associated with larger gradients are pruned, privacy is enhanced at the
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Random (green), and Mix (yellow), and their enhanced versions incorporating Pseudo-
Pruning (Pseudo). Pseudo could improve the overall tradeoff by elevating model accuracy
and Largest offers the highest level of privacy protection among all defense methods.

expense of accuracy.

These results substantiate our Insight 1 that pruning weights with large gradients re-
moves valuable information, thus improving privacy but also significantly reducing model
accuracy. Therefore, to improve this tradeoft and preserve privacy without harming accu-
racy, we need to introduce an additional mechanism.

Insight 2: Pseudo-Pruning. Users can prune weights with large magnitude gradients
when they communicate with the server (which helps privacy) and still keep these weights
for their local training (which maintains accuracy).

We refer to this idea as Pseudo-Pruning. and illustrate it in Fig. 4.11. Before sending
the weights w! to the server user i conducts Pseudo-Pruning with defense mask ;. The
weights pruned out by defense pruning with large gradients w! (= w! © 7)) are withheld
locally, thus preserving accuracy. Meanwhile, the weights remaining after the defense
pruning without large gradients, W} (= w!© ), are transmitted to the server, thus preserv-
ing privacy. Here, /1 is the bit-wise complement matrix of 7. In the next round, after user
i receives the global model w'*!, the locally saved weights W’ are loaded into the global
model, serving as the local initial model.

We combine Pseudo-Pruning with each of the three strategies (Largest, Random, and
Mix) in Insight 1, and we show the evaluation results within the Pseudo-Pruning dashed
oval in Fig. 4.8. Fig. 4.8 shows that the model accuracy is notably better with Pseudo-
Pruning than real pruning, with the same mask. This advantage stems from saving and
updating certain weights with large gradients locally, which significantly impacts model
performance. In Pseudo-Pruning, these non-shared weights for each user are reloaded
into the global model in the next round, ensuring the preservation of the local model’s
utility. Additionally, not sharing these weights with the server, similar to real defense
pruning, maintains the same privacy level and improves communication efficiency. Fur-
thermore, combining the two insights into Largest (Pseudo) offers the most effective pri-
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vacy guarantee among all defenses discussed above. Hence, we adopt Largest (Pseudo)
as our defense strategy. Still, a remaining shortcoming of the defense considered so far,
is that their pruning rate is manually selected and remains fixed.

Insight 3: Adapt. The defense pruning rate (p;) should adapt to the model weights, to
jointly optimize privacy and model accuracy. A fixed defense rate is unable to capture
the evolving dynamics of the training process. The defense strategy should adapt to the
changing dynamics of the training process by employing an adaptive defense pruning rate,
enabling a more effective optimization of the tradeoff between privacy and accuracy.
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Figure 4.11: Illustration of local pruning at user i with Pseudo-Pruning defense: First
user applies base pruning with base mask ; to derive a pruned model w!. Then, defense
pruning is conducted with mask ;. Defense pruning is implemented as Pseudo-Pruning,
where the remaining weights W, (= W} © i) are sent to the server; while the pruned
weights W' (= w! © i) are locally saved for future local training. Notably, these weights
pruned by defense are not actually pruned, hence the term "Pseudo-Pruning."

4.5.2. The PriPrune Mechanism

Combining all aforementioned insights, we introduce the defense strategy, PriPrune,
which dynamically adapts the Pseudo-Pruning defense mask i to jointly optimize ac-
curacy and privacy throughout the FL training process.

Loss Function. The objective of user i is to minimize a loss function that combines
privacy and accuracy:

Elocal = /laccﬁacc + /lpriﬁpri + /lxha Z a't (416)

U1
leL, jed;

Here, L,.. represents the local model training loss, £,,; represents the local privacy loss,
and > a!

leL, jed, "p
ability of user i not sharing the j-th parameter in /-th layer with the server at round 7. L

serves as the privacy regularization term, where aﬁ(l , represents the prob-
5]

represents the total number of layers in the model, and d, refers to the number of param-
eters in the [-th layer. Additionally, A4, 4,., and Ay, act as weights for accuracy loss,
privacy loss, and the privacy regularization term, respectively.

Next, we explain the terms of the loss function of the user in Equation 4.16 and their

rationale. First, the accuracy loss is given by: L, = £ (Di; w;|w§ im,). The initial local

weight is computed as: w', = w' © "' + w™' © "', where it denotes the bit-wise

complement matrix of /. It is the composition of locally saved weights with global
weights through the utilization of the defense mask .
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Algorithm 8: PriPrune
1: function UserUpdate (w', m',i):

: Load W' from local storage of user i

: Initialize o = @'
: for local epoch e € E do

Sample defense mask m; by Equation 4.18 with a’!

Combine local and global model by:
wiljl - ifmlj]1=0
wiljl  ifgj] =1

7:  Base Pruning: W' < w! O !

w;[j]jed =

Lipeas — Equation4.16.
Model parameter update:
Wi — Wi —nVLpca(W, @)
10:  Defense mask parameter update:
@; — & = nVLpea(W), @)
11: end for
12: W « argmax(al,1 - a)

13: Defense Pruning: W' < w' O i, W\ < w' O it

14: Return w! to server, locally save W'

Then, the privacy loss £,,; is given by:

N, gl .
Lyi= ) TN o 8 Y (4.17)
leL.jed; ey Jjed; !

N; indicates the number of weights in [-th layer, |g; ;| represents the magnitude of the
gradient for the j-th parameter in /-th layer. The privacy loss is designed to discourage
sharing weights with large gradients inspired by Insight 1, aiming to mitigate information
leakage. Therefore, we assign higher weights to parameters with larger gradients in the
loss function. Through this process, during the optimization of the privacy loss, the algo-
rithm updates a higher ! associated with the larger weight term. This higher @ signifies
a higher probability of not sharing the parameters with larger gradients with the server,
thus promoting the sharing of less valuable information with the server. Moreover, we
also distribute constraints to /-th layer based on its parameter count »,, in proportion to
the total model weights, which ensures uniform layer-wise sparsity.

The term ), «! X introduces a privacy penalty based on the magnitude of a!. The
leL, jed;

optimization process aims to minimize the sum of &, resulting in a decrease in the overall
probability of not sharing parameters. This, in turn, leads to an increase in the total
probability of sharing parameters. Thus, while the privacy loss discourages the sharing
of parameters with larger gradients with the server, this term encourages the sharing of
parameters with smaller gradients, thus preserving accuracy while maintaining privacy.
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Optimization. In PriPrune, we optimize the defense mask m and model weights w;
jointly through gradient descent based on our designed loss function. To overcome the dis-
crete and non-differentiable nature of the defense mask ., we employ Gumbel-Softmax
sampling [203], [204] to substitute the original non-differentiable sample with a differen-

tiable sample. Specifically, i is parameterized by a distribution vector m;; = [aﬁ(l ) 1 -

‘1. v,; represents the soft Pseudo-Pruning decision for the j-th parameter in layer /.

)
The reparameterization trick is used for differentiable training:

(04

exp ((logm; ;(k) + G, ;(k))/7)

v (k) = (4.18)
VTS exp ((ogm, (k) + Gi(k)/7)
ke{0,1}
where G;; = — log(— log U, j) is Gumbel distribution with U, ; sampled from a uniform

i.i.d. distribution Unif(0, 1), 7 is the temperature of the softmax and k € {0, 1}. We apply
the hard sample trick introduced by PyTorch document [205] to acquire the defense mask
m and the main trick is to do Yhard — fStopGradient(ysoft) + Ysoft

PriPrune. The PriPrune algorithm is descibed in Algorithm 8, which updates the UserUp-
date function of Algorithm 6. As depicted in Algorithm 8, in each FL round, after user
i receives the latest global model w! from the server, they sample their defense mask
using Equation 4.18. The defense mask ; is then employed to combine the global model

w' and the user’s locally saved /™' to generate the local initial model w!, .. Following
this composition step, the user initiates local training based on Equation 4.16, leading to
updates in w!, !, and . Then user i conducts defense pruning, retaining the non-shared

weights w! locally, and transmits the shared weights W to the server.

4.6. Experimental Evaluation

4.6.1. Experimental Setup

The settings for datasets, models, data partitioning, and implementation details follow
those described in Section 4.4.2.

Performance Metrics. To assess the effectiveness of the evaluated pruning methods,
we employ the privacy metrics and utility metrics. For privacy assessment, we use the
Normalized Mutual Information (NMI) between the training data and the reconstructed
data as the privacy metric. Higher values of NMI indicate a higher risk of privacy leakage.
Additionally, the Peak Signal-to-Noise Ratio (PSNR) is employed as a well-established
metric for image quality evaluation. The utility metric relies on model accuracy (ACC)
to gauge model performance. Ideally, we want improved privacy, without significantly
compromising accuracy.

Hyper-parameter Selection. We conducted a search for our main parameter, the defense
rate p;, from 0.1 to 0.6, as depicted in Fig. 4.12c. With regards to our hyperparameters in
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loss functions, we search A, in the list of [1, 5, 10], 4,,; in the list of [1, 10, 15] and A,
in the list of [2e-06, 2e-05, 2e-04]. Detailed results are provided in Appendix 4.6.3.
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Figure 4.12: Performance evaluation of PriPrune with adaptive defense rate and Largest
(Pseudo) with 6 fixed defense rates, as defense strategies, integrated with PruneFL (as
the base pruning method), conducted over 20,000 training rounds across the FEMNIST
dataset. (a) Comparison of ACC over training rounds under these different defense strate-
gies. (b) Comparison of Privacy (NMI) over training rounds under these different defense
strategies. (c) The Privacy-Ultility tradeoff, measured in terms of NMI and ACC, respec-
tively.(d) Change in the adaptive defense rate of PriPrune over training rounds.

4.6.2. Performance of PriPrune

Recall that in Section 4.5.1, Insight 1, we initially assessed three defense strategies atop
the base pruning method, namely: Random, Largest, Random and Mix. The results in
Figure 4.8 indicate that while these defense strategies enhance privacy, they also degrade
utility. Consequently, in Insight 2, we introduce Pseudo-Pruning to optimize this tradeoff.
We evaluate the aforementioned three defense strategies both with and without Pseudo-
Pruning, revealing that their integration with Pseudo-Pruning leads to improved accuracy
and enhanced privacy. Notably, the Largest + Pseudo-Pruning strategy achieves the op-
timal balance between privacy and utility, thus emerging as our preferred defense mecha-
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nism. In Insight 3, we tackle the challenge of a fixed defense rate by proposing PriPrune,
which incorporates Largest + Pseudo-Pruning (Largest (Pseudo) ) with an adaptive de-
fense rate. The evaluation of the privacy improvement achieved by each individual insight,
in Section 4.5.1, essentially provides an ablation study. In this section, we conduct com-
prehensive experiments to meticulously evaluate the performance of the entire PriPrune
across various pruning mechanisms and datasets.

First, we present a performance comparison between the Largest (Pseudo) with 6
fixed defense rates and PriPrune with the adaptive defense rate, both are integrated with
PruneFL (as the base pruning method).

Comparable Utility. Fig. 4.12a illustrates how the utility metrics, ACC, change over
FL rounds. It shows the convergence curve of PriPrune, with its model accuracy closely
aligned with that of PruneFL. This alignment indicates that PriPrune maintains utility
comparable to PruneFL. However, for the Largest (Pseudo) defense, increasing its fixed
defense rate from 10% to 60% results in decreased utility, rendering it unable to match
the ACC achieved by PruneFL.

Enhanced Privacy. Figure 4.12b illustrates the change in the privacy metric NMI across
FL rounds. It shows that PriPrune consistently maintains a low NMI throughout all FL
training rounds, significantly outperforming PruneFL. Moreover, its NMI is comparable
to that of Largest (Pseudo) with a fixed defense rate of 60%.

Optimal Tradeoff. Figure 4.12c¢ illustrates the comparison of the privacy and utility trade-
offs among the mentioned defenses. It shows that increasing the defense rate of Largest
(Pseudo) enhances privacy protection but at the expense of model accuracy. Conversely,
PriPrune achieves the optimal tradeoff between privacy and accuracy. This is attributed to
the adaptive nature of PriPrune’s defense rate p, which adjusts to the model weights and
is optimized jointly for privacy and model accuracy. The dynamic change of the defense
rate of PriPrune is depicted in Fig. 4.12d.

Communication Efficiency and Training Speed. We conduct experiments to compare
communication and training in PruneFL with and without PriPrune. Figure 4.13 demon-
strates the communication cost in terms of the number of model parameters across 1000
iterations of FL. When PriPrune is applied, the number of model parameters is reduced
by 32.20% + 0.91% for FEMNIST and by 15.51% + 0.17% for CIFAR-10, thus signif-
icantly reducing the communication cost between clients and the server. This benefit is
achieved because of Pseudo-Pruning, which retains pseudo-pruned weights locally, but
transmits fewer model updates. Figure 4.14 displays the training speed access through
the total time of clients’ local training across 1000 iterations of FL.. When PriPrune is ap-
plied, the training time is increased by 0.18s+0.01s for FEMNIST and by 0.50s+0.01s for
CIFAR-10, this is a negligible increase in the training speed (due to updating the defense
pruning rate). These results demonstrate that the application of PriPrune offers a clear ad-
vantage in reducing communication costs. Despite a minor increase in local training time,
the overhead is negligible compared to the significant communication efficiency gained.
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Figure 4.14: Comparison of the training speed of PruneFL with and without PriPrune
during the training process with (a) representing FL training on the FEMNIST dataset
and (b) on the CIFAR-10 dataset.

These findings suggest that PriPrune effectively enhances the overall performance of FL
by optimizing communication without significantly compromising training speed.

We have demonstrated that PriPrune stands out as the best defense solution among
other strategies. Subsequently, we present the privacy performance of PriPrune when in-
tegrated with various state-of-the-art base pruning schemes in FL, such as SNIP, SynFlow,
FedDST, and PruneFL, across both the FEMNIST and CIFAR-10 datasets.

PriPrune with State-of-the-Art Pruned FL. Figure 4.15 shows the results of using
PriPrune for defense after a number of state-of-the-art base pruning schemes. Across
all base pruning methods, this integration consistently enhances privacy while preserving
accuracy. This highlight PriPrune’s effectiveness and versatility in achieving an optimal
tradeoff between privacy and accuracy in diverse scenarios. This outcome is primarily due

123



0.24 . -
0.221 :
= = 0.26]
-% 0.20; [ PruneFL - [ PruneFL A
q’\,‘) 0.181 % PruneFL + PriPrune g 0.24{ ‘% PruneFL + PriPrune + *
e SynFlow = SynFlow \
e 0.161 SynFlow + PriPrune g 0.221 SynFlow + PriPrune X
5 + SNIP TN S + SNIP
Z (.141 X SNIP + PriPrune / \ Z 0.201 X SNIP + PriPrune
A FedDST [ e Xy A FedDST
0.12{ @ FedDST +PriPrune  “~_____ X 0.181 @ FedDST + PriPrune °
065 070 075 0.80  0.85 055 063 071 079  0.87
Accuracy Accuracy
(a) PriPrune in FEMNIST (b) PriPrune in CIFAR-10

Figure 4.15: Comparison of tradeoffs between privacy-vs-accuracy among four base prun-
ing mechanisms, both with and without the integration of PriPrune, across the FEMNIST
and CIFAR-10 datasets.

to the nature of PriPrune, which not only actually prunes but also selectively retains cer-
tain critical weights for local training (through pseudo-pruning). This mechanism allows
the model to maintain or even improve accuracy while reducing the information leakage
that could be exploited in privacy attacks, as also shown in Fig.4.8. Specifically, PriPrune
focuses on pseudo-pruning weights with large gradients that are most likely to leak sen-
sitive information and keep them for local training. This selective pruning can lead to a
model that is more robust against privacy attacks without a significant loss in accuracy.
Additionally, the adaptive pruning rate in PriPrune is optimized for the tradeoff between
privacy and accuracy, allowing the model to balance these two objectives effectively.

FEMNIST CIFAR-10
Methods Base Base + PriPrune Base Base + PriPrune
PruneFL 0.22 + 0.008 0.12 + 0.007 0.29 + 0.009 0.24 + 0.009
FedDST 0.21 +0.025 0.13 + 0.007 0.25 + 0.008 0.18 + 0.006
SynFlow 0.22 + 0.009 0.15 + 0.005 0.25 £ 0.012 0.21 £ 0.018
SNIP 0.23 +0.012 0.13 +0.014 0.24 + 0.004 0.22 + 0.008

Table 4.2: Comparison of privacy levels (NMI) between Base and Base + PriPrune for
FL pruning methods. A lower NMI indicates a reduced risk of privacy leakage.

While Fig. 4.15 compares the tradeoffs between privacy-vs-accuracy, Table 4.2 further
elaborates on the privacy improvement achieved by using PriPrune as defense after any
base scheme, reporting results over three experiments. Compared to the base approach
alone, adding PriPrune as defense consistently reduces NMI, thus improving privacy. For
instance, on the FEMNIST dataset, PriPrune improves the privacy of PruneFL by 45.5%
without compromising accuracy; on the CIFAR-10 dataset, PriPrune improves privacy of
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FedDST by 28% while maintaining accuracy.

4.6.3. Hyper-parameter Selection

Table 4.3 has searched A, in the list of [1, 5, 10], 4,,; in the list of [1, 10, 15] and A, in
the list of [2e-06, 2e-05, 2e-04], which showing the comparisons of privacy levels during
pri> the NMI
value becomes lower, indicating better privacy protection. We explore different combina-

the hyper-parameter search. As shown in Table 4.3, when we increase the A4

tions of hyper-parameters and finally utilize the best set of values that could achieve the
best privacy-accuracy tradeoft.

pri = 1 Apri = 10 Apri =15

Parameter Ay, =2¢—-04 Ag,=2¢-05 Agy=2e-06 Ag,=2e-04 Ag,=2¢-05 Ag,=20-06 Ag,=2e-04 Ag,=2e-05 Ag,=2e-06

Agee = 1 0.166 0.171 0.156 0.138 0.153 0.154 0.138 0.159 0.151
Aaee =5 0.154 0.158 0.136 0.125 0.121 0.123 0.135 0.123 0.130
Aee = 10 0.148 0.142 0.140 0.132 0.126 0.118 0.135 0.132 0.140

Table 4.3: Comparison of privacy levels (NMI) during hyper-parameter selection: with
regards to our hyperparameters in loss functions, we search A, in the list of [1, 5, 10],
Ayri in the list of [1, 10, 15] and Ay, in the list of [2e-06, 2e-05, 2e-04].

For different pruning methods and different datasets, we are adopting different combi-
nations of hyper-parameters so as to achieve better privacy-utility tradeoff, as detailed in
Table 4.4.

Dataset Method Apri Asha Aace

PruneFL+PriPrune 15 2x107 5
Synflow+PriPrune 1 2x107% 10

FEMNIST . %
SNIP+PriPrune 1 2x 10 10
FedDST+PriPrune 8 2x107 10
PruneFL+PriPrune 10 2x107 5
Synflow+PriPrune 1 2x107% 5
CIFAR-10

SNIP+PriPrune 1 2x107° 10
FedDST+PriPrune 10 2x107 10

Table 4.4: Parameter settings for A,,;, A4, and A, in FEMNIST and CIFAR-10 datasets.

4.7. Conclusion and Future Work

In this chapter, we revisit federated learning with model pruning, from the point of view
of privacy. First, we quantify the information leakage and privacy gain offered for model
pruning in FL, both theoretically and experimentally. Inspired by insights obtained from
our extensive privacy quantification, we design PriPrune— an adaptive privacy-preserving
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local pruning mechanism in FL, that is jointly optimized for privacy and model perfor-
mance. Our proposed mechanism achieves the best tradeoff between privacy and accuracy
across diverse pruning methods and datasets under privacy attacks.

One direction for our future work is to combine our pruning-based defense with clas-
sic, orthogonal defenses in FL such as DP and SecAgg, to enhance privacy further. DP
could be applied to the remaining weights after PriPrune to ensure additional privacy at
the user level. Similarly, the remaining weights that need to be sent back to the server
would be encrypted using SecAgg. In this process, each client would encrypt their re-
maining weights with a shared key, ensuring that no individual client’s update can be
reconstructed from the aggregated result. This combination would ensure that privacy is
maintained at both the client-server communication level and the aggregation process.
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5. DISCUSSION

Since its introduction, Federated Learning (FL) has emerged as a groundbreaking
approach to decentralized machine learning, drawing significant interest for its poten-
tial to enhance data security and user privacy. Over recent years, FL has transitioned
from theoretical frameworks to practical implementations, reflecting a growing synergy
between academic research and industrial innovation. This collaborative momentum has
positioned FL as a transformative tool for applications requiring decentralized data pro-
cessing, such as autonomous systems, personalized healthcare, and industrial automation.

Despite these advancements, FL remains an evolving discipline with unresolved chal-
lenges. Key obstacles include ensuring robust security protocols, safeguarding privacy
without compromising model performance, addressing scalability in diverse environments,
and embedding ethical considerations into algorithmic design. While the scope of these
challenges is broad, our work focuses specifically on fortifying security and privacy foun-
dational requirements for sustainable, trustworthy FL systems.

The adoption of FL marks a paradigm shift in distributed machine learning, offering
solutions that align with legal, economic, and strategic constraints. Its real-world impact
is already evident in sectors like automotive technology, where FL enables collaborative
model training for autonomous vehicles, and in healthcare, where it supports privacy-
preserving analysis of medical data. By refining FL’s security and privacy mechanisms,
this research contributes to broader efforts aimed at deploying reliable, ethical decentral-
ized learning systems.

In this chapter, we synthesize our contributions, evaluate their limitations, and out-
line pathways for future works. Our investigations respond to the challenges outlined in
Section 1.2 and research questions introduced in Section 1.3. By advancing methodolo-
gies to address these issues, we aim to strengthen FL’s viability in sensitive, high-stakes
applications while fostering trust among stakeholders.

5.1. Enhancing Byzantine Robustness and Security in FL

This section outlines the initial research questions centred on strengthening Byzantine
resilience and security within FL, alongside the methodologies presented in Chapters 2
and 3. First, we explore the development of a reputation-driven aggregation framework
for FL that leverages historical training data to mitigate poisoning attacks. Second, we
address the core vulnerabilities in FL aggregation mechanism FEpAvG that enable poison-
ing threats and introduce an advanced aggregation strategy inspired from voting system
to counteract these risks.
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5.1.1. Reputation-based Robust Aggregation

In Chapter 2, we address the following question:

Q1. Can we design a robust aggregation mechanism that retains information from
previous rounds to build client reputations, withstand poisoning attacks, and achieve fast
convergence in Non-IID data settings?

To answer Q1, we propose a reputation-based aggregation framework that combines
historical client behaviour analysis with residual-based anomaly detection. We compute
dynamic reputation scores for clients across training rounds using subjective logic [87].
By retaining historical model update patterns, the system evaluates clients based on their
consistency and reliability over time. This allows the global model to distinguish benign
clients from malicious ones, even as data distributions shift or evolve.

To mitigate malicious updates, we integrate residual-based anomaly detection. This
technique quantifies deviations between client updates and expected model behaviour. By
combining residuals with reputation scores, our mechanism filters out poisoned contribu-
tions while preserving valuable Non-IID data from benign clients.

We prove theoretically that our method converges to a near-optimal solution under
Byzantine faults, with performance gaps bounded by the fraction of malicious clients.
Furthermore, the theoretical error rate provides insights for experimental design. Specifi-
cally, it highlights how model complexity, the number of participating clients, and hyper-
parameter choices impact model performance. It also offers guidance for tuning the repu-
tation parameters based on observed client behavior, in order to maintain an optimal bal-
ance between convergence speed and robustness. Experimentally, our approach achieves
1.6x-2.4x faster convergence compared to state-of-the-art methods (e.g., FedAvg [26],
FoolsGold [55]) on real-world datasets, even under highly heterogeneous data distribu-
tions. Our reputation-residual framework reduces Attack Success Rate (ASR) by 72.3%
on average compared to baseline defenses. Moreover, the system dynamically adapts
to new sensitive content (e.g., COVID-19 URLs), achieving 92% accuracy on emerging
labels despite noisy user inputs, as validated via the EITR browser extension.

Limitations and Future Work The current evaluation of EITR is confined to a lim-
ited user-base and predefined content categories, leaving its scalability and adaptability
to user-defined classifications untested. Additionally, while our reputation scheme is de-
signed to accommodate diverse threat models, its robustness against more sophisticated
adversarial attacks and complex real-world scenarios remains to be rigorously validated.
The broader applicability of our framework to FL. models beyond sensitive content classi-
fication, though theoretically supported, requires empirical verification in varied contexts.
Future work will focus on expanding EITR’s deployment to diverse user communities
and evaluating its performance in classifying both sensitive and non-sensitive content, in-
cluding dynamic, user-defined categories tailored to specific applications. We also plan
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to explore advanced adversarial scenarios and integrate our reputation mechanism with
other FL paradigms, such as collaborative model training in heterogeneous or privacy-
critical environments. These efforts will further bridge the gap between theoretical trust
frameworks and practical, scalable FL solutions.

5.1.2. A Superior Fundamental Aggregation

In Chapter 3, we address the following question:

Q2. Can we design a superior aggregation mechanism based on a voting system that
assigns fairer weights to clients’ contributions, and can this mechanism serve as a fun-
damental aggregation technique that integrates with other Byzantine-robust and privacy-
enhancing methods?

We propose FEDQV, a novel FL aggregation mechanism inspired by quadratic voting
principles. Unlike traditional averaging-based methods, FEDQV assigns client weights
through a quadratic voting scheme that imposes a super-linear tax on malicious peers,
curbing their potential impact. To bolster security, the server employs a masked voting
rule, concealing weight calculations from clients and preventing manipulation of the ag-
gregation process. The framework further integrates server-side outlier detection and a
limited voting budget—confidential parameters are maintained exclusively on the server,
all at low computational and communication cost.

FepQV dynamically adjusts voting budgets based on client reputation scores, which
evolve to progressively constrain adversarial influence while rewarding trustworthy par-
ticipants with greater voting power. Crucially, the mechanism preserves the convergence
rate of FEDAvG in non-adversarial settings, ensuring compatibility with standard FL per-
formance benchmarks. FEDQV also converges to a near-optimal solution even in the pres-
ence of malicious parties. The corresponding theoretical error bound informs the design
of our experiments, particularly guiding key considerations such as the selection of hy-
perparameters, including the voting budget and similarity threshold. Additionally, FEDQV
enforces truthfulness: clients cannot gain strategic advantages by misreporting data pref-
erences or inflating local data sizes, as the structure inherently discourages dishonest be-
haviour.

FepQV is designed as a complementary method, enhancing—not replacing—existing
defenses. For example when integrated with Multi-Krum [39] or Trimmed-Mean [53],
FepQV weakens malicious clients through quadratic weighting, improving accuracy by
26.72% and reducing attack success rates by 70%. In addition, by integrating with secure
aggregation (SEcAGG), FEDQV mitigates the risks of inference attacks.

These properties position FEDQV as a superior foundational aggregation method than
FepAvg, for secure FL. Its modularity allows integration with robustness protocols and
orthogonal privacy mechanisms, enabling layered defenses against evolving threats. Em-
pirical validation confirms its scalability and adaptability. By harmonizing fairness, secu-
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rity, and efficiency, FEDQV establishes a new standard for building trustworthy federated
systems in untrusted environments.

Limitations and Future Work Further opportunities exist to enhance FEDQV’s privacy-
utility tradeoff by integrating it with other orthogonal privacy mechanisms. For instance,
incorporating differential privacy (DP) could provide rigorous mathematical guarantees
against data leakage. This could involve adding calibrated noise to local model updates
or final aggregated predictions while carefully balancing the noise magnitude to preserve
model accuracy. Furthermore, exploring synergies with secure multi-party computation
(SMPC) or homomorphic encryption (HE) could strengthen defenses against malicious
clients attempting to manipulate the voting process or intercept intermediate results.

Another promising direction is the development of adaptive privacy mechanisms that
dynamically adjust privacy parameters based on contextual factors, such as the sensi-
tivity of the task, the trustworthiness of participants, or the detected severity of threats.
For example, a hybrid system could combine FEpQV with lightweight DP during normal
operation and switch to stronger SMPC-based protocols when anomalous behavior or
heightened risks are detected. Additionally, investigating hybrid aggregation frameworks
that merge FEDQV with other Byzantine-resilient aggregation rules could further harden
the system against data or model poisoning attacks. By addressing these challenges, fu-
ture work could establish FEDQV as a foundational component of privacy-aware, robust
federated learning systems capable of operating in diverse and untrusted environments.

5.2. Privacy leakage in FL.

This section outlines the research questions centred on privacy-preserving within FL,
alongside the methodologies presented in Chapters 4. First, we explore how to quantify
the privacy in FL model pruning. Second, we bring up the mechanism to

The first research question we solved is:
Q3. Can we quantify privacy in FL model pruning?

We begin by establishing the first theoretical framework for quantifying privacy leak-
age in model pruning. Using information-theoretic principles, we derive universal upper
bounds on the leakage of sensitive information about individual user datasets through
model updates in any FL pruning paradigm. These bounds express the leakage in terms
of key parameters such as the pruning rate, batch size, model size, and number of train-
ing rounds, offering valuable insights into the factors that influence privacy in practical
pruning algorithms. This constitutes the first theoretical characterization of privacy risks
in pruned FL systems.

Complementing our theoretical analysis, we perform an extensive empirical study
evaluating practical privacy leakage across six distinct pruning schemes. Our investi-
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gation employs multiple state-of-the-art privacy attack methodologies, including gradi-
ent inversion techniques such as Deep Leakage from Gradients [70] and Gradient Inver-
sion [37]. Notably, we introduce Sparse Gradient Inversion (SGI), a novel attack strategy
specifically designed to exploit vulnerabilities unique to pruned FL architectures. This
dual theoretical-empirical approach yields critical insights into how pruning mechanisms
and parameter configurations influence privacy preservation.

Q4. How can we further optimize pruning for privacy, and jointly with accuracy?

Based on these findings, we propose PriPrune, a novel privacy-aware pruning frame-
work that establishes dual defense mechanisms against gradient inversion attacks in fed-
erated learning systems. PriPrune implements an additional client-side defense prun-
ing layer using personalized mask configurations. Through Gumbel Softmax-optimized
backpropagation, our framework dynamically adjusts defense pruning ratios to achieve a
Pareto-optimal balance between model utility and privacy preservation.

Another core innovation in the design of PriPrune is the Pseudo-Pruning: it intro-
duces a novel weight retention strategy where defense-pruned parameters remain active
in local model updates while being excluded from server communications. This bifur-
cated handling of parameters simultaneously enhances privacy through transmitted model
obfuscation and maintains model fidelity through local gradient preservation.

Through extensive evaluations across multiple benchmark datasets, various FL prun-
ing schemes and state-of-the-art attacks, PriPrune demonstrates superior privacy-accuracy
tradeoffs than privacy-unaware pruned FL baselines. For example, on the FEMNIST
dataset, PriPrune improves the privacy PruneFL [78] by 45.5% without imposing any
accuracy loss.

Limitations and Future Work Although PriPrune significantly reduces privacy risks
through pruning, threats remain if adversaries compromise the pruned model or intercept
communications. Employing additional layers of protection, such as secure aggregation
or homomorphic encryption, could enhance privacy while balancing the resulting compu-
tational overhead.

One direction for our future work is to combine our pruning-based defense with clas-
sic, orthogonal defenses in FL, such as differential privacy (DP) and secure aggregation,
to enhance privacy further. DP could be applied to the remaining weights after PriPrune
to ensure additional privacy at the user level. Similarly, the remaining weights that need
to be sent back to the server would be encrypted using secure aggregation. In this pro-
cess, each client would encrypt their remaining weights with a shared key, ensuring that
no individual client’s update can be reconstructed from the aggregated result. This com-
bination would ensure that privacy is maintained at both the client-server communication
level and the aggregation process.

Rigorous empirical evaluation in real-world, large-scale federated environments—such
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as cross-device IoT networks or healthcare collaborations—will be critical to validate
the scalability and practicality of these enhancements. Longitudinal studies assessing the
long-term impact of privacy-utility tradeoffs, as well as the framework’s resilience against
evolving adversarial tactics, would provide deeper insights into its operational viability.

5.3. Open-Source Code Contribution

To support reproducibility, transparency, and further research, we have open-sourced the
code corresponding to each major component of this thesis. Below, we summarize the
provided repositories and their relevance to different sections:

e Reputation-Based Aggregation Framework (Chapter 2): The implementation of
the reputation-based aggregation framework, including re-weighting mechanisms,
subjective logic reputation updates, and integration with FL pipelines, is available
athttps://github.com/TianyueChu/FedRep.

e FEpQV Implementation (Chapter 3): The implementation of the FEpQV algo-
rithm, including the similarity computation and voting scheme, attack simulations,
and evaluation pipelines, is available at https: //github. com/TianyueChu/FedQV.

The code for PriPrune is currently being prepared for open-sourcing. Each reposi-
tory contains detailed README files with instructions for reproducing the main results
presented in this thesis. By releasing these resources, we aim to facilitate validation,
extension, and further development by the broader research community.

5.4. Conclusion

This thesis has addressed critical challenges in Federated Learning (FL) by enhancing
Byzantine robustness and improving privacy preservation while maintaining model effi-
ciency. Through the integration of theoretical advancements and practical implementa-
tions, the research lays a strong foundation for secure, privacy-aware FL systems, thus
facilitating their potential deployment in real-world applications.

A primary contribution is a robust aggregation approach that leverages historical data
to fight against poisoning attacks in sensitive content classification without compromis-
ing convergence speed or accuracy, as evidenced by the successful deployment of the
EITR browser extension. The introduction of FEpDQV, a novel aggregation mechanism
based on quadratic voting, further underscores the potential for robust and flexible FL ag-
gregation. By seamlessly integrating with reputation models, Byzantine-robust methods,
and privacy-preserving techniques, FEDQV offers a superior alternative to FEDAvG against
a wide range of poisoning attacks. Complementing these robust aggregation strategies,
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the thesis also presents PriPrune, an adaptive pruning mechanism that curtails informa-
tion leakage in local model updates, thereby substantially improving privacy protections
while maintaining strong model performance.

Rigorous theoretical analyses and extensive empirical evaluations validate the effec-
tiveness of these methods across diverse datasets and scenarios. Collectively, the findings
demonstrate how robust aggregation techniques and privacy-aware pruning fortify FL in
decentralized machine-learning contexts. By mitigating malicious client behavior and ad-
dressing inherent privacy concerns, this work paves the way for secure, privacy-preserving
FL systems suitable for sensitive domains. Together, these contributions represent a sig-
nificant stride toward realizing the vision of collaborative, decentralized, and trustworthy
machine learning.

The methods and tools introduced in this thesis—including reputation-aware defense
mechanisms, quadratic voting-based aggregation, and privacy-preserving pruning FL—
establish a pwerful framework for for developing next-generation FL architectures that
simultaneously address security vulnerabilities and data confidentiality challenges. Col-
lectively, these advances serve as a crucial step toward the broader goal of collaborative,
decentralized, and trustworthy machine learning, opening new possibilities for domains
where data sharing has traditionally been restricted by security or privacy concerns.
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