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Abstract
Ensuring user privacy remains a critical concern within mobile
cellular networks, particularly given the proliferation of intercon-
nected devices and services. In fact, a lot of user privacy issues
have been raised in 2G, 3G, and 4G networks. Acknowledging
these concerns, 3GPP has prioritized addressing these issues in
the development of 5G, implementing numerous modifications to
enhance user privacy since 5G Release 15. In this systematization
of knowledge paper, we first provide a framework for studying
privacy and security related attacks in cellular networks, setting
as privacy objective the User Identity Confidentiality defined in
3GPP standards. Using this framework, we discuss existing privacy
and security attacks in pre-5G networks, analyzing the weaknesses
that lead to these attacks. Furthermore, we thoroughly study the
security characteristics of 5G up to the latest 5G-Advanced Release
19, and examine mitigation mechanisms of 5G to the identified
pre-5G attacks. Afterwards, we analyze how recent 5G attacks try
to overcome these mitigation mechanisms. Finally, we identify cur-
rent limitations and open problems in security of 5G, and propose
directions for future work.
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1 Introduction
The number of smartphone mobile network subscriptions world-
wide reached almost 6.4 billion in 2022, and is forecast to exceed 7.7
billion by 2028 [1]. However, the fact that smartphones and cellular
networks have become a fundamental aspect of our lives raises an
important question:How do we protect the privacy of cellular network
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users? Vast literature (see [2–5] for some surveys) demonstrated
that 4G/LTE networks and their predecessors (2G, 3G) are vulnera-
ble to various security and privacy attacks for the User Equipment
(UE). Specifically, attacks were shown to violate different properties
of UE Identity Confidentiality (Sec. 5.1 of [6, 7]), such as identity
disclosure [8–10], and location privacy [11–13]. Some attacks were
demonstrated in 5G early versions and even with cheap commodity
equipment and open-source code implementations [14, 15].

Indeed, it is a challenge for the current and future 5G networks
to improve or mitigate the pre-5G networks’ vulnerabilities, thus
enhancing user privacy [3, 16–22]. Consequently, the 3rd Genera-
tion Partnership Project (3GPP) has addressed these issues after 5G
Release 15, through Technical Reports (TRs), which present study
outcomes, and by introducing changes in the 5G Security Technical
Specifications (TSs), which define normative requirements for the
standard [23]. That said, recent surveys on the topic [3, 18, 20, 24]
include only theoretical ideas about 5G privacy mechanisms, since
they were written before or concurrently with the older, 5G Re-
lease 15. Other surveys focused on specific use cases, such as the
application of Machine Learning algorithms in the 5G Physical
layer [25, 26], the security of the Early Data Transmission 5G mech-
anism [27] or the security of alternative computing paradigms
(e.g., catalytic computing) in 5G [28]. Finally, [21, 22] analyzed
previous cellular generations’ attacks and studied corresponding
mitigationmechanisms (MMs) offered by 5G, but were not informed
about new 3GPP Releases, recent 5G measurement studies [29–32]
and privacy attacks [10, 33–35].

In fact, an in-depth study of current literature on this topic
raised further questions: 1) What vulnerabilities did the attacks
in past cellular generations exploit, and what were the privacy
implications of each? 2) What MMs have been introduced in the
new release of 5G to overcome such weaknesses? 3) What gaps still
remain for future exploration in the topic of 5G Security? 4) How
do recent 5G specific attacks take advantage of them? In order to
answer these questions, we present this systemization of knowledge
(SoK) paper. We first propose a framework to study the efficiency
of current cellular generation security aspects, considering well-
studied adversaries from past cellular generations, under specific
user privacy objectives. Second, we examine the resilience of new
5G security features up to Release 19, which corresponds to the
second phase of 5G standardization known as 5G-Advanced [36],
against attacks inherited from previous generations. Third, we
analyze the specification status of these security features in the
3GPP standards, classifying them as optional or mandatory. Fourth,
we raise open questions and gaps for future work.

With this SoK, our contributions are as follows:
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• We define a framework for analyzing privacy-related attacks,
setting the User Identity Confidentiality defined in 3GPP as
our privacy objective (Sec. 3).

• We describe 12 existing pre-5G attacks (2G, 3G, 4G/LTE)
that violate User Identity Confidentiality, and highlight 13
vulnerabilities or weaknesses that lead to them (Sec. 4).

• Wediscuss security enhancements of 5G andmention 11MMs
that are proposed against the aforementioned attacks (Sec. 5).

• We describe 8 recent 5G attacks along with their correspond-
ing vulnerabilities, and the degree they are mitigated by the
existing 5G MMs (Sec. 6).

• We give a didactic summary of our results from Sec. 4, 5
and 6 in Table 1.

• We discuss key takeaways of our work and outline future
research directions (Sec. 7).

2 Background
2.1 5G Cellular Network Infrastructure
Here, we give an overview of the Cellular Network infrastructure,
referring to the main entities and their properties.
User Equipment (UE): The UE consists of the Mobile Equipment
(ME) and USIM card. It is used by consumers to access mobile
services and applications.
Radio Access Network (RAN): The Radio Access Network con-
sists of Base Stations (BSs) that are separated into distinct Tracking
Areas (TAs). The Radio Resource Control (RRC) protocol manages
the establishment, maintenance, and release of radio connections
between the User Equipment (UE) and the RAN [37].
Core Network (CN): The Core Network consists of different en-
tities called Network Functions (NFs), that are responsible for a
variety of network services and functionalities. The Non-Access
Stratum (NAS) protocol manages signaling procedures and mes-
sages between the UE and the CN [38].

2.2 Identifiers in 5G Cellular Networks
Cellular networks use permanent and temporary identifiers to rec-
ognize different entities, and especially the UE at hand.

The International Mobile Subscriber Identity (IMSI) and Inter-
national Mobile Equipment Identity (IMEI) are the key permanent
identifiers. The IMSI, linked to the USIM card, enables CN authen-
tication, and was transmitted in plaintext in 2G, 3G, and 4G. IMSI
is composed of three parts: the Mobile Country Code (MCC), the
Mobile Network Code (MNC), and the Mobile Subscriber Identifica-
tion Number (MSIN). IMEI is the identifier of the Mobile Equipment
(ME), manufactured on the device during its production. Both of
them are global and privacy-sensitive. 5G replaces IMSI with Sub-
scription Permanent Identifier (SUPI) [39], which must not be trans-
mitted in plaintext, except for emergency cases [23]. The Permanent
Equipment Identifier (PEI) is the 5G equivalent of the IMEI [40].

Regarding temporary identifiers, 5G introduces Subscription
Concealed Identifier (SUCI) [39], a privacy-preserving version of
the SUPI generated by the USIM. Further, the CN assigns a tem-
porary identifier to the UE for their communication (e.g., paging
procedures). In the past, many terminologies have been used for
this: Temporary Mobile Subscriber Identity (TMSI) in 2G and 3G,
Globally Unique Temporary Identity (GUTI) or TMSI in 4G and
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Figure 1: UE Registration & Authentication signal flow in 5G.

5G-GUTI in 5G. For consistency, this paper refers to TMSI for 3G
and 4G and 5G-GUTI for 5G. Finally, RAN assigns the Cell Radio
Network Temporary Identity (C-RNTI) to the UE.

2.3 UE Capabilities
UE capabilities are categorized into CN capabilities [38] and Radio
Access capabilities [41]. The CN capabilities indicate general UE
characteristics, such as the security algorithms supported by the
UE for integrity and ciphering protection, and are transmitted as a
NAS message. The Radio Access capabilities contain information
regarding the radio capabilities of the UE, such as the supported
frequency bands, and are transmitted as an RRC message. [42, 43]
provide further information about UE capabilities.

2.4 UE Registration & Authentication Procedure
Fig. 1 illustrates the 5G message exchange flow for key procedures
outlined in 3GPP specifications [23]. First, the UE establishes an
RRC Connection with the NG-RAN and is assigned a C-RNTI. After,
the UE initiates registration, sending its subscriber identity (SUCI
or 5G-GUTI) and security capabilities. If the CN cannot resolve the
5G-GUTI, it requests the SUCI via an Identity Request/Response
exchange. Then the Authentication and Key Agreement Protocol
(AKA) is initiated by the CN. We mention that both EPS-AKA
(Evolved Packet System Authentication and Key Agreement) and
5G-AKA (5GAuthentication and KeyAgreement) are supported, but
since the differences are beyond the scope of this paper, we use 5G-
AKA (Sec. 6.1.3.2 of [23]). After a successful mutual authentication,
the NAS Security Command establishes a secure channel for NAS
messages, ensuring integrity and ciphering protection.

The same procedure is followed for the RRCmessages, exchanged
between the UE and the gNB, to activate an RRC secure channel.
Afterwards, the UE radio capabilities are transmitted to the 5G
network, once a secure channel is established (see Figure 1). This is
in contrast to prior cellular generations, where radio capabilities
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were sent before the establishment of a secure channel between
the UE and the RAN. Finally, User Plane (UP) security is activated
through the RRC Reconfiguration message.

3 Methodology
This section outlines our methodology. First, Section 3.1 defines
User Identity Confidentiality and its key properties. Then, Sec-
tion 3.2 presents the types of adversaries that aim to violate these
properties. Finally, Section 3.3 describes the Framework used for
this systematization.

3.1 User Identity Confidentiality
With the rise of sensitive data transmission, setting privacy objec-
tives is crucial for ensuring user privacy. Since 3G and 4G, 3GPP
(Sec. 5.1.1 [6, 7]) has emphasized protecting IMSI, user location,
and service data. These requirements are still relevant in 5G [44],
where Sec. 5.2.5 of [23] mandates SUPI and PEI protection, equiva-
lent to IMSI and IMEI in previous generations (Sec. 2.2). Numerous
studies [21, 33, 45–47] have addressed UE Identity Confidentiality,
which we define as the privacy objective of this work. The following
properties are necessary for its protection [6, 7]:

• UE Identity Privacy: "the permanent user identity (IMSI) of a
user to whom a services is delivered cannot be eavesdropped
on the radio access link".

• UE Location Privacy: "the presence or the arrival of a user
in a certain area cannot be determined by eavesdropping on
the radio access link".

• UEUntraceability: "an intruder cannot deducewhether differ-
ent services are delivered to the same user by eavesdropping
on the radio access link".

3.2 Adversaries
We focus on three types of adversaries reported in literature and
classified as passive, semi-passive and active, as also proposed
in [42].

1. Passive adversary: It eavesdrops radio signals within a spe-
cific range, using channel sniffers. It can receive, decode, and store
transmissions.

2. Semi-Passive adversary: It is a passive adversary that can
also ping its target. For instance, it may send (silent) messages, or
initiate (silent) calls [48] to its victim.

3. Active adversary: It can transmit radio signals, send or mod-
ify messages that were sent from or to the victim. It typically oper-
ates through a fake BS with strong signal strength and may also
utilize sniffers, another UE, or jammer devices [49].

We mention that the equipment needed for such attacks is now
easily deployable and affordable [50]. For example, a rogue BS can
be built using a Universal Software Radio Peripheral (USRP) [51]
with a modified code of open-source projects like OpenLTE [52],
srsRAN [53, 54], gr-LTE [55, 56] and OAI [57, 58]. Furthermore,
there are available open-source tools for channel sniffers [59–62],
that are capable of decoding downlink traffic. Finally, jammers can
be implemented using commodity equipment [63, 64].
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Figure 2: General Framework of our Systematization.

3.3 Framework
Description: First, we explain the framework used for the sys-
tematization of the knowledge analyzed in this paper, as depicted
in Figure 2. The first step is to select the privacy objectives that
a network system must meet to protect stakeholders. Based on
scientific literature and 3GPP documents, we set UE Identity Con-
fidentiality (Sec. 3.1) as the privacy objective. Then, we assume
that the adversaries described in Sec. 3.2 try to challenge the UE
Identity Confidentiality, by performing relevant attacks. Thus, Sec-
tions 4 and 6 overview pre-5G and recent 5G attacks from existing
literature, identifying their corresponding weaknesses and root
cause, thus defining our attack list. Furthermore, Sec. 5 focuses on
5G Systems (5GS) comparing their security characteristics with past
generations and evaluating whether identified weaknesses are mit-
igated—fully or partially. Since attacks exploited these weaknesses,
their mitigation in 5G directly impacts attack feasibility.

Example: To facilitate the reader’s understanding of the per-
spective of this work, we give a concrete example of our framework
with the IMSI Catching. This is a well-known attack (Sec. 4.1.1),
performed by an active adversary, that violates all three properties
of the UE Identity Confidentiality, thus breaking the system’s pri-
vacy objectives. The weakness behind this attack in 2G, 3G, and 4G
is the IMSI plaintext transmission. As a fix to this problem, a new
5G Security characteristic has been introduced, which is the SUCI
mechanism (Sec. 5.1), that encrypts IMSI. By evaluating the SUCI
mechanism, we conclude that the previously mentioned weakness,
that led to the IMSI Catching attack, is mitigated.

Paper Collection Methodology: Our literature search began
with domain expertise papers, forming an initial list. Next, we ex-
panded the list by searching papers that cited or were cited by these
initial papers. Then, we searched various databases (e.g. Google
Scholar, ACM Digital Library) using terms related to S&P attacks
across cellular generations, adding relevant papers to our list. After-
wards, we analyzed the papers to determine whether the described
attacks occur through the wireless medium and violate UE Identity
Confidentiality and whether their underlying weaknesses originate
from vulnerabilities in 3GPP specifications, rather than operator or
vendor mis-implementations. For example, we excluded attacks that
have a different target than the UE Identity Confidentiality, such
as Denial of Service (DoS) [65–67] or battery drain [68], as well as
attacks relying on implementation flaws (e.g., baseband processor
vulnerabilities [69, 70] or network misconfigurations [71]). Further-
more, we excluded attacks that occur outside the wireless medium,
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such as those executed by malicious applications running on the
UE [72], or those involving inter-network communication, such as
roaming-related threats [73]. Our paper focuses on intra-network
attacks that violate UE Identity Confidentiality through the wire-
less medium, where the root cause lies in 3GPP standardization
flaws. We refined our list accordingly to include only attacks that
meet these criteria. Finally, for each selected attack, we conducted
name-based searches for additional papers, finalizing a 150+ paper
database. Since some attacks persist across cellular generations, our
chronological search spanned from 2000 onward.

4 Pre-5G Cellular Generation Attacks
In this section, following the framework defined in Sec. 3.3, we
analyze various pre-5G attacks reported in the scientific literature.
First, the different attacks are categorized into privacy and secu-
rity attacks, followed by the weaknesses that led to them, which
are outlined (in italic font) and enumerated from𝑊 1 to𝑊 13. We
summarize our findings in Table 1.

4.1 User Privacy attacks
4.1.1 IMSI Catching. IMSI Catching, which aims to steal the IMSI
of the USIM, was one of the first practical attacks in 2G and has
also been persistent in 3G and 4G [74–81]. An IMSI Catcher acts
as a rogue BS, forcing the UE to connect by offering a stronger
signal [82–94]. Alternatively, signal overshadowing can be used,
where the adversary synchronizes with the legitimate BS and trans-
mits a signal that is slightly stronger [95] or slightly weaker [96].
Once connected, the adversary sends an Identity Request, prompt-
ing the UE to transmit its IMSI in plaintext, leading to identity
disclosure, traceability, and location tracking, thereby violating UE
Identity Confidentiality. Furthermore, IMSI catchers can work in
conjunction with a variety of different attacks, such as SIM card
cloning [97], DoS [98, 99], UE localization [10], UE passive tracking
(IMSI probing) [100] and stealing of the UE’s phone number [101].
Evidently, the plaintext IMSI transmission was characterized as
a key vulnerability in the clause 6.1.3 of 3GPP Specifications [7].
Thus, IMSI catching exploits Weakness #1 (W1):
W1: Plaintext IMSI transmission during UE authentication.

4.1.2 IMSI Paging. Paging is initiated when the network searches
for a UE to deliver a service. While the TMSI is typically used,
the IMSI may be used if the TMSI cannot be resolved [102–104].
This plaintext IMSI transmission exposed the paging process to
semi-passive adversaries across 2G [105–107], 3G [108, 109] and
4G [42, 110]. In this attack, an adversarywith prior knowledge of the
victim (e.g., phone number or social media account), exploits paging
to track the victim’s location and extract the IMSI. By sending silent
messages or calls, the attacker triggers paging and uses a sniffer
to capture unencrypted downlink messages. Silent messages or
calls keep the attack stealthy, as the UE remains unaware. This
attack violates all User Identity Confidentiality properties, enabling
IMSI disclosure, location tracking, and traceability. In conclusion,
Weakness #2 (W2) is:
W2: Paging procedure with plaintext IMSI transmission.

4.1.3 ToRPEDO. Another problem of previous cellular generations
is that the Paging Occasions (POs) of a UE are correlated to the

IMSI [111, 112]. A PO is a specific time interval during which a UE
monitors the paging channel for incoming paging messages. More
specifically, one of the parameters of the PO is the Paging Frame
Index (PFI) of a UE that is estimated using the IMSI (𝑃𝐹𝐼 = 𝐼𝑀𝑆𝐼

mod 1024) (Sec. 7 of [113]). The ToRPEDO semi-passive adver-
sary [111] observes the unencrypted and fixed PFI of a UE, thereby
managing to obtain synchronization between the UE and its cor-
responding paging delay. Finally, ToRPEDO obtains information
about the victim’s IMSI from the fixed PFI managing to learn 7 bits
of the victim’s IMSI, leading to partial user identity leakage along
with location tracking and traceability. Concluding, the vulnerabil-
ity that leads to this attack is Weakness #3 (W3):
W3: Estimate of fixed POs based on IMSI.

4.1.4 IMEI Catching. In 2G and 3G, cleartext IMEI transmission
was allowed in response to an Identity Request Message, enabling
active adversaries using fake base stations to steal the IMEI [9,
88]. LTE standard specification addressed this issue by restricting
IMEI transmission until a secure channel is established [7, 82]. The
analysis made in [114] confirmed this privacy enhancement, and
as reported in [81, 115], only older 4G MEs remain vulnerable to
the IMEI Catching attack, due to device misimplementations rather
than protocol flaws. Consequently, IMEI Catching is considered
resolved in LTE. In summary, Weakness #4 (W4) is:
W4: Plaintext IMEI transmission.

4.1.5 TMSI Anonymity. The primary purpose of TMSI is to mini-
mize IMSI transmissions, enhancing UE anonymity. In theory, the
network should periodically update TMSI to prevent UE track-
ing [116]. However, experiments in 2G, 3G and LTE revealed that
TMSI remained constant for days across multiple countries [12,
42, 105, 108, 116–119]. More in detail, extensive tests made in 11
countries across 28 operators demonstrated that even when TMSI
was refreshed, the new value was predictable [12]. A semi-passive
adversary, using a sniffer and silent calls/messages, could link a
victim’s phone number to its TMSI, enabling location tracking and
traceability, thereby violating two properties of UE Confidentiality.
Thus, the vulnerability behind this attack is Weakness #5 (W5):

W5: Not frequent or misconfigured update policy of TMSI.
Arapinis et al. [116] introduced as a proof of concept the TMSI

reallocation replay attack. However, in their newest work [109],
they claim that this attack is theoretical, as the likelihood of catch-
ing the reallocation message is low. Since neither [116] nor [109]
provided an implementation, this attack is not considered further.

4.1.6 C-RNTI tracking. C-RNTI based attacks threaten UE confi-
dentiality [120–125]. C-RNTI is local to the user’s serving BS and is
used for the communication between the UE and the RAN. C-RNTIs
can be found in both UL and DL control plane messages, and [120]
showed that in LTE, the C-RNTI is transmitted unencrypted in ev-
ery packet header, whether signaling or user traffic. A semi-passive
adversary can link the C-RNTI to a victim’s phone number or so-
cial media account (e.g., WhatsApp). Available sniffers can decode
DL messages containing the C-RNTI, compromising UE location
privacy and untraceability [60–62]. Thus, Weakness #6 (W6) is:
W6: The lack of ciphering in RRC messages.
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4.1.7 AKA Protocol Linkability. As mentioned in Sec. 2.4, AKA
protocols provide mutual authentication between the UE and CN
from 3G onwards. If authentication fails, the failure reason is either
a MAC Failure or Sync Failure. An active adversary [108, 109, 126–
129] first observes an AKA session of the target user and records
the Authentication Request including the authentication challenge
(RAND) and token (AUTN). Then, the adversary replays these val-
ues to check if the target UE is present in a specific area. Since
failure messages are unencrypted, the attacker can distinguish the
target UE based on its Sync Failure response, while all other UEs
respond with MAC Failure. Thus, linking two AKA sessions com-
promises the UE location privacy. Moreover, [45] demonstrated
that a linkability attack can also be executed through the sequence
number (SQN) parameter, which is used to verify the freshness
of authentication tokens. An adversary that knows the victim’s
IMSI repeatedly replays the same RAND and AUTN values. Ob-
serving changes in the SQN, the adversary infers the number of
connections the victim has made, exploiting the weak protection
provided by the Exclusive-OR (XOR) operation used to conceal the
SQN. Concluding, Weaknesses #7 (W7) and #8 (W8) are:
W7: AKA session failure cause is exposed in plaintext.

W8:Weak confidentiality protection for SQN.

4.1.8 Device Fingerprinting. Device fingerprinting attack was pro-
posed in LTE networks by Shaik et al. [43]. The adversary builds a
database of different devices’ CN and Radio capabilities. This attack
has both passive and active variants. In the passive version, the
adversary eavesdrops on the first NAS message, which, up to LTE,
contained CN capabilities, such as supported security algorithms
and telephony features. By comparing this data to its fingerprint-
ing database, the attacker can identify the device model and infer
the user’s service. In addition, the active version transmits a UE
Capabilities Enquiry message to the victim, exploiting Weakness
13 as described in the Sec. 4.2.3, and thus stealing the Radio Ca-
pabilities of the UE. This makes the fingerprinting more accurate,
as the attacker now obtains both CN and Radio Capabilities. This
attack compromises location and untraceability properties and may
also impact identity privacy, as IMSI is transmitted in the first NAS
message. The causes behind this attack are W13 and a new one,
Weakness #9 (W9):
W9: Transmission of the whole set of Core Network capabilities in
the initial NAS message.

4.1.9 UE measurement reports tracking. UE measurement reports,
containing signal characteristics of nearby BSs, are sent to the BS
as RRC messages to facilitate RAN maintenance [130]. An active
attacker using a rogue BS with high signal quality can force a vic-
tim UE to connect and request its measurement reports, enabling
location tracking [42, 131]. Furthermore, [82] proposes a passive
version of this attack by simply decoding the plaintext RRC mes-
sages including the user’s measurement reports and C-RNTI. LTE
standards mandated that the UE measurement reports should be
sent only after the activation of an RRC secure channel in Release 13
(LTE-Advanced) of TS. 36.331 [132], thereby mitigating the active
version of this attack. However, the passive version of this attack
can only be mitigated if RRC ciphering is activated, something
that is operator-dependent since ciphering is optional [7]. Thus,

this attack is considered partially applicable in LTE as shown in
Table 1. The vulnerabilities behind this issue are W6 and a new one,
Weakness #10 (W10):
W10 (up to LTE Release 13): Transmission of UE measurements
reports before the establishment of a secure channel.

4.2 User Security Attacks
4.2.1 Data Manipulation Attacks. Data manipulation attacks are
performed by active adversaries that exploit the lack of integrity
in user plane messages, thus managing to redirect the victim UE
to a malicious server or impersonate him [121, 133]. Specifically,
the ALTER attack [121] uses a rogue BS to establish a connection
with the victim and redirect them to a malicious website, thus
violating both location privacy and untraceability. The adversary
intercepts and modifies the Uplink DNS request message, ensuring
it reaches an adversarial DNS server instead of the intended one.
The downlink DNS response is also modified to avoid detection by
the victim. Furthermore, IMPersonation in 4G neTworks (IMP4GT)
attack [133] extends ALTER, enabling impersonation of both the
UE and the network. The cause of Data Manipulation attack is
Weakness #11 (W11):
W11: Lack of integrity in user plane messages.

4.2.2 TAU Reject Bidding-Down attack. Bidding-Down attacks [35,
42, 43] aim to downgrade a UE to lower cellular generations with
weaker privacy mechanisms (e.g., 2G lacks AKA protocol). The
first identified bidding-down attack exploited the Tracking Area
Update (TAU) procedure in LTE networks [42]. Specifically, the
adversary uses a fake BS to respond to the NAS TAU Request
message with a TAU Reject including a clause: "LTE services not
allowed". Similar attacks have been demonstrated using different
clauses within the TAU Reject message [35]. As a result, the UE
begins searching for a network belonging to a lower generation.
This problem arises from the fact that the TAU Reject message is
not integrity protected. Although applying existing NAS security
protections to TAU Reject messages has been discussed by the 3GPP
security group [134], no such protection has been included in either
LTE or 5G TSs. Concluding, Weakness #12 (W12) is:
W12: Lack of integrity in TAU Reject message.

4.2.3 Radio Capabilities Bidding-Down attack. [43] analyzes an
attack based on the UE radio capabilities. An active adversary in-
tercepts the Radio Capabilities Enquiry message, sent in 4G before
secure channel establishment, and modifies the radio characteristics
(e.g., supported frequencies) to downgrade the victim to a lower
cellular generation. Location privacy is directly violated as the ad-
versary establishes a connection with its victim. Further, identity
privacy and untraceability properties may also be violated, since a
successful bidding-down attack facilitates the entire set of attacks
described in Sec. 4. Therefore, Weakness #13 (W13) is:
W13: Insecure transmission of UE Radio Capabilities.

5 5G Systems Security
In this section, we analyze the security protocols and mechanisms
proposed for 5G in the relevant 3GPP document [23], aiming to
minimize or eliminate the problems and security risks of Sec. 4.
These improvements stand asMMs, as mentioned in our Framework
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in Sec. 3.3 and are clearly enumerated at the end of each subsection.
Further, we evaluate their efficacy in enhancing privacy bymapping
them to the weaknesses (𝑊 1 −𝑊 13) identified in Sec. 4. Finally,
we assess whether these mechanisms are optional or mandatory in
current 5G networks. The last two columns of Table 1 summarize
our findings for 5G.

5.1 UE Identity Privacy based on SUCI
To avoid the plaintext transmission of SUPI, SUCI is introduced
in 5G as an encrypted form of SUPI, based on elliptic cryptogra-
phy. Specifically, the MSIN part of the SUPI is encrypted, while the
MCC and MNC remain in plaintext to support network routing.
SUCI is primarily used for authentication if the temporary identifier,
5G-GUTI, is not available. We highlight that the implementation
of SUCI is of paramount importance for the UE’s privacy, since
it mitigates the attacks imposed by the IMSI plaintext transmis-
sion as described in Sec. 4.1.1. However, its implementation is still
optional [23]. In summary, mitigation mechanism #1 (MM1) is:
MM1: Concealment of SUPI using SUCI.

5.2 Improvements on 5G-GUTI
5.2.1 Strict 5G-GUTI update mechanism. 5G-GUTI is the corre-
sponding identifier to TMSI in previous cellular network gener-
ations. As analyzed in Sec. 4.1.5, previous generations faced se-
rious privacy problems due to the infrequent or miss-configured
refreshment of this temporary identifier [12]. To address this, 5G
enforces stricter update rules (clause 6.12.3 of [23]), requiring a
mandatory 5G-GUTI refreshment after paging, initial registration,
TA updates, and other events in an unpredictable way to enhance
user privacy [33]. Thus, Mitigation Mechanism #2 (MM2):
MM2: Frequent and unpredictable 5G-GUTI update.

5.2.2 5G-S-TMSI-based paging and POs estimate. Another key im-
provement in 5G over previous generations is the decoupling of
the IMSI/SUPI from the paging procedures. In 5G, paging takes
place with a shortened version of 5G-GUTI, called 5G-S-TMSI
(5G S-Temporary Mobile Subscription Identifier) as mentioned in
Sec. 2.10.1 of [40]. 5G-S-TMSI is derived from 5G-GUTI, so the strict
update mechanism discussed in the previous subsection also ap-
plies to 5G-S-TMSI. Therefore, 5G-GUTI-based paging mitigates the
IMSI paging attack as analyzed in Sec. 4.1.2. In summary, mitigation
mechanism #3 (MM3) is:
MM3: Decoupling of IMSI from paging.
Furthermore, the Paging Frame Index (PFI) is now estimated based

on 5G-S-TMSI, as mentioned in Sec. 7.1 of [135] instead of the IMSI.
Based on this, the ToRPEDO attack (Sec. 4.1.3) is not applicable
anymore. We highlight Mitigation Mechanism #4 (MM4):
MM4: Decoupling of IMSI from POs’ estimate.

5.3 Integrity & Confidentiality Protection
Integrity and confidentiality in 5G networks has many similari-
ties with the status of LTE. First, current 5G Systems are expected
to implement the same 128-bit security algorithms with LTE sys-
tems: New Radio Encryption Algorithm (NEA) 0, 128-NEA1 and
128-NEA2 for confidentiality (ciphering) and New Radio Integrity
Algorithm (NIA) 0, 128-NIA1 and 128-NIA2 for integrity protection,

as outlined in Secs. 5.2.2 and 5.2.3 of [23]. On the other hand, the
potential use of 256-bit keys has been introduced as an optional
feature in 5G [23, 136] to mitigate potential quantum attacks, such
as the Quantum SUCI attack (Sec. 6.1.1). In summary, Mitigation
Mechanism #5 (MM5) is:
MM5: 256-bit security algorithm support.
Furthermore, in terms of specific messages protection, it is stated

that RRC and NAS integrity are mandatory, whereas NAS and RRC
ciphering are optional, something that is similar to LTE [137]. In
fact, the attacks described in Secs. 4.1.6 and 4.1.9 can be mitigated
by RRC ciphering, whereas the attack discussed in Sec. 6.1.2 can be
mitigated by NAS Ciphering. Therefore, Mitigation Mechanisms #6
(MM6) and #7 (MM7) are:
MM6 (similar in LTE): Ciphering of RRC messages.
MM7 (similar in LTE): Ciphering of NAS messages.
Moreover, another 5G enhancement compared to LTE is the

optional integrity protection of User Plane (UP) messages, as in-
troduced in Sec. 5.3 of [23] that mitigates the Data Manipulation
attacks (Sec. 4.2.1). So, Mitigation Mechanism #8 (MM8) is:
MM8: Integrity protection of user plane messages.

5.4 Privacy of the initial NAS message
Another key and mandatory 5G security mechanism is the privacy
of the initial NAS message, as described in the section 6.4.6 of [23].
In contrast to previous generations, where the whole set of UE
CN capabilities was transmitted in plaintext in the initial NAS
message, 5G transmits only the security capabilities. The rest of
the UE capabilities are transmitted after the activation of a secure
NAS channel. This mitigates the Device fingerprinting attack, as
described in Sec. 4.1.8. Thus, Mitigation Mechanism #9 (MM9) is:
MM9: Enhanced privacy for the initial NAS message.

5.5 Secured Radio Capabilities transmission
As analyzed in Sec. 4.2.3, the UE radio capabilities were transmitted
before the establishment of the RRC security channel, enabling
bidding-down attacks. This issue was addressed in early 5G releases
and subsequently integrated into later LTE releases [138], where
the transmission now occurs only after RRC security activation, as
noted in Sec. 2.4 and illustrated in Fig. 1. Consequently, the bidding-
down attacks based on UE Radio capabilities are eliminated by
the mandatory Mitigation Mechanism #10 (MM10):
MM10: Radio Capabilities transmission in a secure RRC channel.

5.6 Fake Base Station Detection Framework
Fake Base Stations (FBS) were responsible for various attacks in
previous cellular generations, as described in Sec. 4. 3GPP spec-
ifications, for the first time, included an optional FBS detection
framework in Annex E of [23]. This framework aims to mitigate
attacks caused by FBS, using measurements such as cell locations,
frequencies and cell IDs. Although adversaries are capable of find-
ing the real cell IDs and locations through mobile applications [91],
frequency information can contribute to the detection of traditional
active attacks, such as IMSI Catching (Sec. 4.1.1). Furthermore,
a whole 3GPP document, TR. 33.809 [139] is responsible for en-
hancing the FBS detection framework in future 3GPP releases. For
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instance, recent 3GPP studies (Secs. 6.4, 6.22 and 6.24 of [139]) pro-
posed an enrichment of UE Measurements reports with channel
elements, obtained from the Channel State Information Reference
Signal (CSI-RS), which are capable of detecting and localizing FBS.
In summary, Mitigation Mechanism #11 (MM11) is:
MM11: Introduction of FBS detection framework.
Wehighlight that current 5G networks operate either in 5G Stand

Alone (SA) or 5G Non Stand Alone (NSA). More specifically, 5G
NSA relies on the LTE CN, meaning only 5G enhancements related
to the RAN can be implemented [140, 141]. For further information
about recent measurements studies, we refer to Section 7.

6 5G Cellular Generation Attacks
In this section, we discuss various attacks against 5G networks
based on recent literature. Similarly to Sec. 4, we first categorize
the attacks into privacy and security. We then examine the types of
adversaries capable of performing these attacks. Finally, we outline
the protocol vulnerabilities that enabled these attacks. The last
eight rows of Table 1 indicate our findings.

6.1 Privacy Attacks
6.1.1 Quantum SUCI attack. As discussed in Sec. 5.1, SUCI relies
on elliptic cryptography, which has been shown to be vulnerable to
quantum attacks, potentially exposing the SUPI [142]. This concern
has been raised by several studies [143–146], suggesting that future
mobile generations should account for quantum threats. 3GPP has
already made some steps, since an optional support of 256-bit key
generation algorithms [23] has been considered as a countermea-
sure to quantum attacks as analyzed in MM6 (Sec. 5.3). As shown
in [146] a 256-bit encryption algorithm does not mitigate com-
pletely potential quantum attacks, but makes their implementation
more difficult. Therefore, Weakness #14 (W14) is:
W14: Vulnerability of SUCI elliptic cryptography to quantum at-
tacks.
Other SUCI-related attacks are considered low risk. SUCI probing

or replay attack [147] attempts to verify a victim’s presence at a
specific location by capturing their SUCI. 3GPP characterized this
attack as low risk and no normative measures are needed (Key
Issue #2.2 of [148]), since the actual identity of the user cannot be
revealed by the SUCI. Furthermore, SUPI guessing attacks [149, 150],
in which SUCIs are generated from guessed SUPIs and sent to
potential victims, were also deemed impractical (Key Issue #3.2
in [148]). Finally, a passive adversary can observe the MCC and
MNC during SUCI transmission [151], since these fields remain
in plaintext. However, as many users can share the same MCC
and MNC, this information cannot be reliably linked to a specific
individual. Based on the above, only the SUCI Quantum attack is
included in Table 1.

6.1.2 GUTI Reallocation Command Attack. [33] introduced the
NAS GUTI Reallocation Command attack in real 5G SA networks.
As the name suggests, the CN transmits this Command when a new
GUTI value is assigned after the procedures introduced in Sec. 5.2.
As explained in [33], this command was transmitted without cipher-
ing, and can potentially lead to location tracking and traceability by
a semi-passive adversary. The cause behind this attack is the lack
of NAS ciphering, which remains optional in 5G cellular networks

as indicated in the related 3GPP document [23] and explained in
MM7 (Sec. 5.3). Thus, Weakness #15 (W15) is:
W15: Lack of ciphering in the NAS GUTI Reallocation Command.

6.1.3 CSI reports tracking attack. Channel State Information (CSI)
reports poses another potential danger to user privacy in 5G as
shown in [152]. First, the BS transmits the CSI-RS in the downlink.
Then, the UE sends the CSI reports in the Uplink to the BS as de-
scribed in the Sec. 5.2 of [153]. The CSI reports include plaintext
information, such as the power of the strongest beam of the CSI-RS,
which is crucial for the UE positioning. The adversary [152] first
builds a fingerprint database including the power of the strongest
beam for the physical area of a BS. After, they learn the victim’s
C-RNTI with the procedures described before (e.g., silent messages)
and passively decode the CSI reports including the victim’s C-RNTI
and strongest beam. Finally, the adversary compares the decoded
beam value with the ones existing in the database, thereby estimat-
ing the position of the victim and violating the location privacy. In
summary, Weakness # 16 (W16) is:
W16: Lack of encryption of CSI reports.
As stated in [152] CSI reports are an RRC message and can use

the existing RRC security context after its activation. However,
the 3GPP document [153] that defines the structure of the CSI
reports message does not include encryption. Investigating further,
we found a draft of the 3GPP meeting 3GPPSA3#101-e [154] that
mentions the possible encryption of CSI reports, but no official 3GPP
TS specifies this. Therefore, no formal 5G mitigation mechanism
exists, and 3GPP should address this in future releases.

6.1.4 ISAC-based tracking attack. Integrated Sensing and Com-
munication (ISAC) is a new 3GPP Rel. 19 study item [155]. ISAC
support facilitates emerging 5G and beyond applications, such as
health monitoring, smart-homes or environment mapping [156–
160]. ISAC applications focus on the analysis of wireless signals’
reflections (e.g., channel variation in amplitude and phase, signal
attenuation, Doppler shift, angle of arrival (AoA)) to infer sensing
results. However, a lot of privacy concerns have been raised about
ISAC systems in recent literature [161–167]. An active adversary
can spoof the legitimate signals to control the sensing applica-
tions [168], whereas a passive adversary only needs to eavesdrop
the wireless channel and sniff the sensing information. As a result, a
stealthy passive attacker can estimate the victim’s location through
existing localization algorithms [159, 169–171] and potentially learn
about the services delivered to the victim (e.g., respiration rate ap-
plication [172]). As stated in Sec. 7.1.4 of [155], 3GPP community
has discussed this problem and confidentiality of sensing data is
proposed. However, the 5G Security TS [23] does not refer to the
security of sensing data. As standardization efforts for ISAC tech-
nologies are at an early stage and the adversarial attacks are mainly
theoretical, the related security issues are considered as Potential
Weaknesses (PW) in 5G-Advanced, if not addressed by future 3GPP
security specifications. Thus, Potential Weakness #1 (PW1) is:
PW1: Lack of sensing data confidentiality.

6.1.5 Satellite and NTN tracking attacks. Satellites and Non Terres-
trial Networks (NTNs) are an emerging technology currently under
standardization in the 3GPP ecosystem for 5G and beyond cellular
networks [173–180]. Initially, 3GPP performed relevant analysis as
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a study item for Rel. 15 and 16 [181–183] and later introduced the
relevant work item starting from Rel. 17 [184, 185]. Satellite constel-
lations are typically classified based on their orbital type: Low Earth
Orbit (LEO), Medium Earth Orbit (MEO), and Geostationary Earth
Orbit (GEO). These constellations enable communication both with
terrestrial network components and with satellite-enabled UEs.

However, this promising integration comes with a variety of
security and privacy concerns, such as eavesdropping and spoof-
ing [186–195]. In fact, satellite communications are usually not
security protected, neither in terms of encryption nor in terms of
integrity [196–199], since the implementation of satellite crypto-
graphic algorithms is quite complex and can reduce rapidly the
networks’ overall performance [200, 201]. This problem is leveraged
by the RECORD attack, which uses a passive sniffer to correlate the
unencrypted signals and messages transmitted by LEO satellites,
with the target’s TMSI [202], thereby enabling location tracking.
In addition, SatOver is a signal overshadowing attack, performed
by an active adversary that obtains a connection with a LEO or
GEO satellite UE, thereby violating the complete set of UE Identity
Confidentiality properties [203].

Furthermore, Non Terrestrial Networks expand the attack surface.
More in detail, in current 3GPP standards, NTN integration requires
the existence of GNSS for network synchronization and proper
operations [180]. This means that the operation of the network is
sensitive to standard attacks to GNSS signals, such as spoofing [204–
207]. The effort of GNSS-free specification is currently in its very
early stage in Rel. 19 [208]. Similar to Sec. 6.1.4, the aforementioned
security issues are considered as Potential Weaknesses (PW). Thus,
Potential Weaknesses #2 (PW2) and #3 (PW3) are:
PW2: Lack of security algorithms for NTNs.

PW3: Mandatory activation of the vulnerable GNSS support.
There is a variety of research proposals to improve the security

and privacy offered by satellite and NTN networks. A first set of so-
lutions proposes the application of AI algorithms that aim to detect
the existence of an adversary [209–214]. Other solutions propose
improvements of PHY layer security [215, 216], such as adding arti-
ficial noise to the channel [217, 218], and improved cryptographic
schemes, such as the adoption of quantum algorithms [219, 220].

6.2 Security Attacks
6.2.1 PRS spoofing attack. PRS (Positioning Reference Signal) spoof-
ing attacks violate the UE location privacy and hijack the victim’s
positioning data [34, 221, 222]. An active adversary transmits a
high-power PRS , interfering with the legitimate PRS signal. As a
result, the victim UE considers the hijacked PRS a the legitimate
signal, since there is no integrity mechanism in the PHY layer to
show the PRS modification. Then, this hijacked PRS is used for UE
localization. So, the adversary not only violates the UE location
privacy, but also controls the victim’s position. Thus, the weakness
#17 (W17) is:
W17: Lack of integrity protection for PRS.
Even after the activation of the security context, physical signals

cannot be easily protected due to high computational overhead
and extensive protocol changes. A viable solution is a robust FBS
detection framework. [34] proposes an Artificial Intelligence (AI)-
based FBS detection framework to detect this attack.

6.2.2 Ambient-IoT device related attacks. Technically moving be-
yond typical UEs, the latest Release 19 [223, 224] of 5G-Advanced
has introduced the implementation of ambient-IoT devices (AIoT).
AIoT devices are battery-free devices that essentially operate using
environmental energy through backscatter method [225–227].

The consumption of AIoT devices starts from a power budget of
about 1 𝜇W for the category of Device 1 [228]. Due to their ultra-
low available energy, implementing security algorithms in AIoT
devices is challenging, thereby raising security concerns, such as
spoofing [229, 230]. Furthermore, recent 3GPP documents recog-
nize multiple security vulnerabilities in AIoT, particularly regarding
users’ identifiers privacy, communication information protection
and authentication [231]. Moreover, the section 5.2.6 of [223], which
analyzes security and privacy aspects of AIoT devices, is in a pre-
liminary stage, and it is unclear how 3GPP intends to proceed. We
mention that the research community has shown that hardware
characteristics, such as radio frequency offsets [232], is inaccurate
due to channel instability. Security mechanisms based on Radio-
Frequency fingerprinting have been proposed leveraging this in-
stability [233]. In summary, AIoT devices expand the attack surface
due to their limited security capabilities, thus, being vulnerable to
multiple pre-5G attacks, as described in Sec. 4. As standardization
efforts are in progress, Potential Weakness (PW) #4 (PW4) is:

PW4: Lack of security mechanisms for AIoT devices.

6.2.3 5G Bidding Down attack. A 5G bidding down attack was
introduced, as a proof of concept in [15]. An active adversary using
a FBS eavesdrops the RRC Security Mode Command sent by the
legitimate gNB to the UE and then answers on behalf of the victim
UE with a RRC Security Mode Failure. As stated in the Sec. 5.3.4.3
of [37], after an RRC Security Mode Failure message reception,
the security algorithms used prior to the reception of the RRC
Security Mode Command message continue to be used. As a result,
no security protection is applied and the UE works in limited mode
with "NULL" ciphering and integrity algorithms (NEA0 and NIA0).
Finally after deactivating the victim’s UE security protection, the
adversary may send an identity request message to the victim
and steal its SUPI-IMSI, thus breaking the identity privacy as well.
Concluding, the Weakness #18 (W18) is:

W18: Lack of integrity protection in RRC security mode failure
message.

Considering that this attack occurs before the activation of an
RRC secure channel, integrity protection cannot be applied to the
affected message. Furthermore, [23] does not provide a clear specifi-
cation for the use of the Anti-Bidding Down Between Architectures
(ABBA) parameter in Release up to 19, leading to variations in how
it is implemented across real-world deployments [35, 234]. In ad-
dition, ABBA is transmitted within the NAS SMC message and is
not designed to protect RRC messages, which are exploited by the
attack discussed here. This attack, along with the one described in
Section 6.2.1, underscores the need for a robust and mandatory FBS
detection framework. For example, a recent study [235] proposes
a RAN-based FBS detection system that mitigates bidding-down
attacks using deep learning techniques. Currently, there is no con-
crete defense mechanism for these attacks in the 3GPP standards.
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IMSI Catching [74–94] W1 (Sec. 4.1.1) MM1 (Sec. 5.1)
MM11 (Sec. 5.6)

O
O

IMSI Paging [105–110] W2 (Sec. 4.1.2) MM3 (Sec. 5.2.2) M
ToRPEDO [111] W3 (Sec. 4.1.3) MM4 (Sec. 5.2.2) M
IMEI Catching [9, 82, 98, 115] W4 (Sec. 4.1.4) Solved since LTE M
TMSI Anonymity [12, 105, 116–119] W5 (Sec. 4.1.5) MM2 (Sec. 5.2.1) M
C-RNTI tracking [120–125] W6 (Sec. 4.1.6) MM6 (Sec. 5.3) O

AKA Protocol Linkability [108, 109, 126–129] W7 (Sec. 4.1.7)
W8 (Sec. 4.1.7) No MM -

Device Fingerprinting [43] W13 (Sec. 4.2.3)
W9 (Sec. 4.1.8)

MM10 (Sec. 5.5)
MM9 (Sec. 5.4)

M
M

UE Measurements reports [42, 82, 130, 131] W6 (Sec. 4.1.6)
W10 (Sec. 4.1.9)

MM6 (Sec. 5.3)
Solved since LTE

O
M

Data Manipulation [121, 133] W11 (Sec. 4.2.1) MM8 (Sec. 5.3) O
TAU Reject bidding down [35, 42] W12 (Sec. 4.2.2) No MM -
R. Capabilities bidding down attack [35, 42, 43] W13 (Sec. 4.2.3) MM10 (Sec. 5.5) M
Quantum SUCI [142] W14 (Sec. 6.1.1) MM5 (Sec. 5.3) O
GUTI Reallocation Command [33] W15 (Sec. 6.1.2) MM7 (Sec. 5.3) O
CSI Reports tracking [152] W16 (Sec. 6.1.3) No MM -
ISAC based tracking [161–165, 167, 168] PW1 (Sec. 6.1.4) - -

Satellite and NTN tracking [196–199, 202, 203] PW2 (Sec. 6.1.5)
PW3 (Sec. 6.1.5) - -

PRS spoofing attack [34, 221, 222] W17 (Sec. 6.2.1) MM11 (Sec. 5.6) O
AIoT related attacks [229, 230, 233] PW4 (Sec. 6.2.2) - -
5G bidding down attack [15] W18 (sec. 6.2.3) MM11 (Sec. 5.6) O

: Applicable, : Partially Applicable, : Not Applicable.
Table 1: Top part: Overview of pre-5G (2G-4G) attacks against UE Confidentiality, corresponding weakness (W#) exploited, and
any mitigation method (MM#) proposed. Bottom part: Overview of new 5G attacks, corresponding weakness exploited and any
mitigation method proposed.

7 Discussion
In this paragraph, we comment on the results presented in Sec-
tions 4, 5 and 6, evaluating the progress of 5G security compared
to its predecessors and highlighting key takeaways.

5G standard paid particular attention to 5G-GUTI mechanism
and paging procedures. Consequently, IMSI has been replaced by
5G-GUTI for paging and POs’ estimate as explained in Sec. 5.2.2.
These mandatory modifications along with the mandatory 5G-
GUTI reallocation mechanism, mitigated several pre-5G attacks
(Secs. 4.1.2, 4.1.3, 4.1.5).

Takeaway 1: 5G ensures a secure paging procedure through
the mandatory 5G-GUTI mechanism.

5G enhances the privacy of UE CN and Radio Capabilities by
securing the first NAS message (Sec. 5.4) and transmitting Ra-
dio Capabilities only after the establishment of a secure channel
(Sec. 5.5). These measures mitigate the related attacks described in
Secs. 4.1.8 and 4.2.3.

Takeaway 2: 5G strengthens the privacy of UE CN and Radio
Capabilities.
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Three attacks affect 5G SA networks due to the absence of MMs:
two inherited attacks (AKA linkability and TAU Reject bidding-
down) and one recent 5G attack (CSI reports localization), all pos-
ing threats to user privacy. 3GPP has acknowledged these issues,
including AKA linkability in Sec. 6.2 of [236], the integrity of TAU
reject messages [134], and the encryption of CSI reports [154]. How-
ever, none of these proposals have been incorporated into the 3GPP
Security TS [23].

Takeaway 3: 5G is vulnerable to AKA linkability, TAU Reject
bidding-down and CSI reports localization attacks. 3GPP should
prioritize mitigating these threats in future releases.
An important observation is that 5G security often depends on

operators’ implementations. Specifically, pre-5G attacks, such as
IMSI Catching, C-RNTI tracking, UE Measurement Reports, and
Data Manipulation are mitigated by optional MMs. Similarly, recent
5G attacks such as Quantum SUCI, GUTI Reallocation Command,
PRS spoofing, and 5G bidding-down are also mitigated solely by
optionalMMs. Except for the SUCI Quantum attack, which is mainly
theoretical, all these attacks have been proven effective in both pre-
5G and 5G networks.

Takeaway 4:Many 5GMMs are optional, leaving themitigation
of several attacks up to operators’ discretion.
Most of these optional mechanisms are related to the cipher-

ing of RRC and NAS messages and the integrity of UP messages.
As shown in [237], UP integrity increases the network’s computa-
tional overhead and latency, with parallel programming and CN
architecture improvements suggested as solutions. Regarding RRC
ciphering, aside from mandating it, an alternative solution has been
proposed: more frequent reallocation of C-RNTI, using a pool of
multiple C-RNTIs, which can be 3GPP-compliant with minimal
modifications [11, 238, 239].

Takeaway 5: 3GPP should prioritize addressing issues related
to the ciphering and integrity of messages. A detailed analysis
of the overhead from their mandatory activation is needed, and
if prohibitive, alternative solutions should be explored.
SUCI was introduced in 5G to mitigate the IMSI catching attack.

However, its optional status poses risks to UE identity privacy.
Takeaway 6: 3GPP should prioritize mandating SUCI to protect
identity privacy.
The FBS detection framework is the only 5G MM capable of

mitigating stealthy attacks, such as those presented in Secs. 6.2.1
and 6.2.3. In addition, many research proposals focus on enhancing
the FBS detection framework. Some solutions [240–242] propose
the authentication of legitimate BSs by defining new authentica-
tion protocols, network entities or digital signature schemes, thus
mitigating the impact of FBS but increasing both the computational
overhead of the network and soliciting protocol modifications. Fur-
thermore, numerous works focus on the application of AI for FBS
detection [34, 235, 243–247] with promising results. In particular,
the AI-based FBS frameworks proposed by [34, 235], can detect even
new and sophisticated attacks, as analyzed in Secs. 6.2.1 and 6.2.3.
The Open RAN (O-RAN) evolution can facilitate the implementa-
tion of these AI solutions in current 5G networks [248, 249].

Takeaway 7: 3GPP should define a strict and mandatory FBS
detection framework in 6G, utilizing AI advancements.

Recent 3GPP Releases introduced ISAC, NTNs and Ambient-IoT.
As discussed in Secs. 6.1.4, 6.1.5 and 6.2.2 and illustrated in Table 1,
these technologies face potential privacy and security risks thereby,
substantially expanding the attack surface.

Takeaway 8: 3GPP should propose security and privacy frame-
works for emerging technologies in future 6G releases.

Finally, we comment on the results of recent measurement stud-
ies on 5G SA and 5G NSA networks. Recent real-world 5G NSA
measurement studies [29, 35, 250–254] indicate significant privacy
risks for UEs, due to the reliance of 5G NSA on the LTE CN. In con-
trast, recent 5G SAmeasurement studies [30, 33] showed substantial
improvements, since mandatory 5G MMs are in place. Furthermore,
SUCI was shown to be activated among three different operator net-
works [33]. However, incompatibility issues between the 5G CN and
USIM cards [31] alongwith USIM cardsmiss-functionalities [32] can
potentially limit the SUCI implementation [30]. In addition, [30, 33]
reveal that some operators do not activate RRC and NAS ciphering
in 5G SA networks, thus being vulnerable to the corresponding
attacks illustrated in Table 1.

Takeaway 9: Operators should transition from 5G NSA to 5G
SA and ensure proper network implementations.

8 Conclusion
In this systematization of knowledge paper, we developed a method-
ology to analyze security and privacy attacks in cellular networks.
Our study examined 12 pre-5G attacks and 11 5G MMs, finding that
1 attack was resolved in LTE, 5 were fully mitigated by mandatory
5G MMs, while 4 depend on optional MMs, leaving their imple-
mentation up to operators. The AKA Linkability and TAU Reject
bidding-down attacks remain unresolved in 5G. We also analyzed 8
recent 5G attacks, of which CSI reports localization remains unad-
dressed by current 5G protocols, while 4 rely on optional MMs. No-
tably, 3 potential S&P issues stem from 5G emerging technologies,
including ISAC, Satellite\ NTN and AIoT integration, highlighting
the need for further 3GPP security studies. Finally, we outlined 9
key takeaways, summarizing lessons learned and proposing future
work for operators and 3GPP.
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