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Abstract—The current design of 5G Core Network (5G CN)
adopts a cloud-native service-based architecture, where Network
Functions (NFs) are exposed as services that can be dynamically
composed and managed to achieve high flexibility. These NFs
are interconnected via interfaces that Standardization Develop-
ment Organizations (SDOs) like 3GPP have standardized. The
complexity of the interconnections and data sensitivity make
these interfaces vulnerable. In this letter, we advocate the use of
extended Berkeley Packet Filter (eBPF) to monitor the 5SG CN
interfaces activities. eBPF programs run in kernel space of the
host machine, thereby providing visibility of all programs and
this is especially convenient for observability of 5G CN NFs. With
a specific use case implemented in Open Air Interface (OAI),
we demonstrate the benefits of the eBPF framework to identify
session deletion attacks and mitigate associated risks.

Index Terms—S5G core network, interface vulnerability, eBPF

I. INTRODUCTION

as enables data communication between end-user devices
accessing the mobile network via the Radio Access Network
(RAN) and public networks like the Internet. Its main functions
encompass user-level functions such as traffic steering, session
and Quality of Service (QoS) management, as well as control
plane functions such as signaling, mobility management, initial
access, and authentication. The core network of 5G systems
relies on virtualized network functions, usually deployed in
the cloud over commodity hardware [1], [2], integrated via
a Service Based Architecture (SBA) using Service Based
Interfaces (SBIs) to provide interconnection between Network
Functions (NFs). The approach enables high flexibility and
enables logically independent services, i.e., slices, vis-a-vis the
previous generations of core networks [3], [4], [5].

The transition from a non-virtualized to a virtualized core
network posed significant challenges in its inception in pre-5G
technology. For example, signaling storms during peak usage
periods led to delays in event processing, service disruptions,
and degraded user experience [6]. The challenges in 5G systems
grow more complex with the increasing complexity of network
functions that are becoming more and more specific, the
growing volume of traffic, and the potential for failures in
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hardware, software, or network infrastructure [7]. The SBA
and SBI, while allowing for high flexibility, also introduce
a variety of vulnerabilities that can be exploited to disrupt
services, steal sensitive data, and compromise user privacy [8].
A recent work remarks that even one vulnerability in the core
can persistently disrupt all cellular communications (phone
calls, messaging and data) at a city-wide level [9].

With the overarching goal of identifying vulnerabilities in
the 5G protocol stack, the researchers have utilized diverse
techniques in the recent years. For instance, SGReasoner uses
formal verification to analyze control-plane protocols [10].
5GCVerif uses model-based testing to evaluate vulnerabil-
ities that can lead to unauthorized access and denial-of-
service attacks in the access control of the 5G Core Network
(5G CN) [11]. In [12], the authors use static program analysis
to compare NFs 5G core implementations and the 3GPP
specifications, uncovering previously unknown instances of
over-privilege that can compromise security and privacy. Finally,
neural networks like LSTM can predict traffic patterns and
detect anomalous signaling [13].

In this letter, we explore a different and novel approach.
Specifically, we propose to use extended Berkeley Packet Filter
(eBPF) to monitor the 5G CN interfaces activities, to identify
potential attacks, and to develop effective countermeasures.
We took inspiration from Janus [14] that leverages eBPF to
allow third-party developers to load custom code directly into
RAN functions, enabling fine-grained, flexible and efficient
monitoring and control. Some other seminal efforts use eBPF
in cloud-native environments, including the case of 5G and 6G
mobile networks [15], [16].

In particular, we demonstrate the benefit of using eBPF
for practical monitoring purposes for a relevant use case.
Specifically, we originally target a key interface in the 5G CN,
i.e., the N4 interface. Through this interface, the Session
Management Function (SMF) manages user sessions and
enforces QoS policies, based on user requirements and network
conditions. Protecting the Packet Forwarding Control Protocol
(PFCP) used in the N4 interface is key to prevent attackers
from manipulating user sessions, intercept sensitive data, or
degrade network performance. For the sake of demonstration,
we implement on Open Air Interface (OAI) a Denial of
Service (DoS) attack via the PFCP Session Deletion
Requests that would disrupt the Protocol Data Unit (PDU)
session between the User Equipments (UEs) that are the target
of the attack and the data network without having them to
be disconnected from the RAN. Our eBPF monitoring routine
identifies these malicious requests and is capable of restoring
the UEs’ connectivity. While we focus for demonstration
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Fig. 1. The 5G CN architecture with a focus on the N4 interface
purposes on malicious Session Deletion Requests,
note that monitoring with eBPF is general and applicable to
any other vulnerability of 5G CN interfaces [8].

II. A PRIMER ON THE 5G CORE ARCHITECTURE

In this section, we report background material and detail the
focus of this letter. We use Figure 1 to guide the presentation
of the relevant NFs and interfaces hereafter summarized.
Network Functions. The 5G CN is split into Control Plane
(CP) and User Plane (UP). The CP exchanges signaling traffic
across NFs while the UP takes care of data traffic. The Access
and Mobility Function (AMF) serves as the initial point of
contact for UEs, taking them through the registration and
authentication process with the network. The SMF manages
user sessions, assigns IP addresses, and coordinates with
the User Plane Function (UPF) to ensure proper network
connectivity. The UPF acts as the gateway between the UE
and external networks, being the only UP NF handling data
traffic. Other network functions, such as the Unified Data
Management (UDM), Policy Control Function (PCF), Network
Exposure Function (NEF), Application Function (AF), Network
Slicing Selection Function (NSSF), and Location Management
Function (LMF) [7] provide various services and manage user
interactions within the 5G CN.

Interfaces. Each of these NF, also known as end points,
is interconnected with other NFs via interfaces. Interfaces
starting with “N” connect different network elements: N1
(UE-AMF), N2 (5G-AN-AMF), N3 (5G-AN-UPF), N4 (SMF-
UPF), N6 (UPF-data network), and N9 (UPF-UPF) among
the others. N1 combines the radio interface (Uu) with N2
for functionalities like registration and message services. Xn
connects next Generation Node Bs (gNBs) for handover, data
forwarding, and control. F1 connects gNB functional splits
(Distributed Unit (DU) and Centra Unit (CU)) for control and
user traffic signaling. Service Based Interfaces (SBI) represent
an API-based interface for communication between network
functions within the 5G core.

Our Focus in This Letter. The survey in [8] thoroughly
reviews vulnerabilities across these interfaces. This letter
demonstrates that monitoring NFs and interfaces with eBPF
enhances the 5G CN’s operational robustness. We focus on the
N4 interface, which connects the SMF and UPF, exchanging
sensitive signaling data such as QoS parameters and traffic
handling rules—making it critical for session management. The
PFCP protocol operates at the N4 interface, managing control
and forwarding between CP and UP. It establishes, modifies,

and deletes sessions to ensure efficient packet processing and
routing based on SMF instructions.

III. MONITORING 5G INTERFACE ACTIVITIES WITH EBPF

The Choice of eBPF. eBPF is a technology that enables
application developers to enhance the capabilities of the
operating system kernel without modifying its source code. It
makes it possible for sandboxed programs to execute within
the kernel environment and enables observability, security, and
networking functions. eBPF programs are event-driven and
can be written in a high-level language, making them easy to
develop and deploy.

In this letter, we show how to ensure resilience in the
5G CN interface activities with two modules: eBPF Detection
Program (EDP) is responsible for attack detection, and Protocol
Compliance Protector (PCP) handles attack mitigation. Next,
we introduce the DoS attack, the EDP, and, finally, the PCP
modules. Figure 2 illustrates the entire procedure and we will
use it hereafter to guide the reader through the procedure.
The Attack. A legitimate Session Deletion Request
starts when a UE wants to disconnect from the network.
The request for PDU termination goes through the AMF,
which triggers the SMF to send the Session Deletion
Request to the UPF. The UPF identifies the session to be
deleted by matching the Session Identifier (SEID) with the one
contained in the Session Deletion Request.

In the attack, the compromised SMF upon triggered to send
a legitimate Session Deletion Request for a target
UE, sends multiple of them including the SEID information of
other UEs. The UPF upon receiving all these requests, simply
terminates those sessions while the AMF remains unaware, i.e.,
the GTP-U tunnel is still active although the UEs do not have
connectivity with the data network.
eBPF Observability with EDP. EDP executes the eBPF-based
detection routine that examines the control traffic on the 5G CN
and detects anomalies. The eBPF program first filters all PFCP
packets with Session Deletion Request and based on
a timer distinguishes between legitimate and non-legitimate
requests. The DoS attack sends a batch of requests back-to-
back and in real mobile networks is unusual that so many UEs
de-register with such short notice [17]. EDP is implemented
as a C-defined eBPF routine using BPF Compiler Collection
toolkit and the type of eBPF program is a socket filter. The
key advantage of EDP lies in its minimal overhead: unlike
traditional deep packet inspection methods, which are resource-
intensive, the use of eBPF enables a selective event tracing
and aggregation that minimizes the data collection overhead.
Attack Mitigation with PCP. When EDP reads a Session
Deletion Request from raw socket and deems it as
malicious, the PCP module kicks-in and looks-up the affected
UE via its SEID. Using the SEID, the PCP module then
triggers PFCP Session Establishment Request to
re-establish the disrupted sessions of the affected UEs. The
PCP module is implemented as a Python script that interacts
with EDP and enables an automated reaction to the attack.
Limitations. Due to the exploratory nature of this work, we
use socket filters due to their simplicity and efficiency in
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Fig. 3. Implementation: the OAI architecture

analyzing PFCP packets relevant to the Session Deletion
Request attack. Furthermore, socket filters are readily avail-
able for experimentation within OAI Other techniques like
XDP [18] or advanced tracing tools can respectively process
packets earlier in the stack or enable the detection of more
sophisticated attacks with deeper visibility into kernel, but at
the cost of a much higher complexity than socket filters.

IV. EVALUATION
A. Configuration and Evaluation Methodology

For the evaluation, we rely on OAI [19], which is installed
and configured on a Linux server equipped with 12 cores
i7@3.4 GHz, 64 GB of RAM and running Ubuntu 22.04
LTS. Specifically, we use the “OAI Full Stack 5G-NR RF
simulation” that deploys on a single machine an image that
includes docker, docker-compose, oai-cnSg-fed v1.2.1, and
docker images for all of the OAI 5G core network functions
described in Section II. We perform minor modifications in
order to accommodate more UEs, scaling by 5x the original
parameter. We use configurations with a total of 30 and 50 UEs
that are interconnected to the data network using the rf-sim
for the RAN. In our experiments, we are particularly interested
in the events happening in the N4 interface, the respective NFs
within the 5G CN (i.e., the SMF and the UPF) and the UEs.
Figure 3 shows the overall architecture. The main limitation of
our deployment lies in the UEs registration failure when too
many UEs attempt to register or leave. Specifically, deploying

or deactivating multiple UEs within a short time frame (e.g.,
within less than 5 seconds) prevents those UEs from being
registered in the 5G Core Network. Thus, they are not allowed
to communicate with the data network.

Our methodology for the evaluation is as follow. We deploy a
scenario on OAI like described above, check that all the UEs are
successfully attached to the 5G CN and are exchanging traffic
with the data network via iPerf. At a specific point in time, the
compromised SMF (H-SMF in Fig. 2) we implemented sends
an altered Session Deletion Request to the UPF. The
request does not simply delete the session of one UE as per
the standard (target-UE in Fig. 2), but that of several other
UE:s. For simplicity we control the number of UEs intentionally
disconnected as a fraction of the total number of UE registered
in the AMF. We use as evaluation parameters the ratio of UEs
that are disconnected, R = 30% and R = 50%. The latter
value indicates that half of the UEs currently connected will
be disconnected and makes it possible to evaluate the case of
a severe attack. By monitoring the status of the system with
our EDP toolkit, we are able to spot the malicious Session
Deletion Requests and automatically re-register the UEs
that have been illegitimately disconnected with the PCP module.
The settings are aligned, in scale, with the user activity
properties observed in production mobile networks [17], [20].

B. Results

Figure 4 shows the results for two different UE drop ratio
embedded in the malicious Session Deletion Request.
Specifically, Fig. 4(a) is for R = 30% with 10 UEs and
Fig. 4(b) is for R = 50 % with 30 UEs.

The results show the network behavior over time. At the start,
the UEs are attached to the network, but not yet exchanging
traffic. The iPerf sessions for all the users are initiated at the
start of the experiment with a pace of 1 session per second
(hence all the users are actively exchanging traffic after 10 and
30 seconds respectively for Fig. 4(a) and Fig. 4(b)). The attack
is executed by sending a malicious Session Deletion
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Fig. 4. Effects of a malicious Session Deletion Request and recover
made possible by the eBPF monitoring framework

Request whose objective is to disconnect a fraction of
the UEs in addition to a legitimate one. Fig. 4 shows that
the DoS attack is successful as when it is executed both
iPerf connections and the number of UEs registered in the
AMF drop. Our eBPF framework is capable to detect such
a malicious Session Deletion Request as detailed in
$IIT and triggers a recovery action. In the recovery phase, all the
UEs that were illegitimately disconnected are registered again
in the 5G CN and this becomes evident because the number of
UE:s registered with the AMF increases. Obviously, the user that
was supposed to be legitimately disconnected is not registered
again. Please note that obviously, without intervention that is
external to the capabilities of the 5G CN, it is not possible
to restore the application (i.e., the iPerf connections). Finally,
Fig. 4(b) shows that the profile of the iPerf connections is
irregular. This is an artifact completely unrelated to the attack.
It is due to the limited computing resources and makes these
connections to experience brief interruptions.

V. CONCLUDING REMARKS

In this letter, we showed the benefits of using eBPF as
an enabler for monitoring activities on the 5G CN interfaces.
Specifically, we considered the case of the N4 interface that
interconnects the SMF and the UPF and showed that eBPF
makes it possible to spot illegitimate UEs disconnection due
to malicious Session Deletion Requests. We imple-
mented and validated the monitoring framework on OAI,
a reference 5G open-source software platform designed for
experimentation, prototyping, and research in the field.

Future work will focus on extending our eBPF-based moni-
toring framework to incorporate XDP and tracing programs.
This will enable us to capture richer contextual information to
detect more complex attack patterns and evaluate additional

metrics other than UE disconnection rate like latency and
recovery speed. We will also investigate the integration of
AI/ML techniques to analyze the collected data and further
enhance the detection of anomalous activities.
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