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Abstract

Wireless networks have become an integral part of modern society, providing
ubiquitous connectivity to a growing number of connected devices. Concepts like
Augmented Reality (AR)/Virtual Reality (VR), remote surgery and Industry 4.0 will
further increase the number of users and the volume of data being transferred. Satisfying
the demands for higher throughput, lower latency and higher reliability necessitates novel
technologies and innovative designs. Operation in the high frequency Millimeter-Wave
(mmWave) band is foreseen as a crucial part of the design of future wireless networks.
The extremely large signal bandwidth offered at mmWave frequencies enables multi-Gbps,
low-latency wireless connectivity for a peak performance that far exceeds what can be
achieved in the currently used sub-6 GHz bands.

Realising the potential of mmWave technology requires adaptation to the challenging
propagation environment at all levels of the protocol stack. Significant work has already
been done to enable single-link communication through the use of phased antenna
arrays to generate narrow directional beampatterns. Network aspects and interactions
in large and dense networks, however, remain largely unexplored. The goal of this
thesis is to study the performance of mmWave protocols in dense deployments with
many Access Points (APs) and Station (STA) near each other. Such deployments are
required for sufficient coverage in real-world implementations, however, they come with
unique challenges due to the complex nature of interference in mmWave networks. The
thesis studies different proposed architectures for mmWave to gain insight into sources
of inefficiency and performance degradation. We then propose solutions to address these
challenges and enhance the operation of mmWave networks.

To enable research into dense mmWave networks we implemented the latest mmWave
WiFi standard, IEEE 802.11ay, in the network simulator ns-3. We used as a basis for
our implementation the existing IEEE 802.11ad model, expanding it to cover advanced
features like Multiple-Input and Multiple-Output (MIMO), channel bonding and novel
Beamforming Training (BFT) protocols introduced in IEEE 802.11ay. Using our model
were able to get in-depth insights regarding the performance of various protocol features
of the state-of-the-art mmWave WiFi, including, channel access, BFT, interference

management and spatial sharing.
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We first focus on BFT scalability in dense deployments, looking at how the accuracy
of the training can degrade in high-interference environments, as well as how the growing
overhead can limit communication throughput. We propose the use of the novel Group
Beamforming protocol introduced in IEEE 802.11ay as it enables simultaneous training of
all STA with a Basic Service Set (BSS), rather than relying on a per AP-STA training like
legacy BFT from IEEE 802.11ad. We additionally propose performance enhancements
for the Group Beamforming protocol that can increase the accuracy to ensure correct
beampattern selection even under significant interference. Our analysis demonstrates
that the modified Group Beamforming protocol has higher accuracy than legacy BF'T
and enables higher network throughput due to the reductions in overhead.

We then designed a physical (PHY) layer signalling solution that enhances packet
reception in mmWave WiFi devices. We focused on two sources of inefficiency caused
by the contention-based random channel access - the use of omnidirectional receiver
beampatterns, and the overhearing of unwanted packets. Both of these problems limit the
performance in the network and affect spatial re-use. SIGNaling in the PHY Preamble
(SIGNiPHY) embeds the user identifier (ID) in the PHY packet preamble, allowing
for early user identification. This enables the receiver to use the correct directional
beampattern to receive the packet payload, as well as to filter any packets for which
it is not the recipient. Thus, SIGNiPHY increases the resilience to interference, enabling
packet decoding under challenging conditions and increasing spatial sharing. We evaluated
SIGNiPHY in ns-3, as well as an FPGA testbed, revealing significant gains in throughput,
latency and fairness.

The next work in the thesis presented our mmWave MIMO implementation with
standard compliant MIMO BFT protocols and channel access. We demonstrate how
our analog BFT protocol was able to train multiple transmit and receive antennas to
find spatially separated, independent streams. Challenges with mobility, the sparsity of
the mmWave channel and complex BFT protocols require further research into mmWave
MIMO. However, we found promising results regarding the viability of mmWave MIMO
even with a fully analog architecture.

We further investigate an alternative architecture for devices with multiple Radio
Frequency (RF) chains by introducing multi-connectivity. In multi-connectivity networks,
users maintain several simultaneous links with spatially distributed APs. Unlike MIMO
networks, multi-connectivity designs aim to not only increase throughput but also enhance
resilience and robustness. This makes them extremely suitable for mmWave networks
which suffer from frequent outages and service interruptions. Furthermore, mmWave
multi-connectivity networks can have reduced implementation complexity by exploiting
the spatial separation of the directional links. Therefore, we propose a distributed
multi-connectivity design that relies solely on local analog beamforming for interference

management. Our architecture was able to enhance resilience and maintain connectivity
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at all times even under high interference, as well as exploit the spatial diversity of the
multiple links to achieve gains in throughput.

Finally, we study the novel IEEE 802.11bf protocol which aims to standardize sensing
operation in WiFi. As a topic of significant interest from both academia and industry,
environmental sensing using communication signals opens new possibilities for mmWave
networks. We present a first initial system-level study that looks at joint communication
and sensing in a mmWave WiFi network. We look at resource allocation and study
how the sensing and data traffic interact with each other. We further analyse how the
sensing parameters affect the performance and identify network configurations where both
sensing and communication can coexist, enabling successful integration of sensing and
communication in a single system.

To conclude, in this thesis we present a comprehensive analysis of dense mmWave
networks, proposing performance enhancements to enhance scalability and efficiency. We
then look at future possibilities for mmWave, by analysing the possibilities of advanced
devices with multiple RF chains, as well as novel paradigms that integrate environmental

sensing into mmWave WiF1i operation.
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Introduction

The past decade has seen an exponential rise in wireless traffic as both the
number of connected devices and the throughput demands have increased multifold.
Emerging applications like Augmented Reality (AR)/Virtual Reality (VR), remote
surgery, vehicular connectivity, wireless backhauling, Fixed Wireless Access (FWA) and
factory automation will even further increase the demands from wireless networks [5]. The
need for higher data rates, lower latency, and higher reliability demands innovative designs
and an evolution of current wireless networks, as existing technologies are becoming over-
congested and unable to satisfy the ever-growing demands for wireless communication [6].
One key issue is the scarcity of available bandwidth in the sub-6 GHz bands where both
cellular and WiFi systems, as well variety of other technologies like bluetooth and Zigbee
are currently deployed. Advanced signal processing techniques like Multiple-Input and
Multiple-Output (MIMO) as well as network densification have been used to increase
capacity and throughput, however, there are fundamental limits to the amount of data
that can be transmitted in the bandwidth currently used. Therefore, a shift towards the
higher frequency bands has been proposed as a key enabling technology for 5G and future
6G systems [7]. While communication up to THz frequencies is being considered, the
Millimeter-Wave (mmWave) band (between 30 GHz and 300 GHz) is the most promising
and well-researched high-frequency technology for timely real-world deployment.

mmWave systems can offer very high bandwidth for communication due to the large
amounts of spectrum available in this frequency band, leading to the ability to support
multi-Gbps communication even with a Single-Input and Single-Output (SISO) link [8]. In
addition, they can satisfy the low latency requirements of emerging real-time applications
like AR/VR and factory automation. Furthermore, the high signal bandwidth also enables
mmWave to support features like high accuracy localization and environment sensing
as it enables much higher resolution than current sub-6 GHz systems [9]. The main
obstacle to the broad application of mmWave systems lies in coping with the challenging
propagation environment for high-frequency signals, as they suffer from high path loss,

oxygen absorption and sensitivity to blockage. This leads to low communication ranges
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and frequent link breakages, making it difficult to establish stable links and provide
uninterrupted service to users [10,11]. Significant research effort has already gone into
designing solutions to enable communication at mmWave frequencies, resulting in the
development of Commercial Off-the-Shelf (COTS) devices and the integration of mmWave
technology in the latest cellular and WiF'i standards.

The key modification is the switch to directional communication by means of
phased antenna arrays. Unlike current sub-6 GHz systems where antennas are usually
omnidirectional and radiate energy evenly in all directions, mmWave networks require
beamforming to focus the signal in the direction of the peer device. This generates
narrow directional beams that allow for higher transmission and reception antenna
gains to combat the high propagation loss, thus enabling communication at longer
ranges. However, the handling of highly directional mmWave links introduces unique
challenges to mmWave networks. First, before communication can take place, it is
necessary to perform a Beamforming Training (BFT) procedure to find the optimal
beam for communication with every communication peer. Additionally, it is necessary
to continuously monitor and update the chosen beam to prevent misalignment caused by
mobility. Finally, environmental changes and mobility can introduce blockages and fast
link degradation, requiring the use of speedy recovery mechanisms to ensure uninterrupted
service. Furthermore, directionality requires modifications to many procedures across
the protocol stack designed with the assumption of omnidirectional reach of signals.
Initial access [12], association [13] and handover [14] procedures all require efficient and
low-overhead solutions to reduce the complexity and increase the speed. Interference
management and channel access also differ significantly from traditional networks due to
the highly dynamic nature of the interference which is localized in certain directions and
varies not only with the location and orientation of devices but also with the transmit
and receive beampatterns. On the one hand, spatial sharing allows multiple directional
beams sufficiently separated in space to operate simultaneously as they do not interfere
with one another, leading to high aggregate network throughput [15]. On the other
hand, random channel access protocols like Carrier Sense Multiple Access with Collision
Avoidance (CSMA/CA), which represent a foundational aspect of WiF1i, rely on accurate
sensing of the occupation of the wireless medium and are negatively affected by the
directional, low-range nature of mmWave signals [16-18]. Practical research has shown
that adaptation to mmWave frequencies will require modification of everything from the
aggregation policies [19], to rate adaption mechanisms [16] and Transmission Control
Protocol (TCP) variants [17,20]. mmWave networks with their unique propagation
characteristics, directional communication and extremely high data rates fundamentally
differ from traditional sub-6 GHz networks in many ways. Thus, they require innovative
solutions to realize their full potential and provide high-performance wireless connectivity

for the next generation of applications.
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1.1 Standardization and COTS development

mmWave technology has been included in the latest cellular and WiFi standards,
leading to the development of the first COTS devices with mmWave support and the
first real-world deployments. This has significantly progressed research by studying more
complex, realistic scenarios and complete systems with a full protocol stack.

The IEEE 802.11ad standard [21], introduced in 2012, is the first Wireless Local
Area Network (WLAN) standard to provide Medium Access Control (MAC) and physical
(PHY) layer specifications for wireless networking in the unlicensed 60 GHz band, referred
to as Directional Multi-Gigabit (DMG) operation. It represents a technical achievement
and a large step forward for mmWave development as it standardized for the first time
procedures for directional communication including initial access, BFT and medium
access. New procedures such as relaying and fast session transfer to the sub-6 GHz
band address challenges due to the reduced range and unreliability of mmWave links.
Finally, a very robust control PHY layer is designed for transmitting control messages at
very low Signal-to-Interference-plus-Noise Ratio (SINR) before BF'T has been completed.
IEEE 802.11ad allows for data rates of up to 6.72 Gbps with the highest Modulation
and Coding Scheme (MCS), using the highest performing Orthogonal Frequency Division
Multiplexing (OFDM) modulation. This is enabled by the extremely wide bandwidth
of 2.16 GHz for each WiFi channel, with 4 channels available from 57 GHz to 64 GHz.
The approval of IEEE 802.11ad led to the development of a diverse range of commercial
products that support mmWave WiFi, including routers [22-24], docking stations [25]
and even mobile phones [26]. This allowed for practical evaluation of mmWave WiFi on
COTS devices, leading to great insight regarding mmWave performance, both in terms
of real-world propagation and protocol challenges that arise from the specific nature of
mmWayve links.

While incredibly valuable, IEEE 802.11ad failed to fully exploit the vast capabilities
of the 60 GHz band and offer support to the highest-performing applications [7]. This
led to the development of its successor, IEEE 802.11ay [27], which defined Enhanced
Directional Multi-Gigabit (EDMG) operation in the 60 GHz band. IEEE 802.11ay was
designed to be fully compatible with IEEE 802.11ad but to offer much higher performance,
up to 100 Gbps. Most of the performance enhancements are accomplished through the
inclusion of advanced physical layer solutions like MIMO and channel aggregation and
bonding, allowing for multifold increases in throughput. Both Single User (SU) and Multi
User MIMO (MU-MIMO) with a maximum of 8 spatial streams are supported by IEEE
802.11ay, as well as aggregation or bonding of up to 4 channels. In addition, IEEE
802.11ay significantly expands the BFT procedures supported to improve the scalability
and support different deployments and heterogeneous end-devices. This includes the

inclusion of new protocols for MIMO BFT where multiple Radio Frequency (RF)
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chains need to be simultaneously trained, the redesign of existing IEEE 802.11ad BFT
mechanisms and the addition of new SISO BFT mechanisms that address different use
cases. IEEE 802.11ay was only recently approved in 2021 with the first devices emerging
recently [28]. The inclusion of many new features offers exciting opportunities for research
into the next generation of mmWave networks, particularly as concepts like mmWave
MIMO have not yet been thoroughly evaluated.

Finally, 3GPP has included operation in the high-frequency bands (>24 GHz) in the
specifications for 5G New Radio (NR) [29] to provide support for ultra-high throughput
and capacity performance. Key aspects of the standardization process included the
design of antenna beamforming and beam management procedures, as well as dealing
with the interoperability between the mmWave Radio Access Network (RAN) and other
parts of the 5G network [30]. Deployment of 5G mmWave NR has recently started and
the first real-world studies are analysing aspects like coverage, beam management and
throughput performance [31]. While many of the research challenges considered in this
thesis also apply to 5G NR, we focus on evaluating mmWave WiFi due to the lower

protocol complexity, easier implementation and greater accessibility and flexibility.

1.2 Research challenges

mmWave technology is poised at the moment to enter widespread deployment and
application with sufficient standardization support and availability of commercial devices
that support it. However, open questions still remain regarding the stability, robustness
and resilience of mmWave networks. This is particularly true when considering network
aspects like coverage, interference, channel access and spatial sharing. While single-
link deployments have been extensively studied, interactions in large and dense networks
still pose a lot of challenges. However, real-world implementations will require dense
deployments with many Access Points (APs) and users in close proximity to ensure
sufficient coverage. Performance evaluations of current multi-AP deployments [16-18,
32-34] show that the throughput and reliability drop significantly as the network density
grows. Understanding the causes of these performance trends and improving the efficiency
and robustness of large mmWave deployments is crucial to the further development of
mmWayve technology. In the following, we summarize some of the key research challenges

for large and dense mmWave networks.

e Research tools: The study of dense mmWave networks can be quite
challenging, as few tools exist that provide reliable and comprehensive performance
evaluation. Commercial devices do not implement all features of the mmWave
WiFi protocols [35] and in particular, do not support advanced capabilities like
MIMO, fast beamtraining and channel aggregation which are particularly relevant

for research. In addition, they offer limited interfaces to the lower protocol layers
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and only minor modifications to the operation are possible, making it difficult to
evaluate novel solutions. FPGA-based testbeds [36] allow for flexibility and insight
into the performance, however, their high cost makes them unsuitable for dense
network evaluation. Furthermore, they often lack fidelity in the implementation of
higher protocol layers and therefore, cannot provide insight into network aspects.
Therefore, network simulation tools can be very valuable for large-scale, detailed
evaluation and fast implementation of new features. Unlike signal processing
simulation tools, network simulators have implementations of the full protocol stack
and allow exploring aspects like channel access, packet collisions and application
performance. The IEEE 802.11ad module [37-39] of the network simulator ns-3
represented the first open-source model for mmWave WiFi in ns-3. The model
features a detailed implementation of the novel MAC features of IEEE 802.11ad
including BFT, initial access, relaying and fast session service. Furthermore, it has
a high-fidelity PHY layer as it includes support for interfacing with commercially
available ray tracers, as well as realistic antenna models with directional radiation
patterns. This made it an extremely valuable tool to the research community
and allowed for interesting insight into mmWave networks. In this thesis, we
present the extension of the model to support the latest advancements in mmWave
technology introduced in the IEEE 802.11ay standard. In particular, support
for MIMO required significant updates to ns-3 operation and represents the first

implementation of mmWave MIMO operation from a protocol perspective.

o Scalability and efficiency of beam training/tracking algorithms:
Beampattern selection is a crucial factor in mmWave performance as high antenna
gains are fundamental to overcoming the large path loss in the high-frequency
band [40, 41]. The BFT process used to find the optimal beampattern for
communication is particularly challenging in dense deployments. The training
overhead grows with the number of devices in the network, leading to reduced
network efficiency and data rates. In addition, the high-interference environment
can corrupt the training and lead to erroneous beampattern selection which will
in turn reduce communication efficiency. Finally, the dynamic nature of dense
networks might require quick beampattern adaptation which requires fast, low-
overhead training. Identifying BFT algorithms that scale well in dense networks

and maintain a high accuracy can lead to significant performance enhancements.

e Resilience and robustness: The increased attenuation, sensitivity to
blockage and need for directionality lead to problems with low coverage ranges,
unstable links and reduced reliability in mmWave networks [10, 11]. Ensuring
uninterrupted and robust service remains a key challenge in current mmWave

systems. In addition to outages caused by mobility or blockages, dense networks
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additionally suffer from high interference which can also disrupt data transmission
and reception. Moreover, link recovery algorithms need to be scalable to avoid
high overhead and latency. The handover and beam management processes also
suffer from increased complexity in dense networks and could be disturbed by
high interference. All of these challenges make dense and large mmWave networks
particularly vulnerable to link breakages and loss of service, requiring innovative

solutions to design robust systems.

¢ Interference management and increased spatial re-use: The use of
narrow directional beams in mmWave enables high spatial re-use by allowing
multiple links located in close proximity to be simultaneously active as the
interference they create is limited to a certain spatial direction. This is crucial
to enabling high data rates in large networks which require dense AP deployment
for coverage. However, creating and identifying highly directional links which have
full spatial separation so as to not interfere with each other is not always achieved in
current networks, leading to low spatial re-use and low network throughput [16,17].
In addition, dense networks suffer from high interference and packet collisions,
further reducing the efficiency. In particular, the dynamic interference environment
caused by directional transmissions can lower the reliability of the carrier sensing
during channel access. This leads to packet collisions, errors in BFT and higher
unreliability of data transmissions. Interference management and spatial re-use are
closely linked in mmWave networks and pose many unique challenges. For example,
unreliable carrier sensing leads to packet collisions, however, efforts to improve
channel access can unintentionally lead to reduced spatial re-use. Interactions
between devices in the network are highly complex as the interference varies with
both the beampattern selection (which itself can be influenced by interference during
the BFT) and the location and orientation of the devices. Exploring the dynamics
in dense networks and understanding the performance trade-offs is key to designing

efficient mmWave networks.

e Multi-RF deployments: The latest mmWave WiFi standard supports
MIMO operation, requiring advanced devices with multiple RF chains. This
enables communication with multiple spatial streams for a multifold increase in
trafficc. MIMO operation at mmWave frequencies, however, is very challenging.
The wide bandwidth exacerbates linear and non-linear impairments in the RF
devices [42]. The high number of antenna elements prohibits a fully digital precoding
architecture, instead relying on analog or hybrid beamforming [42]. BFT protocols
for MIMO require the training of multiple RF chains at the same time, resulting in
a large number of possible beam combinations which makes an exhaustive search

of all combinations impossible. The resulting beamtraining process is lengthy and
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complex and can provide sub-optimal results, requiring practical evaluations of the
performance. In addition, due to the sparsity of the mmWave channel successfully
establishing multiple independent streams can challenging. An alternative design
proposed for devices with multiple RF chains is a multi-connectivity [43—46] or cell-
free deployment [47,48], where users maintain multiple communication links with
different APs simultaneously. In addition to the spectral efficiency improvements,
this design can address key issues of resilience and robustness in mmWave networks
[49,50]. Most previous work, however, proposes a coherent design which requires
tight synchronization between APs in the network which is extremely challenging to
implement. As advancements in the design and fabrication of mmWave electronics
are paving the way towards high-performance, robust, low-power and low-cost RF
integrated circuits, multi-RF devices represent the next step in the evolution of
mmWave technology. Exploring and evaluating different proposed architectures will

be necessary to realize the full potential of multi-RF mmWave.

e Joint communication and sensing at mmWave frequencies: Wireless
sensing is one of the most prominent research areas currently, leveraging wireless
communication signals to sense everything from motion detection [51-53] to
health monitoring [54,55] to 3D vision applications [56,57]. Joint communication
and sensing WiFi systems benefit from existing infrastructure and ubiquitous
deployment. Significant research [51-55, 58] has demonstrated the potential of
sensing using WiF1i signals, prompting the development of IEEE 802.11bf [59], the
latest WiFi standard which aims to standardize sensing procedures and facilitate
the real-world deployment of joint communication and sensing WiFi systems. IEEE
802.11bf addresses both sensing at sub-7 GHz as well as in the 60 GHz band. Sensing
at mmWave frequencies offers higher range and angular resolution due to the high
signal bandwidth and can therefore enable high-precision sensing. However, the
unreliable nature of WiFi signals, particularly in the mmWave band, can affect the
sensing accuracy. Similarly, allocating resources to sensing traffic can negatively
affect data communication. Thus it is very important to study resource allocation
in joint communication and sensing systems, as well as determine the practical

performance of these systems in larger networks.

1.3 Contributions of the thesis

The overall goal of this thesis is to explore dense and large mmWave networks from
many aspects, looking at proposed deployment architectures (standard WiFi, MIMO,
multi-connectivity), and analysing different performance trends (throughput, reliability,
BFT accuracy) with regard to the density of the network and the level of interference.

Based on the insights gained during the analysis we then design solutions to current
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mmWave networks. In the following, we provide a summary of the contributions of this

thesis:

« An IEEE 802.11ay model in ns-3: Our implementation expands the
existing IEEE 802.11ad model to capture the specifics of IEEE 802.11ay such
as the new frame format, MCSs, information elements and management frames.
The novel BFT protocols of IEEE 802.11ay are supported by implementing the
new Training (TRN) field format and new elements such as the Short Sector
Sweep (SSW) packet. We support channel bonding with up to 4 bonded channels.
Finally, a major extension introduces support for MIMO operation including the
ray-tracing channel model and the full standard-compliant MIMO BFT protocols.
The implementation has been updated to also support non-standard compliant
features such as SIGNaling in the PHY Preamble (SIGNiPHY) - our PHY layer
signalling solution, and multi-connectivity networks. The latest update covers the
implementation of sensing procedures from the novel IEEE 802.11bf protocol. Our

model is open-source and publicly available for the use of the research community.

e BFT for dense networks: We perform a detailed analysis of BFT algorithms
in dense networks by looking at the accuracy of the training and the training
overhead effect on data communication. Our work is the first analysis of the novel
Group Beamforming protocol introduced in IEEE 802.11ay which is particularly
suited to dense networks as it allows simultaneous training of multiple stations
and has very low training overhead. We compare the performance of Group
Beamforming against the legacy 802.11ad BFT - the Sector Level Sweep (SLS)
protocol in a variety of simulation scenarios. Our results show that interference
during the training can lead to errors in the beampattern selection which results in
significant drops in the achievable Signal-to-Noise Ratio (SNR) (up to 35 dB in our
scenarios). Although the errors are mostly transient and devices are able to recover
in the next training, they can lead to service outages and loss of connection which
is shown to be quite harmful. Moreover, we found that the legacy SLS protocol has
difficulty scaling in dense networks due to the large overhead, leading to significant
channel time spent on BFT procedures. In contrast, Group Beamforming proved to
be a very promising alternative, allowing for gains in achievable throughput of up to
500 Gbps. The main drawback of Group Beamforming is that in very dense scenarios
the AP training is quite vulnerable to interference leading to significant BFT
errors. We therefore designed two enhanced versions of Group Beamforming that
significantly improve its performance. Our modified version of Group Beamforming
outperforms both the legacy 802.11ad BFT and the standard Group Beamforming
and provides the best network performance in all scenarios we tested, both in terms

of network throughput and BFT accuracy.
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« Enhanced efficiency and spatial reuse for mmWave WiFi: Our study
of dense mmWave networks revealed that one of the main causes of inefficiency is the
contention-based channel access with CSMA /CA. Due to the lack of a transmission
schedule devices have to use omni-directional reception beampatterns, as they could
receive packets from any user in the networks. This affects both the single-link
performance due to the lower antenna gains and reduces spatial reuse since devices
receive interference from all directions. Furthermore, it significantly contributes
to the problem of unwanted packet overhearing. Packet overhearing is another
consequence of CSMA /CA where due to the lack of a transmission schedule devices
attempt to decode all packets that they overhear, including many packets not meant
for them. While in sub-6 GHz networks, this is mainly an energy-efficiency problem,
in mmWave networks it causes much more harm as it limits spatial sharing, keeping
devices busy decoding unwanted packets so that they are unable to receive their own
data. To solve both of these issues, we designed SIGNiPHY - a PHY layer signalling
solution that allows the embedding of the user identifier (ID) in the packet preamble,
at the very start of the packet. Identifying the user early in the reception process
enables fast switching to a directional receive beampattern to receive the packet
payload with higher gain and reduce the received interference. Additionally, it
facilitates fast packet filtering of unwanted packets, leaving the device free to receive
any packets for which it is the recipient. SIGNiPHY does not incur any overhead
and ensures backwards compatibility and interoperability with legacy devices. It is
additionally designed to be low-complexity and require minimal modifications for
easy implementation. We implemented SIGNiPHY in our ns-3 model and found that
it enhances the throughput between 13% and 230% compared to different baseline
schemes while ensuring higher fairness and boosting the performance of the lowest-
performing users. Moreover, we also evaluated SIGNiPHY real-time operation in
our FPGA-based testbed and showed that SIGNiPHY significantly enhances the
resilience to interference, enabling the decoding of all packets at SINR as low as

0 dB while coping with up to 3 different interferers.

« IEEE 802.11ay mmWave MIMO evaluation: We provide the first
protocol evaluation of the standardized MIMO operation for IEEE 802.11lay
networks. Our ns-3 implementation includes the full analog BF'T procedure for both
Single User MIMO (SU-MIMO) and MU-MIMO as well as the SU-MIMO channel
access procedure and data transmission. We demonstrate the complexity and length
involved in simultaneously training multiple transmit and receive beampatterns and
how trade-offs can occur between the scalability and duration of the process and the
spatial separation achieved. We also highlight how because an exhaustive search of
all combinations of beampatterns is not possible, the selection of good candidate

beampatterns to test is crucial to the performance. We validate the performance
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in static and mobile scenarios and look at how the BFT is able to cope with user
mobility. Finally, we demonstrate how even with analog beamforming it is possible
to successfully establish independent spatial streams for a multifold increase in

throughput.

e« Enhanced resilience through in-band multi-connectivity: While
MIMO communication can offer significantly higher throughput rates, the BFT
process is complex and lengthy and the mmWave channel sparsity limits the number
of spatial streams that can be established. In addition, MIMO does not address
resilience and robustness which are arguably much bigger problems in mmWave
where the large bandwidth allows for very high data rates even with a SISO
connection. Therefore we considered alternative solutions to better utilize the
enhanced capabilities of multi-RF devices. Multi-connectivity approaches enable
users to have multiple simultaneous connections to different APs in the network
which can significantly improve the resilience and robustness to link breakage.
Furthermore, unlike designs at sub-6 GHz which have to rely on phase-coherent
processing for interference management, mmWave networks offer an opportunity for
simpler implementation by relying on spatial separation of signals through analog
beamforming. This prevents the need to have tight synchronization and global
knowledge of Channel State Information (CSI) in the network, making mmWave
multi-connectivity networks easier and simpler to implement and deploy. We
validate this approach by designing a multi-connectivity mmWave network with
minimal network synchronization, relying solely on analog beamforming for spatial
separation. Our evaluation results demonstrate that in-band multi-connectivity
with 4 asynchronous and independent links can provide uninterrupted service even
in dense, high-traffic scenarios, compared to up to 20% of service loss in a standard
single-connectivity deployment. Distributing the traffic across multiple APs also has
throughput gains of up to 30%, showing that multi-connectivity mmWave networks
can provide a high-throughput, reliable and stable service for next-generation

applications.

« mmWave sensing with IEEE 802.11bf: mmWave sensing is one of the
most promising applications, receiving significant interest from both academia and
industry. IEEE 802.11bf offers an opportunity for widespread deployment of joint
communication and sensing WiFi systems by standardizing interfaces and sensing
procedures to enable interoperability and coordination between multiple devices.
We present the first system-level performance evaluation of mmWave sensing with
IEEE 802.11bf which can capture effects like reduced sensing accuracy due to packet
collisions and disruptions to the sensing timing due to the uncoordinated channel

access. In addition, we observe the effect that different sensing configurations have
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on data communication and identify scenarios which ensure accurate sensing without

compromising data communication.

1.4 Outline of the thesis

The remainder of this thesis is divided into 8 chapters. Chapter 2 presents the
implementation details of extending the IEEE 802.11ad ns-3 model to support the IEEE
802.11ay protocol and a performance validation of the new features. Using this model we
then provide a comprehensive analysis of SISO dense networks and design enhancements
to address the main performance limitations we encountered. Chapter 3 addresses BE'T
in dense networks as a crucial factor dictating the performance of mmWave networks,
while Chapter 4 presents a PHY layer signalling solution that aims to improve spatial
reuse and efficiency. In the next part of the thesis, we evaluate multi-RF networks,
with two proposed architectures. Chapter 5 evaluates the classical MIMO design as
standardized in IEEE 802.11ay, while Chapter 6 considers an alternative design with
a multi-connectivity approach based on local analog beamforming. Lastly, Chapter 7
presents a joint communication and sensing deployment based on the novel IEEE 802.11bf
protocol which looks at resource allocation and trade-offs between sensing accuracy and
communication performance. Chapter 8 provides a summary of our findings and concludes
the thesis.
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2.1 Introduction

The approval of the IEEE 802.11ad [21] standard in 2012 pushed Millimeter-Wave
(mmWave) research and enabled the first system-level evaluations of multi-Gbps wireless
operation in the unlicensed 60 GHz band. However, the performance gains were considered
minor in comparison to the sub-6 GHz IEEE 802.11ac [7]. Moreover, emerging wireless
applications such as mmWave distribution networks, uncompressed content streaming
for Augmented Reality (AR)/Virtual Reality (VR) technologies, and dense network
deployments required even higher data rates, lower latency and higher robustness. This
motivated the WiFi alliance to form the Task Group ay in 2015 to define the next-
generation mmWave standard, named IEEE 802.11ay [27]. The following design factors
were taken into account during the standardization phase: i) the standard must support
a throughput of at least 20 Gbit/s, ii) it must maintain backward compatibility with
IEEE 802.11ad, and iii) it must extend the set of possible use cases and scenarios by
introducing novel solutions at the Medium Access Control (MAC) and physical (PHY)
layers. Most of these requirements are achieved thanks to the incorporation of advanced
physical layer solutions that are predominant in wireless systems operating at sub-6 GHz.
These solutions include Multiple-Input and Multiple-Output (MIMO), channel bonding
and aggregation, fast Beamforming Training (BFT), and multi-user transmission. The
goal was to boost the performance and reliability by several orders of magnitude, to
improve the network scalability and to support diverse deployments and end devices.

At the time of writing, there is only a single IEEE 802.11ay Commercial Off-the-
Shelf (COTS) device [28] available, although there are no details provided on which
features it supports and whether advanced solutions like MIMO and channel bonding are
incorporated. Experimental mmWave testbeds which are IEEE 802.11ay compatible exist,
however, they are not able to support all new features and it is difficult to evaluate network
aspects with this approach. Additionally, the implementation of new solutions is expensive

and time-consuming and there are limitations of the network size that can be studied. The
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lack of available tools hinders research progress and innovation into the protocol aspects
of IEEE 802.11ay. In this chapter, we fill this gap by introducing our IEEE 802.11ay
implementation in the popular network simulator ns-3. Network simulators can be very
valuable for fast and cost-effective evaluation of new protocol features. Unlike link-level
simulators, they can provide insight into the performance with dense network settings
and have system-level evaluation. Ns-3 is an open-source, packet-level simulator which is
widely used in academia and research and supports a comprehensive set of technologies
including WiFi, LTE, WIMAX, etc. An existing IEEE 802.11ad model [60] implements the
key MAC and PHY features for directional mmWave WiFi, such as BFT, channel access
and packet structure. In addition, the model was integrated with the National Institute
of Standards and Technology (NIST) Quasi-Deterministic (Q-D) Channel Realization
Software [61] to allow for high-fidelity modelling of mmWave propagation. This provided
an excellent basis for our IEEE 802.11ay implementation, particularly as it helped us
ensure backward compatibility between the two standards.

In Chapter 5 we present the details of the MIMO implementation, while in this Chapter
we focus on the baseline IEEE 802.11ay implementation and evaluate the performance
with the new model. Section 2.2 gives a brief overview of the IEEE 802.11ad model which
we extend, Section 2.3 presents our implementation and Section 2.4 shows the validation
and evaluation of the proposed model. Finally, Section 2.5 concludes this Chapter.

The main contributions of this chapter are as follows:

o We upgrade the ns-3 IEEE 802.11ad model [37-39] to support IEEE 802.11ay.
This includes the 802.11ay frame structure, Modulation and Coding Schemes

(MCSs), channelization, and error model.
e We implement channel bonding of up to 4 contiguous channels.
e We support the higher aggregation enabled by IEEE 802.11ay.

o We implement the new Training (TRN) field structure and the new Short
Sector Sweep (SSW) frame to support the new BFT protocols.

o We evaluate the performance of the new model with a focus on network

scalability and look at the performance gains with regard to IEEE 802.11ad.

e Finally, we make our implementation publicly available to the research

community.

2.2 Background on the ns-3 IEEE 802.11ad model

Directional Multi-Gigabit (DMG) operation in the 60 GHz band required significant
PHY and MAC modifications. In this section, we briefly introduce the ns-3 IEEE 802.11ad

model on which we base our implementation.
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2.2.1 MAUC layer operation

Many new features are required to support directional communication. In addition
to the need for BFT mechanisms, procedures such as initial access were redesigned as
they assumed omnidirectional reach of mmWayve signals. Three new classes - DmgWifiMac,
DmgApWifiMac and DmgStaWifiMac were added to capture the specifics of DMG operation
in the MAC high layer. In addition, modifications to the MAC low layer were necessary
to organize medium channel access and to ensure directional transmission and reception.

The MAC features supported by the ns-3 IEEE 802.11ad model are summarized below:

e DMG Access Periods: Channel access in WiFi networks is organized in Beacon
Intervals (BlIs) which typically last 100 ms and start with a beacon transmission from
the Access Point (AP) to advertise the existence of the network to new users. IEEE
802.11ad redesigns the BI to adapt to directional operation, as seen in Figure 2.1.
Instead of a single beacon transmission, the Beacon Transmission Interval (BTI)
was added to support multiple DMG beacons transmitted with different directional
beampatterns to reach users all around the AP. The Association Beamforming Training
(A-BFT) then allows unassociated Stations (STAs) to perform initial BFT to be able to
communicate with the AP. The Announcement Transmission Interval (ATI) can be used
to communicate management information directionally to beamtrained STAs for more
efficient communication. The rest of the BI is used for data transmissions, either using
the standard Contention-Based Access Period (CBAP) or with a new scheduled access
in Service Periods (SPs). The timing of the BI scheduling in ns-3 is organized by the
DmgApWifiMac class and new functions were added to establish the rules for transmitting

in each access period.
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Figure 2.1: TEEE 802.11ad Beacon Interval Structure
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e DMG Channel Access Schemes: IEEE 802.11ad defines three medium access
schemes to support efficient operation at mmWave frequencies. In addition to the

traditional WiFi contention channel access with Carrier Sense Multiple Access with
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Collision Avoidance (CSMA/CA), mmWave WiFi also allows scheduled access in SPs
where the channel is reserved for a certain user and dynamic allocation through a polling
scheme. All three access schemes are supported by the ns-3 IEEE 802.11ad model.
The schedule for the Time-Division Multiple Access (TDMA )-like access is done by the
DMG AP, based on requests from associated STAs. The MAC low layer then ensures
that communication in the SP is only allowed from the source DMG STA towards the
destination DMG STA.

¢ Beamforming Training Mechanisms: IEEE 802.11ad defines two BFT procedures
which aim to find the optimal beampattern for communication with a peer device. The
Sector Level Sweep (SLS) procedure is mandatory and is used to find a coarse antenna
sector for initial communication, while the optional Beam Refinement Protocol (BRP)
phase allows further refinement of the selected sector to increase the antenna gain. Both
procedures are implemented in the ns-3 model and are initiated from the DmgWifiMac class
which controls both the frame transmission and the antenna beampattern switching. The
selected beampatterns are then used by the MacLow class during data transmission and

reception. A detailed explanation of DMG BFT is given in Chapter 3.

Additional features supported include Fast Session Transfer (FST) to the more stable
2.5/5 GHz band in cases of link breakage, relay operation to extend the communication
range by allowing two devices to communicate through a third, relay device, a spatial
sharing mechanism to determine communication links which can be simultaneously active

and a clustering mechanism to mitigate inter-AP interference.

2.2.2 PHY layer operation:

A new DmgWifiPhy class was added to define DMG characteristics on the PHY layer
and to handle the transmission and reception of PLCP Protocol Data Units (PPDUs).
This includes the modelling of the DMG frame format, as shown in Figure 2.2. In addition
to the typical IEEE 802.11ad fields like the packet preamble (composed of the Short
Training Field (STF) and Channel Estimation Field (CEF) field), PHY header and packet
payload, the DMG PPDU also optionally adds an Automatic Gain Control (AGC) and
TRN field. These fields can be used to perform BFT by fast beampattern switching
between the TRN subfields. There can be a maximum of 64 TRN subfields in one field,
divided into up to 16 TRN units. Each unit holds 4 TRN subfields for training and one
CEF for synchronization and channel estimation. The TRN subfields are composed of
Golay sequences with very good correlation properties and can be used to train either the
transmit or receive beampatterns of STAs. The state machines for the transmission and
reception of both types of TRN fields were implemented in ns-3 along with the correct

beampattern switching which is controlled by the Codebook class described below.
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The model also implements the 3 different PHY layers defined by IEEE 802.11ad to
handle operation in varying conditions. The Control PHY is designed to be robust for
management communication under low Signal-to-Noise Ratio (SNR) conditions, while the
Single Carrier (SC) and Orthogonal Frequency Division Multiplexing (OFDM) PHYs are
meant for data communication with higher achievable data rates. More details on the
different PHY layers are given in Section 2.3.

Finally, a new DmgErrorModel class was added for a realistic calculation of the Packet
Error Rate (PER) based on the Signal-to-Interference-plus-Noise Ratio (SINR). The
model uses lookup tables (LUTSs) to map the Bit Error Rate (BER) to the SNR for each
IEEE 802.11ad MCS. The LUTs are generated with the MATLAB WLAN Toolbox by
simulating the transmission of IEEE 802.11ad compliant frames and calculating the BER
for a set of discrete SNR values with a step size of 0.2 dB. The DmgErrorModel then uses
linear interpolation to predict the PER for any SNR value.

PLCP Protocol Data Unit (PPDU)

STF CEF | PHY Header Payload AGC TEN

TRMN Unit 1 | TRM Unit 2 TRN Unit 16

-----

-
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Figure 2.2: IEEE 802.11ad Frame Format

2.2.3 Q-D Channel Model

The standard ns-3 channel model relies on a simple propagation model which cannot
capture the unique propagation characteristics of the mmWave band. As a result, the
performance only depends on the geometrical distance between the nodes and the number
of interfering devices. In order to enable high-fidelity simulation of mmWave networks
it is necessary to capture the sparse structure of the mmWave channel and to factor in
the simulation environment. The ns-3 IEEE 802.11ad model enables integration with
the Q-D channel realization software developed by NIST. The software uses a mixture of
ray-tracing and statistical modelling to model the mmWave channel. The first strong rays

which contain most of the power are generated with ray-tracing, while the weak diffuse
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components caused by rough surface scattering are generated statistically based on the
material properties. The software generates Q-D trace files which contain the number of
Multipath Components (MPCs) between each pair of devices in the network, and for each
MPC the pathloss, phase shift, delay, and angles of arrival and departure. These Q-D files
are parsed in the new QdPropagationEngine class to compute the received power, taking
into account the phased antenna array response based on the beampattern currently used.
This is determined by the Codebook class, described below.

2.2.4 Codebook

The Codebook class was introduced to model aspects related to beamforming to
generate directional beampatterns. The codebook can contain multiple Phased Antenna
Arrays (PAAs), each composed of multiple predefined sectors that allow for steering
in different directions. Each sector can further have a set of custom Antenna Weight
Vectors (AWVs) for optimized steering. The Codebook class implements the necessary
functions to perform beampattern sweeping during the BFT operations, as well as steer
towards the communication peer device during data communication. To support the
generation of realistic beampatterns, the parametric codebook model and the IFEFE
802.11ad Codebook Generator were developed. They characterize the antenna based
on the antenna response of each element and the steering vector of the antenna array.
The parametric codebook model is integrated with the Q-D channel to simulate the
interactions between the radiation pattern of the PAA and the signals coming from

reflections in the environment.

2.3 Implementation

We now present the design and the implementation details of our IEEE 802.11ay model
in ns-3, which is publicly available on GitHub [60]. Figure 2.3 shows the modifications
required to extend the ns-3 IEEE 802.11ad model across the different layers of the protocol
stack. Details regarding the MIMO extension can be found in Chapter 5, and the Group
Beamforming implementation is presented in Chapter 3. To prevent code duplication
and maintain backward compatibility with IEEE 802.11ad as mandated by the standard,
we chose to expand the existing DMG classes to implement Enhanced Directional Multi-
Gigabit (EDMG) operation, rather than creating new EDMG classes whenever possible.
This also simplifies future expansions of the model to support devices that can operate
in both DMG and EDMG modes.
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Figure 2.3: IEEE 802.11ay extension of the ns-3 IEEE 802.11ad architecture

2.3.1 IEEE 802.11ay Framing

Figure 2.4 depicts the EDMG frame format. To maintain backward compatibility
with IEEE 802.11ad, the EDMG frame reuses both the DMG preamble and DMG header
fields. Thus, the EDMG frame is divided into two parts. The first part, referred to
as the Non-EDMG portion, comprises a Legacy-STF (L-STF), Legacy-CEF (L-CEF),
and legacy-header fields and is recognizable by DMG devices. The second part, which
is known as the EDMG portion, contains all the fields that are recognized by EDMG
STAs, including the EDMG STF and CEF fields and the new EDMG headers. The
legacy fields and the EDMG Header-A are present in all EDMG packets. The EDMG
STF and CEF fields are only present if either channel bonding or MIMO is used to
enable signal parameters and channel estimation. The EDMG Header-B is only present
in Multi User (MU) transmission and contains individual information for each STA the
MU packet is directed towards. The TRN field is optionally present for BFT. We
provide a detailed PHY layer model for transmitting and receiving different fields in the
EDMG Physical Layer Convergence Protocol (PLCP) frame including the mathematical
formulas to calculate the transmission time and the construction of the PPDU based on
the transmission type.

Similar to IEEE 802.11ad, IEEE 802.11ay supports three physical layer frame types:
Control, SC, and OFDM. The Control PHY is dedicated to the transmission of

management and control frames such as DMG beacons and BFT frames. Thus, it is
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Figure 2.4: IEEE 802.11ay Frame Format

designed to be robust for communication under low SNR conditions. As a result, a
control frame is first encoded using Binary Phase-Shift Keying (BPSK) modulation with
a coding rate of 1/2, and then it is spread using Golay Sequence (Ga) of length 32. All
frames transmitted in this mode can also be recognized and decoded by legacy DMG
devices.

For data communication, either EDMG SC or EDMG OFDM can be used. The
EDMG SC PHY defines an expanded set of MCSs (1 to 21) with a maximum PHY
throughput of 8085 Mbit /s per spatial stream over a single channel with a normal Guard
Interval (GI). IEEE 802.11ay allows for greater flexibility by also supporting transmission
with a short and long GI resulting in higher and lower data rates respectively. Likewise,
EDMG OFDM specifies 20 EDMG MCSs with a maximum throughput of 8316 Mbit/s.
The standard mandates the support of EDMG SC mode MCSs 1 to 5 and 7 to 10 with a
single spatial stream, while EDMG OFDM is optional. We support all new coding rates
introduced by IEEE 802.11ay along with the different GIs.

To ensure accurate simulations, we integrate the IEEE 802.11ay SNR to BER LUTs
generated by the NIST IEEE 802.11ay link-level simulator described in [62]. This allows
us to update the DmgErrorModel class to support EDMG packet decoding.

Finally, we implement all new information elements, management frames and headers

to support EDMG operation.

2.3.2 Channel Bonding

In TEEE 802.11ad, the 60 GHz band covers operation from 57 GHz to 64 GHz divided
into four channels of 2.16 GHz. Communication at this frequency range suffers from high
oxygen absorption which limits the communication range. With the growing interest in
Fixed Wireless Access (FWA) deployments and the adoption of the unlicensed mmWave
band for backhauling and fronthauling, the Federal Communications Commission decided
to double the available bandwidth to cover 57 GHz to 71 GHz, providing a total of 14
GHz of unlicensed spectrum. The new frequency range between 64 GHz and 71 GHz
does not suffer from high oxygen absorption which makes it more suitable for backhaul
applications where long-range communication is needed.

Figure 2.5 shows the possible channel configurations for IEEE 802.11ay. IEEE
802.11ay supports operation in eight 2.16 GHz channels. To increase the data rate further,

IEEE 802.11ay allows bonding a contiguous set of channels. A maximum of four channels
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Figure 2.5: EDMG Channel Configurations

can be bonded which results in a channel width of 8.64 GHz. The standard mandates
the support of two bonded channels (4.32 GHz). We implement channel bonding with
all channel configurations defined in the standard as well as the corresponding channel

masks for accurate interference calculations.

2.3.3 Frame Aggregation

Frame aggregation is a key feature used in IEEE 802.11 networks to reduce MAC
inefficiency and increase the achievable data rates. Transmitting aggregated packets that
contain larger payloads with single channel access allows for a reduction of channel usage
time spent on MAC overhead. In mmWave WiFi where the large bandwidth enables
multi-Gbps data rates the effect of MAC overhead is amplified. Time spent on MAC
backoff, inter-frame spacing and control frames represents high amounts of data that could
be transmitted. IEEE 802.11ay significantly increases the frame aggregation possible to
enable the highest achievable data rates. Aggregate MAC Protocol Data Unit (A-MPDU)
aggregation is increased from a maximum of 262 KB to 4 MB which represents an increase
of over 16 times. To support this high level of aggregation IEEE 802.11ay introduces
the EDMG Extended Compressed ACK variant that can acknowledge the reception of up
to 1024 frames compared to a maximum of 64 frames in IEEE 802.11ad. We implement
both the increased A-MPDU aggregation and the EDMG Extended Compressed ACK frame

format.

2.3.4 Beamforming Training Support

IEEE 802.11ay introduces many new BFT mechanisms to enable more efficient and
robust training and offer support for heterogeneous deployments and use cases. To support
these new mechanisms it introduces two novel elements: 1) a redesigned TRN field with
expanded use and flexibility and 2) a short SSW frame with lower overhead. In the

following, we present their implementation:
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e EDMG TRN Field: As discussed in Section 2.2, IEEE 802.11ad introduces a special
element, called the TRN field, at the end of BRP packets to perform fast beam switching
across multiple narrow beampatterns within the same packet. The TRN field is composed
of multiple subfields and devices switch beampatterns between each subfield. In DMG
BRP-TX packets each subfield is transmitted with a different beampattern, while in DMG
BRP-RX packets the whole field is transmitted with the same beampattern and receivers
switch between receive beampatterns while receiving the different subfields. Subfields
contain multiple Golay sequences with good correlation properties and have a short
duration of just 364 ns.

One problem with the DMG TRN field was that the standard mandates that any signal
transients that occur due to the change of a beam pattern must settle by the end of the
first Golay sequence. This imposes a stringent beam switching time in the order of 36 ns.
Building an RF Integrated Circuit with such specifications is challenging and requires an
optimized analog and digital architecture. Due to these constraints, many COTS devices
either omit BRP support or implement a proprietary version with a relaxed switching
time. Another deficiency is that the DMG design only allows for up to 64 beampatterns
to be trained in a single packet, which might not be sufficient for large antenna arrays
and for training multiple PA As. Lastly, simultaneous transmit and receive training which
is necessary for MIMO training is not supported.

To address all these issues, IEEE 802.11ay redesigned the TRN field to provide
flexibility to end devices with heterogeneous hardware capabilities. To address issues
with scalability, the number of TRN units that can be added to a packet was significantly
increased from 16 to 255. Moreover, the number of subfields in one unit increased from
4 to up to 16. The TRN field structure was also made much more flexible to adapt to
different configurations. In addition to the variable number of subfields per unit, IEEE
802.11ay introduces a variable size of the Golay sequence that can be configured by the
user and additionally, in the case of channel bonding, depends on the number of continuous
channels. The size of each Golay sequence TRN__BL can take one of the following values
[64,128,256] samples. If channel bonding is used, then the size of the Golay sequence
is multiplied by the number of contiguous 2.16 GHz channels (N¢p). IEEE 802.11ay
also defines a unique orthogonal set of Golay sequences for each space-time stream (i7)
to facilitate channel estimation and beamforming training for MIMO communication.
To address the stringent switching requirements for the antenna array IEEE 802.11ay
allows for N consecutive subfields to be transmitted with the same beampattern. Finally,
it introduces a new EDMG BRP-RX/TX packet to enable simultaneous transmit and
receive training in the same packet.

We implement the flexible and configurable TRN field structure for all three packet
types, as shown in Figure 2.6. Figure 2.6.a shows the general structure of all TRN
fields with the TRN subfield composition of 6 Golay sequences, while b, ¢ and d show the
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individual structure of different EDMG BRP packets. The EDMG TRN field is composed
of L TRN units. In the case of EDMG BRP-RX frames, each unit is composed of 10
Receive Training (TRN-R) subfields which are all used for receive beampattern training.
In the case of EDMG BRP-TX and BRP-RX/TX frames, the TRN field begins with T
subfields and ends with P subfields not meant for training and transmitted with the same
beampattern as the preamble and data. These fields are meant to signal the transition
between the data and the TRN field and the end of the frame. Additionally, each unit
also starts with P subfields transmitted with the same beampattern as the preamble
(that can be used for synchronization, gain control or channel estimation) and then M
subfields used for beamtraining. In BRP-TX packets the transmit beampattern is changed
after every N Transmit Training (TRN-T') subfields, while the receiver maintains a quasi-
omnidirection beampattern. In BRP-RX/TX the same transmit beampattern is kept for
R units, allowing the receiver to perform receive beampattern training. The next R units
are transmitted with a different beampattern while the receive beampattern training is
repeated, allowing for all possible combinations of transmit and receive beampatterns to
be tested. The complete structure of the different types of BRP frames is explained in [7].

Additionally, we incorporated the corresponding state machines for transmitting and
receiving all variants such as EDMG BRP-TX, EDMG BRP-RX, and EDMG BRP-
RX/TX. In Figure 2.7 we show the state-machine for transmitting EDMG BRP-TX
and EDMG BRP-RX frames, where during the transmission of EDMG BRP-RX frames
the grey blocks are omitted and number of training subfields in a Unit M is set to 10.

Figure 2.8 shows the corresponding receive state machine. The transmission and reception
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of the TRN field are handled in the DmgWifiPhy class, while our Codebook class handles
switching between AW Vs at the boundary of each TRN SF. To address the expanded use
of TRN fields in IEEE 802.11ay we also added the possibility to switch between antenna
sectors, and not just AWVs between subfields.

e Short SSW frame: To speed up the BFT, IEEE 802.11ay defines a new PHY layer
frame. The short SSW frame is a PHY layer frame that is 6 bytes long compared to
26 bytes for the legacy SSW which results in a 31% reduction in the transmission time.
We add support for these frames by enabling the transmission of WiFi packets without a
MAC header in the MacLow and DmgWifiMac classes.

The new EDMG TRN field is used to implement the novel IEEE 802.11ay Group
Beamforming procedure presented in Chapter 3. Both the EDMG TRN field and the
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Table 2.1: Simulations Parameters

Parameter Name Parameter Value
Application Type OnOffApplication
Payload Size 1472 Bytes
Transport Protocol UDP

MAC Queue Size 4000 Packets
Aggregation Type A-MSDU and A-MPDU
A-MSDU Max. Size 7935 Bytes
PPDU Max. Duration 2 ms

Block ACK Size 1024 Frames
MAC Protocol CSMA/CA
Number of Transmit Sectors 27 Sectors
Sector Azimuth Steering Angles -80°:20°:80°
Sector Elevation Steering Angles -45°, 0°, 45°
Transmit Power 10 dBm
Operating Frequency 60.48 GHz (CH2)

Short SSW frame are used in the MIMO BFT protocols as described in Chapter 5.

2.4 Evaluation

In this section, we evaluate and validate our IEEE 802.11ay implementation in ns-3.
All our simulation scenarios utilize the Q-D channel model. Simulation parameters are
summarized in Table 2.1. All the devices in the network use a 2x8 element Uniform
Rectangular Array (URA) PAA which yields a narrow beam in the azimuth plane, and a

wide beam in the elevation plane.

2.4.1 Channel bonding and EDMG MCSs

In this simulation, we evaluate the maximum achievable throughput for the IEEE
802.11ay protocol for all the EDMG MCSs with various channel widths.  Our
scenario consists of two IEEE 802.11ay devices with a Line-Of-Sight (LOS) link with
a distance of one meter. We configure the two devices to use the optimal beam
pattern thus ensuring a high SNR value that prevents any packet loss. To eliminate
beamforming training overhead, we install DmgAdhocWifiMac which is an experimental
MAC layer implementation that facilitates studying PHY layer features without adding
the complexity of the full MAC protocol. This MAC implementation allocates the whole
BI for data transmission.

Figure 2.9 depicts our simulation results for EDMG SC and EDMG OFDM PHYs. To

include the overhead of each layer in the protocol stack, we measure the throughput at the
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Figure 2.9: EDMG MCSs Throughput for Different Channel Sizes

application layer. We observe that the maximum achievable throughput with four bonded
channels is around 29.6 Gbit/s for EDMG SC and 31.25 Gbit/s for EDMG OFDM. We
notice a degradation in the throughput for EDMG-MCS-17. This is because EDMG-
MCS-17 uses a 64-QAM modulation scheme with a coding rate of 1/2, which results in
fewer data bits per SC block compared to EDMG-MCS-16. It is worth mentioning that
this might cause issues with Rate Adaptation Algorithms (RAAs) as they would expect
a monotonic increase in throughput when increasing the MCS.

The throughput obtained in this simulation considers an ideal scenario where we have
neither collision on the wireless medium nor packet loss. In a real network, the throughput
will be lower due to i) the overhead imposed by different channel access periods in the
BI, ii) the usage of the Ready-to-Send (RTS)/Clear-to-Send (CTS) handshake protocol,
and iii) frequent link maintenance through BFT in the Data Transmission Interval (DTI)
access period. The impact of the latter depends mainly on the size of the codebook and
the number of PAAs.

2.4.2 A-MPDU Aggregation

To evaluate the effect of the increased A-MPDU frame aggregation we evaluate the
maximum throughput that can be achieved with a single bonded channel, varying the
aggregation size. In addition to the maximum IEEE 802.11ay aggregation of 4 MB and the
maximum [EEE 802.11ad aggregation of 262 KB, we also compare a medium aggregation
of 2 MB and a very low aggregation of 16 KB. For this scenario, we have one AP and
one STA and the maximum achievable SC, single channel data rate of 8 Gbps. We use
the regular MAC implementation as one of the advantages of frame aggregation is that it
reduces the MAC overhead associated with channel access. We average the results over 20
different STA locations and 2 different simulation seeds, resulting in 40 total simulations.
Figure 2.10 shows the network performance in terms of the throughput Cumulative
Distribution Function (CDF) measured in 0.1 s intervals (Figure 2.10a) and application
delay (Figure 2.10b), comparing the different aggregation sizes. We can observe that
the A-MPDU frame aggregation drastically alters the achievable performance. The low
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Figure 2.10: Performance for different A-MPDU aggregation sizes

aggregation of 16 KB only reaches 1.4 Gbps of traffic, compared with up to 7.3 Gbps
with the maximum aggregation. Curiously, the 2 MB aggregation also reaches the same
throughput. We found that this is because the maximum PPDU duration according to
the IEEE 802.11ay standard is limited at 2 ms, and is already reached when aggregating
2 MB in a single channel, Single-Input and Single-Output (SISO) scenario. However,
the larger aggregation can enable higher data rates when considering channel aggregation
and bonding as well as MIMO transmissions. It is important to note that the achievable
throughput even with the highest aggregation is approximately 0.8 Gbps lower than the
theoretical throughput of IEEE 802.11ay. This is caused by the overhead of channel
access with CSMA/CA, as well as the network operating overhead discussed in the
previous section. We also highlight that the increased EDMG aggregation results in
a gain of approximately 1.3 Gbps compared to what is possible with IEEE 802.11ad. The
application delay results reveal very similar trends. Most packets with the 4 MB and
2 MB aggregation rates have a relatively low latency of 22 ms caused by the inability to
reach the wanted data rate which forces packets to wait in the queue. The maximum
IEEE 802.11ad aggregation has a rather similar delay with only a slight increase of
approximately 5 ms. The lowest 16 KB aggregation, however, has a significantly larger
delay of 120 ms, demonstrating how because of the very high data rates inmmWave, high

frame aggregation is crucial to lowering the MAC overhead for efficient channel utilization.

2.4.3 Network scalability

Lastly, we present a first evaluation of IEEE 802.11ay performance with regard to
density. For this scenario, we use the setup from Section 2.4.2 and investigate what
happens when the number of STAs associated to the AP increases from 1 to 8. We keep
the aggregate network load equal to 8 Gbps, distributing it equally between the STAs
and using the full IEEE 802.11ay A-MPDU aggregation. We look at both downlink and
uplink traffic to see how the MAC overhead and the level of contention in the network
affect the performance.

Figure 2.11 shows the median network throughput with 95% confidence intervals,
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Figure 2.12: Application delay for different network densities

varying the network density. We can see that with both uplink and downlink throughput
the achievable data rate drops as the network size grows. The drop, however, is much
more significant in the uplink case. In the downlink case, the additional MAC, channel
access and BF'T overhead reduce the achievable throughput by approximately 0.36 Gbps.
However, since the AP coordinates the transmissions to all STAs there is no contention
for medium access. In the uplink case, the STAs contend using the CSMA /CA protocol
to transmit towards the AP. The increased backoff times and packet collision caused by
carrier sensing failures further reduce the MAC efficiency and the achievable throughput
drops to a median of 5 Gbps. Similar trends can be observed in the application delay,
shown in Figure 2.12. In the downlink, the latency is contained around 20 ms for all
network sizes tested. The only significant difference is that in the densest 8 STA scenario
there are outliers which have increased latency up to 150 ms. This is because the AP
serves all STAs equally and thus avoids large delays for all STA. In the uplink, however,
we can see that the density has a larger effect on the latency and that the latency is much
higher, up to 2 s. In this case, the latency consistently rises with the density as the level
of contention significantly affects the delay.

We can see that even with a single AP, channel contention significantly limits
the achievable throughput and latency in the network. mmWave networks are much

more vulnerable to medium access problems as due to the short range and directional
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communication they experience more frequent carrier sensing failures and packet
collisions. More complex deployments with multiple APs introduce further challenges
to ensure optimized spatial sharing. Efficient channel usage, interference management
and scalability are key challenges to reaching the full potential of mmWave networks.
Chapters 3 and 4 explore these problems in more detail, looking at how IEEE 802.11ay

networks scale in dense deployments.

2.5 Conclusions and Future Work

This chapter presented our implementation of the IEEE 802.1lay standard in
the network simulator ns-3. Our model builds upon the existing IEEE 802.11ad
implementation, upgrading the module with a diverse set of MAC and PHY features
including EDMG framing, MCSs, channel bonding, aggregation and novel BFT features
like the EDMG TRN field and Short SSW packets. We demonstrated the maximum
achievable throughput per spatial stream for each EDMG MCS for different channel
configurations. Additionally, we looked at how frame aggregation and network density
can significantly affect the network throughput and latency. The latter is a key motivation

factor for this thesis and is explored in detail in the following chapters.






Beamforming Training for Dense
Networks

3.1 Introduction

Beamforming Training (BFT) is one of the most crucial processes at Millimeter-
Wave (mmWave) frequency as it determines the beamforming steering at the transmitter
and receiver to align the antenna beams and thus overcome the large propagation loss
experienced in the mmWave band. In dense networks, the design of the BFT protocol is
even more important as a large number of devices have to be trained under a challenging,
high-interference environment. Errors in the BFT result in a decrease of the link Signal-
to-Noise Ratio (SNR) and can lead to a reduction in the achievable data rate and even
service outage if the SNR drop is too large. Additionally, the time spent performing BF'T
procedures can also reduce the achievable data rate as no data can be transmitted during
this time. As the number of users in the network grows, coordinating the BET of all users
and ensuring that users have timely and accurate BF'T while keeping the BFT overhead
low becomes quite challenging. Finding BF'T protocols that scale well and are efficient in
such scenarios is key to enabling high-performance dense networks.

One of the main drawbacks of IEEE 802.11ad is the large overhead and suboptimality
of the Beamforming Training (BFT) process [40]. The BFT process in IEEE 802.11ay
has been redesigned to be more efficient, flexible, and adaptive to cope with different
deployments and heterogeneous end-devices. One of the most novel BFT procedures
introduced in IEEE 802.11ay is Group Beamforming. This technique is a significant
extension of the IEEE 802.11ad BFT paradigm. Instead of relying on a per Access
Point (AP)-Station (STA) pair training, Group Beamforming allows simultaneous training
of all STAs associated with a given AP, which drastically reduces the BFT overhead and
improves the network performance. Additionally, Group Beamforming relies on Enhanced
Directional Multi-Gigabit (EDMG) Training (TRN) fields for the STA training, rather
than the legacy Sector Sweep (SSW) frames. This allows for a further reduction in
overhead as multiple beampatterns can be trained in the same packet. Thus, Group

Beamforming not only improves the BFT scalability but also provides an efficient and
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simple solution to the complex problem of BFT in mobile and dense networks.

Very few papers have investigated IEEE 802.11ay BFT performance. In [40], the
new BFT techniques introduced in IEEE 802.11ay are presented, with a special focus
on the Beam Refinement Protocol (BRP) Transmit Sector Sweep (TXSS) (BRP TXSS)
and asymmetric BFT performance. Asymmetric beamforming is also evaluated in [63]
and [64]. Finally, Multiple-Input and Multiple-Output (MIMO) BFT overhead is studied
in [65] and [66]. However, to the best of our knowledge, no investigation of IEEE 802.11ay
Group Beamforming has been performed. A comprehensive analysis of the performance
of Group Beamforming is necessary in order to understand the realistic possibilities for
its future application. Moreover, this analysis can also provide valuable insights into the
performance of BFT using TRN fields as compared with the legacy SSW frames and
identify the benefits and drawbacks of the two approaches.

The major contributions of this chapter are as follows:

e We implement IEEE 802.11ay Group Beamforming in ns-3, based on the
existing IEEE 802.11ay model [1].

e We perform a comprehensive analysis of the system-level performance of Group
Beamforming against legacy IEEE 802.11ad BF'T using typical IEEE 802.11ay use
cases. We identify the deployments and configurations where Group Beamforming
can vastly improve the network performance but also highlight situations where

Group Beamforming can be detrimental to the overall system behavior.

e Based on our insights into Group Beamforming performance, we propose and
evaluate different improvements. Our analysis shows that our modified version of
Group Beamforming outperforms both the legacy 802.11ad BFT and the standard
Group Beamforming and provides the best network performance in all scenarios we
tested.

The structure of this chapter is as follows. Section 3.2 provides background on
BFT in IEEE 802.11ay and its predecessor IEEE 802.11ad. Section 3.3 introduces
our performance enhancements for Group Beamforming and Section 3.4 and presents
our IEEE 802.11ay implementation. Section 3.5 contains our evaluation of the Group
Beamforming mechanism and Section 3.6 presents a discussion of our analysis. Section 3.7
lists all the relevant state-of-the-art and finally, Section 3.8 concludes the chapter and

summarizes our findings.

3.2 A Deep Dive into Beamforming Training

The mmWave band exhibits higher propagation loss than the sub-6 GHz band,

requiring the use of beamforming to focus the energy in a specific direction and thus
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increase the transmission and reception gain. This introduces the need for BF'T procedures
through which devices determine the optimal antenna steering directions in order to
establish a directional link. The efficiency and accuracy of the BFT procedure is a
key factor in the performance of mmWave networks as incorrect steering can cause link
breakage. Moreover, BFT in large and dense networks is an even more complex challenge
due to the dynamic wireless channel, the high-interference conditions that can disrupt the
BFT and the high number of BFT procedures that need to be performed. IEEE 802.11ad
and IEEE 802.11ay define several different BFT mechanisms, as explained below.

3.2.1 IEEE 802.11ad Beamforming Training

IEEE 802.11ad uses a two-stage process for the BFT. The first Sector Level
Sweep (SLS) phase determines the initial beam patterns to enable communication, while
the subsequent BRP phase allows further refinement of the beam alignment to obtain
maximum gain. The SLS performs the BFT with a sequence of packets called SSW
frames, each one transmitted or received with a different beampattern. Each SSW packet
is used to train a single directional beampattern, and by measuring the quality of all
received SSW frames, a STA can determine the optimal beampattern. The BFT requires
two distinct SLSs (an initiator and responder SLS) performed sequentially to determine
the optimal transmit (TX) configuration for a pair of nodes that want to communicate.
The SLS procedure is simple and reliable, but it suffers from high overhead and limited
scalability. Separate training is required in both communication directions and each
beampattern is trained in a separate training packet. Therefore, the training duration
grows with the number of beampatterns trained and the number of trainings needed
grows with the network size. In order to simplify the beamtraining process, the SLS
trains predefined beampatterns, referred to as sectors.

The optional BRP phase introduces special elements called TRN subfields. As
discussed in Chapter 2 TRN subfields are composed of multiple orthogonal Golay
sequences with good correlation properties and each subfield can be used to train a single
directional beampattern. Multiple subfields are grouped in a TRN field which is added
at the end of BRP training packets. The TRN fields of a packet can be used either for
TX or receive (RX) training. For TX training, the transmitter switches beampatterns
when transmitting each Transmit Training (TRN-T) subfield, while for RX training all
Receive Training (TRN-R) subfields are transmitted with the same beampattern, but are
received by switching between different beampatterns. Thus, multiple beampatterns can
be trained within a single packet, reducing training overhead and improving performance,

as multiple measurements can be done in a single packet in a coherent manner.
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3.2.2 IEEE 802.11ay Beamforming Training

The IEEE 802.11ad BFT procedures provide robust BF'T, however, they suffer from
large overhead and do not scale well to dense and high-mobility networks. To overcome
these challenges, IEEE 802.11ay introduces many changes to the BFT process of its
predecessor, including support for new BFT procedures and a redesign of the TRN field.

There are four approaches used for this purpose:

1. Reducing SLS overhead and duration: IEEE 802.11ay introduces short SSW
frames, which eliminate the Medium Access Control (MAC) overhead of SSW
packets, thus reducing the overall SLS overhead. It also allows the use of a partial
SLS, which reduces the number of SSW packets needed to perform an SLS.

2. Improving TRN field functionality: IEEE 802.11ay significantly increases the
number of TRN subfields that can be used in one field, and thus the number of
beampatterns that can be trained in a single packet. Additionally, it introduces
Receive/Transmit training (TRN-R/T) subfields that enable both TX and RX
training in the same packet. Finally, it relaxes the switching time requirements
for the antenna array by adding the possibility of transmitting or receiving multiple
subfields with the same beampattern. A full explanation of the new TRN field

structure can be found in Section 2.3.

3. Reducing the BFT duration: IEEE 802.11ay relies much more on TRN subfields
rather than SSW packets, as the overhead is significantly lower and scales better.
This includes the introduction of BRP TXSS where once a link is established, the
BRP protocol is used for BFT. It is also reflected in the design of the new Single User
MIMO (SU-MIMO) and Multi User MIMO (MU-MIMO) beamforming protocols
which mostly train with BRP rather than SSW packets.

4. Simultaneous multi-STAs BFT: IEEE 802.11ay defines two new procedures,
Group Beamforming and asymmetric beamforming which exploit antenna
reciprocity and use TRN-R subfields to allow multiple stations to train

stmultaneously.

3.2.3 Group Beamforming

Group Beamforming is a promising novel technique that aims at increasing BFT
efficiency. It can provide full BFT for a whole Basic Service Set (BSS) in a single step
with very low training overhead. A BSS is composed of an AP and all its associated
STAs.

Group Beamforming uses different approaches for training in the AP-STA and the
STA-AP direction. Training in the AP-STA direction is similar to the TEEE 802.11ad
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SLS phase, and reuses periodic beacon transmissions by the AP to train the AP TX
sectors. These beacons are transmitted at the start of each Beacon Interval (BI) and
serve for initial BSS discovery, distribution of BSS parameters and BI scheduling. To
ensure that STAs all around the AP can detect the network, the beacons are transmitted
sequentially in a directional manner and therefore can also function as TX SSW frames
for the AP. In this way training in the AP-STA direction is done with no extra overhead,
as the beacons are already a necessary part of network operation.

The novelty of Group Beamforming is in the STA-AP training which proposes adding
TRN-R subfields to each beacon. All STAs in the BSS that receive the beacons can
then use the TRN-R subfields to perform simultaneous RX training. Assuming antenna
reciprocity at the STAs antennas, i.e., the TX and RX beampatterns are equivalent, the
best STA RX beampattern will also be the best TX beampattern, which thus provides
the full antenna configuration for communication with the AP. Note that this adds
redundancy to the training, as STAs repeat the training with each received beacon.
Since all STAs train with the same TRN-R subfields, the training overhead of Group
Beamforming does not depend on the number of STAs in the network. Additionally,
the TRN fields have a very low overhead - each subfield has a duration of only 437
ns. Whenever a change in the optimal transmit configuration for the AP has been
detected, the STA informs the AP through an Information Response frame that contains
the updated AP antenna configuration that should be used for communication with that
STA.

Therefore Group Beamforming has a significantly lower overhead than other BE'T
approaches defined in IEEE 802.11ad and IEEE 802.11ay. To illustrate this, in Figure 3.1
we show a comparison of the training overhead for Group Beamforming and legacy SLS
with respect to the number of STAs in the network and the antenna codebook size. In
Figure 3.1 (a) we assume that the initiator and responder antenna codebooks both have
48 sectors and in Figure 3.1 (b) we calculate the overhead with one STA in the network.
We can clearly see that while the SLS overhead grows with the addition of STAs in the
network, the Group Beamforming overhead remains constant regardless of the size of
the BSS, as it involves only the addition of TRN-R subfields to the beacons. Therefore
it is a much more efficient and scalable approach for BFT in large and dense networks
with multiple APs and many STAs. The jumps in the Group Beamforming overhead
in Figure 3.1 (b) come from the TRN-R field structure. Namely, the TRN-R field is
composed of multiple Units, each with 10 subfields for training. Therefore, every 10
additional sectors in the STA codebook require one extra TRN Unit for training. The
additional growth between the jumps is because the TRN-R subfields are added to each
beacon sent by the AP. Therefore, the Group Beamforming overhead also grows with the
size of the AP codebook, although the growth is still much lower than the corresponding
SLS overhead.
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Figure 3.2 shows an example of Group Beamforming training. The AP iterates over
its TX beampatterns and appends TRN-R subfields to every beacon. The STAs receive
the beacon with a quasi-omni RX beampattern (i.e, the widest beampattern), and then
iterate over their RX beampatterns when receiving the TRN-R, subfields, measuring the
reception quality. Once every beacon and TRN-R subfield are received, the STAs are able

to determine:

e the best TX beampattern for the AP by determining which beacon had the

best reception quality.

o their best RX beampattern by determining which receive beampattern used

had the best reception quality.

e assuming antenna reciprocity, their best TX beampattern and the best RX
beampattern for the AP.

3.3 Group Beamforming performance enhancements

In addition to the standard-compliant version of Group Beamforming, we also design
and implement different performance enhancements. As explained in Section 3.2.3, Group
Beamforming has two different approaches for the AP and STA training. Our analysis
in Section 3.5 shows that the STA training using TRN-R subfields is much more resilient
to interference than the AP training using beacons, due to the ability to redundantly
repeat the training with each received beacon. Therefore, we designed a version of Group
Beamforming where the AP training also uses TRN-T subfields appended to beacons. In
this case, the AP and STA training is done in two consecutive Bls. In the first one, the AP
appends TRN-R subfields to each transmitted beacon and all STAs perform RX training

and update their optimal antenna configurations. In the second BI, the AP appends
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TRN-T subfields to the beacons and switches the TX beampattern when transmitting
each subfield, while the STAs receive the subfields in quasi-omni mode and record the
received Signal-to-Interference-plus-Noise Ratio (SINR).

We also explore the effect of directional transmission and reception on the RX training
of the STAs when using TRN-R subfields. Normally, the BFT in IEEE 802.11ad and IEEE
802.11ay networks uses directional transmission and quasi-omni reception. To study how
this affects the accuracy of the BFT decisions, we modified the transmissions of beacons
with TRN-R subfields so that the AP switches from directional to quasi-omni transmission
once the TRN field begins.

3.4 Implementation

We implemented IEEE 802.11ay in the system-level simulator ns-3, allowing us to
evaluate high-density IEEE 802.11ay networks, taking into account different MAC layer
aspects such as signalling overhead, channel access, packet collision, etc.

For our Group Beamforming implementation, we first enabled APs to add TRN-R
subfields to Directional Multi-Gigabit (DMG) Beacons in the DmgApWifiMac class. The
user can configure the periodicity of Group Beamforming by specifying the periodic
interval, in number of Bls, at which TRN-R subfields are appended to the beacons.
Then, in the Codebook and DmgStaWiFiMac classes we enabled STAs to sweep through
their RX beampatterns while receiving the TRN-R subfields, measuring the received
SINR. The STAs use these measurements to choose the best antenna configurations for
communication with the AP. If they detect a change in the optimal TX sector of the
AP, they send an unsolicited Information Response frame to the AP informing it of the
change. Finally, to enable the modified versions of Group Beamforming we enabled APs to
also append TRN-T subfield to DMG beacons and sweep through their TX beampatterns
while transmitting the subfields as well as to switch to a quasi-omni beampattern once
the TRN field starts. On the STA side it was necessary to only update the optimal AP
configuration in the BI where TRN-T subfields were sent and only update its own antenna
configuration when TRN-R subfields were sent.

We introduce the following parameters to configure the Group Beamforming training:

o IsGroupTrainingInitiated: To enable and disable Group Beamforming

training.

e TrnScheduleInterval: This parameter controls the frequency of the Group

Beamforming training as a number of Bls.

e AntennaPatternReciprocity: To enable support for antenna reciprocity.
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e UnsolicitedRSSEnabled: Indicates whether the station can receive

unsolicited Responder Sector Sweep (RSS) responses.

e groupTrainingTRN-T: To enable and disable the modified Group
Beamforming training with TRN-T subfields.

e quasiOmniEnabled: To enable and disable the modified Group Beamforming

training with quasi-omni TRN-R transmission.

3.5 Evaluation

We conducted a set of simulations to compare the performance of Group Beamforming
and legacy SLS. For our simulations, we use the Quasi-Deterministic (Q-D) channel
realization software [39], which uses a combination of ray tracing and statistical modelling
to generate the channel model with all Line-Of-Sight (LOS) components and first-order
reflections. We perform simulations in an indoor scenario with rectangular rooms of two
sizes: a smaller room with dimensions 7.4 m x 13.5 m x 3 m and a larger room with
dimensions of 29.6 m x 54 m x 3 m. We simulate varying network densities with 1 to
8 APs and 1 to 64 STAs. The STAs are randomly placed within the room in a fixed
position for the duration of the simulation. The association to the AP is according to
the closest AP. However, we use load balancing to ensure an equal number of STAs
per AP, meaning that in some cases STAs might not be associated with the closest AP.
Unless otherwise specified, the number of STAs associated with each AP is 8. All APs
are mounted on the ceiling at a height of 3 m while STAs are placed at a height of 1.2 m.
Figure 3.3 shows an example network topology with 4 APs and 32 STAs. Due to the
random node distribution, in some cases STAs can be close to each other and suffer from
high interference. Additionally, STAs located far from the AP may experience low SNR.
Finally, as mentioned, due to the greedy load balancing, some STAs may not be associated
with the closest AP. These devices can suffer both from the large distance to the AP and
the interference from the other close-by BSS.

All devices use 2x8 element Phased Antenna Arrays (PAAs) in the form of a Uniform
Rectangular Array (URA) generated with the IEEE 802.11ad Codebook Generator [39].
This provides sufficient steering capability in the azimuth plane to separate users, as
indoor scenarios do not require much separation of users in the elevation plane. The
devices perform Group Beamforming or SLS each 10 Bls. In the SLS simulations, the
training is initiated by the STA at the start of the Data Transmission Interval (DTT).
The results are averaged over 40 simulation instances with a duration of 50 s, using 20
scenarios with different STA locations, each run two times with different random seeds.
Additional relevant simulation parameters are shown in Table 3.1.

For the data communication, we use a rate adaptation algorithm that chooses the
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Table 3.1: Simulations Parameters for Group Beamforming evaluation

Parameter Name Parameter Value
Application Type OnOffApplication
Payload Size 1448 Bytes
MAC Queue Size 4000 Packets
Frame Aggregation Type A-MSDU and A-MPDU
MAC Protocol CSMA/CA
RTS/DMG CTS Handshake Disabled
Transmit Power 10 dBm

Rx Noise Figure 10 dB
Operating Frequency 60.48 GHz
Number of Transmit/Receive Sectors 48 Sectors

Simulation Time 50 s
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Modulation and Coding Scheme (MCS) based on the last received packet SINR. We
evaluate network performance with downlink (DL) and uplink (UL) User Datagram
Protocol (UDP) traffic in order to determine both the effect that they have on the BFT
and also the effect that errors in the BFT have on the throughput of the network. We
vary the station data rate between 100 Mbit/s and 1 Gbit/s, allowing us to study the
performance with different levels of channel saturation. Unless otherwise specified, the
simulation data rate is set to 100 Mbit/s, as we found that this allowed us to study and
compare networks of different densities without completely oversaturating the channel.
Finally, although Group Beamforming enables communication with directional TX and
RX beam patterns, we disable the directional reception and use quasi-omni reception
when receiving data packets for a fair comparison with SLS.

We evaluate the BFT performance by assessing the accuracy and quality of the chosen
beams. We define accuracy as the percentage of time that the optimal sector is chosen.
We consider as optimal the sector that has the highest SNR in the absence of any
interference, measured with directional transmission and quasi-omni reception, as this
is the configuration most often used for data transmission. In addition, we look at the
quality of the beams by calculating the SNR loss due to BFT errors as the difference
between the maximum possible SNR of the optimal sector and the SNR of the actual
sector chosen by the BFT. For this purpose, we look at pure SNR without interference.
In this way, we compare the BFT quality based on the distribution of the SNR. loss
values and the distribution of the average SNR loss of STAs. We analyze the network

performance in terms of the per STA and aggregate network throughput.

3.5.1 Performance in a Single BSS Network
3.5.1.1 BFT performance

We begin the analysis by looking at simple scenarios with 1 AP in the network. The
analysis of networks with a single AP is separated as this is the most favourable case for
Group Beamforming compared to SLS.

This can be clearly seen in Figure 3.4 which shows the SNR loss due to BF'T decisions
for the large room with both UL and DL traffic of 100 Mbit/s and 8 STAs in the network.
We show separately the SNR loss of the APs and the STAs since Group Beamforming
uses different training approaches for training in the different directions. It is evident
Group Beamforming is extremely accurate in choosing the optimal sector, resulting in
SNR losses of zero. This is because Group Beamforming moves the BFT from the DTI,
where typically STAs compete for access to the channel in a contention-based manner,
to the Beacon Transmission Interval (BTI), where only the AP is allowed to transmit.
Thus, the BFT is free from any interference caused by STAs within the BSS, regardless

of the size of the BSS and the amount of traffic. This eliminates interference in the single
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BSS case and can also improve BFT accuracy in multi-BSSs networks as STAs within our
BSS are typically the closest and strongest interferers.

The few outliers that show an SNR loss slightly higher than zero come from an
interesting effect where in very rare cases Group Beamforming never chooses the optimal
sector. This is because Group Beamforming is performed with both the transmitter and
receiver in directional mode, as described in Section 3.3. In very rare cases, this can
result in different BF'T decisions than the ones made with the transmitter in directional
and the receiver in quasi-omni mode, as the RX beampattern affects the amplification
or attenuation of different multi-path components. This can lead to sub-optimal BFT
decisions since UL transmissions performed in a contention-based manner need to use
directional transmission and quasi-Omni reception in order to enable the AP to receive
from multiple STAs in the same contention period.

In low-interference scenarios the resulting SNR loss is low (less than 1dB in Figure 3.4)
and there is no performance degradation. However, the effect can be more detrimental in
dense, high-interference scenarios.

Analysing legacy SLS performance shows that interference can lead to BFT errors even
in small networks. The exact SLS performance depends on the saturation of the wireless
channel and we found that it degrades as the interference in the network increases. The
results presented in Figure 3.4 show that the average SLS performance matches that of
Group Beamforming as most BFT decisions are correct. However, we can also observe
outliers with SNR loss of up 28 dB caused by SLS errors, leading to link instability and
even loss of service.

Additionally, in Figure 3.4 we can also see that UL traffic causes more SLS errors
than DL traffic and that the STA training is more vulnerable than the AP training. Both
effects are due to the higher level of contention that STAs experience. When analyzing
the effect of the room size, we found that, as expected, Group Beamforming remained
perfect in both rooms. For SLS, we noticed a performance degradation in the large room.
In the small room, the measured SLS accuracy was above 95%, while in the large room
it went down to 75%. In addition to this, BFT errors in the large room also had a larger
effect on network performance, as due to the larger node distances, even minor SNR loss
can cause link outage. Lastly, we found that the highest SNR losses came from collisions
with other SLS packets, rather than data packets. In these cases, the interference affects
most or all SLS packets and constantly varies as the interfering STA sweeps through TX

sectors, making it more difficult to find the optimal sector.

3.5.1.2 Network performance

We analyze network performance in terms of achieved throughput to answer the
following questions: (i) how do errors in BFT impact the throughput and (i) how does the

choice between Group Beamforming and SLS affect the overall performance of mmWave
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networks?

When we analysed the network performance we found that the wireless channel is
under-saturated with a data rate of 100 Mbit/s so most SLS errors are not reflected
in the data throughput. In the small room, both Group Beamforming and SLS lead to
optimal network performance of 797 Mbit /s and average STA throughput of 99.65 Mbit /s,
with both UL and DL traffic. However, in the large room UL results, we found a slight
performance degradation when using SLS. In some SLS scenarios the aggregate network
throughput drops to 765 Mbit /s, while the average per STA throughput can go down to
88 Mpbs. This degradation is directly caused by errors from interference in the SLS BFT
since the throughput performance in the exact same scenarios with Group Beamforming

remains optimal.

3.5.1.3 Performance under higher channel saturation

Next, we explore how increasing the channel saturation affects the BFT and the overall
network performance. For this purpose, we analyse two additional single-BSS scenarios,
one with a data rate of 1 Gbit/s (instead of 100 Mbit/s) and another with 16 STAs (instead
of 8). Figure 3.5 compares the Cumulative Distribution Function (CDF) of the BFT SNR
loss. We notice that the SLS accuracy drops in both new scenarios. It is also interesting
to see that although the data rate increase adds much more traffic than the STA increase,
the SLS accuracy is pretty similar in both cases. This is because increasing the number of
STAs in the network increases both the training overhead and the collisions from carrier-
sensing failure. We can also see that Group Beamforming still provides perfect BFT in
both cases, while also keeping the overhead constant. The benefits of this can be seen in
Figure 3.6 which shows a comparison of the aggregate network throughput with UL traffic
in the large room. In both cases, the wireless channel is over-saturated and the desired
data rate can not be achieved. However, in both cases, there is a gain when using Group
Beamforming. This gain is on average 370 Mbit/s in the 1 Gbit/s case and 230 Mbit/s
in the 16 STAs scenario and comes both from the perfect BFT and the lower overhead.

3.5.2 Performance in Networks with Multiple BSSs
3.5.2.1 BFT performance

Networks with multiple BSSs introduce challenges to the BFT, particularly for Group
Beamforming. Unlike the single BSS case, Group Beamforming is not protected from
interference by STAs in other BSSs. Therefore we vary the number of BSS and the
network density and study the effects on BFT performance. Figures 3.7 (a) and (b) show
the SNR loss distribution for Group Beamforming and SLS respectively. The presented
results are for simulations of the small room with 100 Mbit/s DL traffic and 8 STAs per

AP. The trends observed also occurred in all other scenarios tested.
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The first conclusion that can be drawn is that in high interference scenarios, the
BFT procedure can be compromised, leading to the high SNR losses seen in Figure 3.7.
Depending on the resulting SNR, this instability can lead to drops in the achievable data
rate and even link outages. Secondly, in Figure 3.7 we observe an asymmetry in the AP
and STA BFT performance, both for Group Beamforming and SLS. In order to better
illustrate this asymmetry, we show in Figure 3.8 the CDF of the SNR loss for the 8 BSSs
network. In the case of Group Beamforming, it is evident that the APs training is much
less reliable and has the worst performance overall. For SLS, there is a less pronounced
asymmetry where the STA training results in higher SNR losses. In many scenarios tested,
we also found that the SLS STA training had a lower accuracy. This SLS asymmetry can
be explained by the STA-initiated SLS procedure and higher channel contention that
STAs experience. Additionally, most APs are located at the room’s edges which exposes
them to less interference. We found that this asymmetry in BFT performance is very
slight and does not seem to be reflected in the network throughput performance.

In the case of Group Beamforming, however, the training difference is very large,
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requiring further investigation. In Figure 3.7 it is evident that the Group Beamforming
STA training has the least amount and lowest SNR losses, compared both with the Group
Beamforming AP training and the SLS training. In fact, if we look at the accuracy of
the STA training in Figure 3.8, we can see that it is above 97%, which shows remarkable
robustness and stability. This is particularly impressive if we consider that Figure 3.8
shows a very dense, high-interference scenario, with 8 APs and 64 STAs distributed in
a relatively small room. Our simulations showed the same behaviour across all other
simulation scenarios. Although we found that UL traffic was slightly more disruptive, the
Group Beamforming STA accuracy was always above 93%, in both the large and small
room scenarios. For comparison, the worst SLS accuracy we measured was 70% and 68%
for the STA and AP training, respectively. The Group Beamforming AP training, on
the other hand, suffered much more in high-interference scenarios. In Figure 3.8 we see
that the accuracy is 48%, far below the SLS accuracy and that this is also reflected in
Figure 3.7, where the Group Beamforming AP training is the only one with an upper
quartile above 0 dB. In addition to this, when we looked at the average per STA SNR
loss, the Group Beamforming AP training had by far the worst performance. The mean
SNR loss over the course of the simulation reached up to 13 dB, while it did not go over
5 dB for the SLS training or the Group Beamforming STA training.

This stark difference in the Group Beamforming performance comes from the
fundamentally different approaches to the AP and STA BFT. The TRN-R subfields
used for STA training are appended to each transmitted beacon, so STAs which receive
multiple beacons perform the RX training multiple times, leading to increased reliability.
Additionally, training with TRN subfields allows for all RX beampatterns to be tested in
a single packet. This considerably reduces the probability that there will be significant
interference variations during the training and enables obtaining coherent measurements,
which can also increase the performance. This results in highly resilient BF'T, which is
not only robust to different types of interference but also consistently outperforms legacy

SLS. In contrast to this, the AP BFT, done with directionally transmitted beacons, seems
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to be very sensitive to interference and more vulnerable than SLS. This is a consequence
of the simultaneous training of all STAs in the BSS introduced by Group Beamforming.
This greatly reduces the training overhead but also means that BFT decisions for the
whole BSS are done based on the same beacon frames. Interference during the beacon
transmissions will therefore affect the AP’s training with all STAs in the BSS. Errors
in the SLS procedure, on the other hand, are detrimental solely for the AP-STA pair
performing the procedure.

Next, we analysed the effect of the room size on BFT performance. We noticed a
performance degradation in the larger room, which was stronger in lower-density networks
and decreased with the number of devices in the network. As the average distance
between devices is higher in the large room, there are more collisions due to carrier-sensing
failure leading to BF'T errors. The effect of these errors is more evident in lower-density
networks where the wireless channel is not very saturated. Finally, when comparing the
BFT performance with DL and UL traffic we found that UL traffic tends to be more
harmful. This is due to two reasons. Firstly, in DL transmissions, there are fewer devices
transmitting and therefore the collision probability is smaller. Secondly, most of the APs
are located at the room’s edges and cause lower interference than the STAs which are
distributed inside the room. This effect is more pronounced in Group Beamforming but
is also present for the legacy SLS scenarios. The bigger effect can be explained by the
fact that some of the errors in legacy SLS come from collisions of the SLSs themselves
and these remain unaffected by the change from UL to DL transmissions, while in Group

Beamforming all errors are caused by data transmissions.

3.5.2.2 Network performance

Figure 3.9 shows the CDF of the DL throughput measured in 0.1 s intervals, varying
the network density and BFT method. The throughput performance here corresponds
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to the BFT performance shown in Figure 3.7. We can clearly see how increasing the
wireless channel saturation affects STA performance. In the 1 and 2 AP networks, the
performance is extremely close to optimal and there is no discernible difference between
Group Beamforming and SLS. However, in the 4 AP network we begin to see a slight
performance gain in using Group Beamforming, and this gain grows in the very dense 8
AP network. In the 4 and 8 AP networks, SLS causes more throughput values in the 0
to 100 Mbit/s interval, reflecting the time spent on SLS instead of transmitting data. In
very dense networks, the extra time for data transmissions given by Group Beamforming
can lead to significant increases in network performance. In Figure 3.10, we show the
aggregate network throughput for the densest 8 AP, 64 STA scenario, comparing the
performance with Group Beamforming and SLS. We can see that in the small room, DL
traffic scenarios, Group Beamforming outperforms SLS by 400 Mbit/s on average.

This gain does seem somewhat surprising if we consider that Group Beamforming had
significantly worse BFT performance. However, due to the closeness of devices in the
small room, BFT errors rarely cause link outages and mostly result in a reduced MCS.
Therefore, we have found that for the small room, the overhead reduction of Group
Beamforming benefits network performance, despite the reduction of BFT accuracy. The
overhead gains increase with the network density as SLS overhead grows, counterbalancing
the BFT accuracy reduction.

As we can see from Figure 3.10, this effect is more pronounced with UL traffic, leading

to an average increase of 500 Mbit /s in aggregate network throughput. Contributing to the
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better UL performance is the fact that errors in Group Beamforming are overwhelmingly
done for the AP sector, while the STA sector is chosen extremely accurately. When
considering UL transmissions done in a contention-based manner, the STAs are in
directional TX mode, while the AP is in quasi-Omni RX mode. Therefore, the wrongly
chosen AP sectors have little influence on network performance, as they are only used to
send back Block Acknowledgments, sent with a low MCS that is decodable even at low
SNR.

We also found that in the small room the throughput performance was predominantly
affected by the level of wireless medium saturation and failures in carrier-sensing caused by
directional transmissions. For this reason, in these types of scenarios, Group Beamforming
is a very good option due to the reduction in overhead that it provides.

In the large room, however, devices are much further apart. This results in lower
optimal SNR and fewer sectors that still provide satisfactory SNR for communication.
SNR losses caused by errors in BFT often mean link breakage until the device can recover
from the error. In addition to this, there is more potential for spatial re-use, so the
throughput is not as affected by collisions. Therefore, we found that the throughput
performance in these scenarios had a significant connection to the BFT performance.
To highlight the difference between operation in the small and large room, we show in
Figure 3.11 a throughput comparison of two STAs that both experience severe SNR, losses
due to BFT errors. The network density (8 APs, 64 STAs), data rate (100 Mbit/s DL
traffic) and BFT method (Group Beamforming) are the same for both scenarios and the
only difference is the size of the simulated room. In both scenarios, BFT errors in the
DL direction lead to drops of 10 dB to 15 dB in the achievable SNR for a significant
portion of time. In the small room, we found that the errors were caused by the fact that
the STA was located in the center of the room and experienced high interference from
surrounding devices. In addition to this, due to collisions, some of the BFT feedback
packets were not correctly received, and as a consequence, the AP was not able to update
its antenna configuration in time. In the large room, due to load balancing, the STA
was not associated to the closest AP and the large distance caused problems in the BFT.
When observing the effect of the drop in SNR on the throughput, we can see that in the
small room, the data transmissions are not affected, as the SNR is still well above the
decodability limit. In the large room, however, we see that multiple BFT errors cause
communication link breakage, as the SNR is too low for successful data transmissions.

We can see the effects of this in Figure 3.12, which shows the DL performance in
the large room. In contrast to Figure 3.9, where we observed that Group Beamforming
provided better performance than SLS, we can see that in the 4 and 8 AP scenarios,
the network performance with Group Beamforming suffers due to the poor BEFT
performance. These were the only scenarios where we found that SLS outperformed

Group Beamforming. In Figure 3.10 we can see that there is a difference of approximately
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400 Mbit/s in the 8 AP network. The UL results show the opposite trend, as the high
accuracy of the STA training combined with the higher level of network contention result
in better performance than SLS. The performance gains, however, are lower than in the
small room and only go up to 200 Mbit/s. This is a combination of the more severe effects
of the Group Beamforming BFT errors and the increased spatial re-use which reduces the
benefit of the overhead reduction.

Similar to the BFT performance, we found that in general UL transmissions had
worse throughput performance. The exception to this was the performance in the Group
Beamforming, large room scenarios, with 4 and 8 APs, as can be seen in Figure 3.10. Due
to the reasons discussed above, in these cases, the DL performance suffered significantly
and was equal to the UL performance.

Finally, a direct comparison of the results in the small and large room for the same

scenarios showed that the small room had better throughput performance due to the link
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breakages caused by BFT errors and the lower achieved SNRs which resulted in lower
MCSs used. The exception to this were the UL scenarios with 8 APs in the network, as
seen in Figure 3.10. In these cases, the wireless medium was over-saturated and therefore

the higher spatial re-use in the large room caused gains in performance.

3.5.3 Performance with modified versions of Group Beamforming

Our performance analysis of Group Beamforming detected several causes of BFT
errors, as described in the above sections. Therefore, we propose modifications that
deal with these issues. The main performance limitation was the vulnerability of the
AP training in high-interference scenarios. The contrast with the extremely robust STA
training motivated us to implement a similar approach for the AP training. As explained
in Section 3.3, we modified the AP training to use TRN-T subfields rather than rely on
the beacon packets. This doubled the Group Beamforming overhead but significantly
improved the training accuracy. In addition to this, we also attempted to further improve
the STA training, by eliminating having both the transmitter and receiver in directional
mode. Since this sometimes led to errors, we modified the APs to transmit the TRN-R
subfields with a quasi-omnidirectional beampattern.

Figure 3.13 shows a comparison of the performance of Group Beamforming with
the different proposed versions both in terms of the SNR loss and aggregate network
throughput. The results show the performance in a network with 8 APs and DL traffic
in the large room. As described in the above section, this was one of the scenarios where
Group Beamforming had poor performance and was outperformed by SLS.

We can clearly see that our modifications significantly improve the BF'T performance,
particularly in terms of the AP training accuracy. The accuracy increased from 60 %
to 95 % and the highest SNR loss measured dropped from 30 dB to 12 dB. In addition,

we noticed that the overhead increase did not cause any throughput degradation, as it
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was offset by the better BFT. In fact, the BFT improvements resulted in significant
throughput gains, as seen in Figure 3.13 which shows an average increase of 700 Mbit /s
in the aggregate network throughput. The STA BFT accuracy increase was much smaller,
as the STA training was already quite close to optimal, resulting in only minor throughput
gains. However, this modification also decreased the SNR losses, leading to fewer link
breakages and an improvement in the quality of service.

We found that with our performance enhancements, Group Beamforming was able
to outperform SLS in all tested scenarios, both in terms of BFT accuracy and achieved
throughput. The accuracy rose to above 95% in all scenarios except in networks with 8
APs and UL traffic. In these scenarios the accuracy was 88% in the small room and 90%

in the large room, outperforming the SLS accuracy by 20% and 13%.

3.6 Discussion

There are several lessons we learned from our analysis, which is the first known to
evaluate the performance of Group Beamforming, both regarding BF'T procedures and
the performance of dense mmWave Wireless Local Area Network (WLAN) networks.

First, we found that although all mmWave networks suffer from high path loss and
require directional communication, the room size determines how much the BFT accuracy
affects network performance. In larger rooms, where the distance to the AP is big
and there are no strong reflections, only a few sectors offer a sufficiently high SNR for
communication and extremely accurate BE'T is crucial for good performance. Errors in the
BFT lead to link outage and it can take a long time until the STA recovers. In contrast, in
smaller rooms, issues with carrier-sensing failure cause much more performance problems
than BFT failure. Aslong as the SNR remained high enough to maintain a communication
link, we found that network performance was not affected by BFT errors as even the lower
MCSs can offer high data rates. However, depending on the nature of the application these
errors may affect the quality of service and the user experience.

Another observation was that carrier-sensing failure can be a significant problem in
dense mmWave networks that limits the network performance. In many cases, although
the wireless channel can handle more traffic, it is limited by collisions caused by the
failures, which are much more common in mmWave networks due to the directional
communication. This is especially a problem in UL communication, where there is a
lot of channel contention. More research is necessary to find solutions for this problem
and improve the channel access procedure for mmWave WLAN networks. In Chapter 4
we present our contribution to this problem which uses directional reception and packet
filtering to lower the packet collisions and improve the efficiency of the network.

When considering BFT performance, we found that even in very dense networks, the

BFT was mostly successful with both approaches tested. BF'T errors were often transient



3.7 Related Work 51

and devices were able to recover in the next training. However, these errors could lead to
significant drops in achievable SNR, leading to issues with the communication link.

The legacy SLS mechanism was shown to be quite robust to different levels
of interference. However, the high training overhead affected the overall network
performance and therefore this approach is not suitable for high-density networks.

In terms of Group Beamforming, our analysis showed that it is a very promising
approach for WLAN networks in several ways. First, shifting the BFT to the DTT ensures
complete protection from interference from STAs in the same BSS, providing perfect
BFT with lower overhead. Therefore, single-BSS networks benefit significantly from its
use. Moreover, the use of TRN-R subfields in Group Beamforming was proven to be
extremely efficient and reliable. The drastically lower overhead offers the possibility to add
redundancy and repeat the training multiple times at a fraction of the overhead needed
with full packets. This resulted in extremely high BFT accuracy which outperformed
the other approaches tested. We did find, however, that the simultaneous training of all
STAs in the BSS has some drawbacks. As all STAs make their BFT decisions based on the
same transmissions, training corrupted by interference can cause errors for all STAs in the
network, leading to degradation in the performance of the whole BSS. Switching the AP
training to the TRN approach, however, fixed this problem and significantly improved
the performance. It is important to highlight that the standard-compliant version of
Group Beamforming might have problems in high-density scenarios, particularly for DL
traffic. Moreover, as typically the gains of the antennas in APs are much larger than
the gains of the antennas in user devices, the AP BFT errors can cause more harm to
the overall network performance. Lastly, the training overhead reduction can improve

network performance as compared to legacy SLS, even when the BFT suffers more.

3.7 Related Work

Most existing work on IEEE 802.11ay is theoretical and either provides a protocol
overview or proposes solutions to some open design issues.

In [7] the authors give an excellent overview of IEEE 802.11ay, while in [67] the authors
focus on detailed technical explanations of aspects like spatial sharing, channel bonding
and interference mitigation.

Some work focuses specifically on the BFT aspects of IEEE 802.11ay, such as [68],
where the authors study scheduling, beamforming, and link maintenance protocols.
Lastly, the authors of [40] explain the legacy IEEE 802.11ad BFT and show theoretical
results on asymmetric beamforming. The authors in [69] propose a dynamic scheduling
mechanism for asymmetric BFT based on SINR with random backoff. The authors in [70]
focus on dense scenarios and propose an enhanced BFT which is backward compatible with

IEEE 802.11ad. Their implementation divides the Association Beamforming Training
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(A-BFT) slots to further improve the association. Another backward compatible BFT
solution is presented in [71], where the authors extend the IEEE 802.11ad channel model
to support Hybrid MIMO configurations.

Practical analysis of IEEE 802.11ay is out of the scope of these papers, which limits
the potential to find new open research issues. To the best of our knowledge [72] is the
only paper with system-level validation regarding IEEE 802.11ay. This paper focuses on
channel bonding in IEEE 802.11ay. The authors briefly mention the implementation of
an ns-3 module to validate their theoretical work, but the implementation details are
unclear and the source code has not been released. The authors leave out some important
considerations about the implementation, such as the BF'T mechanism used. Additionally,
there are many simplifications in their implementation including simple antenna models
and throughput calculation from the Shannon equation. Our model is more complete as
discussed in Chapter 2.

The beamforming training protocol is at the core of any mmWave system, thus,
designing an efficient, scalable, and agile beamforming training mechanism has a huge
impact on network performance and the perceived quality of service. For this reason,
multiple measurement campaigns have evaluated the performance of IEEE 802.11ad BF'T
in Commercial Off-the-Shelf (COTS) devices. The authors in [73] were the first to provide
an in-depth analysis on the performance and operations of WiGig compliant COTS
devices, but lack an analysis of the beamforming mechanism. Authors in [74] performed a
measurement campaign to extract the beam patterns of the first IEEE 802.11ad enabled
COTS router from TP-LINK using their 60 GHz anechoic chamber. In addition, they
implement a compressed sensing solution on the COTS routers that provides a significant
reduction in training overhead compared to plain IEEE 802.11ad BFT. The authors
of [75] provided a comprehensive evaluation study for the aforementioned router for
various deployment settings. In their evaluation, they focused on the interplay between
BFT and the rate adaptation algorithm as well as the impact of BFT errors due to
mobility or blockage on the mmWave link stability. Unlike the previous papers which
focused on a single device, the authors in [17], provided a comprehensive study regarding
the performance of the aforementioned router in a large deployment. In particular, they
assessed the impact of contention-based BF'T on the performance of Transmission Control
Protocol (TCP) protocol in a large network. Additionally, they evaluated the degree of
spatial sharing that can be achieved using Qualcomm phased antenna arrays.

To the best of our knowledge, our work is the first to focus on IEEE 802.11ay
Group Beamforming and evaluate its performance in various scenarios and network

configurations.
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3.8 Conclusions

In this chapter, we presented a study on BFT in dense networks, looking at the
accuracy of the training and the effect of the training overhead on the throughput
performance of the network. We decided to focus on a novel BFT technique introduced in
the IEEE 802.11ay amendment called Group Beamforming as it introduced the concept
of simultaneous training of all STAs in the BSS, which is very suitable for dense networks.
For this purpose, we extended the existing ns-3 mmWave module to support Group
Beamforming and evaluated its performance in a variety of simulation scenarios. Our
evaluation showed that Group Beamforming can boost network performance by lowering
the training overhead of legacy BFT procedures like SLS. We found, however, that the AP
training faced challenges in high-density networks. Therefore, we implemented and tested
two modifications of Group Beamforming that significantly improved its performance.
With the suggested modifications, the new Group Beamforming approach was able to
outperform the legacy SLS procedure in all tested scenarios, both in terms of BFT and
throughput performance. Therefore, we consider it an extremely promising solution for

BFT in dense mmWave networks.






SIGNiPHY: Reconciling Random
Access with Directional Reception
for Efficient mmWave WLANSs

4.1 Introduction

The potential for Millimeter-Wave (mmWave) networks to provide high-throughput,
low-latency performance makes them key enablers for emerging applications like
Augmented Reality (AR)/Virtual Reality (VR), remote surgery, connected homes and
factory automation. By including advanced physical (PHY) layer technologies like
channel aggregation and Multiple-Input and Multiple-Output (MIMO) IEEE 802.11ay
promises peak rates of up to 100 Gbps [7]. However, reliability and coverage remain
challenging in mmWave, due to the increased attenuation and oxygen absorption [76].
In addition, multiple evaluations of Commercial Off-the-Shelf (COTS) mmWave WiFi
devices [16-18,32-34] reveal that mmWave efficiency drops significantly in multi-Access
Point (AP) deployments due to problems with packet collisions and low spatial sharing.
This matches our previous evaluations in Chapter 2 and 3 where we observed that the
achievable data rate in IEEE 802.11ay was highly limited by the size of the network and
the number of contending users. Therefore, we decided to further study channel access
and multi-AP operation to find the causes of inefficiency and performance limitations.

We found that one of the main limitations for current mmWave WiFi networks
came from the use of omnidirectional Beam Patterns (BPs) for reception. While
highly beneficial, directional reception is incompatible with the random medium access
mechanisms used in WiFi devices. Currently, mmWave WiFi devices implement legacy
Carrier Sense Multiple Access with Collision Avoidance (CSMA/CA) [17,77], a contention-
based random access scheme without a fixed transmission schedule. Instead, Stations
(STAs) that want to communicate with the AP can transmit at any time, as long as they
perform carrier sensing of the wireless medium to ensure that the channel is free. Since
the AP does not know which user will transmit at which time, it needs to listen to every
direction where users are located. This is why current COTS devices [16,77] only support

directionality on one side of the link and use directional transmission but omnidirectional
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BPs for the reception. While STAs usually only communicate with a single AP, the same
issue may arise at STAs in case of multi-hop or device-to-device communication.

Omnidirectional reception harms both the single-link and aggregate network
performance. The single-link performance is harmed as the lower antenna gain reduces
the coverage range and achievable data rates. Additionally, it negatively affects spatial
reuse, as it leaves devices vulnerable to interference coming from any direction. This
makes it more difficult to successfully establish concurrent transmissions in a given area,
which leads to low aggregate rates.

We also found that a particularly harmful effect was that it significantly increases
the probability that a device will overhear packets that are not meant for it. While it
is busy decoding the unwanted packets it might miss concurrent packets for which it s
the intended receiver. This type of unwanted packet overhearing is a well-known problem
caused by the use of a random access mechanism. Since there is no transmission schedule
devices might receive packets at any time and thus need to try to decode all packets they
detect. In traditional sub-6 GHz WiFi, this only lowers the energy efficiency since the
device wastes energy on decoding useless packets. In mmWave WiFi, however, this limits
the spatial sharing in the network by preventing concurrent transmissions. Thus, it has
a much more harmful impact on network performance and can significantly limit dense
networks.

Existing solutions fail to efficiently address these problems, in part as they are not
specifically designed for mmWave networks. To the best of our knowledge, the only
current method to enable directional reception is through mechanisms like Ready-to-Send
(RTS)-Clear-to-Send (CTS) and CTS-to-self. These mechanisms protect data packets
with preceding control packets which carry the transmitter identity in advance of the data.
While the control packet would still need to be received with a quasi-omnidirectional BP,
once the transmitter has been identified the correct directional receive BP can be used
for the data packet. However, the overhead introduced due to the additional control
message exchanges is non-negligible and translates into sub-optimal channel usage and
low Medium Access Control (MAC) efficiency [32,77]. Furthermore, control packets are
very robust and can be overheard even by far-away nodes, which can additionally reduce
the spatial re-use in the network.

Instead, in this chapter we present a mechanism that addresses these problems at the
PHY layer without introducing any overhead, while at the same time ensuring backwards
compatibility with legacy devices. SIGNaling in the PHY Preamble (SIGNiPHY) enables
efficient directional communication by embedding a device identifier in the PHY packet
preamble for early transmitter identification during the preamble reception, allowing for
the packet payload to be received directionally. Critically, the identifier can only be
embedded in the packet preamble, as channel estimation is done after the preamble has

been received. The same BP has to be used during channel estimation and packet payload
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reception, otherwise, packet decoding fails as the channel varies with the BP used. The
packet preamble, however, can be received with a different (i.e., omni-directional) beam
pattern without impacting the decoding.

In order for this design to work, however, preamble decoding, identifier decoding
and BP switching all have to finish before channel estimation begins. To meet these
stringent timing constraints, SIGNiPHY implements a highly efficient identifier decoder
and a fast beam-switching mechanism once the user is identified. To ensure backward
compatibility with legacy devices, SIGNiPHY retains the correlation properties of the
original preamble, allowing the use of the same receiver processing blocks without
any modification. Moreover, SIGNiPHY and legacy devices are also interoperable, as
stations which can not detect the embedded identifier will simply receive the packets
omnidirectionally since preamble functionalities are not affected.

The early user identification also allows SIGNiPHY to end the reception of packets
which are not meant for the device. While such filtering could also be done after the
MAC address decoding [78,79], doing it during the PHY preamble is more efficient and
faster.

We tested SIGNiPHY real-time operation in an FPGA-based mmWave testbed
operating at 60 GHz and found that our implementation can identify the packet
transmitter only 160 ns after packet detection. The user identification had an accuracy
of 100% for Signal-to-Interference-plus-Noise Ratios (SINRs) higher than 7 dB and 99.5%
for SINRs above -6 dB. Furthermore, we show that the packet decoding benefits from
the Signal-to-Noise Ratio (SNR) boost due to directional reception and that SIGNiPHY
is very efficient at coping with multiple interferers. Finally, we implement SIGNiPHY
and several baseline solutions (RTS-CTS, CTS-to-Self, MAC filtering) in our IEEE
802.11ad/ay ns-3 module to evaluate its performance in dense scenarios. The results
show that SIGNiPHY outperforms the other solutions and consistently improves uplink
network throughput with gains of up to 230%, depending on the specific scenario and
baseline against which it is compared.

To sum up, in this chapter we make the following contributions:

e SIGNiPHY is the first system that enables directional reception and early
packet filtering in IEEE 802.11ad/ay WiFi networks with no additional overhead.

o We further manage to design SIGNiPHY to not modify the key characteristics

of legacy systems to ensure backward compatibility and interoperability.

e We implement and validate SIGNiPHY in an FPGA-based testbed with a

low-complexity architecture that makes it easy to implement in commercial devices.

o We integrate SIGNiPHY in our ns-3 IEEE 802.11ay model for validation in

dense scenarios and compare the performance against different baseline solutions.
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The rest of the chapter is organized as follows: Section 4.2 gives a detailed insight
into the motivation for SIGNiPHY and Section 4.3 presents the SIGNiPHY protocol
design. Section 4.4 then explains the SIGNiPHY preamble embedding mechanism and
hardware implementation. Section 4.5 and Section 4.6 show the experimental and
simulation evaluation, respectively. Section 4.7 contains a discussion of different aspects
of SIGNiPHY performance, Section 4.8 gives an overview of related work and finally,

Section 4.9 concludes the chapter.

4.2 Motivation

Although mmWave WiFi networks show great promise, multi-AP deployments where
interference and collisions lead to reduced throughput and inefficient channel usage prove
challenging for current COTS devices [16-18,32-34]. The mismatch between what is
envisioned by mmWave standards and what is achieved in practice lies in the fact that
multi-Gbps data rates are only possible under the assumptions of 1) narrow directional
beams with high gains on both sides of the link and 2) high spatial reuse with multiple
concurrent data transmissions. Currently, mmWave networks can not fully implement
either, leading to losses in performance. As discussed in Section 4.1 omni-directional
reception and the attempted decoding of all detected packets are the main problems
fundamentally limiting current networks. We now investigate them in more detail in

Section 4.2.1 and analyze existing solutions in Section 4.2.2.

4.2.1 Performance analysis of directionality and unwanted packet

overhearing

To validate our analysis of the key mmWave WiFi deficiencies we perform simulations
using the ns-3 IEEE 802.11ad/ay module [1]. This is meant to complement previous
conclusions drawn by performance evaluations of COTS WiFi networks such as [16-18,
32-34] by studying a dense deployment under idealized conditions, removing the effects
of hardware imperfections and device-specific implementation details. In this way, we
ensure that our insights are generalized and connected to essential mmWave behaviors.
We use a simple indoor scenario with a dense deployment of 16 APs. Each AP has
only one associated STA and can thus use directional reception. The APs have a grid
distribution while STAs are placed randomly and we average the results over 50 different
STA topologies. STAs transmit UDP traffic with a data rate of 300 Mbps, resulting in
an aggregate load of 4.8 Gbps.

First, we evaluate the possible benefits of enabling directional reception. Figure 4.1
shows the aggregate throughput with omnidirectional and directional reception, revealing

a dramatic increase of 150% in median throughput when directional reception is used.
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Moreover, we find that directional reception practically eliminates packet failures due to
low SNR, reducing them from 10% to only 0.4%.

Next, we demonstrate the harmful effects of unwanted packet reception. For this
purpose we implement a filter on the PHY layer that cuts reception of all packets
not intended for the device, immediately after preamble detection, leaving it free to
receive its own packets. In Figure 4.2 we show how this benefits network throughput,
using both quasi-omni (blue) and directional (red) reception. We observe that in both
cases performance is increased with throughput gains above 40%. Additionally, we see
how directional reception and packet filtering complement each other. The directional
reception enhances the spatial sharing potential and packet filtering helps realize this
potential by reducing packet failures.

Our initial findings demonstrate that: a) enabling directional reception in mmWave
WiFi is necessary for high network performance, b) there is a lot of potential to improve
MAC efficiency and even simple solutions can have a significant impact and ¢) directional
reception further boosts the performance of other MAC enhancements. In the following
section, we explore how the deficiencies of current solutions led us to the design choices
made in SIGNiPHY.

4.2.2 Existing solutions

The cause of both problems we study can be traced back to the usage of CSMA /CA,
a random-access scheme without a fixed schedule. APs can not use a directional BP
to receive packets because they are not aware which STAs is transmitting the packet,
preventing them from steering towards them. Similarly, since they do not know when
they will receive packets intended for themselves, they attempt to decode every packet
they detect.

While one solution would be to use another channel access mechanism such as a
Time-Division Multiple Access (TDMA) scheme with a pre-defined transmission schedule,

in practice, proposed alternatives have been proven to be too complex, inefficient and
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inflexible for implementation. Despite the fact that IEEE 802.11ad and IEEE 802.11ay
allow for channel access with both a polling-based scheme and TDMA-like scheduled
access, they are not implemented in any current COTS devices. The main issue with
TDMA lies in its unsuitability for bursty or low latency traffic and the complexity of
designing a schedule that implements spatial sharing. Polling, on the other hand, suffers
from significant overheard which leads to sub-optimal channel usage. Finally, CSMA/CA
is very simple and easy to implement and highly robust. These are desirable properties
that are valuable for WiFi protocols and are worth retaining. Therefore, we looked for
approaches that are designed for random-access networks and can address CSMA/CA

deficiencies, such as the ones discussed below.

RTS-CTS and CTS-to-self in mmWave WiFi: RTS-CTS and CTS-to-self were
designed to reduce WiFi collisions and as they enable user identification ahead of the
transmitted data packet they can be used to enable directional reception in mmWave
WiFi. Studies of COTS devices [32,77] have found that RTS-CTS is in fact commonly
used in mmWave WiFi, although not for directional reception. As they address both
directional reception and MAC efficiency and they are standard compliant, we consider
them as the closest baseline schemes for comparison with our work. Figure 4.3 shows RT'S-
CTS and CTS-to-self operation in the context of directional reception. The transmission
of the RTS or CTS-to-self frame announces the intent to transmit, protecting the data by
reserving the channel. By signaling the identity ahead of the data, it allows the receiver
to select the receive BP before data reception.

Both mechanisms, however, have been found to limit performance due to the high
overhead and inefficient airtime usage by control packets. Consequently, they can increase
network latency, which might be critical for applications such as AR/VR. Analysis of
RTS-CTS in mmWave WiFi has also found that it can have a negative effect on spatial
sharing [32, 77]. Finally, from Section 4.2.1, we note that packet filtering based on
identification from RTS or CTS-to-self packets is not fully reliable, since there is no
guarantee that the next packet received is from the same source as the announcement
packet and can thus lead to discarding useful packets. Therefore, it is important to

analyse and carefully consider their use in mmWave WiFi, as well as propose alternatives
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for enabling directional reception.

MAC filtering: several methods allow filtering of unwanted packets based on the MAC
address. However, filtering at the MAC layer incurs a delay until the filter can be
applied which reduces its usefulness. We use the simulation scenario from Section 4.2.1
to demonstrate this by comparing the performance of the optimal PHY filter, applied
directly after preamble detection with a MAC filter that is applied after the reception
and decoding of the MAC header. Figure 4.2 shows the comparison of the throughput
results with both omnidirectional and directional reception. We can see that cutting
reception early on at the PHY layer makes a difference, due to the high number of short

control packets exchanged where the MAC header is a significant portion of the packet.

We find that existing solutions are inefficient as they rely on MAC identification to
control PHY layer behavior such as BP selection and packet reception, which imposes
either overhead or delay. To eliminate these drawbacks, the obvious solution is to
instead introduce PHY layer identifiers (IDs), which allows to address both directional
reception and unwanted packet reception without any additional overhead. This is the
core motivation for the design of SIGNiPHY, explained in more detail in the following

sections.

4.3 SIGNiPHY Design

As we highlight in Section 4.2, PHY layer IDs are the only approach to enabling
directional reception without high control packet overhead. MAC layer signaling is simply
not sufficient as it identifies the user too late in packet reception. The key limitation is
that any changes to the receive BP have to finish before channel estimation starts in order
to not destroy the packet decoding due to failed equalization. Figure 4.4 shows the IEEE
802.11ad packet structure. In mmWave WiFi, channel estimation is done in the Channel
Estimation Field (CEF) field, immediately after packet detection. Therefore by the time
that the MAC header, located in the packet payload has been decoded, it is already too
late to make any changes to the BP. This implies that the PHY ID we introduce has to be
embedded in the packet preamble, or more specifically in the Short Training Field (STF).

This makes the design of the PHY identification quite challenging for three reasons:
1) The packet preamble enables fundamental receive functionalities like packet detection,
Carrier Frequency Offset (CFO) estimation and synchronization which must not be
altered. Therefore, when modifying the preamble design we have to ensure that these
functionalities are preserved. 2) The modified preamble has to have the same inherent
structure and auto-correlation properties in order to ensure backwards compatibility and

interoperability with legacy devices. 3) The embedded IDs must be decoded fast enough
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to allow for a BP switch before the end of the STF field.

SIGNiPHY’s preamble embedding mechanism manages to accomplish all three goals
and provide extremely robust ID decoding as we will demonstrate in Section 4.5. The
details of how we accomplish that are given in Section 4.4, while below we elaborate on
how SIGNiPHY utilizes the early PHY identification to solve key sources of mmWave
WiFi inefficiency.

4.3.1 Enabling directional reception

It is clear that the AP benefits from using omnidirectional reception when it is in idle
mode since it allows it to receive packets from different STAs. However, a directional BP
would be optimal for the packet decoding itself. SIGNiPHY enables a seamless transition
from omnidirectional to directional reception with zero overhead. This is done by early
identification of the user identity, as soon as the preamble of the packet starts being
received. If the decoded ID corresponds to an associated STA, the AP performs fast
switching from omnidirectional to directional reception, steering the antenna towards the
identified STA. This allows the packet payload to be received with a higher antenna
gain, increasing the decoding probability. If no user ID is embedded, it remains in
omnidirectional reception, thus ensuring interoperability between SIGNiPHY and legacy
IEEE 802.11ad/ay devices within the same network.

Interestingly, we note that this mechanism can also be used at the STA side, although
this is not necessary. Since STAs only communicate with their AP, they can simply
always steer towards the AP. This reduces the carrier sensing accuracy outside the BP
main lobe and could increase collisions. However, carrier sensing is enhanced in the area
towards the AP, which can be beneficial. Additionally, packet detection is improved by
the higher antenna gain, enabling reception of low SNR packets that would be lost with
an omnidirectional BP. We found that the benefits of continuous directional reception at
the STA outweigh the drawbacks and thus only use SIGNiPHY for directional reception
at the AP side. However, this is an implementation choice.

Lastly, we highlight that SIGNiPHY operates independently from the beamforming
training and simply utilizes the identifier to BP mapping table already provided by the

beam training.
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4.3.2 PHY Packet Filtering

An extra benefit of the SIGNiPHY user ID embedding capability is the possibility of
true early PHY filtering of unwanted packets. When an AP receives a packet carrying
an ID that is not registered in the network, it is able to quickly react by dropping the
packet and returning to idle mode to wait for the next packet. This is different from MAC
filtering (as discussed in Section 4.2), since SIGNiPHY does not have to fully decode the
MAC header to decide whether the packet needs to be dropped or not.

Note that even with the continuing background interference caused by the unwanted
packet, it is usually possible to successfully identify incoming packets from registered
STAs thanks to the high robustness of the preamble (as will be shown in Section 4.5).
Once the preamble has been decoded, the directional reception enabled by SIGNiPHY
reduces the gain outside the main lobe which helps to minimize the interference from
the filtered packets and increases the probability of successful packet reception. In this
way, SIGNiPHY improves spatial reuse and prevents nearby networks from interfering
with each other. Importantly, SIGNiPHY does not increase intra-network interference,
as devices still use standard carrier sensing to determine whether they are allowed to
transmit. Therefore, devices do not transmit more than in standard operation, but

instead, the probability of successful transmission is increased.

4.3.3 Protocol implementation

We have two main design considerations for SIGNiPHY: 1) ease of implementation and
2) avoiding unintended negative behavior. We ensure 1) by avoiding global optimizations
and using simple distributed mechanisms that do not need coordination. In fact, the
only required information is the user IDs which can be obtained with no overhead in
several ways. One option is to re-purpose the Association Identifier (AID). This only
requires randomizing the AID allocation and ensuring that assigned AIDs are within
the SIGNiPHY ID space. Another option is to apply a known hash function to the MAC
address that maps it to our ID space. In addition, backward compatibility at the protocol
level is ensured, as devices always default to standard behavior in case no ID has been
embedded in the preamble by legacy STAs.

Finally, handling duplicate IDs among STA of different networks is feasible by
monitoring the SNR change after the switch to a directional BP and the match between the
decoded ID and the MAC address. Once an AP has detected duplicate IDs, it can assign
a new one to the STA in its own network, ensuring that duplicate IDs are only transient.
During this transition, the AP simply uses the BP for the associated STA, rather than
discarding the unwanted packet, which is no worse than receiving it omnidirectionally.

We accomplish 2) by designing SIGNiPHY to not increase transmission probabilities

and instead we focus on optimizing packet reception, in order to increase spatial reuse
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without adding interference. Additionally, we ensure that even in the case of incorrect
ID decoding, SIGNiPHY does not cause harm to network operation. For this purpose
SIGNiPHY monitors the SNR change after the switch to a directional BP, as well as the
match between the decoded ID and the MAC address. This allows SIGNiPHY to estimate
the probability of correct decoding and default to standard omnidirectional reception
when the SNR is too low for reliable ID decoding. We also note, that our evaluation in
Section 4.5 shows that SIGNiPHY ID decoding failures only happen at very low SINR
at which very few packets are detected and successful packet decoding is not possible.
Therefore, due to SIGNiPHY’s high robustness, we find that ID decoding errors have a
negligible effect in our testbed.

4.3.4 Initial Setup Procedure

SIGNiPHY is designed to be an enhancement to the mmWave WiFi protocols, with
only minor modifications to the operation of devices. When a new STA joins the network,
the only change to the initial access procedure is that the STA is assigned a SIGNiPHY
ID by the AP. As discussed in Section 4.3.3, this can be done in the association process
by re-using the AID or through a hash function. IEEE 802.11ad/ay specifies that before
any data transmission can take place, new STAs need to perform beamforming training to
determine the optimal BPs for communication and support several protocols to perform
the training. SIGNiPHY does not modify the beam training procedure in any way and
is compatible with all beamforming training protocols. It is only activated afterwards,
during the transmission and reception of data packets between the AP and the new STA.
The STA embeds the SIGNiPHY ID it was assigned in the preamble of all data packets
it sends and the AP extracts the embedded ID and uses it to enable directional reception
and PHY packet filtering.

4.3.5 Optional support for Dynamic Sensitivity Control (DSC)

SIGNiPHY early user identification can be beneficial beyond its core functionalities.
Therefore, we envision that SIGNiPHY PHY signaling can be extended to support further
mmWave WiFi enhancements. As an example, we use it to implement the IEEE 802.11ax
DSC mechanism, as conceptually it requires SIGNiPHY functionalities. This new feature
allows 802.11ax STAs to dynamically adjust their carrier sensing level for enhanced spatial
reuse. For optimal performance, it is combined with the Basic Service Set (BSS) color
feature that inserts an identification field for the originating BSS in the PHY header.
Together, they enable STAs to use different carrier sensing thresholds for transmissions
from their own and other overlapping BSS [80]. Such a mechanism can be particularly
beneficial for mmWave networks as it can allow to reduce collisions within a BSS without

disturbing the spatial sharing in the network. Neither BSS color nor DSC are currently
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supported in mmWave WiFi, but SIGNiPHY allows us to easily implement a dynamic
threshold approach by relying on SIGNiPHY IDs instead of BSS color.

4.4 SIGNiPHY Preamble Embedding Mechanism

As we explain in Section 4.3, directional reception is only possible if the SIGNiPHY
ID is embedded in the packet preamble, specifically, in the STF. The STF of IEEE
802.11ad/ay data packets comprises 16 repetitions of Gajsg Golay sequences and ends with
a phase-inverted -Gajsg. Golay sequences have good correlation properties which ensures
that the preamble is very robust and can be detected even in challenging conditions.
The first key function of the STF is to enable packet detection, typically done by using
normalized autocorrelation (NAC) [81,82] to detect the repeated structure of the STF.
In this way, the received signal is correlated with delayed versions of itself to detect
the autocorrelation peaks of the repeated Gajsg sequences. The STF is also used for
CFO estimation and correction by measuring the phase differences across the repeated
identical sequences. Finally, boundary detection to find the end of the STF can be
done by identifying the phase inversion of the final Golay -Gajag sequence [83]. Our key
insight which led to the design of SIGNiPHY is that none of the STF functionalities need
knowledge of the exact preamble sequences. Instead, they all rely on the inherent structure
and correlation properties of the field. Therefore, we need to keep the structure of
multiple repetitions ending with a phase-inverted sequence, maintain the same correlation
properties and length of the sequences, and the same total length of the field. If we keep
these constraints we can modify the STF to embed the SIGNiPHY ID without affecting
any of the preamble functionalities, thus maintaining interoperability with legacy devices.

To allow for user identification based on the STF it is necessary to design a set of
preambles so that each user can have a unique version of the STF that is differentiated
from the others. To design this set, we rely on the fundamental property of Golay
sequences which states that Golay sequences can be built by concatenating shorter
sequences [84]. Therefore the Gajag Golay sequence used in the original preamble can be
built by the concatenation of 4 smaller Golay sequences with length 32 so that Gajeg =
[Gbsa Gasa -Gbsa Gaga]. Additionally, all possible combinations of +Gasy and £Gbsg
also result in valid 128-bit sequences which can be detected by a legacy receiver. This
gives us an original set of 256 different sequences which can be used to generate the STF
field of different users. We further have to reduce this set to ensure a practical and easy
implementation. One reason is that while detecting that a packet is present is very robust,
determining the exact start point of a sequence is a complex and challenging task which
would require channel estimation and back-propagation of the information. Therefore, as
we do not know the exact detection point within the STF, we remove cyclically shifted

versions of the same sequence (e.g. [Gbsgs Gags -Gbse Gasz| and [Gage Gbsa Gasa -Gbsa))
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from the set to avoid mistaken identification. Additionally, while detecting phase shifts
between sequences is quite reliable, distinguishing whether each sequence is positive or
negative is a difficult task. Therefore, we also remove sequences which are 180° shifted
versions (e.g. [Gbsa Gaga -Gbsa Gage] and [-Gbsa -Gaga Gbsa -Gags]). This leaves us with
a set of 38 different sequences which can be uniquely identified and assigned to different
users and represent our dictionary D. You can find the full details for the embedding

mechanism in [3].

4.4.1 SIGNiPHY ID decoding

Once the SIGNiPHY transmitter has embedded its identity by using the assigned set of
Golay-32 sequences to build the packet preamble, it is necessary to extract the embedded
information on the receiver side. This requires the SIGNiPHY ID decoder to determine
which exact Golay-32 sequences were used to build the larger 128-bit sequence. For this
purpose, we use a cross-correlation-based algorithm where we look at the similarity of
the received sequence with candidate sequences from our dictionary D. The simplest
option to decode the ID is brute-force parallel correlation, where the received sequence
is correlated against all possible candidates from D. However, this approach has a high
implementation cost as it requires a bank of 38 128-bit parallel correlators. In the interest
of making SIGNiPHY easy to implement in commercial devices, we instead use a more
lightweight approach which relies on feature identification. Namely, each sequence in
D can be uniquely identified if we can determine: 1) whether each of the 4 Golay-32
sequences is Gagg or Gbsg and 2) the phase difference between those sequences. Figure 4.5
shows the decoding procedure. We first correlate the received signal with both Gass and
Gbss to find the correlation peaks for each of the 4 Golay-32 sequences and determine
whether the maximum comes from Gags or Gbso. This gives us 4 correlation bits, where 1
signifies Gags and 0 signifies Gagy. After, we find the relative phase differences between the
sequences by addition of the correlation peaks, where in-phase sequences give a maximum.
This gives us 3 additional phase difference bits where 1 means in-phase and 0 out-of-phase.
Finally, we map the decoded information represented by a 7-bit code to a unique entry in

our dictionary D by means of a lookup table (LUT), which requires little logic elements.

4.4.2 Hardware Implementation

When designing SIGNiPHY we tried to minimize the implementation complexity and
required modifications. On the transmitter side, the only changes are the use of Golay-
32 sequences and very simple logic to choose the correct sequences when building the
preamble according to the assigned ID. Support for Golay-32 sequences has already
been included in IEEE 802.11ay and thus SIGNiPHY needs minimal modifications. On

the receiver side, all of the preamble processing blocks are kept the same, and only an



4.4 SIGNiPHY Preamble Embedding Mechanism

67

|

Correlation with Gaz,/ Gbzp

et

o
|
i

2
o

2
~

=
o
'

o
o
|

L
B

2
W
|

Marmalizd cross-eorrelation (7. )

£,
b

N

0 50 100 150 200 250 300
Symbol shift

. . . . Classification
bits

!

Phase difference calculation through
addition

N T N N
Phase
. . . Difference
l hits
DE0E0EEE & .
Code

LUT mapping

|
[Sewio)

Figure 4.5: SIGNiPHY ID decoding




SIGNiPHY: Reconciling Random Access with Directional Reception for
68 Efficient mmWave WLANSs

Table 4.1: Backwards Compatibility with IEEE 802.11ad/ay

SNR [dB] | Packet Detection Prob. | CFO Estimation [KHz]
11ad/ay SIGNiPHY 11lad/ay SIGNiPHY

-15.28 0.31 0.25 -222.28 -245.39
-5.09 0.53 0.52 -250.21 -255.81
-0.72 0.89 0.89 -257.04 -257.41
2.19 0.98 0.98 -256.14 -258.09
4.68 1 0.99 -257.08 -257.81
7.08 1 0.99 -254.87 -257.95
9.14 1 0.99 -255.95 -259

10.91 1 0.99 -255.47 -258

additional ID decoding block is needed. The ID decoding block uses a fast correlator
architecture similar to [81] which can correlate with both Gass and Gbsg using the same
logic elements. In addition, the ID decoding block only requires simple logic operations
like addition and comparison to perform the sequence classification and phase difference
calculation. All designed elements can be directly translated to commercial devices and
the ID decoding block only increases the hardware resources of the preamble processing by
approximately 10%, which is minor when compared to other receiver functionalities. Our
implementation on a Xilinx XCZU28DR FPGA only needed 0.6% of the logic elements
and was able to compute the ID in one-tenth of the duration of the STF. Finally, if
the decoded ID is a registered user, the ID decoding block directs the antenna controller
to initiate a switch to a directional BP by transmitting GPIO pulses to the mmWave
front-end. The fast BP switching required to finish the change before the start of the
channel estimation is already required in IEEE 802.11ay for beamforming training using
Training (TRN) fields as discussed in Chapter 3. You can find the full details of the
hardware implementation of SIGNiPHY in [3].

4.5 Experimental Evaluation

We implement SIGNiPHY in an FPGA testbed based on an open-source platform [36]
which operates at 60 GHz and is compatible with IEEE 802.11ay, allowing us to evaluate
SIGNiPHY in real scenarios.

First, we demonstrate that SIGNiPHY is backwards-compatible with legacy IEEE
802.11 devices and does not affect the preamble processing. For this purpose, the
transmitter and receiver are at a distance of 4 m and we analyze different SNRs by
adjusting the transmit power. We compare the performance of SIGNiPHY packets to
standard IEEE 802.11ad/ay packets and show the results in Table 4.1. We found that
the detection probability was practically equal when the SNR was above -5 dB, which

represents the range of SNRs where data communication is possible. Below that, at very
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low SNRs where packet decoding is not possible SIGNiPHY showed a minor reduction of
up to 6% at an SNR of -15 dB. Likewise, the CFO estimation was practically equivalent
for SNRs above -5 dB, with a difference below 2%, which goes up to 10% at -15 dB. Small
variations in CFO like this do not affect the receiver decoding as they can be corrected for
later on in the packet processing [85]. Lastly, when evaluating the boundary detection,
we found that it was 100% accurate for both SIGNiPHY and IEEE 802.11ay packets for
all SNRs tested.

Next, we evaluate the SIGNiPHY functionality under challenging conditions. First,
we calculate the probability of correctly identifying the user ID under an additional
interferer which constantly transmits data packets which collide with the SIGNiPHY
packet preamble. This can affect the ID decoding since the guard interval of data packets
is also composed of Golay sequences, making it harder to determine the SIGNiPHY
sequences sent. We vary the SINR by changing the transmit power while keeping the
interferer power constant. The results are presented in Table 4.2. We find that SIGNiPHY
ID decoding is very robust in the SINR range where we can decode packets, with 99.5 %
accuracy above -5 dB, and 100 % over 5 dB. Additionally, we measure the decoding and
BP switching latency to ensure that the switch to a directional BP can happen before the
end of the CEF. Packet decoding takes 0.21 us and the ID decoding adds just 0.15 us
latency to the processing. The additional latency to switch to a directional BP and the
time required to deliver the samples from the ADC to the FPGA logic are dependent on
the hardware architecture and in our case take 0.25 ps. The rest of the STF (0.5 us) is
more than sufficient to perform CFO estimation [81].

Finally, we demonstrate how SIGNiPHY enhances packet decoding. First, we set
an experiment where the receiver tries to decode a packet while under interference from
an interferer with equal transmit power. Moreover, the interfering packet is the first to
arrive at the receiver. While the standard decoding process would lock onto the first
packet, SIGNiPHY detects that the sender of that packet is not a registered user and
stops the packet reception, allowing it to receive the wanted packet later. The switch to
a directional BP then increases the received signal power and allows for the packet to be
decoded with zero bit errors even while still under heavy interference. We further validate
that attempting to decode that packet with an omnidirectional BP is not feasible and fails.
Lastly, we test SIGNiPHY in a very challenging scenario under multiple interferers. For
this experiment, we have between 1-3 interferers in an indoor scenario. Both the interferers
and the transmitter send packets with the same length (12 ps) with an inter-frame spacing
with a random uniform distribution between 10 and 50 us, making it likely that packets
collide with one another. The interferer transmit power is the same, while the transmitter
varies the power to achieve different SINR values. We compare the performance of
SIGNiPHY where packets are filtered based on the embedded ID to the standard approach
of decoding the first packet detected. Figure 4.6 shows the achieved throughput with the
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Table 4.2: SIGNiPHY ID Decoding Figure 4.6: SIGNiPHY performance in a multi-
interferer scenario

two approaches. We note that for a fair comparison, the first-see-first-decode device is
also switching to a directional BP after the packet detection. The maximum throughput
dashed line represents the throughput if all possible packets from the transmitter are
decoded. It is evident that even the presence of a single interferer prevents the standard
decoding approach from achieving the maximum throughput regardless of the SINR. This
fundamental limitation comes because the receiver locks onto interfering packets and while
it attempts to decode them misses packets from the transmitter. SIGNiPHY, on the other
hand, successfully copes with multiple interferers and manages to decode all transmitted
packets at an SINR of 0 dB and 80% of them at -5 dB. The full details for the experimental

evaluation can be found in [3].

4.6 Simulation Evaluation for Large Networks

To study SIGNiPHY in dense scenarios with channel contention and spatial sharing,
we use the IEEE 802.11ad/ay ns-3 module. We modify [1] to support SIGNiPHY with
all features described in Section 4.3. As ns-3 does not allow re-calculation of received
power within a packet, to support directional reception, we split SIGNiPHY packets in
two consecutive ns-3 events. The first event carries the ID, while the second contains the
packet headers and payload. If the ID is known, the best receive BP (from prior beam
training) is used to receive the second event. If the ID is not known, filtering is triggered
in the StartReceiveHeader function and reception of the second SIGNiPHY event is
canceled. SIGNiPHY can be activated in both AP and STA nodes and its functionalities
can be turned on or off independently for a detailed performance analysis. Finally, we
also modify the RTS-CTS and CTS-to-self mechanisms to switch to directional reception
after an RTS or CTS-to-self packet, to compare SIGNiPHY with these two alternatives,

as well as baseline 802.11ad/ay performance with quasi-omnidirectional reception.
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4.6.1 Simulation scenarios

We study indoor scenarios, using a rectangular room (29.6 m x 54 m x 3 m) as the
default scenario. Three AP deployments with 4, 8 and 16 APs are considered. APs
are mounted on the ceiling at a height of 3 m. Between 8 and 64 STAs with a random
location and orientation are placed at a height of 1.2 m. AP association is according to
distance, using load balancing to have an equal number of STAs per AP. We use the IEEE
802.11ay protocol and study uplink data transmissions, to analyze channel contention.
STAs transmit with data rates of 0.3, 0.5, 1, 2 and 4 Gbps, using two Aggregate MAC
Protocol Data Unit (A-MPDU) aggregation sizes: the maximum aggregation supported
by IEEE 802.11ay (4 MB) and a low aggregation of 16 KB. All devices use 8x32 element
uniform rectangular antenna arrays, which generate narrow beams with high gain. We
use IEEE 802.11ay-compliant beamforming training, taking into account both the training
overhead and BP selection errors caused by interference. Each simulation has a duration
of 50 s and the results are averaged over 50 simulation scenarios with different STA

locations.

4.6.2 FEvaluation Results

We first return to the scenario from Section 4.2.1 which has high spatial sharing
potential, as 16 APs are deployed in a large room, and each AP only serves one STA.
We study the two A-MPDU aggregation sizes since the aggregation affects the level of
contention and the achievable throughput. The data rate is set to 0.3 Gbps per STA for
the low aggregation and 2 Gbps for the high, to have similar channel saturation. Figure 4.7
shows the Cumulative Distribution Function (CDF) of STA throughput measured over 2 s
intervals, demonstrating the excellent SIGNiPHY performance. In the low aggregation
mode, only SIGNiPHY can achieve the target data rate, with STAs maintaining the
maximum throughput approximately 40% of the time. CTS-to-self only manages this 6%
of the time, while with RT'S-CTS and the baseline, STAs barely get half of the target data
rate. The high aggregation mode shows very similar results, with SIGNiPHY showing
even more stable performance and achieving the maximum throughput 60% of the time.
Moreover, throughput is below 500 Mbps only 5% of the time, compared to 25% for
quasi-omni and 10% for the other schemes, showing that SIGNiPHY gains are not only
focused on high performing STAs but that performance is boosted equally throughout the
network. It is also evident from Figure 4.7 that omnidirectional reception severely limits
mmWave WiFi, leading to low achievable data rates. Additionally, the poor performance
of RTS-CTS should be highlighted as even with directional reception it is not able to
outperform quasi-omni IEEE 802.11ay. We found that this is not just due to the extra
overhead, but also because it silenced large portions of the network, reducing the spatial

sharing. STAs try to transmit a lot less often, which fundamentally limits the achievable
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throughput. While CTS-to-self is a better alternative, SIGNiPHY manages to have an
extra gain of 50% in median throughput, since it incurs no overhead and quickly stops
overhearing unwanted packets.

Since low A-MPDU aggregation severely limits the achievable throughput and over-
saturated the channel, in the following scenarios we focus on the high aggregation
performance, which allows us to better explore the effect of the network density and
traffic load.

To test SIGNiPHY in more challenging conditions, we design a smaller 8 AP
deployment, where both spatial re-use and coverage are reduced. Additionally, we vary the
number of clients per AP between 1 and 8 to create more realistic deployments, with more
STAs sharing the medium. We keep the offered network load at 32 Gbps, reducing the per
STA throughput from 4 Gbps to 0.5 Gbps as the number of STAs increases from 8 to 64.
This allows us to study how well SIGNiPHY adjusts to different network configurations.
Figure 4.8 shows the median network throughput with 95% confidence intervals for the
different network densities. We can see that SIGNiPHY handles density very well, with the
median aggregate throughput remaining practically constant, regardless of the number of
STAs. The larger variations in the 8 STAs deployment are because of the dependency on
STA locations. STAs in difficult locations which have poor performance highly influence
the total throughput since they carry a large load, as compared to denser deployments
where the load is distributed between STAs. Although CTS-to-self also shows good
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performance, SIGNiPHY outperforms it by 20%. RTS-CTS and quasi-omni are both
50% below SIGNiPHY and furthermore they degrade as the density increases. Finally,
we verify that even in dense deployments, SIGNiPHY maintains a high level of fairness.
In the 64 STA deployment, STAs receive less than half of the offered throughput only 10%
of the time, compared to 20% for CTS-to-self, 55% for quasi-omni and 76% for RTS-CTS.

Moreover, we demonstrate that SIGNiPHY improves another key network metric,
latency. Figure 4.9 shows the CDF of the application layer latency for the 8 STAs
deployment including buffering delays in the MAC queue. We see that the latency gains
are especially high towards the tail of the distribution. SIGNiPHY keeps packet latency
below 76 ms 90% of time which is 43 ms lower than CTS-to-self, the closest baseline
scheme, and more than twice as low as RTS-CTS and quasi-omni. Finally, we observe
that RTS-CTS overhead has the highest median latency, 32 ms higher than SIGNiPHY.

While the previous scenarios overloaded the other three schemes, SIGNiPHY never
operated in fully saturated conditions, with STA always achieving a median throughput
of 85% or higher of the offered load. Therefore, we set a higher data rate of 1 Gbps
in the 64 STA deployment to observe SIGNiPHY in fully overloaded conditions. In
Figure 4.10a we see that SIGNiPHY maintains the performance gains over the three
baseline schemes. Although CTS-to-self offers similar throughput for well-performing
STAs, SIGNiPHY outperforms it by boosting low-performing STAs, leading to a median
network throughput gain of 20%. Moreover, CTS-to-self has increased unfairness as the
fraction of time STAs have 0 throughput increased to 8%, compared to 3% for quasi-
omni IEEE 802.11ay. Conversely, SIGNiPHY is able to reduce it to 1%, the same as
RTS-CTS. This is better illustrated in Figure 4.10b which shows Jain’s Fairness Index.
Quasi-omnidirectional reception leads to very low fairness as STAs far from the AP have

both few transmission opportunities and high packet loss due to the low link gain. RTS-
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CTS increases the fairness the most, but at a significant cost in terms of achievable
throughput. CTS-to-self has high throughput but also high unfairness, in particular for
low-performing STAs. In contrast, SIGNiPHY further increases throughput and has much
higher fairness, allowing low-performing STAs to transmit more often even under fully
overloaded conditions.

Lastly, we evaluate SIGNiPHY in a scenario with user mobility. SIGNiPHY is largely
independent of mobility as it is not responsible for BP selection and simply relies on
the underlying beam training mechanism to adapt to movement. To demonstrate this
we design a scenario with 4 APs and 32 STAs, with a per-STA data rate of 1 Gbps.
In the interest of simulation time and complexity, each AP has 2 mobile and 6 static
clients. Figure 4.11 shows the CDF of the per-STA throughput only for the mobile STAs,
comparing the performance with a static scenario in which the STAs remain in their initial
position for the duration of the simulation. We can see that while mobility has a negative
effect on throughput, SIGNiPHY is not more affected than the other schemes and still
outperforms them. In fact, the gain in performance compared to CTS-to-self is increased,
as SIGNiPHY is more robust to interference. It is interesting to observe that quasi-
omnidirectional reception, while still inefficient, is not as harmful in the case of mobility
as the wide BP can sometimes prevent link misalignment. Overall, SIGNiPHY increases
the aggregate network throughout by 13%, 32% and 50%, as compared to CTS-to-self,
RTS-CTS and quasi-omni, respectively.

4.7 Discussion

SIGNiPHY was designed to enhance packet reception and improve efficiency,

bringing mmWave closer to practical, real-world deployment. We have demonstrated
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experimentally that it enables packet decoding under low SINR and multiple interferers,
significantly enhancing the resilience and robustness of the network. In turn, the dense
network simulation evaluation shows that this improves the spatial re-use in the network
and improves the performance in terms of both throughput and latency by specifically
helping the lowest performing users the most. SIGNiPHY can thus, be very useful for
dense scenarios like Internet Of Things (IoT) or HD camera deployments. Additionally,
applications which require consistently high throughput and low latency like ARVR can
benefit from the enhanced packet decoding.

SIGNiPHY usage in very dense networks might run into scalability challenges as the ID
space is limited to 38. Since mmWave has a short range, this should not pose a problem for
most deployments, however, in extremely dense scenarios it is possible to extend the range
at the cost of slightly higher hardware resources. Namely, by adding +Gcso and £Gdss
sequences (included in IEEE 802.11ay) the number of valid SIGNiPHY IDs grows to 532.
An additional 32-bit correlator and minor storage are required for this modification. An
added benefit of an increased ID space is that it will reduce the appearance of duplicate
IDs between different networks. While this is a minor, transient issue which does not
affect wanted packet reception (as explained in Section 4.3.3), avoiding it can improve the
filtering functionality of SIGNiPHY

Lastly, while in Section 4.6 we demonstrate that SIGNiPHY is not directly harmed
by mobility, performance can still suffer in a very high mobility environment. The
problem here is not specific to SIGNiPHY and instead comes from the use of directional
receive BPs. Indeed, in contrast to the scenarios we have considered so far, directional
reception can lead to reduced performance due to frequent link misalignment caused by
user mobility. We plan to address these challenges by extending SIGNiPHY to implement
a link degradation detection functionality. The idea is to measure the received power
before and after the switch to a directional BP. A drop in received power instead of an
increase would signal that the beams are getting misaligned due to mobility, triggering
a switch back to omnidirectional reception and initiating link recovery. As the check
is done within the same packet it is less likely to be affected by transient interference
than mechanisms which compare the power over multiple packets. Furthermore, it can
potentially react very fast to link degradation as this check can be done on a per-packet
basis and while using directional transmission and reception which is more sensitive to
mobility. Other planned future work includes a MIMO extension and enabling per-packet

interference nulling to overcome particularly strong interferers.

4.8 Related Work

PHY layer signaling: Different prior work has introduced PHY signaling

mechanisms [86-92]. [86] uses correlatable sequences instead of control packets as they are
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more robust and have lower overhead, however, the approach requires a bank of correlators
which makes it complex to implement. [92] and [91] are not backwards-compatible as they
require an extra PHY preamble which also increases the overhead. Phase-shift keying is
used in [87] to embed information in the STF, however, this approach is affected by
phase noise and CFO. A similar approach in [89] uses time and phase shifts for encoding,
however, the accuracy of the decoding is dependent on the channel estimation. In fact,
all works expect [86] require channel estimation and equalization for the decoding which
makes them unsuitable for our purpose as the switch to a directional BP needs to be
done before the channel estimation. Additionally, we ensure low complexity, practical
implementation and backwards compatibility and we additionally are the first to focus on
mmWave WiFi.

Preventing unwanted packet overhearing: Most prior work in this area has
looked at how stopping unwanted receptions can improve energy efficiency at sub-6 GHz
frequencies by allowing the device to go to sleep while the unwanted packet is transmitted.
Both MAC filtering [78,79] and RTS/CTS [93,94] have been considered for this purpose.
Additionally, PHY signalling approaches include identification in low-power mode [91], as
well as security purposes [92]. Our work differs significantly from these approaches as the
problem of overhearing has unique connotations in the mmWave band.

mmWave WiFi optimization: Recent works [33,95-98] have considered optimizing
mmWave performance in multi-AP deployments to cope with interference and increase
spatial reuse. However, they approach the problem from the PHY layer perspective and
attempt to optimize beam and AP selection [33,34,97], coordinate transmissions [95, 98]
and reduce blockage [77] through global network optimization with a central controller.
They are complementary to our work which focuses on improving the MAC functioning
and can be jointly used with SIGNiPHY. For example, [96] mitigates interference by
modifying the BP to create a null in the direction of the interferer. SIGNiPHY can
provide fast interferer identification to simplify the steering of the BP null.

CSMA /CA for directional mmWave WiFi: Prior work on directional CSMA /CA
mostly fails to take into account mmWave operation and assumes efficient communication
is possible with omnidirectional antennas [99-101]. Works that are specifically targeted
towards mmWave WiFi either assume the existence of a central controller [102, 103]
to coordinate transmissions, require cooperation and relaying [104, 105] or introduce
significant overhead [106]. Additionally, all these works propose new, modified MAC
protocols with additional complexity and overhead which makes their deployment and

evaluation in practical WiFi implementations difficult.
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4.9 Conclusions

In this chapter, we looked at how to improve the efficiency of dense mmWave networks
by focusing on two aspects which lead to packet failure and reduced spatial sharing -
the use of omnidirectional receive BP and the overhearing of unwanted packets. We
address both problems with SIGNiPHY which introduces PHY layer signalling for early
user identification and allows both fast packet filtering and directional reception of the
packet payload. The high antenna gain allows for improved packet decoding, as well
as resilience to interference, while the filtering leads to improved spatial sharing. Our
approach is backwards-compatible, with no overhead and low implementation complexity
for easy integration in real systems. We evaluate SIGNiPHY experimentally for real-time
operation, as well as in dense deployments using ns-3. The experimental evaluation
validates the backwards-compatible design of SIGNiPHY, the robustness of the ID
decoding and proves that SIGNiPHY can enhance packet decoding under challenging
conditions with multiple interferers. This is complemented by the simulation evaluation
which shows that SIGNiPHY improves channel access and spatial sharing in dense

networks for higher throughput, lower latency and higher fairness.






IEEE 802.11ay mmWave MIMO

5.1 Introduction

So far in this thesis, our work has focused on Single-Input and Single-Output (SISO)
Millimeter-Wave (mmWave) networks, presenting an analysis of the novel IEEE 802.11ay
protocol and exploring how improved Beamforming Training (BFT) and physical (PHY)
signalling can be used to enhance the operation. However, recent advancements in
mmWayve electronics have paved the way towards high-performance and low-cost RF
Integrated Circuits with lower power consumption. This enables the development of
enhanced devices with multiple Radio Frequency (RF) chains which can support advanced
PHY layer techniques like Multiple-Input and Multiple-Output (MIMO). MIMO is a key
technology at sub-6 GHz frequencies as it enables concurrent transmission and reception
at the same time and over the same frequency and can thus increase the achievable
throughput several times.

Enabling MIMO at mmWave frequencies comes with unique challenges. First,
mmWave devices require the use of phased antenna arrays with a high number of antenna
elements to generate narrow beams. Due to the high power consumption, cost, and
implementation complexity, it is not feasible to have a separate RF chain for each antenna
element [42]. Therefore a fully digital precoding architecture such as the ones used at sub-
6 GHz frequencies is not appropriate and alternative analog or hybrid designs have been
considered [107,108]. The wide bandwidth introduces non-linearities and phase noise
and additionally requires novel algorithms that consider frequency-selective channels [42].
Furthermore, there is a high number of parameters which need to be configured, requiring
the use of new algorithms that reduce the complexity by exploiting the channel sparsity at
mmWave [107,109]. Finally, directionality also significantly affects the mmWave MIMO
design. First, since analog beamforming is necessary for communication, the analog
beampattern used affects the observed channel and it is challenging to determine the
channel without any beamforming [42]. Additionally, all the challenges of user mobility

which exist in SISO communication are exacerbated for MIMO systems, as the changes
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in the channel and link breakages lead to long and complex training to reestablish the
MIMO link. In fact, the complex nature of MIMO BFT protocols is a key challenge to
practical implementations. They involve simultaneous transmit and receive training of
multiple RF chains which makes the number of possible antenna configurations extremely
high. This makes the exhaustive search BFT approaches used in SISO communication
impossible to implement in MIMO architectures. Designing MIMO BFT protocols which
can successfully establish independent spatial streams while keeping the complexity and
length of the training low to ensure scalability is a topic of ongoing research.

The IEEE 802.11ay protocol [27] is the first attempt to standardize MIMO operation
in the mmWave band. The standard includes support for both Single User MIMO
(SU-MIMO) and Multi User MIMO (MU-MIMO) with up to 8 spatial streams, defining
BFT protocols to establish a multi-stream link and a MIMO channel access procedure.
IEEE 802.11ay includes mandatory analog beamforming through novel MIMO BFT
protocols, with optional support for a hybrid architecture through an additional training
phase. The complete training process has different phases and can be very lengthy,
requiring practical evaluations to determine how robust it is to the unreliable nature
of mmWave WiFi, how the overhead affects the performance and how well it can establish
multiple independent spatial streams. The latter is particularly relevant for the fully
analog design, due to the sparsity of the mmWave channel. At the time of writing,
no commercial devices exist which implement IEEE 802.11ay MIMO, making real-world
protocol evaluations unfeasible. Therefore, we believe that the ns-3 IEEE 802.11ay module
can be a valuable tool for research in this important technology.

In this chapter, we present the first standard-compliant IEEE 802.11ay mmWave
MIMO implementation. We expand the Quasi-Deterministic (Q-D) channel realization
software to support MIMO channels to realistically capture the effects of inter-stream
interference. We then add a new MIMO engine to calculate the received power when
signals are transmitted with multiple RF channels and update the PHY layer to support
the decoding of MIMO packets. Next, we implemented the full standard-compliant analog
BFT protocols for both Single User (SU) and MU-MIMO, trying to provide insight into
the performance and to allow for easy modification of the training parameters. As hybrid
beamforming is optional in the standard we wanted to explore the viability of a fully
analog architecture for mmWave MIMO. Moreover, as digital precoding is currently not
supported by commercial devices, we leave hybrid beamforming for future work. Finally,
we implement the channel access procedure to allow for the simulation of SU-MIMO data
communication. We present a validation of the MIMO BFT algorithms which reveals how
the selection of good training candidates is crucial to the performance and that trade-
offs exist between the quality of the selected beams and the duration of the training.
Additionally, we look at the effect of user mobility, as well as how many streams can be

supported by the mmWave channel. Finally, we demonstrate that analog precoding can be
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sufficient to establish independent beams even with a small separation between the Phased
Antenna Array (PAA) and to enable communication with high data rates. However, the
achievable Signal-to-Interference-plus-Noise Ratio (SINR) varies significantly based on
the user position and even minor movements can cause significant drops in throughput.
Additionally, as the number of PAAs grows it can be challenging to find independent
beams which have sufficient signal strength using solely analog beamforming.

The rest of the chapter is organized as follows: In Section 5.2 we provide background
on MIMO operation as defined in IEEE 802.11ay and in Section 5.3 we present the details
of our implementation. Section 5.4 shows the results from our performance evaluation

and Section 5.5 concludes the chapter.

5.2 MIMO operation in IEEE 802.11ay

In IEEE 802.11ad, even though a Directional Multi-Gigabit (DMG) Station (STA)
can have multiple PAAs connected to its RF chain, only a single PAA can be used at
a time which results in a single stream transmission, providing diversity gain but not
multiplexing gain. Instead, IEEE 802.11ay supports MIMO for a multi-fold increase in
throughput. IEEE 802.11ay supports concurrent transmission and reception of up to
eight spatial streams at the same time and over the same frequency. IEEE 802.11ay
implements two MIMO variants: SU-MIMO allows transmitting and receiving multiple
spatial streams (up to eight) between two devices, whereas, with MU-MIMO, an Access
Point (AP) can transmit different spatial streams to multiple users (up to 8) at the same
time. SU-MIMO communication can happen in both the uplink and downlink traffic
direction, while MU-MIMO is only enabled in the downlink as it requires synchronization
of the transmission by the AP.

The standard mandates the support of analog RF precoding for MIMO
communication. In this mode, PAAs can synthesize a narrow beam pattern to create
a spatial channel for each stream. However, generating pencil beam patterns with low
inter-stream interference is not always feasible depending on the quality of the phase
shifters and the geometry of the PAA. To this end, IEEE 802.11ay also supports a hybrid
analog and digital architecture to compensate for the deficiencies of analog beamforming
through digital precoding and achieve higher MIMO gains.

To successfully establish independent streams, it is crucial to minimize the inter-
stream interference to achieve sufficient per-stream SINR for data decoding. To this end,
IEEE 802.11ay introduces MIMO BFT. MIMO BFT is a very challenging task since an
exhaustive evaluation of all the possible PAA stream configuration combinations is not
viable in real-world MIMO implementations. For example, a small codebook with 27
predefined sectors in a 2x2 MIMO setup would already require testing over half a million

combinations.
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To overcome this problem IEEE 802.11ay decided to decouple MIMO BFT in two
phases, the SISO phase and the MIMO phase. The SISO phase aims to find the optimal
SISO BFT for every SISO transmit/receive PAA pair of the MIMO communication. Even
though these results do not provide an estimation of the inter-stream interference, they
can be used to identify a promising subset of candidates to evaluate in the MIMO phase.
In the subsequent MIMO phase, the different transmit and receive MIMO candidate
combinations are tested and the actual MIMO performance with inter-stream interference
is measured. As mentioned above, an optional third phase can enable hybrid beamforming
by introducing digital precoding with spatial mapping matrices.

Finally, after the successful establishment of a MIMO link, IEEE 802.11ay introduces
channel access procedures for MIMO data communication. The main difference to
SISO links is that MIMO requires directional transmission and reception to cope with
the inter-stream interference and enable sufficient spatial separation of the links. As
discussed in Chapter 4, due to the lack of a transmission schedule in WiFi networks
directional reception needs advanced notice of the transmission so that the receiver can
set up the correct receive antenna configuration. IEEE 802.11lay uses the Ready-to-
Send (RTS)/Clear-to-Send (CTS) or CTS-to-self mechanisms for this purpose.

5.3 Implementation in the IEEE 802.11ad/ay ns-3 model

In this section, we present the implementation details of the MIMO extension to the
IEEE 802.11ad/ay model. Figure 2.3 shows the required modifications across the different

layers of the protocol stack.

5.3.1 MIMO Q-D Channel Generation

In order to support MIMO multi-stream transmission we needed to update the Q-D
channel model [39] to support devices with multiple transceiver chains. Since the signal
propagates through different paths, each transceiver chain may experience different copies
of the signal. Moreover, the variation of the phase and the amplitude of each path
among transceiver chains is fundamental to understanding the performance of a mmWave
MIMO system. Hence, for the design and evaluation of IEEE 802.11ay MIMO, we provide
an accurate channel description for each Tx-Rx chain pair. The updated NIST Q-D
Channel Realization Software [61] enables the generation of a 3-D multi-point to multi-
point Double Directional channel Impulse Response (CIR) (DDIR) providing the details
of the magnitude, phase, and time of arrival, Direction of Departure (DOD), and Direction
of Arrival (DOA) of individual propagation paths between multiple points in space. These
points in the 3D space approximate the focal point of the antennas, i.e. the points from
which the wireless signal is generated or collected. For IEEE 802.11ay devices with
multiple PAAs, the points in space can be considered the center of each PAA.
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To obtain the multi-point to multi-point DDIR a full 3D ray-tracing model captures
the geometrical properties of the channel for each point-to-point pair. This allows a
realistic channel representation that includes spatial correlation. Since some physical
phenomena, e.g. rough surface scattering, cannot be easily modeled in a deterministic
manner, several mmWave channel measurement campaigns have been conducted to
integrate the deterministic channel description with realistic stochastic models [110]. The
DDIR is converted to the system level channel applying the antenna array model [39] for

each transceiver and re-sampling at the system rate.

5.3.2 MIMO Operation

We extended the QdPropagationEngine class to include a MIMO engine that handles
the calculation of the received signal power whenever a transmission is initiated with
more than one active PAA. Our approach avoids the scheduling of multiple events for the
different streams transmitted to guarantee the same simulation scalability as SISO. On
the transmitter side, a single transmission event is scheduled and the transmit power is
allocated equally between the transmit PAAs. On the receiver side, the MIMO engine uses
the MIMO Q-D channel realizations provided by the National Institute of Standards and
Technology (NIST) Q-D Channel Realization Software to calculate the received signal
power for each pair of active transmit and receive PAAs. The DmgWifiPhy class then
receives a list of RX signal powers and handles the event reception according to the type
of MIMO transmission.

In the case of SU-MIMO data communication, a packet decoding operation is
scheduled as explained in Section 5.3.4. However, for Beam Refinement Protocol (BRP)
packets transmitted during the MIMO BFT procedures, a different approach is necessary.
The standard specifies that these packets are transmitted using spatial expansion, i.e., a
single space-time stream is mapped to all active transmit chains with a relative cyclic shift
between the different chains. This allows the receiver to separate signals coming from the
different transmit PAAs and removes unintended beamforming effects. For simplicity,
in our implementation, the effect of spatial expansion is modeled by only decoding the
stream with the highest received power as we assume that the cyclic shift diversity is
sufficient to remove the interference from the other received streams. The decoding of the
packet then follows the standard SISO procedure. The Training (TRN) field of the BRP
packets is also transmitted in MIMO mode and is composed of orthogonal waveforms.
This orthogonal design allows the training of multiple transmit and receive antennas
simultaneously by extracting the TRN subfield of each stream without any interference.
Therefore, for MIMO TRN subfields, we can calculate the Signal-to-Noise Ratio (SNR) of
each received stream. These values are calculated without taking into account any inter-
stream interference and are equivalent to multiple SISO transmissions. Additionally, we
add the possibility to calculate the SINR values of each TRN subfield. These values are
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calculated by adding the received power from the other active TX antennas as inter-stream
interference. We use the SNR values in the SISO phase of SU-MIMO BFT in order to
get accurate measurements for the SISO performance, and we use the SINR later in the
MIMO phase of SU-MIMO and MU-MIMO BFT to evaluate the effects of inter-stream
interference.

Finally, we updated the Codebook class to support simultaneous activation of multiple
PAAs. This includes a new structure which separates the RfChain representation in a
separate class to enable different antenna configurations in the different RF chains and
to control the activation and deactivation of the individual chains. Additionally, in the
Codebook class we added new functions to control the simultaneous sweeping with multiple
antennas during MIMO BFT.

5.3.3 MIMO Beamforming Training

As described in Section 5.2, IEEE 802.11ay introduces MIMO BFT to enable the
simultaneous training of multiple transmit and receive PAA. The training has two
phases - the SISO phase which determines the optimal SISO antenna configuration for
each PAA trained and the MIMO phase tests different MIMO antenna configurations
with to determine the optimal beam configuration, taking into account the inter-stream
interference. As the number of possible MIMO antenna configurations is too large to
perform an exhaustive search, the SISO phase is needed to provide information about
possible candidate configurations with good performance. Based on the input of the SISO
phase, a selection algorithm then needs to reduce the number of MIMO configurations
which will be tested.

The selection of candidates to test in the MIMO phase is implementation-specific
and not defined by IEEE 802.11ay. Thus, for the selection of transmit beam pattern
combinations, we developed a custom approach based on [111], which suggests assigning
a joint-beam score to different beam pattern combinations and selecting the top K
combinations as MIMO phase candidates. In our implementation, the joint-beam score
is the sum of the individual transmit beam pattern SNRs obtained in the SISO phase.
We decided to implement the selection algorithm in the simulation script to allow for
easy extension to other algorithms without the need to modify the core ns-3 classes. The
list of transmit candidates generated by the selection algorithm is trained in the MIMO
phase to evaluate their performance. Each candidate is comprised of a TX configuration
for each PAA involved in the MIMO training.

For the receive beam pattern training, we use a different approach because of our
observation that the measurements at one RX PAA are independent of the configuration of
the other RX PAAs. Therefore, instead of testing specific RX combinations, it is possible
to just test each RX sector once and then, in post-processing, determine the performance

of different combinations by combining the measurements taken at the different PAAs. We



5.3 Implementation in the IEEE 802.11ad/ay ns-3 model 85

thus implement a simultaneous sweeping with all PAAs across all sectors for the receive
training in the MIMO phase. This greatly improves the scalability as the overhead of the
receive training is only determined by the number of predefined sectors in the codebook
and does not increase with the number of PAAs being trained.

Additionally, in the MIMO phase, we implement an option to refine the beam
selection by testing different Antenna Weight Vectors (AWVs) for each sector. As
accurate estimation of the inter-stream interference is crucial to this phase, if this option
is activated, all possible combinations of transmit AWVs are tested. The number of
combinations increases exponentially with the number of active PAAs and therefore this
option improves the accuracy of the chosen beams but reduces the scalability of the MIMO
phase training.

After the MIMO phase is completed, it is necessary to rank the performance of the
different combinations tested and determine the optimal MIMO configuration. To this
end, we choose the combinations that maximize the minimum per stream SINR as it
maximizes the probability that multiple spatial streams can be established.

It is important to note that in our implementation, we make no assumptions about
the transmit and receive PAA pairs that establish the streams. Instead, all possible pairs
are tested and the optimal combination is selected. Additionally, we added traces to allow
the user to obtain the full set of SISO and MIMO phase measurements, as well as the
chosen lists of TX candidates by our selection algorithm. In this way, the user can gain
insights into the MIMO performance and evaluate the MIMO BFT algorithms.

We implemented standard-compliant SU-MIMO and MU-MIMO BFT algorithms.
IEEE 802.11ay specifies that the SISO Feedback can be obtained from a previous SISO
BFT or an optional new SISO Transmit Sector Sweep (TXSS) can be performed. In
both algorithms, we choose to support the SISO TXSS subphases to guarantee up-to-
date SISO Feedback, as in this case the training is executed just before the MIMO phase.
Additionally, the MIMO phase can be non-reciprocal or reciprocal, depending on whether
the STAs involved in the training support antenna pattern reciprocity, i.e., the transmit
antenna configurations are the same as the receive antenna configurations. For now, we
support the non-reciprocal MIMO phase as it must be supported by all MIMO capable
STAs and can also be used in reciprocal scenarios. Below we discuss the specifics of the
SU-MIMO and MU-MIMO algorithms we implemented.

5.3.3.1 SU-MIMO Beamforming Training

The SU-MIMO BFT algorithm enables training between two SU-MIMO capable
devices. It includes training of the transmit and corresponding receive antenna
configurations for both devices involved, which means that after the conclusion of the
BFT SU-MIMO communication can be established in both directions.

Figure 5.1 shows our SU-MIMO BFT algorithm implementation. As explained above,
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Figure 5.2: MU-MIMO Beamforming Training Phases: (a) SISO Phase; (b) MIMO Non-
reciprocal Phase

it includes both the full SISO phase with the training subphases and the non-reciprocal
MIMO phase.

In the SISO phase, only transmit training is performed using BRP packets with
Transmit Training (TRN-T) subfields transmitted and received with multiple active
PAAs. As explained in Section 5.3.2, the orthogonal design of the MIMO TRN
field in these packets allows us to determine the SNR values of each transmit chain
without considering any inter-stream interference. In this way, multiple PAAs can be
simultaneously trained which significantly reduces the training duration and increases
the scalability as the number of PAAs being trained increases.

The MIMO phase, on the other hand, involves both transmit and receive training of
MIMO combinations. This is done with BRP packets with TRN-R/T subfields, which
enable simultaneous transmit and receive training. The same transmit configuration is
kept for as many TRN Units as the Responder has requested for receive training. During
the reception of these Units, the Responder switches the RX configuration at the start
of each TRN subfield. As we explained in Section 5.3.2, in this phase we record the

calculated SINR values that allow us to estimate the inter-stream interference.

5.3.3.2 MU-MIMO Beamforming Training

The MU-MIMO protocol, shown in Figure 5.2, is conceptually very similar to the
SU-MIMO BFT protocol , with two main differences. First, during the MU-MIMO BFT
an Initiator trains with multiple Responders from a MU group, requiring a modification
of the Feedback phases to a poll and response format. Second, IEEE 802.11ay only defines
MU-MIMO transmissions in the downlink direction and performs only transmit training
for the Initiator and receive training for the Responders.

Additionally, the transmit training in the SISO phase is performed with Short Sector
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Sweep (SSW) packets transmitted and received in SISO mode, instead of MIMO TRN-T
subfields. This is because the Initiator is training with multiple Responders and it is not
possible to guarantee that all of them will be able to receive the BRP packets. In order
to reduce the training time, the new short SSW frames are used, instead of legacy SSW
frames. The short SSW frame is a PHY layer frame that is 6 bytes long compared to 26
bytes for the legacy SSW which results in a 31% reduction in the transmission time.
The MU-MIMO training is performed using TRN-R /T subfields, similar to SU-MIMO.
However, it requires an additional subphase called MU-MIMO BF Selection, where the
Initiator informs the MU group of the Responders and optimal MIMO configurations that
have been selected for MU-MIMO communication. This allows the Responders to use the

correct receive configuration when MU-MIMO transmissions take place.

5.3.4 SU-MIMO Channel Access Procedure and Data Transmission

IEEE 802.11ay defines various methods for MIMO channel access before data
transmission. As MU-MIMO data transmission is left for future work, we only discuss
the SU-MIMO implementation. We implement the RTS/DMG CTS mechanism where a
control trailer is added to the RTS and DMG CTS frames. The control trailer contains
signaling regarding the SU-MIMO configuration used for data transmission, allowing the
STAs to set up the transmit and corresponding receive antenna configurations previously
trained.

Moreover, for the data transmission, we extend the DmgWifiMac, MacLow, DmgWifiPhy
and InterferenceHelper classes to support transmission and decoding of MIMO packets.
In the Interference Helper, we calculate the per stream SINR values that take into
account the inter-stream interference and use this to determine the per-stream packet
success rate. Analogous to the calculation of the chunk success rate, the success rate
for the packet is equivalent to the multiplication of the per-stream Packet Success Rates
(PSRs).

5.4 Evaluation

5.4.1 SU-MIMO Beamforming Training Validation

The first scenario to validate our SU-MIMO implementation consists of one AP and
one STA, each equipped with two PAAs separated by 3cm along the x-axis, deployed in
a bm x 10m X 3m room as depicted in Figure 5.4. Each PAA is connected to a separate
RF chain which allows for a maximum of two spatial streams.

Figure 5.3 depicts the results from the different phases of our SU-MIMO BFT
algorithm between the AP (TX) and the STA (RX). The SISO phase measurements
in Figure 5.3 (a) show the SNR of the different transmit sectors from both TX PAAs
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Figure 5.3: MIMO Beamforming Training Results

Figure 5.4: SU-MIMO Beamforming Training Qualitative Results: (a) PAAs Beam
Patterns Corresponding to Stream 1; (b) PAAs Beam Patterns Corresponding to Stream
2; (¢) Combined PAAs Beam Patterns for Streams 1 and 2

measured at both RX PAAs. Since the PAAs separation distance is small, we can observe
that the SNRs from the same transmit sector at both receiver’s PAAs are very similar in
most cases. The SISO results then serve as input to our selection algorithm that selects
the top K combinations as shown in Figure 5.3 (b). The list of K candidates is tested in
the MIMO phase shown in Figure 5.3 (c¢), which results in a set of SINR measurements.
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For this scenario, we use the top K=85 combinations tested, as we observed that this
value offers a good compromise between scalability and accurate SU-MIMO configuration.
In Figure 5.3 (d) we present a heatmap of the minimum per stream SINR for each
tested candidate. On the x-axis, we show the different TX candidates according to
their ranking by the selection algorithm, the first column representing the candidate
with the highest joint SNR. On the y-axis, we present the different receive combinations
tested. As explained in Section 5.3.3, we can determine the SINR for all possible receive
combinations and we present them sequentially (the bottom row representing (RX PAA
1 - Sector 1, RX PAA 2 - Sector 1) and the top row representing (RX PAA 1 - Sector
27, RX PAA 2 - Sector 27). We can see that the highest-ranked candidates (leftmost
columns) experience low SINR. For these candidates, both PAAs have beam patterns
that utilize the Line-Of-Sight (LOS) path as it gives the highest SISO SNR. However,
when used for MIMO communication, such a combination results in high inter-stream
interference due to the small PAA separation. The candidates with the lowest measured
SINR similarly suffer from high inter-stream interference, but additionally have lower
received signal strength as they utilize reflected paths. This shows the significance of the
MIMO phase, as the optimal SISO configurations can sometimes result in poor MIMO
performance. Additionally, we can observe no obvious pattern in the SINR measurements
for the different configurations tested. This implies that it can be extremely challenging
to predict the MIMO performance from the SISO Feedback and that the selection of good
candidates for the MIMO phase is crucial to the overall functioning of the MIMO BFT
algorithms. As mentioned in Section 5.3.3, our implementation was designed to be able to
evaluate the effect of different selection algorithms and can therefore be of crucial interest
to study mmWave MIMO behavior. Finally, we observe two high SINR areas. The first
area, located in the top left half allows for SINRs of around 15 dB. However, by testing a
higher number of candidates we discover a second high SINR area in the top right half of
the map with more optimal antenna configurations that can achieve SINRs above 20 dB.

Figure 5.4 shows a visualization of the best SU-MIMO configuration chosen by our
BFT algorithm. We can see that the first stream established, shown in Figure 5.4 (a),
utilizes the reflections from the front and back walls and has very low gain for the LOS
path and the reflections from the side-walls and the ceiling/ground. The second stream,
shown in Figure 5.4 (b), utilizes precisely those links and receives very low interference
from the front and back wall reflections. The resulting combination shown in Figure 5.4
(¢) has very high per stream SINR of 23.52 dB and 39.25 dB respectively, validating that
our BFT algorithm can successfully determine good antenna configurations for MIMO
communication.

Finally, after the BFT is completed, we validate our SU-MIMO data transmission
implementation using the output of the MIMO Phase BFT to set up the transmit and

receive antennas. The large SINR experienced by the two streams enables the use
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Figure 5.5: SU-MIMO BFT Training duration and achieved SINR depending on K

of Enhanced Directional Multi-Gigabit (EDMG)-Single Carrier (SC) Modulation and
Coding Scheme (MCS)-21 (8 Gbit/s). We observe an aggregate throughput of around
14 Gbit/s, validating the multi-stream transmission implementation.

To investigate further the performance of SU-MIMO BFT we use a second scenario
where the STA begins at a distance of 3 m from the AP and moves in a straight line
towards the AP until it is 10 cm away. The STA moves with an average pedestrian speed
of 1.5 m/s. In this scenario, we study devices with 2, 3 and 4 PAAs to look at how many
spatial streams can be supported by the mmWave channel. Additionally, we consider an
antenna separation of 3, 5 and 7 cm to look at how it affects the spatial diversity of the
links.

First, we look at the trade-off between the duration of the MIMO BFT and the SINR
that can be achieved. For this purpose, we analyse the SINR in the initial position of
the STA and look at the performance setting K between 10 and 100. As an example,
we look at an antenna separation of 3 cm and we show the minimum per-stream SINR
as it limits the data throughput that can be achieved. Figure 5.5 shows the SINR and
duration of the BF'T for different values of K. First, we can see that for the 2x2 MIMO
case, similar to the previous scenario, testing a number of combinations larger than 60
results in a gain of approximately 5 dB. This is enough to increase the MCS from EDMG
SC MCS 16 to EDMG SC MCS 20 for a gain of approximately 4 Gbps of achievable
throughput. The higher SINR comes at the cost of a long training time of over 3 ms
for a single STA which represents significant overhead for the operation of the network.
When increasing the number of antennas, we can observe that the achievable SINR. drops
significantly and that training more combinations does not provide a significant gain in
SINR. The first cause of this is that the mmWave channel is sparse, making it challenging

to establish independent spatial streams using solely analog beamforming. The intra-
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stream interference poses a fundamental limitation to the achievable SINR, requiring more
complex hybrid beamforming to successfully establish independent streams. Additionally,
the number of possible antenna combinations grows exponentially with the number of
PAAs that need to be trained. Therefore, it is necessary to train a much larger number
of combinations to discover new beam configurations with a higher SINR.

Finally, we observe that there is an interesting trend in the training time as the
number of PAAs grows. There is a significant increase between the training time for 2x2
and 3x3 SU-MIMO, and an additional minor increase between 3x3 and 4x4 SU-MIMO.
Interestingly, we found that the increase was not related to the training time, but rather
the feedback time. In fact, the training time is not related to the number of antennas
that need to be trained, as in the SISO phase all antennas are trained at the same time
and in the MIMO phase the number of combinations tested is solely determined by K.
However, the number of measurements taken in the SISO phase grows with the number
of antennas which increases the size of the feedback packet and thus the total duration
of the training. Due to restrictions on the size of the control feedback packet, there is an
upper bound on how many measurements can be sent back. We found that this limit is
already reached when training 3 PAAs, which is why there is not a large increase when
the number of PAAs grows to 4. The minor increase we observe is from the feedback for
the MIMO phase. For the MIMO phase we only feedback the top antenna configurations
and the size of each configuration grows with the number of antennas trained.

Lastly, we validate our SU-MIMO BFT algorithm in case of user mobility. Figure 5.6
shows the theoretically achievable data rate over time, based on the SINR enabled by the
beamforming training. We compare the performance with 2, 3 and 4 PA As per device and
3 cm, 5 ¢cm and 7 ¢m antenna separation. To cope with mobility we initiate SU-MIMO
BFT once every 10 Beacon Interval (BI), or each 1.1 s, setting K = 100. The timing of
the BFT is shown with black vertical lines on the figure. The STA moves with a speed
of 1.5 m/s and reaches the final position at 2.010 s. As a reference, we also show the
achievable data rate maintaining a SISO link. We can see with SISO communication we
can consistently use the highest MCS to transmit data, resulting in a constant 8.085 Gbps
throughput. As the STAs moves in a straight line towards the AP, SISO communication
always uses the LOS link. Thus, mobility does not cause problems for the BFT and in
fact, the achievable SNR constantly grows throughout the simulation.

SU-MIMO communication, on the other hand, is very sensitive to mobility as it uses
Non-Line of Sight (NLOS) links which can vary as the STA changes position. We can see
that in Figure 5.6a, 5.6b and 5.6¢ there are time intervals where the achievable throughput
falls below what is possible with a SISO link, showing the complexity of maintaining
MIMO communication in a mmWave network. This is most pronounced in the case of
4x4 SU-MIMO, where due to the high inter-stream interference most of the time it is

difficult to maintain a link and only the lowest MCS 1 can be used. We can also see that
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Figure 5.6: Achievable data rate over time

more frequent BFT can help cope with mobility as the data rate tends to rise after the
BFT. However, due to the high overhead of MIMO BFT, this might cause disruptions to
the data traffic. With regard to the antenna separation, we observe that in most cases
the higher separation increases the diversity of the channel and enables higher data rates.
Finally, we notice that in all scenarios once the STA has reached its final position and
the last BFT is done there is a large jump to the highest achievable data rate. We found
that this is because, in the final position, the STA is extremely close to the AP and has
very high signal strength. This allows for communication with a high SNR with multiple
diverse beampatterns. Thus a more diverse set of beams can be chosen, resulting in a

lower inter-stream interference.

5.4.2 MU-MIMO Beamforming Training Validation

In this scenario, we deploy one EDMG AP and two STAs in the same room as depicted
in Figure 5.7. The AP is equipped with two RF chains, each connected to a separate PAA,
while the two STAs have a single PAA. As a result, the AP can transmit two spatial
streams, allowing communication with two users at the same time. The STAs have a high
angular separation between them of 120°with respect to the AP. In Figure 5.7 we show
the optimal MU-MIMO configuration chosen by our algorithm. We can see that the high
spatial separation between the STAs allows us to have two streams that utilize different
multi-path components. The resulting per stream SINRs of 33.8 dB and 23.4 dB are very
high and will be sufficient for MU-MIMO communication with high data rates.

Finally, we investigate the performance for different angular separations between the
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Figure 5.7: MU-MIMO Beamforming Training Qualitative Results (a) Top View; (b) Side
View
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Figure 5.8: MU-MIMO BFT Training duration and achieved SINR depending on K

STAs and different values of K. Figure 5.8 shows the minimum achievable SINR as well as
the BFT duration with regard to K. We can see that compared to SU-MIMO, it is easier
to achieve high SINRs even with a low value of K, as the separation between different
STAs is much larger than between different PAAs on the same STA, allowing for higher
spatial diversity. Interestingly, we found that a higher angular separation does not always
result in higher achievable SINR due to the limited ability to steer the beampatterns in
all directions which causes variations in the signal strength, as well as the beampattern

sidelobes which affected the intra-stream interference.
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5.5 Conclusion

In this chapter, we presented the significant extension of the IEEE 802.11ad/ay module
to support MIMO operation, which included extensions of the channel model, the PHY
layer and many new functionalities in the Medium Access Control (MAC) to support the
novel MIMO BFT protocols. The goal was to preserve the scalability of the simulations
by only scheduling a single event per MIMO packet. The implementation of the MIMO
protocols revealed their complexity and length, with the candidate selection algorithm
playing a crucial role in the performance due to the impossibility of an exhaustive
search of all possible configurations. Our evaluation demonstrated the viability of a
fully analog beamforming architecture, as we were able to successfully establish multiple
communication streams in both a SU-MIMO and MU-MIMO setup. However, we also
found trade-offs between the quality of the established beams and the length of the
training, difficulty in maintaining the links in case of user mobility and challenges in
finding sufficiently separated analog beams for SU-MIMO with more than 2 PAAs. In
the following chapter, we explore an alternative multi-RF architecture which can address

issues like resilience and robustness with a simpler BFT and system model design.
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6.1 Introduction

The exponential rise of wireless devices and new, high-performance applications
continuously increase demands from wireless networks. The need for higher capacity,
lower latency and higher reliability demand innovative designs and an evolution of current
networks. The large bandwidth of Millimeter-Wave (mmWave) networks has enabled
extremely high data rates and low latency, making them key enablers for 5G and future
6G applications. However, the increased attenuation, sensitivity to blockage and need for
directionality lead to problems with low coverage ranges, unstable links and reduced
reliability [10, 11]. The challenges of robustness and reliability present a significant
challenge for the wide deployment of mmWave technology. State-of-the-art mmWave
electronics design is enabling the development of multi-Radio Frequency (RF) chain
devices that can push mmWave networks to satisfy the highest performance demands.
So far, their use has mostly been considered in traditional Multiple-Input and Multiple-
Output (MIMO) architectures, with multiple independent streams to a single Access Point
(AP). We investigated the performance of the standardized mmWave WiFi protocol in
Chapter 5. Due to the sparsity of the mmWave channel, however, successfully establishing
multiple independent streams for a MIMO setup can be challenging, with a long and
complex beamtraining process. Additionally, this approach only aims to increase the link
data rate and can not prevent link blockage and loss of service, which are arguably much
more relevant issues for mmWave networks where the large bandwidth already allows for
high data rates even with a Single-Input and Single-Output (SISO) connection.

An alternative network architecture has been proposed by cell-free networks as a
way to improve coverage and capacity and provide uniform service for all users [47,48].
In cell-free networks, a large number of APs are densely distributed and jointly and
simultaneously serve clients. The idea is that by maintaining simultaneous connections

with multiple APs we can exploit the spatial diversity against shadow fading and improve
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network coverage. Additionally, by removing the division of the network into cells and
having APs jointly serve clients, cell-free networks can provide more uniform service with
a user-centric approach [112]. As the client simultaneously communicates with multiple
APs, it is necessary to have tight coordination and synchronization across the whole
network to enable phase-coherent signal processing across the geographically distributed
APs [113]. This remains a key challenge for the further development of cell-free networks.

More practical approaches to exploiting link diversity have been standardized in 3GPP
as multi-connectivity. Various multi-connectivity architectures have been considered,
from simultaneous connections in the sub-6 GHz and mmWave band to multi-Radio
Access Technology (RAT) diversity. In-band multi-connectivity similar to cell-free has
been introduced as Coordinated Multi-Point (CoMP) where the network is divided into
disjointed clusters that jointly serve users in their joint coverage area. Depending on
the number of device RF chains, the user can either establish multiple communication
paths with different APs or only communicate with one at a time, switching between links
to maximize performance. CoMP has lower implementation complexity compared to a
full cell-free network, as synchronization is only required between a cluster of APs in the
same geographical area. However, this network-centric approach can result in sub-optimal
coverage as compared to a cell-free design. In addition, joint transmission from multiple
APs still requires phase-coherent processing, which can be challenging to implement.

Applying in-band multi-connectivity to mmWave networks can be particularly
beneficial. In addition to the spectral efficiency benefits, enabling users to simultaneously
connect to multiple APs can address the key challenges of resilience and coverage,
reducing link breakages. Prior studies demonstrate that CoMP enhances coverage and
link reliability in mmWave networks [44, 45]. The impact of interference and blockage
in a mmWave CoMP system was also experimentally studied in [49, 50], showing its
ability to suppress interference and its robustness against link blockage. A full cell-free
design or CoMP with phase-coherent processing, however, can be extremely challenging
to practically implement at mmWave frequencies, due to the tight synchronization
requirements and need for global channel state information if full interference suppression
is desired. The use of narrow directional beams in mmWave introduces the opportunity
for a different multi-connectivity design that relies on local spatial separation of signals
for interference management. In contrast to solutions that rely on synchronization, this
approach can be implemented in a decentralized manner with very low AP coordination.
This design can also incorporate the benefits of cell-free networks - as there is no need for
tight AP synchronization it is possible to have a user-centric design with no cell division,
where users can be served by any AP in the network. In such network implementations,
the local beamtraining which selects the analog beams becomes the key performance
factor, as it needs to ensure sufficient interference suppression.

In this paper, we implement and evaluate a multi-connectivity mmWave network to
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show it can enhance the overall performance, but especially the reliability of mmWave
networks. Our goal is to evaluate the benefit of investing more resources in a multi-RF
architecture to improve the reliability and stability of mmWave networks. Unlike most
previous work that studies multi-connectivity from an information-theoretic or signal
processing perspective, we look at how such a system would work when deployed with a full
protocol stack and what network designs are needed for its functioning. For this purpose
we use the network simulator ns-3 and implement a multi-RF, multi-connectivity mmWave
network, comparing its performance with a standard small cell mmWave deployment.
Our system design focuses on simple and practical implementation, taking advantage of
the spatial sharing properties of mmWave to design networks with a very low level of
network coordination. To avoid the need for phase-coherent processing and PHY layer
cooperation, in our system, all links are considered interference and we rely only on local
analog beamforming to perform interference suppression. Thus, each AP decodes the
signals from the user without cooperation with the other APs. Furthermore, we also do
not coordinate channel access on the Medium Access Control (MAC) layer, allowing for
asynchronous, independent transmissions. While performance could be enhanced by using
scheduled access to lower interference and collisions, this necessitates building a global
schedule that implements spatial sharing, which is complex and costly, especially when
considering multi-connectivity. Instead, we chose a simpler approach that still validated
the benefits of multi-connectivity for mmWave. Therefore, we base our implementation on
mmWave Wi-Fi [27] as Wi-Fi networks represent the perfect examples of dense distributed
networks without PHY and channel access coordination.

Our work proves that this network design is viable and can outperform a traditional
single-connectivity design. We observe large and consistent gains in reliability, reducing
the time spent with no service from up to 20% to 0% in all simulation scenarios we ran,
and improvements in the overall network throughput of up to 30%. Interestingly, we
observe that mmWave multi-connectivity has a bigger benefit in denser scenarios, where
the spatial diversity allows to avoid blockage and constant packet collisions from nearby
nodes. Lastly, we study how network design choices such as the beamforming training
method affect the performance, exploring different ways to enhance the multi-connectivity
implementation.

The rest of this chapter is organized as follows: In Section 6.2 we present our system
model design and in Section 6.3 we show an evaluation of the performance with ns-3
simulations. Section 6.4 gives an overview of prior work and Section 6.5 concludes the

chapter.
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6.2 System Model and Design

Cell-free and multi-connectivity CoMP architectures exploit spatial diversity by
enabling simultaneous service by multiple APs. The key challenge in implementing
these designs at mmWave frequencies lies in the tight synchronization requirements
for phase-coherent processing. However, by leveraging the spatial multiplexing
property of directional communication it is possible to design simpler multi-connectivity
implementations which instead rely on analog beamforming for interference suppression.
The goal is to use beams that allow for high spatial reuse so that multiple links
that are sufficiently spatially separated can be simultaneously active, making the local
beamtraining the crucial performance factor. Such an approach also removes the need to
design transmission schedules that incorporate spatial sharing, which is complex to do in
a dynamic environment where the interference varies not only with the device locations
but also with the transmit and receive beampatterns used. In this way, it is possible to
design future small cell mmWave deployments to incorporate distributed features from
current Wi-Fi.

Therefore, we base our design on mmWave Wi-Fi. We consider indoor scenarios with
very dense AP deployment to ensure coverage from multiple APs. All multi-connectivity
devices have multiple Phased Antenna Arrays (PAAs) and each PAA is connected to an
RF chain. Stations (STAs) use the RF chains to associate and communicate with different
APs simultaneously, splitting the data uniformly between the RF chains. To focus on the
benefits of multi-connectivity spatial multiplexing only, we consider that APs serve only 1
client per RF chain. APs are only loosely coordinated by a central controller that manages
association and packet allocation. This allows us to integrate the user-centric approach
of cell-free networks, where clients can connect to any AP in the network, regardless of
cell limits. Transmissions occur without any synchronization or cooperation on the MAC
or PHY layers, relying only on analog beamforming for interference management. Thus,
concurrent packets received at different RF chains on the same device are considered
(self-)interference and we rely on local training to achieve good spatial separation to
successfully receive them.

Our objective is to explore the viability of in-band mmWave multi-connectivity with
local beamforming with a design that minimizes network synchronization for a more
practical deployment. In this way, our results represent a lower bound for multi-
connectivity, as hybrid beamforming with digital precoding, as well as additional network
synchronization or channel access coordination, would improve interference management
and result in higher data rates. We compare the multi-RF multi-connectivity system with
a standard single-RF implementation where each STA is only associated with one AP at
a time. As we are primarily interested in increasing mmWave network resilience, and

not in increasing the per-link throughput, we believe this is a better comparison than a
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Figure 6.1: (a) Single-Connectivity vs (b) Multi-Connectivity Multi-RF Implementation

MIMO system. Additionally, we study data rates below the maximum capacity of a single
mmWave Wi-Fi channel, meaning that there is no need to use MIMO to serve the offered
traffic.

Instead, we evaluate the trade-off between the cost of a multi-RF device and the
improvements in reliability that can be gained. Figure 6.1 shows a comparison of the two
implementations. In the single-RF case, STAs have multiple PAAs, but only one is active
and connected to the RF chain through which all data gets transmitted. We explore two
options on how to select the active PAA: 1) random selection or 2) choosing the PAA
that gets coverage from the highest number of APs to maximize the probability of good
coverage. In the multi-connectivity, multi-RF case, APs jointly serve STAs within each
AP’s coverage, enabling STAs to establish multiple directional links with multiple serving
APs. The number of directional links is upper-bounded by the number of RF chains of the
STA. All APs are connected to a central controller via reliable fronthaul links, enabling
AP selection for each STA. In this way, STA benefit from the overlapped coverage of
multiple APs.

6.2.1 Antenna Model

We consider devices with 4 PAAs, each oriented in a different direction, as shown
in Figure 6.2a. In the multi-connectivity implementation, each PAA is connected to a
separate RF chain, while in the single-RF case only one PAA is active at a time. We use
a 2x8 element Uniform Rectangular Array (URA) architecture to generate narrow beams
to spatially separate signals. Figure 6.2b shows examples of the generated directional
beampatterns. We notice that the beampatterns are back baffled, meaning that the PAAs
do not generate a response on the back side of the antenna. This means that STAs can lose
connection if there is no available AP in their field of view. During communication, we use
both directional transmission and reception, as they are crucial both for communication

and interference management.
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Figure 6.2: (a) PAA orientation (b) Directivity of the antenna beampatterns
6.2.2 Beamforming Training for Multi-Connectivity Operation

Local analog beamforming training is performed independently by each STA. In the
training, devices test different beampatterns from a pre-determined codebook to find
the optimal one for communication. We are considering dense networks where each
device has multiple PAAs that need to be trained, which can result in very high training
overhead. To avoid excessive overhead, we investigated different training methods,
focusing on efficiency, scalability, and sensitivity to interference. In the end, we implement
a mechanism based on the Group Beamforming principle evaluated in Chapter 3, adapting
it to our needs. The key change was to make the training user-initiated as users require
training with multiple APs. Thus, a user-centric approach can reduce overhead and
improve efficiency and accuracy. We train each device PAA individually and do not take
into account the inter-PAAs interference within a device when selecting the beams. We
note that the performance can be improved by jointly training the PAAs to minimize the
interference between them; however, this adds complexity and overhead. Not only is the
number of possible combinations of receive and transmit beampatterns too large to do
an exhaustive search but AP coordination is needed to measure the joint interference. In
Chapter 5 we show the length and complexity of such a beamtraining mechanism. As the
goal of this work is to evaluate a system with minimal coordination we leave joint-PAAs
training for future work.

In our modified Group Beamforming, a STA initiates the training by transmitting
multiple packets, each with a different directional beampattern. APs that receive
the packets measure the Signal-to-Interference-plus-Noise Ratio (SINR) of each packet,
determining the quality of each trained beampattern. Thus, each AP can decide which of

the trained transmit beampatterns the STA should use to communicate with them. The
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novel aspect of Group Beamforming is that the STA additionally appends an element
called a Training (TRN) field to each training packet. The TRN field has multiple subfields
and each subfield is composed of Golay sequences which have good correlation properties.
This allows multiple additional beampatterns to be trained in the same packet, by fast
beampattern switching between subfields. APs that receive the packets use a different
receive beampattern for each subfield. By measuring the SINR of each subfield they can
determine the optimal beampattern for reception from the STA. If we consider antenna
reciprocity, meaning that transmit and receive beampatterns are equivalent, we can get the
full transmit and receive configuration for the STA and all APs. As multiple beampatterns
are trained in the same packet, this approach minimizes the training overhead. Moreover,
by relying on receive rather than transmit training we can both train many APs at the
same time and reduce the training interference since APs do not transmit during the
training.

This method results in low overhead and high accuracy. However, in some dense
scenarios, it suffers from errors caused by interference, particularly on the STA side. We
observed the same behavior in Chapter 3 where an enhancement that used TRN training
for both APs and STAs resolved most errors. Therefore, we also implement and evaluate
this enhanced version, to observe how the beamforming training accuracy affects network

performance in interference-challenged scenarios.

6.2.3 Association

We consider that the association is determined by the central controller based on the
maximum received power between two devices. Each AP RF chain only serves a single
client for even load distribution and clients associate to a different APs with each RF chain.
STAs try all APs within their field of view, in descending order of the received power, until
they find an available AP. Some STAs (or STA RF chains in the case of multi-RF multi-
connectivity devices) will not have a connection because they are in a bad location with
no available APs in their field of view. To try to ensure minimal service for each client,
priority during the selection is given to the clients with the lowest maximum received
power. The same association process is used for the single-RF implementation, with the
distinction that STAs only associate to one AP with the single RF chain connected to the
active PAA.

6.3 Performance Evaluation

6.3.1 Simulation Scenarios

Unlike previous work on cell-free and multi-connectivity which mostly looks at

analytical performance bounds simplifying practical protocol or training aspects, we
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Table 6.1: Simulations Parameters

Parameter Name Parameter Value
Transport Protocol UDP
Aggregation Type A-MSDU and A-MPDU
A-MSDU Max. Size 7935 Bytes
A-MPDU Max. Size 4 194 303 Bytes
MAC Protocol CSMA/CA
Number of Codebook Sectors 30 Sectors
Transmit Power 10 dBm
Operating Frequency 60.48 GHz
Simulation Time 508!

consider a more complete implementation that takes into account aspects like channel
access, packet collisions and interactions between APs. For this purpose, we expand
our IEEE 802.11ad/ay ns-3 implementation to support multi-connectivity, specifically,
our system model as described in Section 6.2. This involves the creation of STAs that
can associate to different APs with each RF chain and independently communicate with
them. In addition, we enable STAs to use the Group Beamforming mechanism for our
user-initiated beamforming training. Finally, we generate a variety of simulation scenarios
to evaluate multi-connectivity under different conditions.

We study indoor environments using the Quasi-Deterministic (Q-D) channel
realization software [39]. The default scenario is a rectangular room (7.4 m x13.5 mx3 m)
and we also study a larger room (29.6 m x 54 m x 3 m). We simulate dense deployments
with 10, 20 and 40 APs for sufficient coverage. To isolate the effects of multi-connectivity
the number of STAs is reduced to 2, 4 and 8 respectively. Devices are randomly placed
in a fixed position and we average the results over 50 simulations with different device
locations. We study both downlink and uplink traffic, with varying per-STA data rates
of 800 Mbps, 1.6 Gbps, 3.2 Gbps and 6.4 Gbps. Other simulation parameters are listed
in Table 6.1.

6.3.2 Simulation Results

We analyse multi-connectivity under different levels of network load and interference
by varying both the network density and data rate. As discussed in Section 6.2, we
compare the performance to a single-RF design, using two strategies to select the active
PAA - randomly or to maximize coverage. Analysing both the individual and aggregate
throughput we identified three network states of low, medium and high channel load with

similar behaviour and performance trends, discussed below.

!We also tested longer simulation times (2 min, 5 min) and found no changes in the statistics of the
performance as the effects we observe happen on the sub-second level.
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6.3.2.1 Low Network Load

In our environment, an aggregate network load of up to 6.4 Gbps under-saturated the
wireless medium, as the maximum capacity of a single 2.16 GHz IEEE 802.11ay wireless
channel using the highest single-carrier Modulation and Coding Scheme (MCS)-21 is 8
Gbps. Channel access procedures and packet collisions lower the effective achievable rate,
however, traffic up to 6.4 Gbps does not overload the network and causes no congestion.

Figure 6.3 shows the Cumulative Distribution Function (CDF) of the per-STA
throughput for two such scenarios: a network of 10 APs, 2 STAs and a per-STA uplink
data rate of 0.8 Gbps and a network of 20 APs, 4 STAs and a per-STA downlink data
rate of 1.6 Gbps. The scenarios were shown as an example to demonstrate the identical
performance trends which are also observed in all other tested scenarios below 6.4 Gbps.
First, the targeted data rate is achieved by a large majority of STAs in both the single-
RF and multi-RF deployments. However, we also observe an interesting pattern for
multi-connectivity, where approximately 20% of STAs only achieve 75% of the targeted
rate. This reflects the increased risk that one of the 4 active RF chains is blocked or
does not have coverage. Multi-connectivity performance in this case can be improved
by redistributing the data from the blocked chain to the other chains, with the added
complexity of detecting the loss of service and determining how the data should be
distributed. In the single-RF case, this probability is much lower. However, the harm if it
happens is much larger - when the RF chain is blocked, the STA completely loses service.
We can see that with random PAA selection, this happens approximately 8% of the time
in the 2 STA network and 3% in the 4 STA network. In low-load scenarios, selecting the
PAA to maximize coverage helped us cope with these issues. Finally, we observe that
the traffic direction does not affect the performance. As each AP only serves a single
STA, uplink transmissions do not have added channel contention and the performance is

equivalent to downlink scenarios.
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Lessons learned: When the network is lightly loaded, the main challenge is coverage.
In this case, needing coverage for multiple RF chains from different directions can lead
to lower achievable data rates as there is simply no AP available in the field of view.
However, loss of coverage in the single-RF case is more harmful as it leads to complete
loss of service. There are scenarios where multi-connectivity pays off, but in others, it
can have disadvantages. This demonstrates the complexity and sensitivity of mmWave

networks and why they require tailored networking approaches.

6.3.2.2 Medium Network Load

From the tested rates, we found that scenarios with an aggregate load of 12.8 Gbps
represented medium network load, where the channel is saturated and spatial sharing
is necessary to achieve the desired data rate. Therefore, the performance varies based
on the network topology, traffic parameters and especially the location of interfering
devices. We can see this in Figure 6.4a, which shows the throughput CDF in two medium-
load scenarios - a network with 40 APs, 8 STAs and a per-STA downlink data rate of
1.6 Gbps and a network with 10 APs, 2 STAs and a per-STA uplink data rate of 6.4
Gbps. We can observe clear differences in multi-connectivity performance in the two
scenarios. We found that this data rate represented a transition region where performance
depends on the network configuration, with the first scenario (solid lines) representing
the worst multi-connectivity performance and the second (dotted lines) the best one. All
other tested configurations with an aggregate rate of 12.8 Gbps were between these two
scenarios. In the first scenario, the behaviour is similar to the low-load case, as multi-
connectivity performance is slightly disturbed by the higher probability of blocked RF
chains. However, as the single-RF performance is also slightly degraded by interference,
all three deployments have similar performance.

The second scenario is significantly different. Here we begin to see how a multi-
connectivity design can improve mmWave networks. By distributing the load among
4 RF chains, the multi-connectivity implementation manages to cope with interference
better and especially to ensure uninterrupted service. STAs receive half of the desired
data rate only 5% of the time, compared with 10% and 15% in the single-RF deployments.
We also highlight how in the single-RF case where the active PAA is randomly chosen,
STAs are left without a network connection 9% of the time due to no coverage or high
interference. Multi-connectivity, instead, manages to offer a much more uniform service
to users, which leads to a gain of over 0.8 Gbps in the average per-STA throughput.
Figure 6.4b presents the aggregate network throughput for this scenario, showing that
not only does the multi-connectivity improve the median aggregate by approximately 2
Gbps, but the gains are achieved by boosting the lowest-performing scenarios. This was
a consistent trend we observed, where even when multi-connectivity had lower average

performance, it had higher lower performance bounds. This validates both the benefit for
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Figure 6.4: Performance in medium network load scenarios.

increased reliability and the ability to provide more uniform service to all the clients in
the network.

Another interesting trend is when comparing single-RF performance with active PAA
selection to maximize coverage and randomly. In Figure 6.4a we can observe that although
selecting the PAA to maximize coverage still reduces the probability that the STA loses
coverage, the performance degrades above 3.7 Gbps. Here, the random PAA selection
performs much better and STAs can achieve the wanted data rate an additional 16% of
the time. We can see in Figure 6.4b that the resulting aggregate network throughput is
equal in both cases. The reason for this poor performance when choosing the PAA to
maximize coverage is that it can inadvertently select a PAA that is transmitting towards
a zone with multiple APs and thus high interference in the uplink direction. Therefore, we
found that this PAA selection had poor performance in uplink scenarios, an unexpected
performance trend that showed the complexity of interaction in dense mmWave networks.

Finally, we found that multi-connectivity was also affected by the traffic direction,
with an opposite trend. In this case, downlink traffic caused interference problems since
the STA is receiving with all 4 RF chains simultaneously. While analog beamforming
proved to be surprisingly robust, high-interference environments were still challenging
and performance suffered, as compared to uplink scenarios. To overcome this, it is
necessary to perform more complex beamforming training, which attempts to minimize
the interference between the RF chains of the STA or to use hybrid beamforming by
adding digital precoding.

Lessons learned: At higher network loads, interference begins to affect the
performance. In this case, spatially distributing the load across multiple RF chains leads
to gains in performance. In addition, it’s important to consider issues like inter-RF
interference in multi-RF chain systems, or selecting APs from low interference zones for

single-RF systems.
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6.3.2.3 High Network Load

The highest network loads of 25.6 Gbps and 51.2 Gbps oversaturated the wireless
medium, pushing the network to operate in overloaded mode. In these cases, the desired
data rate was extremely difficult to achieve due to high interference. The performance
in these scenarios matched the observations of the second scenario with medium network
load. There were two main trends, with a difference between the uplink and downlink
direction, as seen in Figure 6.5 which shows the performance in a network with 40 APs,
8 STAs and a per-STA data rate of 6.4 Gbps.

We can observe that in the uplink case, the multi-RF multi-connectivity deployment is
able to significantly outperform the single-RF deployments, with the highest gains in the
low throughput areas below 2 Gbps, leading to an average aggregate network throughput
gain of over 10 Gbps (30%). Crucially, even in the highest-interference scenarios, our
multi-connectivity implementation ensures that STAs never lose connectivity and the per-
STA throughput is always above 0.5 Gbps. This shows a remarkable improvement in the
stability and reliability of mmWave networks, where link breaks and service interruptions
are identified as key challenges. This is noticeable in the single-RF implementations,
where STAs experience outage up to 15% and 20% of the time. We can also see that in
this case, selecting the active PAA to maximize coverage consistently results in suboptimal
performance. Due to the oversaturation of the wireless channel, interference is the
dominant problem and selecting the active PAA to maximize coverage no longer lowers
the probability that the STA will not experience breaks in service.

Figure 6.5 also shows downlink performance in high-load scenarios. Multi-connectivity
maintains its advantage in the low throughput areas below 3 Gbps, ensuring that STAs
can communicate with at least one RF chain at all times. However, the simultaneous
reception with all 4 RF chains exposes STAs to too much interference and prevents them
from achieving as high throughput as is possible with a single-RF. The resulting aggregate
network throughput achieved with the single and multi-RF deployments is approximately
the same. As discused above, digital precoding or a combining process from the received
signals can help address this issue, although it comes at the cost of increased complexity.

Lessons learned: In high interference scenarios the spatial diversity of multi-
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connectivity can lead to high gains in throughput. In addition, service outage becomes a
crucial issue for performance and multi-connectivity can provide continuous coverage and

greatly increase mmWave network resilience.

6.3.2.4 Large room scenarios

In addition to our default environment, we also study a 4 times larger room. This
is a rather interesting scenario because there are two conflicting effects. On one hand,
the larger room allows for more spatial sharing since devices are further apart which can
improve network performance. On the other hand, since devices are further apart this
can lead to lower Signal-to-Noise Ratio (SNR) between a client and its AP, lowering the
achievable MCS and consequently user data rate. We found that in different scenarios
the trade-off between these two effects varied, leading to better or worse performance as
compared to our baseline, smaller room, scenario. In Figure 6.6 we show the throughput
CDF for exemplary scenarios with low, medium and high network load. A very interesting
trend was a clear difference between the multi-connectivity implementation and the single-
RF deployments.

In the multi-connectivity case, performance in the small and large rooms is rather
similar, as seen in Figure 6.6a. When the network load is low, the performance is
equal. In some medium and high-load scenarios, the performance is better in the large
room due to the increased spatial sharing, as in the medium-load scenario in Fig 6.6a.
However, in most cases, the performance slightly degrades in the large room, due to the
larger distance between STAs and APs, as can be observed in the high-load scenario.
This is consistent with previous results that show that the main challenge in our multi-
connectivity system is the simultaneous reception at the different RF chains without
any interference suppression at the PHY or channel access optimization at higher layers.
Since that interference is not significantly affected by the increased spatial sharing, the
larger link distances predominately affect the performance negatively. Lastly, these results
demonstrate how multi-connectivity architectures offer consistent service in different
environments, especially in terms of reliability and connectivity.

In single-RF deployments (Figure 6.6b and 6.6¢), however, we observed both that the
effect of the room size was much larger and that performance was consistently improved
in the large room. In this case, the reduced interference from neighbouring nodes and
the increased spatial sharing allowed for larger performance gains, up to 25 %. This was
particularly pronounced when the PAA was chosen to maximize coverage. The issues with
interference in the downlink were significantly improved, leading to an equal performance
in the two single-RF implementations. In addition, since single-RF implementations
require coverage for fewer RF chains, the likelihood that one will have to associate to
an AP at a large distance is lower than in the multi-RF scenarios. Therefore the larger

distances between nodes affected the performance less.
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Figure 6.6: Throughput CDF comparison of small and large room scenarios.

Lessons learned: When considering the deployment size there exists a trade-off
between the spatial sharing potential and the average SNR of the links. Multi-connectivity
deployments were shown to be less sensitive to environment changes, as the spatial

diversity of the links helps ensure consistent and uniform service.

6.3.2.5 Beamforming training improvements

Once we analyzed multi-connectivity in various scenarios and validated the benefits
to reliability and resilience, we further tested various options that may improve the
performance. This included trying to improve the carrier sensing thresholds, selecting the
beampattern not only based on the measured SNR but also on the achieved throughput
to maximize spatial sharing, as well as looking at different Rate Adaptation Algorithm
(RAA) mechanisms. Ultimately, however, none of these factors had any major impact
on performance. This was due to the fact that the main limitation of our multi-
connectivity design came from the interference between the multiple RF chains that had
to simultaneously receive data.

The one attempted improvement that had a positive impact was an enhancement
to the beamforming training. Our previous work has shown that in high-interference
scenarios the Group Beamforming principle can lead to wrong beampattern choices if

the training is corrupted by interference. We observed the same behaviour in this
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Figure 6.7: Throughput CDF with enhanced BFT, large room, 40 APs, 8 STAs, 6.4 Gbps.

implementation, with the majority of beam selection errors on the STA side. Therefore,
we used the modification from Chapter 3 which uses the TRN approach for training both
APs and STAs. We found that this was successful at fixing most errors, and furthermore
resulted in gains in throughput. The largest gains were in the densest scenario with 8
STAs and 40 APs, where interference caused the most problems with the beamforming
training. In addition, the gains were slightly larger in the larger room scenarios, where
selecting the correct beampattern is crucial to overcoming the larger distance between
devices. Figure 6.7 shows a comparison of multi-connectivity performance in the large
room with a per-STA data rate of 6.4 Gbps.

Lessons learned: Beamforming is a crucial factor in our multi-connectivity
design, as the beampattern configuration affects both the signal strength and the
received interference. Improving the analog beamforming, or using hybrid architectures,

particularly to cope with intra-RF interference can greatly improve performance.

6.4 Related Work

Previous work on multi-connectivity most commonly uses an analytical approach by
deriving theoretical performance bounds. In this context, different works demonstrate the
benefits of multi-connectivity to mmWave networks reliability [43-46]. [43] focuses on the
degree of multi-connectivity to prevent outage, while in [44] a blockage-aware beamformer
design is presented. The ability of multi-connectivity to enhance the robustness against
link blockage is experimentally verified in [10,50]. Not much work has been done, however,
on protocol aspects of multi-connectivity networks, including evaluation scenarios that
consider MAC and network layer procedures. In addition, these works all consider a phase-
coherent processing approach to joint transmission, requiring tight AP synchronization.
Similarly, work on cell-free mmWave networks [114-117] focuses on PHY layer aspects like
power control and pilot allocation, as well as the beamforming architecture. The design
and performance of hybrid beamforming is studied, as they also use a phase-coherent

processing design. Recently, practical aspects like handover [118] and association [119]



110 In-Band Multi-Connectivity for Improving mmWave Network Resilience

have been investigated. Our work differs significantly from all of these works, both in
the design which relies on analog beamforming for spatial separation and our evaluation

methodology which uses a full-stack multi-connectivity implementation in ns-3.

6.5 Conclusions

In this chapter, we present a network design for multi-connectivity mmWave networks.
Our main goal was to show how adding extra resources in terms of RF chains can
help solve the key challenges of reliability and resilience. Unlike a standard MIMO
approach which only aims to increase the overall spectral efficiency, multi-connectivity
designs allow to simultaneously maintain links with multiple APs and thus have increased
coverage and resilience to blockage. Moreover, mmWave networks are particularly suited
to multi-connectivity designs, as they can be implemented with a much lower level of
network synchronization. The use of narrow directional beams allows for interference
management through spatial separation of signals, rather than phase-coherent signal
processing. We validate this in our design, which is based on the mmWave Wi-Fi protocol
and relies solely on analog beamforming for interference management, with no PHY
or channel access coordination. Unlike most previous work on multi-connectivity, we
implement our design in ns-3 for a performance evaluation with a full protocol stack.
Our results show that multi-connectivity maintains extremely high reliability even in
high-interference scenarios. In fact, clients could always maintain a connection to at
least one AP, contrasted with up to 20% of time spent without service in a standard
single-RF deployment. In addition, distributing the load across multiple RF chains also
allowed for a gain of up to 30% of aggregate network throughput in dense scenarios and
high-interference scenarios. Furthermore, multi-connectivity provides a more uniform
service to users, with consistent performance in varying conditions. However, issues with
interference caused by simultaneous reception at the multiple RF chains sometimes limited
the achievable throughput in the downlink, for high-load scenarios. In low-load scenarios,
on the other hand, finding multiple serving APs for each client sometimes led to issues
with coverage and bad connection. We found that as the network size and traffic grew
the benefits of spatially distributing the load were more apparent, however, so did the
issues with interference in the downlink. Therefore, in future work, we will look at how
interference-aware beamtraining, digital precoding and increased network synchronization
can help overcome these issues to fully realize the potential of multi-connectivity for

mmWave networks.
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7.1 Introduction

The previous chapters of the thesis looked at different aspects of Millimeter-Wave
(mmWave) in a traditional communication architecture. Future wireless networks,
however, can expand their functionalities to support features like WiFi sensing which
leverages the ubiquitous WiFi signals to perform environmental sensing. The goal is
to analyze how the wireless signals reflect from different objects in the environment and
deduce the presence and location of objects, as well as patterns and changes in movement.
The mmWave band is particularly suited to sensing tasks as the wide signal bandwidth
offers high resolution and range, enabling high-precision sensing tasks like localization,
gesture recognition and respiration monitoring. Additionally, enabling environmental
sensing can enhance network operation, for example by detecting blockages before they
occur or performing localization-based beampattern selection.

WiF1i sensing can overcome some of the challenges of traditional sensing methods like
cameras and LiDAR. For one, it does not require dedicated sensors and instead reuses the
existing WiFi infrastructure which lowers the cost and provides ubiquitous deployment.
Additionally, WiFi signals can reach Non-Line of Sight (NLOS) areas and are not affected
by environmental factors like light or smoke. Finally, it can address privacy concerns as
it does not capture images and instead relies on signal analysis. A variety of previous
work [51-55,58] has demonstrated the potential of WiFi sensing.

The most efficient form of WiFi sensing is represented by the Joint Sensing And
Communication (JSAC) concept which combines the communication and sensing tasks
into a unified framework designed to jointly optimize the performance of both tasks.
This requires integrating WiFi sensing in the standardized WiFi operation to design
simultaneous communication and sensing procedures. Such standardization support can
address many of the current limitations of WiFi sensing applications like interoperability

between devices from different vendors and the ability to coordinate multiple devices
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when performing sensing tasks. Recognizing the wide interest in the research community
and industry, the Task Group IEEE 802.11bf (T'Gbf) was established in September 2020
to design an amendment to the IEEE 802.11 standard that integrates JSAC into the
IEEE 802.11 framework. The resulting IEEE 802.11bf draft standard [59] defines sensing
operation in both the sub-7 GHz band and mmWave bands, referred to as the sensing
procedure and the DMG sensing procedure, respectively. The DMG sensing procedure
relies on the Medium Access Control (MAC) and physical (PHY) features of the IEEE
802.11ad and IEEE 802.11ay standards, incorporating the specifics of operation in the
mmWave band.

Evaluation of the novel IEEE 802.11bf standard is still rather limited. An overview
of the foundational elements of IEEE 802.11bf is given in [120]. More practical aspects of
integrating sensing in WiFi are presented in [121], focusing only, however, on the sub-7
GHz range. DMG sensing procedures are evaluated in [122] by using a link-level simulator
to evaluate the walking speed detection of people in indoor environments.

MAC and network aspects of IEEE 802.11bf systems remain unexplored and may prove
crucial to the real-world performance of JSAC. Sensing accuracy requires precise timing
of the sensing frames which can be challenging in WiFi networks due to the unreliable,
best-effort nature of the standard. Sensing packets may contend with regular data
communication for channel resources, underscoring the importance of efficient resource
allocation and scheduling strategies. Ensuring that the sensing and communication tasks
can coexist without negatively affecting each other is a key challenge for JSAC systems.
This requires full-stack system analysis which takes into account medium access and
network procedures.

In this chapter, we present a first step in this direction by expanding our ns-3 mmWave
module to support DMG sensing operation. This allows us to examine the impact of DMG
sensing traffic on communication effectiveness, as well as the reliability of sensing packets

in a best-effort WiFi network. The main contributions of this chapter are:

o The first system-level simulation performance evaluation of IEEE 802.11bf
DMG Sensing.

e An analysis of DMG sensing varying the sensing type and operational

parameters, highlighting the trade-offs between sensing and data performance.

o Identifying configurations that can ensure seamless data communication and

efficient sensing.

The rest of this chapter is organized as follows. Section 7.2 offers an overview of
DMG sensing operation as defined by IEEE 802.11bf. Section 7.3 presents the ns-3 model
extension to incorporate DMG sensing and Section 7.4 presents an evaluation of the

performance. Finally, Section 7.5 summarizes our findings.
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7.2 Overview of the DMG sensing procedure

The goal of the DMG sensing procedure is to obtain measurements to estimate
characteristics such as range, velocity and movement of objects through the PHY and
MAC features of DMG Stations (STAs). The IEEE 802.11bf amendment outlines several
phases to coordinate STAs and perform the necessary measurements. This section
provides an overview of the steps to perform DMG sensing.

IEEE 802.11bf supports 6 different types of DMG sensing to address different sensing

applications:

o Monostatic sensing: Involves only a single STA /Access Point (AP) which both

transmits and receives the sensing signals.

o Bistatic sensing: Involves two STAs/APs - one transmits the sensing signal

and the other receives it.

o Coordinated monostatic sensing: An advanced form of monostatic sensing
where an AP coordinates multiple STAs to perform synchronized monostatic

sensing.

o Coordinated bistatic sensing: An advanced form of bistatic sensing where an

AP coordinates multiple STAs to perform synchronized bistatic sensing.

e Multistatic sensing: Involves multiple STAs and one AP - the AP transmits

the sensing signal and multiple STAs receive it.

o Passive sensing: Performs sensing measurements by re-using the DMG beacon

frames rather than dedicated sensing frames.

IEEE 802.11bf defines two primary roles for STAs - the initiator and the responder of
the DMG sensing session. Furthermore, each of them can be the transmitter or receiver,
indicating who is transmitting and receiving the sensing signals.

Figure 7.1 shows the different phases of the DMG sensing procedure. The first step is
the DMG Sensing Capabilities exchange, through which STAs discover which sensing
configurations and features are supported by other STAs. To avoid extra overhead,
the sensing capabilities can be communicated in the existing beacon and association
frames. Additionally, announce or probe frames can be used for an explicit exchange
of sensing capabilities. Once the sensing capabilities are exchanged a sensing session
can be established between the initiator and responder. The following DMG sensing
measurement session phase is used to establish the sensing operational parameters for the
sensing. This includes the duration and timing of sensing packets, as well as determining

which STA will act as the transmitter and receiver.
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Figure 7.1: Overview of the DMG sensing procedure

Once the STAs agree on the sensing parameters, the sensing measurements can begin.
IEEE 802.11bf organizes the measurements in two phases - the DMG Sensing Burst and
the DMG Sensing Instance. Each DMG Sensing Burst is composed of multiple Sensing
Instances during which measurements are taken. Taking several measurements in close
succession allows for Doppler estimation to determine the velocity of moving targets.
The duration between two consecutive Sensing Instances is referred to as the intra-burst
interval. This parameter determines the range and resolution of velocities which can
be detected during the sensing session. The inter-burst interval, on the other hand,
specifies the time between two consecutive DMG Sensing Bursts. Measurements over
several different Bursts enable long-term tracking of targets, e.g., to find the movement
trajectory. Additionally, slow-moving targets can require measurements over a longer
time duration over several DMG Bursts.

Fach DMG Sensing Instance can be composed of an initiation, sounding, and reporting
stage, with only the sounding stage being obligatory in all types of sensing sessions. The
presence of the other two phases depends on the sensing type. The initiation phase
allows synchronisation of the STAs and verifies their availability. Monostatic sensing
only involves one STA which makes this phase unnecessary. Passive sensing likewise
does not require initiation as it has no dedicated sensing transmissions. Coordinated
Monostatic/Bistatic and Multistatic sensing, however, require initiation as they include
multiple responders. Finally, in the case of bistatic sensing, the initiation is only necessary
if the sensing initiator is the receiver of the sensing frames. In this case, the initiator sends
a trigger frame to the responder to request the transmission of a sensing frame.

In the sounding phase, the sensing transmitter sends sensing packets to enable the
receiver to perform measurements. Most sensing types use DMG/Enhanced Directional
Multi-Gigabit (EDMG) Beam Refinement Protocol (BRP) PLCP Protocol Data Units
(PPDUs) to perform the sensing. As discussed in Chapter 2, BRP packets contain an



7.2 Overview of the DMG sensing procedure 115

additional element called a Training (TRN) field which enables fast beamforming training.
As they allow transmission and/or reception with multiple beampatterns within the same
packet, BRP packets allow to illuminate different parts of the environment with rapid
angular scans. Therefore, IEEE 802.11bf re-uses the BRP packets to perform sensing
tasks. Additionally, it defines a new EDMG Multistatic Sensing PPDU which builds upon
the BRP PPDU to enable multistatic sensing. The key challenge is to ensure that multiple
receivers can collect measurements from a single PPDU. Due to the need for directional
communication, the PPDU has to be transmitted with a certain beampattern and it is
not always guaranteed that all receivers will be able to correctly decode the packet. To
overcome this challenge the Multistatic PPDU contains an additional Sync field. The Sync
field contains several TRN subfields transmitted with the optimal beampattern for each
intended responder and whose timing is known to the responders. This allows receivers to
synchronize and receive the TRN field of the packet even if they were not able to decode
the packet itself, by receiving the TRN subfields from the Sync field. Similarly, the TRN
field contains P TRN subfields for each responder that help with phase and frequency
tracking. In the case of monostatic sensing, it is possible to employ different waveforms
for sensing, as long as compatibility with existing mmWave WiFi devices is maintained.
Finally, passive sensing uses the standard DMG beacon frames to perform sensing and
does not require dedicated sensing PPDUs.

After the sensing measurements have been taken, it is sometimes required to feedback
the measurement data in the reporting phase. This phase is only required when the sensing
initiator is the sensing transmitter and does not perform the sensing measurements.
Depending on the sensing type and the capabilities of the STAs there are different types

of reports which can be sent:

o Channel State Information (CSI) measurements: Transmitting the raw
measured data does not require any processing on the receiver side and provides the
most comprehensive data set, but is quite high in overhead and can thus significantly

affect the data communication.

e Pre-processed sensing data: To lower the overhead of the reporting phase,
IEEE 802.11bf allows to process the sensing measurements at the receiver and then

report the processed data back to the initiator, with two main report formats:

— DMG Sensing Image Report: In this case, Doppler processing is
performed to determine the range, velocity and/or angle of arrival/departure.

The overhead of the report depends on the dimensionality of the format.

— DMG Sensing Targets Report: This report requires more sophisticated
processing to identify sensing targets and report some of their characteristics
to minimize the sensing overhead. The trade-off here is always the complexity

of the processing required at the receiver versus the reporting overhead.
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Finally, the end of the sensing measurement is signalled by the DMG Sensing
Measurement Termination which can be done explicitly by a BRP frame exchange or
implicitly on the expiration of a timer. Similarly, the DMG Sensing Session Termination
concludes the whole sensing session and can be implicitly or explicitly signalled.

IEEE 802.11bf allows for sensing packets to be transmitted in a scheduled manner
using Service Periods (SPs) or in a contention-based manner in Contention-Based Access
Periods (CBAPs). Scheduled access can help ensure the timing of the sensing packets,
but might affect the data communication more severely by reserving the channel during

the sensing instances.

7.3 Implementation

For the initial implementation and evaluation of IEEE 802.11bf we focused on bistatic
sensing. We chose bistatic sensing as it is compatible with current Commercial Off-the-
Shelf (COTS) devices since it uses existing frame formats (unlike multistatic sensing),
but still requires coordination between multiple STAs (unlike monostatic sensing) and
allows configuration of the sensing parameters (unlike passive sensing). Similarly, we
implemented sensing with contention-based channel access in CBAPs as it is currently
the only one supported by COTS devices. By focusing on the IEEE 802.11bf features
which can be implemented without significant modifications we not only simplify the
simulation process but also in a future step facilitate the validation of the performance
from the system-level simulations in actual hardware. In future work, we plan to extend
the implementation to cover other sensing types, as well as sensing with scheduled access.

To preserve backwards compatibility with IEEE 802.11ad/ay we expand the existing
DmgWifiMac class to support the new sensing procedures. Modifications are also needed
to the DmgWifiPhy and Codebook classes to handle the correct transmission and reception
of sensing packets including the antenna beampattern switching during the TRN field.
We further add a new DmgSensingCapabilities class that implements all information
elements and packet frames necessary for the sensing procedure signalling.

To study how the priority of sensing traffic affects the performance we added two new
packet queues - DmgSensingHighTxop and DmgSensingLowTxop. DmgSensingHighTxop
sends the sensing traffic with higher priority than data traffic, while DmgSensingLowTxop
uses lower priority than data. This priority is with regard to the contention inside STAs
between the data and sensing packets they have to transmit. To give sensing traffic priority
in contention with other STAs in the network, we can further configure the packet queue
to lower the inter-frame spacing when accessing the channel. We refer to these three
priority modes as High, Medium and Low.

In case the sensing initiator is the sensing transmitter, there is no need for an

initiation phase and the sensing packet is transmitted directly using the standard Carrier
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Sense Multiple Access with Collision Avoidance (CSMA/CA) channel access. When the
sensing initiator is the sensing receiver an initiation packet is necessary to request the
transmission of a sensing packet from the responder. The standard does not specify the
details regarding channel access in this case. In our implementation, the initiator uses
standard channel access when transmitting the initiation packet, but additionally uses the
Network Allocation Vector (NAV) mechanism to reserve the channel for the full duration
of the sensing instance. This allows the sensing responder to directly transmit the sensing
packet without needing to again contend for channel access. Finally, we also pause the
transmission of any other packets at the initiator while it waits for the sensing packet to
arrive, to maximize the probability of successful reception.

To enable easy configuration of the sensing parameters our implementation uses
configuration text files. The first file contains the timing for each sensing session initiated
in the simulation and the name of the configuration file for the session. The configuration
file for the session then contains all details regarding the sensing type, duration, TRN field
used, channel access, etc. This enables the user to easily modify the sensing parameters
without the need to modify the ns-3 model. The parsing of the sensing files and the
initiation of the sensing sessions is done by a new DmgSensingHelper.

Finally, we enable comprehensive tracing to gain insight into the sensing performance.
We record the timing of each sensing packet, along with whether the packet was
successfully decoded or not and the receive Signal-to-Noise Ratio (SNR). For the failed
packet we further record the reason for the failure (e.g. low SNR, the receiver is busy
and drops the packet, the packet time-to-live expires). This allows us to analyse the
sensing performance in terms of the percentage of lost packets and the latency of the
sensing packets. The existing data traffic traces allow us to analyse the communication

performance for a full system evaluation of IEEE 802.bf networks.

7.4 Performance Evaluation

7.4.1 Simulation scenarios

We evaluate the performance in a set of simulations conducted in an indoor rectangular
space with dimensions 30 m x 54 m x 3 m. The results are averaged over 30 different
scenarios, varying the location of the devices. Each simulation has a duration of 30 s
where both sensing and data traffic is transmitted. To better observe the effects of the
sensing traffic we focus on scenarios with only a single AP and study a network with only
a single STA and thus no channel contention, as well as 8 STAs for significant contention.
We study both downlink and uplink data traffic, with a low data rate of 100 Mbps and a
higher load of 500 Mbps.

Sensing traffic is transmitted throughout the whole simulation and sensing is
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performed with a single STA. The baseline sensing configuration has 64 packets per
burst with an intra-burst interval of 300 ps and an inter-burst interval of 34 ms.
We perform wide sweeping with 15 transmit and 15 receive beampatterns using a
Receive/Transmit training (TRN-R/T) field, resulting in a large sensing packet with
a duration of approximately 150 us. This sets the sensing overhead to 50% within the
intra-burst interval and approximately 30% of the overall simulation. We study both
the sensing configuration where the initiator (in our case the AP) is the transmitter and
where it is the receiver of the sensing packets. The latter case has a higher overhead
as it is necessary to send an initiation packet for each sensing instance. We compare
both scenarios with a network with only data traffic to observe how the sensing affects
communication. Lastly, we study all three levels of sensing traffic priority described in
Section 7.3 for further insight into how the sensing and data traffic interact with one
another.

We study communication performance in terms of data throughput, while for the
sensing packets, we analyse both the loss percentage and latency. This allows us to gain

insight into how accurately the sensing applications will perform.

7.4.2 Evaluation Results

We begin the analysis with the simpler scenarios with only a single AP and a single
STA in the network. In this case, there is no contention with other devices and we
can see the effects of contention within the device between the sensing and data traffic.
Additionally, when the sensing and data traffic are transmitted in different directions (i.e
the STA sends uplink data to the AP, but the AP is sending sensing packets toward the
STA in the downlink) there is a possibility for packet collisions.

In this scenario, we found that data communication is not affected by the additional
sensing traffic with either the lower 100 Mbps or the higher 500 Mbps data rate as the
mmWave channel has the capacity for Gbps of throughput in the absence of contention.
While extremely high data rates will cause throughput degradation, those are not
configurations which are suitable for deploying JSAC. Therefore, we focus on lower data
rates and in this first scenario study the sensing traffic performance.

First, in Figure 7.2a we show the sensing packet loss, for both the case when the
sensing initiator (the AP) is the transmitter and when it is the receiver of sensing packets
and with uplink data traffic of 100 Mbps and 500 Mbps. In the case of downlink traffic,
the loss is always 0 as the AP coordinates both the data transmissions and the initiation
of the sensing instances. Uplink traffic, however, can sometimes cause packet loss as both
the AP and the STA try to access the medium at the same time resulting in a collision
between the data and sensing packet. The results in Figure 7.2a are presented for the high
sensing traffic priority, however, the trends observed apply to all priorities. We can see

that the loss percentage increases with the data rate, as the overall traffic in the network
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Figure 7.2: Sensing packet loss, 1 AP, 1 STA, uplink traffic

grows which increases the probability of collision. Additionally, we can see that when the
initiator is the sensing receiver there is a higher probability of loss. We found that this is
because the sensing overhead is larger in this case, resulting again in higher overall traffic
in the network. We also highlight that even a relatively low data rate of 500 Mbps can
disturb the sensing with the loss in certain scenarios reaching 7%. This demonstrates how
the unreliable nature of WiFi affects sensing accuracy as packet loss is an inherent part
of the functioning of WiFi networks due to the uncoordinated channel access. Lastly, in
Figure 7.2b we show the effect of the sensing packet priority. The results shown are for
the configuration where the initiator is the receiver and the data rate is set to 500 Mbps,
however, we saw the same effect in all other tested setups. We can see that high priority
reduces the loss from a median of 6% to 3.6%, representing a 66% reduction compared to
medium and low priority. As explained in Section 7.3, medium priority only affects the
internal contention within a device, and thus it does not affect the loss percentage which
comes from contention with other devices. High priority, however, affects the contention
with other devices and was thus able to reduce the sensing packet loss.

Lastly, we look at the sensing packet latency due to transmission, channel access and
queuing delays as it can profoundly affect the accuracy and resolution of the sensing
procedures. We found that the baseline latency when no other devices are contending for
the channel was 43 ps when the initiator was the sensing packet transmitter and 75 us
when the initiator was the sensing packet receiver. The latter is significantly higher due
to the overhead of the initiation packet. When using the high sensing traffic priority this
latency was reduced by 5 ps, due to the lower inter-frame spacing for channel access.
Figure 7.3a shows the Cumulative Distribution Function (CDF') of the sensing packet
latency for the lower 100 Mbps data rate, showing the effect of the traffic and sensing
packet direction. For easier comparison, we show only the latency up to 1 ms, however,

in Figure 7.3b when the initiator is the receiver and traffic is in the uplink the latency
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Figure 7.3: Sensing packet latency with 1 AP, 1 STA

reaches up to 3.7 ms. We can see that the majority of the sensing packets have the baseline
latency and do not experience any delay due to queuing or channel contention. The
percentage of such packets is higher when the initiator is the sensing packet transmitter
at approximately 80% compared to approximately 70% when the initiator is the sensing
packet receiver due to the higher sensing overhead. The rest of the packets suffer minor
additional delays below 1 ms, however, we can see that overall the sensing is not affected
by the latency of the packets. The higher data rate of 500 Mbps shown in Figure 7.3b
shows similar trends with most packets reaching the receiver with delays below 1 ms. The
exception is when the initiator is the sensing packet receiver and traffic is transmitted
in the uplink direction. In this case, some packets experience higher delays of up to 3.7
ms, which will affect the accuracy and resolution of the sensing. These delays are caused
by queuing delays due to the larger network traffic. Additionally, there is contention for
the channel between the AP which is transmitting the initiation sensing packets and the
STA which is transmitting uplink traffic. This can lead to larger contention windows for
the CSMA /CA protocol, as well as packet collisions which lead to re-transmissions and
longer queues. While still functioning well most of the time, we begin to see how even
with a single STA in the network there can be minor disruptions to the sensing operation
due to the unreliable nature of WiFi.

Finally, when looking at the effect of the sensing traffic priority we found that in

the 100 Mbps scenarios, high priority yielded a lower latency as devices could access the
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channel faster, while medium and low priority were equivalent due to the relatively low
data rates. In the scenarios with the higher data rate of 500 Mbps, however, we observed
that when the traffic was in the downlink direction all three priorities had a different
performance, as seen in Figure 7.3c. In these scenarios both the sensing and data traffic
is initiated from the same device and therefore the medium priority lowers the latency
as it allows for sensing packets to be transmitted before data packets when both queues
have packets to send. In the 100 Mbps scenarios, this does not happen as the low data
rate means that the traffic queue is empty the vast majority of the time. In the uplink
cases, on the other hand, the sensing and data traffic are initiated from different devices,
which means that the medium priority which only affects the internal contention within
the device, similarly does affect the performance.

In the next step of our analysis, we want to see how channel contention between
multiple STAs will affect the performance by increasing the number of STAs associated
with the AP to 8. Sensing is still performed only with a single STA, however, all 8 STA
exchange data traffic with the AP, with the same data rates of 100 Mbps and 500 Mbps.
In this scenario, not only is the overall traffic in the network higher but additionally,
STA contend for channel access in the uplink, which can lead to significant problems with
collisions and MAC efficiency, as we have explored in Chapters 2, 3 and 4 of this thesis.

The first major difference was that we found that the sensing traffic affected the data
performance in scenarios with uplink traffic. While downlink scenarios where the AP
coordinates all transmissions allowed for data communication to be uninterrupted, in the
uplink we saw a degradation of the data transmissions. Figure 7.4 shows this in terms of
the aggregate network throughput for a data rate of 100 Mbps (Figure 7.4a) and 500 Mbps
(Figure 7.4b). We can see that for the lower data rate only the sensing configuration
where the initiator is the receiver is affected, with a relatively mild reduction of up to
50 Mbps in aggregate network throughput. The higher data rate, however, shows much
more drastic effects. In this case, both sensing configurations cause a degradation in the
performance of 20 % and 40 % for the initiator as sensing transmitter and receiver case
respectively. Without sensing, most STAs achieve the set data rate with a median per-
STA throughput of 492 Mbps. Adding sensing traffic, however, pushes the network into
overload leading to collisions and packet losses. In terms of the priority of the sensing
traffic, we found that the high priority mode caused a slight degradation in the data
throughput. This is to be expected, as giving priority to the sensing traffic prevents data
packets from being transmitted at the same time. While the effect was minor in most
scenarios, in the configuration where the initiator was the sensing packet receiver with
500 Mbps uplink traffic we saw a drop of approximately 200 Mbps in aggregate network
throughput. This shows some of the trade-offs in the configuration of JSAC networks,
as enhancing the sensing traffic performance can lead to problems for the communication

part of the network.



122 IEEE 802.11bf DMG Sensing in ns-3

4F
08 [ !
—_— B %
+
078 ¥ 35 ‘
— % -
8 I & +
8078 | 8 st
=] —— =1 —_
So74 + £,51 I |
2 4 N
8 8
£ 072 <
= o2 +
|
0.7 + + 7
T ! ! | | |
Initiator-Transmitter Initiator-Receiver No Sensing Initiator-Transmitter Initiator-Receiver No Sensing
(a) 100 Mbps (b) 500 Mbps

Figure 7.4: Uplink aggregate data traffic throughput with 1 AP, 8 STAs, high priority

70 [ o ]

0 i i
Initiator-Transmitter Initiator-Receiver Initiator-Transmitter Initiator-Receiver
100 Mbps 500 Mbps

Figure 7.5: Sensing packet loss, 1 AP, 8 STA, uplink traffic, high sensing traffic priority

We observe very similar trends in terms of the sensing performance, both in the latency
and loss of sensing packets.

We can see in Figure 7.5 which shows the sensing packet loss for the uplink scenarios
with both data rates and sensing configurations, that the loss is significantly higher than
in the scenarios with a single STA. This is not only due to the increase in overall network
traffic, but also as the channel contention is much higher leading to more collisions. We
also see in the 100 Mbps case a large difference between the two network configurations.
While the loss when the initiator is the sensing transmitter is always lower than 5 %, it
can go up to 20 % when it is the receiver. This large gap is partially caused by the higher
overhead of the second sensing configuration. Additionally, in this case, the AP virtually
reserves the medium through the use of NAV in the initiation packet, thus protecting
the upcoming sensing packet from the STA. Virtual channel reservation requires the
receiver to decode the MAC header of the packet to read the NAV. In contrast, the
physical channel reservation when transmitting a packet can function even if the receiver
is not able to decode the packet, solely by detecting the transmit power on the medium.
Therefore, the virtual channel reservation used in the second sensing configuration has
more of a potential to fail and result in additional collisions. In the 500 Mbps data rate
case, the difference between the two configurations is much smaller, as both setups have

extremely high loss percentages of approximately 50 % on average and up to 70 % in
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Figure 7.6: Sensing packet latency with 1 AP, 8 STAs, high priority

some cases. We found that here the majority of packets were not caused by collisions
in the wireless channel. Instead, packets were dropped on the transmitter side as their
time-to-live of 500 ms expired due to extremely long queuing delays. In fact, this problem
even occurred in some downlink scenarios, where the losses to due to channel collisions
are 0 %, as the AP coordinates all transmissions.

Lastly, in Figure 7.6 we show the CDF of the sensing packet latency which matches
the conclusions drawn from the previous performance metrics. In the 100 Mbps case
(Figure 7.6a), the sensing application works mostly well and packets arrive without
significant delays. The exception is the sensing configuration where the initiator is the
sensing receiver with uplink data traffic, where we see that approximately 20 % of packets
experience very high delays of up to hundreds of ms. This reflects moments of congestion
in the network where devices can not access the channel for long periods. We found
that the delays were exacerbated by the large aggregation enabled by IEEE 802.11ay,
which led to long data packets that occupied the medium for up to 2 ms. We see in
Figure 7.6b that increasing the data traffic leads to a drastic increase in latency. Sensing
with the initiator as the transmitter of sensing packets and downlink traffic was the only
configuration where most sensing packets experienced a reasonable latency of several ms.
In all other tested configurations, the majority of packets had a latency of approximately

500 ms, revealing a complete breakdown of the sensing procedure.

7.4.3 Discussion

Our work represents the first system-level analysis of DMG JSAC with the novel IEEE
802.11bf protocol. We found many interesting insights into the practical performance
of such a system when it uses the contention-based channel access of current WiFi.
First, JSAC is only viable in lightly loaded communication networks, as the sensing
performance drastically degrades when the medium becomes saturated, leading to extreme
delays and packet loss. Running a sensing application in such scenarios is not viable and
the sensing traffic can additionally harm the data performance. Second, similar to the

conclusions drawn in other parts of this thesis, dense networks with a lot of channel
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contention are quite challenging for applications like sensing which require reliability in
packet transmission. In such scenarios, even with a relatively low load of the network,
a certain percentage of sensing packets will be negatively affected by packet collisions
and large queuing delays. Depending on the requirements of the sensing application,
such degradation might not be acceptable and alternative implementations such as
scheduled access should be considered. In lightly loaded networks, however, we found
that communication and sensing applications could coexist successfully without harming
each other. Our results demonstrate both the potential of JSAC mmWave WiFi networks
and the need for further research in enhancing their implementation.

When analysing the sensing parameters, we found that the sensing configuration
where the initiator (in our case the AP) is the receiver of sensing packets was much
more vulnerable to performance degradation. The reason why was a combination of
the higher overhead due to the need for an initiation packet and the virtual medium
reservation using NAV. This led to a higher probability of collision with data packets
which further increased the network load due to the data re-transmissions and need
for larger aggregation and longer packets. Finally, the priority of sensing packets also
affected the performance. Giving sensing packets priority, particularly when contending
with other devices, was shown to reduce the latency and loss, in some cases by 50 %.
However, in cases of network overload, it caused a reduction in the achievable data
throughput. Therefore, such strategies should be carefully considered, taking into account

the requirements of both the sensing and data traffic to minimize the negative effects.

7.5 Conclusion

In this chapter, we presented an initial study of a JSAC DMG system based on the
novel IEEE 802.11bf protocol. Our work is the first to study the full system performance
of such a network by implementing sensing procedures in the mmWave WiFi ns-3 module.
As an initial step, we focused on sensing procedures that are easily supported by current
devices, implementing bistatic sensing with contention-based channel access. We found
that sensing should be considered in low-loaded networks to ensure that the sensing
packets have high reliability and low latency. In such scenarios, both types of traffic
can coexist without negative effects. Highly loaded networks, however, resulted in both
degradation of the communication performance and a complete breakdown of the sensing
application due to extreme delays and packet losses. It is important to note, that in
cases of high contention, even data rates far below the theoretical channel capacity can
cause such poor performance due to the challenges of contention-based channel access in
mmWave WiFi. Finally, we saw large differences between different sensing configurations,
with the sensing traffic priority and particularly the roles of the initiator and responder

affecting the sensing and also data performance. In future work, we plan to expand our
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implementation and provide a comprehensive analysis of the full IEEE 802.11bf protocol.
This will allow us to determine the modes of operation which allow for JSAC operation

and design resource allocation strategies which optimize the performance.






Conclusions

Millimeter-Wave (mmWave) technology is foreseen as a key enabler for emerging high-
performance applications, utilizing the large bandwidth available in the high-frequency
range to provide multi-Gbps, low-latency wireless connectivity. The past decade has
seen tremendous progress in enabling communication at mmWave frequencies, using
a variety of physical (PHY) and Medium Access Control (MAC) techniques to cope
with the challenging propagation environment. This has led to wide standardization
support, the development of Commercial Off-the-Shelf (COTS) devices and the first
real-world deployments. Moving from predominantly single-link research architectures to
practical multi-link networks, however, has revealed the unique challenges which mmWave
introduces to networking protocols. The goal of this thesis is to provide insight into the
functioning of dense mmWave networks, finding the causes of inefficiency and providing
practical solutions to enhance their operation.

The majority of the work in this thesis was supported by the simulation tool presented
in Chapter 2. Research into dense mmWave networks, especially from a protocol
perspective, can be challenging due to the lack of research tools that enable detailed insight
and fast implementation of novel solutions. Our implementation of the IEEE 802.11ay
protocol in the network simulator ns-3 allowed us to study state-of-the-art mmWave WiFi
networks with a detailed MAC and PHY implementation and a high-fidelity channel
model. We have used this model throughout the thesis to both investigate performance
trends and behaviours in current networks and implement novel solutions. Our model is
continuously updated with new features and is freely available to the research community.

The first part of the thesis focused on current mmWave networks, looking at different
operational aspects and performance trends. Chapter 2 contains initial insights into the
scalability of IEEE 802.11ay networks which demonstrate how throughput and latency
degrade in dense networks, particularly when Stations (STAs) contend for channel access
in the uplink. In Chapters 3 and 4 we then analysed in detail two key problems for dense
mmWave networks and designed solutions to address them.

Chapter 3 focuses on Beamforming Training (BFT) as a crucial factor in mmWave
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communication and looks at how accuracy and overhead scale in dense networks. For this
purpose, we evaluated a novel solution from IEEE 802.11ay called Group Beamforming
which can address scalability and density as it allows for all STAs associated with
the same Access Point (AP) to be simultaneously trained. This approach keeps the
BFT overhead constant as the network size grows, making it much more scalable than
legacy BFT protocols which rely on per-pair training. We found that by reducing
BFT overhead, Group Beamforming could lead to significant throughput gains in dense
networks. However, the accuracy of the training suffered in high-interference environments
leading to wrong beampattern selection and drops in the Signal-to-Interference-plus-Noise
Ratio (SINR). To overcome these challenges we designed enhanced versions of Group
Beamforming which increased the accuracy by up to 35% and enabled throughput gains
of up to 0.7 Gbps. Our enhanced Group Beamforming was able to outperform legacy
BFT in all tested scenarios, demonstrating how efficient and scalable BFT protocols are
an important part of mmWave operation in large deployments.

Chapter 4 addresses two other sources of inefficiency in mmWave WiFi. First, the
use of omnidirectional receive beampatterns which leads to lower antenna gains and
higher received interference, thus affecting both the single-link and network performance.
Second, the overhearing of unwanted packets which limits the spatial re-use in the network
by keeping devices busy decoding packets for which they are not the recipient. Our
proposed solution, SIGNaling in the PHY Preamble (SIGNiPHY), represents a PHY
signalling mechanism that embeds the user identifier (ID) in the PHY preamble of
the packets. Identifying the transmitter early in the packet reception allows for the
correct receive beampattern to be used to receive the data payload and to filter any
unwanted packets. SIGNiPHY introduces no overhead and is backwards-compatible and
interoperable with legacy devices. It has a practical, lightweight design to ensure it
can be easily integrated into commercial devices. SIGNiPHY was evaluated in ns-3, as
well as a hardware testbed and was shown to enhance packet reception for improved
resilience to interference and noise, leading to improved spatial re-use and significant
gains in throughput, latency and fairness.

The rest of the thesis looked beyond the capabilities of current devices to future
possibilities for mmWave technology. In particular, Chapters 5 and 6 looked at two
different architectures for mmWave with advanced devices with multiple Radio Frequency
(RF) chains. Chapter 5 presented our Multiple-Input and Multiple-Output (MIMO)
implementation as standardized by IEEE 802.11ay, with a focus on the MIMO BFT
protocols. We demonstrate that a fully analog architecture is a viable option for mmWave
MIMO, although the BF'T overhead is significant due to the lengthy simultaneous training
of multiple transmit and receive beampatterns. Our BFT algorithm was able to find up
to 4 independent streams for a multifold increase in throughput. The challenge, however,

is that the achieved SINR dropped significantly at larger distances, particularly when
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the number of streams was larger than 2 due to the sparsity of the mmWave channel.
Additionally, mmWave MIMO was shown to be very sensitive to movement and even minor
changes in position could lead to link misalignment and breakage, thus contributing to the
key issues of robustness and reliability in mmWave. Therefore, in Chapter 6 we presented
an alternative design based on the multi-connectivity paradigm which utilizes the multiple
RF chains to enhance the resilience of mmWave networks. This is done by enabling STA
to simultaneously connect to multiple APs which increases the resilience to any single link
failing. In contrast to most previous work which relies on coherent signal processing across
the network with a high implementation complexity, we instead proposed a purely analog
design that uses only spatial separation of the signals for interference management. We
found that a multi-connectivity network with local analog beamforming could successfully
increase the reliability of the network and provide uninterrupted service. Additionally,
spatially distributing the load across multiple APs was found to have throughput benefits
too, as the spatial diversity improved the resilience to interference for gains of up to 30%.

Finally, in Chapter 7 we implement the novel IEEE 802.11bf protocol which aims
to standardize Joint Sensing And Communication (JSAC) for WiFi networks. JSAC
represents an evolution of wireless networks that enables environmental sensing through
reflections of communication signals in a single system. mmWave networks are particularly
interesting for sensing applications as the large signal bandwidth enables high-precision,
high-resolution target identification. ~We integrated sensing procedures into IEEE
802.11ay operation to look at how the communication and sensing traffic affect each
other. We found that the unreliable nature of WiFi can affect the timing and successful
delivery of sensing packets which degrades the detection accuracy. When the network
is highly loaded, sensing is not possible due to long queuing delays and the additional
sensing traffic harms data communication in the network. However, when operating in
lightly loaded conditions, both communication and sensing procedures can successfully
operate in parallel even when relying on the contention-based channel access. As the last
contribution of this thesis, Chapter 7 expands on the possible applications of mmWave
technology, moving from an enabler of emerging applications to directly implementing
them in a novel JSAC architecture.

This thesis investigates how mmWave technology affects various aspects of networking
protocols by studying different proposed deployment architectures. We design solutions
that improve network operation, however, many open issues remain. Localization-based
BFT mechanisms can enhance the performance and provide fast beampattern adaptation
in cases of mobility or blockage. Optimizing association and handover mechanisms can
enhance spatial reuse and reduce packet collisions. Hybrid beamforming algorithms can
address challenges with interference and channel sparsity in multi-RF networks. Finally,
JSAC opens new possibilities for mmWave networks with many open questions regarding

the sensing implementations and configurations which optimize the joint performance.
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We hope that the insights from this thesis can be used to design new, innovative solutions
that bring mmWave networks closer to widespread deployment, realising the potential for

next-generation, ultra-high performance wireless connectivity.
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