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Abstract—The use of real-time multimedia or mission-critical
applications over IP networks puts strong pressure on service
providers to operate disruption-free networks. However, after any
topological change, link-state Interior Gateway Protocols (IGPs),
such as IS-IS or OSPF, enter a convergence phase during which
transient forwarding loops may occur. Such loops increase the
network latency and cause packet losses. In this paper, we propose
and evaluate an efficient algorithm aimed at avoiding such traffic
disruptions without modifying these IGPs. In case of an inten-
tional modification of the weight of a link (e.g., to shut it down for
maintenance operations or to perform traffic engineering), our al-
gorithm iteratively changes this weight, splitting the modification
into a sequence of loop-free transitions. The number of weight
increments that need to be applied on the link to reach its target
state is minimized in order to remain usable in existing networks.
Analysis performed on inferred and real Internet service provider
(ISP) topologies shows that few weight increments are required
to handle most link shutdown events (less than two intermediate
metrics for more than 85% of the links). The evaluation of our
implementation also reveals that these minimal sequences can be
computed in a reasonable time.

Index Terms—Convergence, IP networks, network theory
(graphs), routing protocols.

I. INTRODUCTION

HE GROWING popularity of real-time media ser-
vices over Internet, such as TV broadcast, voice- or
video-over-IP, and gaming, has changed the requirements of
Internet service providers (ISPs) on the performance of routing
protocols supporting those services. Non-Internet IP-based
services such as VPNs have also led to ISPs facing ever more
stringent Service Level Agreements (SLAs) [1]-[4], defining
the performance of an ISP through various metrics such as
packet losses and service availability.
Breaches in service availability are generally due to side
effects of network topological changes [S]-[7], which are
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common events in large IP networks. In IP-over-optical net-
works, the topology can be regularly reconfigured according to
the needs of the operators [8]. A study on the Sprint IP back-
bone [9] reports that 20% of topological changes are caused
by maintenance operations. Moreover, several other studies
reveal that such operations occur frequently [10]. Maintenance
operations are mainly performed during nightly scheduled
maintenance windows in order to reduce their impact on the
traffic. However, this increases the cost of operating the network
and reduces its flexibility at the time when it is actually most
likely to undergo traffic engineering issues. Another possible
kind of topological change is the intentional modification of
Interior Gateway Protocol (IGP) weights for traffic engineering
purposes [11] in order to optimize routing according to traffic
fluctuations. Finally, nonintentional changes such as link or
router failures are also a great source of transient convergence
problems, but their impact on the data plane can be limited
thanks to fast-reroute techniques [12]-[14].

All these changes affect the traffic passing through the
network. Each topological change compels the routers to re-
compute and update their forwarding information bases (FIBs),
putting the network into a transient state during which for-
warding loops may occur [15]. Indeed, using routing protocols
such as Open Shortest Path First (OSPF) or Intermediate System
To Intermediate System (IS-IS), the order of FIBs updates is not
controlled: It depends on the dynamics of the flooding of the
link state packets and on the router performances throughout
the network [16]. As a result, the global data plane can be
transiently inconsistent among routers, potentially leading to
forwarding loops in the network during the convergence.

Such performance drop during convergence is particularly
unfortunate when the topological change is planned, hence
when convergence does not happen around a failed component
blackholing traffic. Several methods have been proposed at the
IETF to solve this problem, notably [17] and [18]. However,
they require extensions to the OSPF and IS-IS protocols, im-
plying software and/or hardware modifications. Such changes
would possibly take years before being actually deployed in a
favorable perspective. Some ISPs have defined procedures [19]
to “gracefully” reroute the traffic out of a link, by setting its
weight to a pseudo infinite metric, before actually shutting
it down. However, this does not prevent packet losses from
occurring as a result of transient forwarding inconsistencies.

In this paper, we present an efficient solution relying on it-
erative updates of the weight of the link whose state is being
modified [20], [21]. Each intermediate update is selected to not
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cause any forwarding loop. Preserving the requirement of solely
relying on existing link state updates and standard processing
by the IGP routers, we first prove that sequences of interme-
diate weight increments providing loop-free convergence al-
ways exist in an IGP network supporting shortest path routing.
Francois et al. presented in [20] the proof of concept of this so-
lution and proposed to implement it inside a network manage-
ment tool. This paper proposes more efficient algorithms that
compute sequences of minimum size in a polynomial time. This
reasonable time complexity let us believe that a router could
compute such sequences on its own, hence simplifying the in-
volvement of the network operator in the deployment of the so-
lution.

Minimizing the length of resulting loop-free sequences is
a critical concern to limit the convergence period of a link
state IGP. Our minimal sequences are computed in two main
steps. First, considering independently each destination in the
network, our proposal computes reduced destination oriented
metric sequences. These sequences are pruned from most of
their unnecessary metrics, but still contain at least one metric
for each cycle that may appear during the transition. Second,
we merge such reduced sequences for all destinations and
then minimize the resulting union to provide a shortest global
loop-free sequence. Our minimization algorithm sequentially
checks if cycles occur between two given metrics. We give
particular attention to its time complexity. We show that the
time necessary to compute a minimal sequence is at worst on
the order of a second for very large IGP networks (e.g., having
more than 1000 nodes and 4000 edges).

While the oFIB technique proposed in [18] updates each
router once and for all (for all destinations at one time), our
approach may put a router into a partially updated state where
old paths are still used for a subset of the destinations. The
oFIB algorithm provides a global ordering of upstream node
updates whatever the destination is. Unfortunately, this requires
extensions to the standardized routing protocols, which is very
difficult to achieve. In terms of number of intermediate con-
vergence periods, oFIB would require at most O(|V|) of them,
while the metric increment technique could possibly generate
O(|N|?) metrics long sequences (and as many subconvergence
periods). However, in practice, our approach often simultane-
ously updates several routers that would have to be updated
one by one with oFIB. Thus, it frequently results in fewer
convergence periods without requiring any protocol extension.

Theoretically, our approach could easily interact with fast-
rerouting techniques [12]-[14], making it possible to handle un-
planned changes. It could even be adapted to benefit from those
techniques. However, in practice, and according to the nature
of the protection scheme, technical issues can arise considering
both failures and metric injection. They have to be addressed
case by case before such a combination is actually deployable.
This is outside the scope of this paper.

The remainder of this paper is organized as follows. In
Section II, we first illustrate the transient forwarding loop
problem on a small gadget and then introduce the main proper-
ties on which we design our solution. In Section III, we propose
and prove algorithms that efficiently compute global minimal
metric sequences. In Section IV, we perform an analysis over
actual and inferred ISP topologies, highlighting that, in most
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cases, our global optimized sequences are very short. Our anal-
ysis also reveals that they can be computed in a very reasonable
time on current commodity hardware (in the order of a second
in worst cases).

II. TRANSIENT FORWARDING LOOPS

This section introduces and illustrates the problem of tran-
sient forwarding inconsistencies that may occur during the con-
vergence of link-state routing protocols. We first provide some
notations, supporting our subsequent proofs. We also provide
some properties highlighting the order in which routers should
update their data plane after the weight change. Without loss of
generality, we focus on the case of a link removal. The activation
of a link can be performed by reversing the sequence obtained
for the case of its removal. A weight modification leads to a
subset of the sequences obtained for the link removal (or activa-
tion). Note that for completely removing a link, we need to com-
pute a sequence for each direction, but we can apply them inde-
pendently. Indeed, in a stable network, a link can only be used
in one direction in the routing graph toward a given destination.

A. Definitions and Notations

G(N,E,w) is a directed weighted graph with a set of
nodes IV, a set of edges F, and w a positive valuation function
for edges. The notation ! = (a,b) refers to an edge { € E
connecting node @ to node b. Let ¢ be the smallest weight
increment/decrement that can occur on a link. In practice, w is
an integral positive valuation and € = 1.

P(s,d) denotes the set of shortest elementary paths
linking node s to node d, while C'(s,d) is the cost of paths
€ P(s,d). SPDAG(s) is the shortest path directed acyclic
graph (SPDAG) rooted at node s. RSP DAG(d) is the reverse
shortest path DAG (RSPDAG) rooted at d. It is a directed
acyclic graph (DAG) containing all the shortest paths from the
nodes of the graph toward d. Note that all notations account
for equal cost multipath (ECMP) paths—that is using, possibly
simultaneously, several forwarding paths having the same cost.

When a link weight change is performed, we respectively
denote the RSPDAGs of d before and after the change as
RSPDAG(d) and RSPDAG'(d). We say that a change is
loop-free for destination d if no forwarding loops can occur
during the convergence triggered by the change. A conver-
gence period starts when the link-state advertisement (LSA) is
flooded; it ends when all routers have updated their FIB after
receiving the LSA. Such forwarding loops can be detected by
merging RSPDAG(d) with RSPDAG’(d): If the merged
graph contains cycles, then forwarding loops might occur.
Otherwise, the weight change is loop-free for destination d. We
say that a change is loop-free if it is loop-free for all destinations
in the network.

Considering a given destination d € N, let Gi(d) C
RSPDAG(d) C G be the subgraph impacted by the removal
of a link [ = (a,b) such that each node in G;(d) must change
its forwarding paths to d to avoid link /. Note that G;(d) forms
an RSPDAG rooted at a: It contains all paths in RSPDAG(d)
that use the considered edge / minus paths P(a,d). In the
following, since we always consider the removal of a link
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Fig. 1. Running gadget: paths toward d.

TABLE I
GENERAL NOTATIONS

G(N, E,w) Directed weighted graph

l=(a,b) Edge | € E connecting node a to b

€ Smallest weight modification on a link
P(s,d), P(d) Shortest paths from s to d

C(s,d), C(d) Cost of the paths in P(s,d)

P’(s,d), P'(d) | Shortest paths to d in G(N, E'\ [, w)
C’(s,d), C'(d) | Cost of the paths in P’(s,d)
SPDAG(s) Shortest paths DAG rooted at s
RSPDAG(d) | Reversed SPDAG rooted at d
RSPDAG'(d) | RSPDAG rooted at d in G(N, E\l, w)

I = (a,b), we will refer to G;(d) as G(d) to simplify our
notations.

As all our notations are related to a destination d and a link /,
we use C(z) and C’(x) to respectively refer to C(x, d) and the
cost of the best paths toward d in the graph G(N, £\ {, w). In
the same way, P’(x) denotes the set of shortest paths linking
nodes z and d in the graph G(N, E'\ [, w). Table I summarizes
all the notations described above, which can be derived for any
weight change.

B. Ilustration on a Gadget

To illustrate how a transient forwarding loop can occur
during the IGP convergence, let us consider the network shown
in Fig. 1. If link (a, b) is shut down for maintenance reasons, it
may cause several forwarding loops in particular for destina-
tion d. This link can either be shut down in one step by removing
it from the link state database, or in two steps as proposed in
[19] by first setting its weight to a pseudo infinite value and later
removing it from the link state database. In both cases, after the
first step, all routers must update their FIB. Before the removal
of (a,b), routers g, f,¢, and @ in G(d) C RSPDAG(d) use
the link (a, b) toward d. After this change, their paths toward d
form a subset of the routing graph, RS PD AG’(d), represented
with dashed arrows in Fig. 1 (instead of solid arrows for the
pre RSPDAG, RSPDAG(d)). Before the removal of (a,b),
router @ was forwarding the packets destined to d via b, while
it will use f and ¢ to reach d after. This implies that if router a
updates its FIB before router f (or ¢), at least one transient loop
occurs. In this example, considering destination d, three nodes
are possibly involved in four elementary cycles revealed by the
merging of the two routing RSPDAGs. Formally, a cycle in a

directed graph is elementary if each intermediate node appears
only once.

Let us now show that there exists a sequence of metrics
for link (a, b) that allows to shut it down without causing any
transient loop nor packet loss. In the first stage, the weight of
link (a,b) can be increased from 1 to 2: an atomic e change.
Among all routers receiving the LSAs, only router ¢ actually
modifies its FIB. It now only uses its direct outgoing link (¢, d)
instead of using both (¢, a), (¢, f) and (¢, d). Then, router f
will definitively stop using its path via (a,b) when the weight
of (a, b) reaches 6. Indeed, f has now a better path via ¢ (which
has already updated). Finally, router ¢ will stop using b to reach
d by using both ¢ and f when w(a, b) = 12.

The sequence {2, 6,12} is a minimal loop-free sequence for
destination d. If the delay between two successive increments is
sufficiently long to allow all routers to update their FIB, this se-
quence provides a minimal loop-free convergence. The first two
metrics allow for updating upstream nodes before downstream
ones for paths in RSPDAG(d). The last one is the first pos-
sible value that removes link (a,b) from all shortest paths. The
two first changes avoid each elementary cycles in the merging
of RSPDAG(d) and RSPDAG'(d) graphs (solid and dashed
arrows in Fig. 1). Indeed, cycles ¢ — @ and f — a are removed
thanks to subsequent updates {1,2} and {2,6}, respectively.
The cycles a—c and a—c—f can be avoided with one update in-
side range [2, 10]. This condition is already verified by each of
the previous updates. Finally, note that node ¢ is not involved
in any cycle, so it can be ignored although it belongs to G(d).

C. Existence of Loop-Free Metric Sequences

To prove that there always exists a sequence of weight incre-
ments that allows a loop-free convergence, we first demonstrate
that incrementing the metric of a link by € never causes transient
loops. Hence, progressively incrementing the weight of a link,
at worst by repeated increments of €, can be performed without
undergoing transient loops.

Theorem 1: In a stable network, incrementing the weight of
a link by ¢ leads to a loop-free convergence process.

Proof of Theorem 1: Let us assume that there exists a
forwarding loop between nodes n1,n2,...,7, ...,y = N
during the convergence following the increase of the weight
of link 7 by e. We note “ (n;) as the distance according to
which n; is forwarding packets for destination d at the time
the considered packet is forwarded by n,; along the loop. We
will show that this loop is impossible because it would require
v (71,1) > (77,1).

Let us observe that either n; is not up to date and

7 (n;) = C{n,), or n; is updated and « (n;) = C’(n;).
Note that C'(n;) = C(n;) or C'(n;) = C(n;) + € the
length of the shortest paths remains the same, not passing
through [, or is increased by ¢, passing through [. This gives
O'(ni) > 7 (ny).

We then have the two following properties:

(P1): If n; is updated, then " (n;) = C’(n;), by definition.
If n; is updated, then it forwards its packets toward neighbors
that lie on its post-convergence paths toward d. From properties
of shortest paths, this means that the post-convergence distance
of these neighbors is strictly lower than the post-convergence
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distance of n;. We thus have C'(n;) > C'(n;y1) when n; is
updated, which gives “ (n;) > “ (n;41).

(P2): If n; is not updated, then ~ (n;) = C(n;), by defini-
tion. n; is forwarding to neighbors that are lying along its old
shortest paths toward d, which gives C(n;) > C(n;4+1), as per
properties of shortest paths. Hence, C(n;) > C{niy1) + €. As
per the definition of C(n;41), C(nit1)+¢ > C’'(njr1). As per
the definition of  (n;41), we have C'(n;11) > 7 (niy1).
This gives “ (n;) > “ (n;4+1), when n; is not updated.

From (P1) and (P2), we know that " (n;) > ¢ (niy1).

Note that © (n;) = “ (ni41) only when n; is not up-
dated, while n;1; is updated and has increased its distance. If
“ (n;) = ¢ (nit1), we then have © (1) > ¢ (nit2);
if n; 41 is updated, we have (P/) for ¢ + 1 and thus a strict
inequality. Therefore, we have  (n;) > ¢ (niyr).Vk >
2,V¥i + k£ < p, which is in contradiction with the initial loop
statement. A transient loop cannot occur forp = 2 and £ = 1
either since a node never selects itself as its next hop. ]

When a link / has to be shut down, its metric can thus be pro-
gressively incremented by € until it becomes sufficiently large
to make / unused. However, such a technique can be inefficient,
as a large number of weight increments would have to be is-
sued when a wide range of metrics is used across the network.
In order to overcome this limitation, we propose to perform
larger increments of the weight when they are known to pro-
vide loop-free convergence. As the metric space may be wide
in IS-IS and OSPF deployments, it is not realistic to completely
explore it looking for a possible loop-free increment sequence
for a given link metric transition. Indeed, many ISPs take advan-
tage of the whole metric space width. For example, the weights
assigned to the links of the European GEANT Research Net-
work [22] are taken into the interval [1, 20 000]. Such a diver-
sity in link valuation is also present in other ISPs we analyze in
Section IV. In the following, we describe algorithms computing
loop-free sequences without performing a complete exploration.
Section II-D introduces main properties on which we build our
computing approach.

D. From Old to New Paths, Main Properties

Before introducing the methodology, we first discuss some
properties among the nodes using each other to reach a destina-
tion d before and after the application of a metric increment.
For each path (n1,...,n4, ..., 04,...,0) in G(d), Vi <
J,m; 1s an upstream node of n; and reciprocally n; is a down-
stream node of n;. Let us introduce a fundamental notation to
our purpose

Vre N, A(zx)=C"(z) - C(x).

Note that this notation actually depends on the target destination
and the considered link. For the sake of clarity, we ignore those
cumbersome indexes and recall considered destination and link
only when necessary. A(z) is the minimum relative increment
allowing node z to reach d by using paths avoiding link (a, b).
The relative increment A(2) + € sets z in a final state where it
has definitively converged, i.e., it does not use the considered
link anymore. The relative increment A(x) also triggers an in-
termediate change in the forwarding plane of x for d. Node x is
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in an ECMP fransient state where it uses both its old and new
paths toward d, before using only new paths with A(z) + e.
For example, in Fig. 1, nodes f and g enter an ECMP transient
state when w(a, b) = 5. They use respectively outgoing edges
(f.a),(f,c)and(g. f), (g, e). Note that A(x) = 0 for all nodes
not in G(d), but a node z € G(d) may also verify A(z) = 0.
A node x verifies A(z) = 0 if at least one of its initial shortest
paths to d does not contain link (a,b). Either node = does not
use (a,b) at all to reach d, or it uses equal-cost shortest paths
that do not contain this link. This is the case for node ¢ in Fig. 1.
The properties discussed in the following, as well as the algo-
rithms presented in Section II1, solely base themselves on the A
value of each rerouting router, accounting for the set of affected
destinations.

Let us now introduce three fundamental properties related
to A differences. We call an old (respectively new) edge an
edge (x,y) that starts a subset of paths in P(z, d) but not in
P'(z,d) (respectively starts P'(x,d) but not P(x,d)). When
an edge (x, y) starts a subset of paths .7 € P(z,d), we have
7 = (x,y) o P(y.d) (it is the same for P’). A common edge
starts both a path in P(z, d) and one in P'{x, d) (the two paths
may differ further). Let (, y) be an edge in G; we have the three
following properties.

Property 1: If (z,y) is an old edge, then A(z) < A(y).

Property 2: If (z,y) is a new edge, then A(z) > A(y).

Property 3: If (. y) is a common edge, then A(z) = A(y).

Proofs are given in Appendix-A. Fig. 1 illustrates
such properties. For = a.b,c,d,e, f,g, we have
A(z) = 5,0,0,0,0,4.4. Along the ECMP path ¢—f-a €
RSPDAG(d), we can notice that A(c) < A(f) < A(a).
Reciprocally along a new forwarding path such as a—f—c, we
have A(a) > A(f) > A(c); we also have A(g) > A(e) =0
on the new edge (g, ¢) (since ¢ is outside of G(d): it is an “exit”
that cannot generate loop). Finally, on a common edge such as
(g. /), we have A(g) = A(f).

A first interesting consequence of such properties is the in-
creasing behavior of the A values along paths in G{d) (old and
common edges). Hence, sorting all A values for nodes in G(d)
yields a list of strictly increasing weight increments for each
pair (I, d). Formally, we denote as A; + ¢, and call a metric
sequence, the sorted union of A(n) + ¢ for all nodes in G(d).
From an edge perspective, such a sequence ensures that each old
edge (., y) connecting an upstream node  to a downstream one
y stops being used before a new, or transient (containing at least
one new edge), subpath relinks y to :z, thus creating a cycle. This
sequence makes it possible to update upstream nodes strictly
before downstream ones, or in the same convergence period if:
1) they share a common A value; or 2) if their A values only
differ by e(A(y) = A(z) + €).

A;and A; + 1 being two consecutive A values in the metric
sequence, a routing change occurs only once between A; + €
and A, ;. Precisely, new edges start being used as the weight
increment reaches A; 11, but old ones used for A; +¢ and A; 4
are the same. Thus, if a loop occurs during the transition from
A; + eto Ajy1 + €, it also occurs during the transition from
A1 to A1 + €. From Theorem 1, we know that no loop
can occur while incrementing the link weight by €, so that the
transition from A; 1 to A; 11 + € is loop-free, as well as from
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A; + € to Ajy1 + €. Therefore, using the A; + ¢ metric se-
quence for a pair ({, d) provides a loop-free convergence toward
d, given that the network converges between two consecutive
metric increments.

Such properties on A values are also the basis of a new tech-
nique we propose in Section III. Since removing one edge from
an elementary cycle is a sufficient condition to avoid it, we can
deduce a necessary condition to avoid a transient loop. At least
one node in the cycle has to be fully updated (it no longer uses
its old edges) before the link weight is incremented by a value
greater than or equal to the maximum A value of all nodes in
the cycle. From this observation comes the notion of metric in-
terval. For example, in Fig. 1, the elementary cycle of length 2
that may occur between nodes ¢ and f could be avoided by in-
crementing the link weight by a value in [A(f) + €, A(a) — €]
before going further.

Two results arise from this section. First, there always exists
a sequence of weight increases that provides a loop-free conver-
gence. Second, this sequence can be minimized. The A; + € se-
quence is not necessarily minimal because some transitions can
still be removed if they are not necessary to avoid cycles. Such
unnecessary transitions may result from the union of A; + € of
distinct sub-shortest paths upstream from the target link. Some
transitions can be merged thanks to the flexibility offered by
metric intervals if such an operation does not produce loops.
Moreover, some A; + € transitions resulting from the same
sub-shortest path can also be removed by picking a single metric
per elementary cycle. Section III presents the solution we pro-
pose to achieve an efficient minimization for all destinations.

III. COMPUTING A MINIMAL LOOP-FREE SEQUENCE

This section provides a detailed description on how we com-
pute a global loop-free convergence sequence. Our goal is to
efficiently compute a minimal metric sequence that is loop-free
for all destinations. To this end, we compute a reduced loop-free
sequence for each destination (Section III-A), merge all of them
into a global sequence, and then prune this union to obtain a
minimal sequence using a Greedy Sequential Walk (GSW) al-
gorithm (Section III-B). This algorithm iteratively checks, for
all destinations, if cycles occur in the union of two distinct
RSPDAGSs. The minimization process must be performed at the
global level: Minimizing the merging of minimized destination
oriented sequences does not necessarily lead to a global min-
imum. Instead, we will show that having, for each destination,
the smallest A value of each potential cycle is sufficient to create
a global sequence of minimum size.

A. Destination-Oriented Metric Sequences (DMSs)

First and foremost, let us introduce the notation I} that
gives the set of “affected destinations.” This set contains
all destination nodes in /N that may be concerned by the
weight change of the link (a,b). In practice, D is equal
to all nodes € SPDAG(a) that have b as common root
(first hop of the branch). Indeed, all d € N such that
In,d|P(n,d) = (n,...,a,b,....,d) may be concerned
by a metric change on (a,b). More formally, we have
D = {d € N|G(d) # ®}. In our running example given

@?@ — > RSPDAG(e)

\ v{\ o s AG
(7\! /7 (3] N — RSPDAG/(e)
A !
W / \\\

«\\ @/;5\\@

Alg) A(e)
A Al

¢ ———# {

1 3 79 o9

d H3——3—+ {

12:4 6 210 12 o

MMS — {

3 9 12 o0

Fig. 2. Minimize a global metric sequence with GSW.

in Figs. 1 and 2, considering the shutting down of the directed
link (a, ), we have D = {d, ¢, b}, although we will only focus
on the two first destinations for the sake of simplicity.

1) Computing A Values: As previously, let us focus on a
given link (a, b), considering its initial and target weights, re-
spectively m; and m; (as previously, we will focus on the case
of shutting down a link such that m; is equivalent to oc), and
a destination d € D initially reached through this link. As in-
troduced in Section II, we know that there exists a sequence
of A + € ensuring an incremental loop-free convergence. This
sequence, named DMS, contains a sufficient set of weight in-
crements within [, oo[. Each metric forces at least one node
€ G(d) to avoid its old paths going through («, b) and so to use
its new paths that do not contain the link (a, b).

To compute all A for a given destination d (see Algorithm 1)
and then obtain DMS(d), we first need to compute the two
RSPDAGS rooted at d with both the initial and target weights
of the link (a,b) (lines 1 and 2 in Algorithm 1). For all source
nodes in G(d), a first costly approach would consist in inserting
in DM S(d) a new metric increment equal to A(s) + € (where
A(s) is computed at line 4 of Algorithm 1). When the weight of
the link (a, b) is set to m; + A(s) + €, router s would no longer
use its old routes (via (a, b)), but only its new ones (avoiding
(a,b)) to reach d. This value, m; + A(s) + ¢, is the first pos-
sible metric that forces s to avoid its old paths through (a, b)
(without causing a loop). Note that a DMS may contain A met-
rics leading to transient ECMP states when there exists a couple
of nodes n and m such that A(n) + ¢ = A(m).

Algorithm 1: A computation for destination d

1: Compute RSPDAG(d)
2: Compute RSPDAG'(d)
3: for all s € G(d) do

4: A(s) « C'(s) — C(s)

As explained in Section II, such a complete DMS provides a
loop-free convergence for each destination. However, the length
of the resulting DMS may be large. In Section I1I-A.2, we focus
on a specific subset of these metrics in order to limit the time
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complexity of the global minimization stage. In our running ex-
ample and considering destination e highlighted in Fig. 2, we
will show why it is possible to only select metric A(f) + ¢ in-
stead of the complete sequence {A(g)+¢, A(f)+¢€, Alc) +€}.

2) Computing Reduced DMSs: While applying the DMS
does lead to a loop-free convergence for a given destination,
only a subset of the metrics are necessary to guarantee such
a property: Only one intermediate metric for each elementary
cycle is actually required. However, in order to preserve mini-
mality at the global level, a specific metric has to be part of this
sequence. This particular metric depends on whether we choose
to avoid ECMP transient state using A+ ¢ or A — e values, being
respectively the lowest or the greatest one. That is, to achieve
our goals, a DMS containing at least the lowest metric of each
elementary cycle is sufficient to ensure both loop-freeness and
global minimality.

Algorithm 2 extracts the minimal metric of each elementary
cycle from the DMS at a negligible cost. In return, it may pro-
duce false positives (i.e., extra values in the resulting sequence)
when several subbranches of G(d) are involved in the same el-
ementary cycle. Since unnecessary metrics are pruned from the
sequence at the global level, this algorithm focuses on pruning
as many metrics as possible, without relying on any cycle de-
tection or enumeration.

Algorithm 2: Compute a reduced DMS(d)

1: for allv € G(d) do

2 for all u|3(u,v) € RSPDAG'(d) do
3: If A(v) < A(u) then

4 DM S(d)-insert(A(v) + ¢)

Algorithm 2 has a linear cost and allows to insert a reduced
subset of metrics that prevents loops and thus strongly limits
the size of the DMS compared to an exhaustive A insertion.
Lines 3 and 4 in Algorithm 2 allow to select all nodes that have
a new edge pointing on them (in RSPDAG’(d) such that the
predecessor has a strictly greater A). Their associated A can be
the minimal one of an elementary cycle.

Lemma 1: Algorithm 2 computes a sequence containing, at
least, the minimal metric of each elementary cycle.

Lemma 2: Computing a minimal metric for each elementary
cycle is sufficient to ensure a loop-free convergence.

These two lemmas, whose proofs are given in Appendix-B,
justify our reduction approach. Looking at Fig. 2 (in this figure,
our notations refer to destination e and link (a, b)), we notice
that G(e) includes nodes a, ¢, f, and g. Each of those nodes
exhibits a A > 0. However, only one of them, node f, has
a new edge pointing onto it. Node f is the only one whose
metric can prevent a loop. While node a is involved in the
same (and unique) cycle as the one of f (f provides the min-
imal possible metric to avoid this cycle in the metric interval
[A(f) + e, Aa) — €]), nodes ¢ and g are not involved in any
cycle, and their metrics are not required to avoid transient loops.
If they were, we know from Properties 1-3 that they cannot pro-
vide the smallest metric of any cycle. We can ignore them to
improve the efficiency of our global minimization.
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When reducing DMS for all destinations, it generally comes
out that sequences for some destinations become empty. Thus,
the set of affected destinations /7 may be reduced to a new
subset D,.. In practice, on real ISP networks, we usually have
|D,| < |D|. When a large set of affected destinations d € D
concerns a limited set of source nodes (typically when G(d) is
small), it is likely that either all of them have their own rerouting
next hop outside of G(d), or they use the same rerouting node
close to the link being removed. This large reduction comes
from practical IP network design [23]. Indeed, for obvious
redundancy reasons, operators generally deploy mesh patterns
(such as triangles and squares) to make the network robust
against link or router failures. We designed Algorithm 2 to be
efficient on such patterns.

B. Global Metric Sequences (GMSs)

In practice, routers need to react to the change of a link weight
by updating their FIBs for all affected destinations. Thus, com-
puting a DMS for only one destination d is not sufficient to pro-
vide a complete solution. It only provides a loop-free conver-
gence for packets toward d, but transient loops might still occur
toward other destinations.

In this section, we show how to compute a valid and minimal
sequence for all the destinations affected by a change. We call a
valid global sequence a GMS. After minimizing it to the shortest
valid possible global sequence, we call it a minimized global
metric sequence (MMS). Our proposition to achieve this goal is
based on a greedy algorithm consisting in merging DMSs ob-
tained for each destination before minimizing the union thanks
to a global GSW technique. We also develop efficient proce-
dures scaling well with possibly long merged sequences and
large D sets. Such improvements are detailed in Section II1-B.2.

1) Merging the DMSs for All Destinations: Merging DMSs
computed for each destination provides a valid loop-free GMS
for all destinations affected by the change. More formally (the
proof is given in the Appendix C), we have:

Lemma 3: The union of all DMSs for each destination in D,
results in a valid GMS for all destinations.

Such a basic merging does not necessarily provide an MMS.
That is, applying this GMS for a given link does lead to a loop-
free convergence, but it may contain unnecessary metrics. In-
deed, a metric belonging to a given DMS may be removed if
a metric from another sequence can play its role (as it can be
also the case within a single DMS along distinct sub branches in
G(d)). In the network illustrated in Figs. 1 (destination d) and
2 (destination ¢), picking a unique weight increase in [3,4] is
sufficient to avoid four elementary cycles: It avoids cycles c—f,
a—f, and a—c—f for destination d and cycle a—f for destina-
tion e. However, it does not avoid cycle f—a for destination d.
An additional weight increase must be picked to ensure global
loop-freeness. We will show that using the sequence {3,9,12}
is one possible MMS to avoid any transient loop. Compared to
the merged GMS {2, 3,6, 9, 12} resulting from the union of re-
duced DM S(d) and DM S(e), it allows for saving two metric
changes and thus proportionally reduces the convergence time.

In order to minimize the length of merged GMS, we use a
greedy approach. As it is applied on the set D,., each cycle de-
tection, along with RSPDAG computing and merging, has to be
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performed for each destination d € D,.. It may potentially result
in a time-consuming algorithm. In Section III-B.2, we introduce
an efficient merging and checking algorithm related to our GSW
technique. Indeed, the core step of our GSW algorithm is to it-
eratively check for loops for a given pair of weight increments
in order to avoid them with a minimal number of metrics. Note
that the GMS we obtain after using Algorithm 2 is a subset of
the one containing all possible A values. We denote it GM S,..
It contains at least all minimal metrics of each elementary cycle
for each destination in 1J,.. In practice, in the same vein that we
have |D,.| < |D|, we also have |GM S,.| < |[GM S|.

2) Efficient Merging and Checking Algorithm: A first way
to limit the required time complexity is to efficiently compute
intermediate RSPDAGs. While cycle detection is a linear
operation in O(|N|), computing an RSPDAG is polynomial. Its
complexity is in | N | log(|N|)+ | E’| with a Fibonacci Heap [24].
Then, computing O(|N|) RSPDAGs per metric change can
become quickly expensive. To limit such a complexity, we
reuse previously computed A metrics. Indeed, intermediate
RSPDAGs are composed of edges in either RSPDAG(d) or
RSPDAG’(d). Either a node n still uses its old outgoing edges
(until reaching A(n)), or it uses only its new outgoing edges
(after having exceeded A(n) + €). Thus, it is not necessary
to recompute each intermediate RSPDAG from scratch. The
computation of RSP D AG(d) and RSPD AG'(d) is sufficient.
In practice, rather than considering all intermediate RSPDAG,
we directly compute the merging of a considered couple of
RSPDAG according to the GSW walk. This merging allows for
detecting the presence of cycles.

Another improvement consists in limiting cycle detection
tests to a subset of currently affected destinations. When
testing a pair of metrics to ensure a loop-free transition, it is
not necessary to verify the absence of loop for a destination
that cannot be affected by such a transition. Considering a
destination d, and a given transition checked by GSW, if either
the intermediate RSPDAG for d is equal to RSPDAG(d)
(no metric for d is reached), or if its intermediate RSPDAG is
equal to RSP DAG'(d) (all metrics for d have been exceeded),
then destination d cannot generate a loop for such a transition.
This basic idea allows us to save a significant amount of time
because it limits the detection of cycles to a possibly very
limited subset of destinations (in particular when DMS have
metrics in disjoint intervals).

Algorithm 3 implements both of these basic procedures,
making it possible to check in linear time whether or not a
metric transition is loop-free for a given destination. Our GSW
algorithm technique uses such improvements to limit its time
complexity. Function CHECKFUSION takes three arguments: d,
the considered destination, and 1, m2, such that m1 < 2,
the pair of metrics corresponding to the transition that is being
tested. Line 2 eliminates destinations that the current transition
cannot affect. That is, if the transition is outside the metric
sequence of a given destination, this destination is ignored.
Then, lines 4-10 compute a graph containing all possible routes
that could appear during the transition, using A values rather
than computing them from scratch. Eventually, line 11 checks
whether a cycle exists in this graph. The function returns TRUE
if the transition from 721 to ms is loop-free for destination d
(or FALSE if a loop occurs).

Algorithm 3: Merge and check for loops only if necessary

1: function CHECKFUSION (d, 1, mo) GraphF «— §
2:  if mp > max(DMS(d)) or
me < min(DMS(d)) then
return true
for all n € G(d) do
if m; < A(n) then

3

4

5

6 for all v|3(n,v) € RSPDAG(d) do
7: Insert (n,v) in '

8 if ma > A(n) then

9 for all v|3(n,v) € RSPDAG'(d) do
0 Insert (n,v) in &'

1

10:
11:  return ! checkLoop(F')

Let us illustrate these behaviors on the running example given
in Fig. 2, as we check the metric transition from 10 to 12. First,
since 10 is strictly greater than the greatest A value in the metric
sequence for destination e, this destination is ignored. Then, for
destination d, the merged graph is created by adding the old
outgoing edge of node a, whose A value is greater than mq,
and new outgoing edges of all nodes since their A values are
lower than my. Lastly, a cycle detection is performed over this
graph, proving that the transition is loop-free.

3) Minimizing a GMS to Compute an MMS: To minimize
a GMS into an MMS, we propose an algorithm called GSW
(see Algorithm 4). We aim at discovering the largest metric in-
crement that can be done from one necessary metric to another
without causing loops. Note that the set of minimal sequences is
aunion of metric interval sequences. There exist several ways to
explore them and then to optimally resolve the problem. There-
fore, several greedy algorithms might be used: The sequence
can either be explored sequentially from left to right, or oppor-
tunistically (largest increase first to possibly skip many metrics),
or even with a dichotomic approach. All of them lead to se-
quences of minimal length, but which do not necessarily contain
the same metrics. Computing times also vary depending on how
distant the GMS is from an MMS. The sequential approach is
more efficient when applied on a GMS that is already close to an
MMS, while the opportunistic one is better if a large number of
metrics has to be pruned. Eventually, the dichotomic approach
would likely produce the best results for random graphs. Since
we observed on real ISP networks that the merging of reduced
DMS is often close to an MMS, we choose to use the first and
simplest sequential approach. When applying one of the two
other variants on a GMS that is already an MMS, it requires
a polynomial-time search instead of a linear one with GSW.

Algorithm 4: Greedy Sequential Walk (GSW)
I:m — mqp < m;
2: for mg = min{GMS) — maz(GMS) do
foralld € D, do
if ! CHECKFUSION(m, M2, d) then
MMS- insert(m)
mp <—m
break
m < My

W

AN A
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Basically, our GSW algorithm starts from the initial metric
and sequentially constructs a minimal loop-free sequence. At
each step, metric transitions from the last element in this se-
quence to the next possible values in the GMS are checked. As
soon as a cycle is detected, the previous value is added to the
sequence since it is the largest one to which the transition re-
mains loop-free. Then, the procedure is restarted until the target
metric is reached. Note that, practically, the first transition check
of each step can be skipped, as we know that the transition be-
tween two consecutive values in the GMS is always loop-free.

Given a GMS {m,; = m1,ma,...,my, ..., m;}, GSW se-
lects the largest metric m in that sequence, such that increasing
w(a,b) directly from m,; to m does not lead to forwarding
loops. To do so we verify the absence of loop in the merging
of RSPDAGSs; and RSPDAGSs,,, for each destination, by
calling Algorithm 3. Metric m: is selected as the largest possible
metric if a cycle is detected at the subsequent metric (lines 4
and 5). Then, we restart the same procedure with m; = m
(line 6) until a new cycle is detected or m; is reached. The walk
is sequential (line 2). The o values are picked in the GMS
following an increasing order, and each value is checked only
once.

Let us illustrate the operation of Algorithm 4 in Fig. 2 con-
sidering only destinations d and e. The input provided to GSW
is the merged sequence {2, 3, 6,9, 12}. When testing RSPDAG
pairs RSPDAG;, RSPDAG;, for pairs (,5) = (1,2) and
(1, 3), no loop appears. However, for the pair (1,6), a cycle of
length two between ¢ and f occurs for destination d. Thus, GSW
validates the transition (1, 3), the last correct state. It restarts
with transition (3,6) and finally validates (3,9) because the
largest transition (3, 12) implies a loop between f and  for des-
tination d. The final MMS consists then in applying successive
weight updates in {3,9,12}.

Now, let us demonstrate why our GSW algorithm provides
an MMS. Note that a general proof of optimality for the greedy
approach is given in [21]. A core step of the reasoning is based
on the following lemma (whose proof'is given in Appendix-C).

Lemma 4: If a metric transition for a link (a, b) from m to n,
with m < n, is not loop-free, then we have the following.

e A metric transition from m to ¢ for this link, with o0 > n,

is not loop-free.

e A metric transition from & to n for this link, with & < m,

is not loop-free.

From this lemma, we can prove that the sequence obtained
with the GSW algorithm is an MMS.

Theorem 2: Using the GSW algorithm on a GMS containing
all minimal metrics of each elementary cycle for all affected
destinations provides an MMS.

Proof of Theorem 2: Let s = {...,m;,m;y1...} be
the sequence computed with GSW on GMS,.. If there exists
a shorter GMS than s (this sequence may pick any metrics in
[mi,mq]), say 8" = {...,mj,mj_ ...}, then at some step, s’
differs from s. If s’ is smaller than s, there necessarily exists
m; € s and my, € s’ such that m), < m; andm)_; > mjq1.
Let us note m; > mjy1 the minimal metric of the next ele-
mentary cycle for any destination in D, (by next, we mean
the first one after 7 ;11 that GSW has not proven loop-free on
GMS,.). If mj, 11 =, it implies, from Lemma 4, that the
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transition from 7 to 1y is also loop-free. Then, by definition
of our GSW algorithm, we have ;41 > 7y (which is con-
tradictory with previous statements). Eventually, picking any
metric 1y, €]m;41, 7 cannot result in a shorter sequence
since the metric ), cannot avoid any additional elementary
cycle. It just enlarges the distance between the two subsequent
metrics. ]

Several MMS solutions may exist. Depending on metrics
given in the initial GMS and the algorithm itself, several
MMSs of the same length may exist. Finally, the worst-case
time complexity of the overall procedure is polynomial, in
O(|N|? x | E|) for each MMS computation. It may appear high,
but, as shown in Section IV, typical computing times are very
limited in practice: The amount of input metrics in the GMS
generally verifies |GM S| < |N|? on real use-case networking
graphs. Moreover, we are currently investigating algorithmic
improvements that would significantly reduce this worst-case
complexity.

IV. EVALUATION

This section aims at evaluating the typical MMS length and
the time required to compute them on real IP networks. First, we
present the topologies we used to evaluate the applicability of
our algorithms. We then present the results of our evaluation, ob-
serving the reasonable length of the MMS (Section IV-B.1), as
well as the efficiency of our optimizations on computing times
(Sections 1V-B.2 and IV-B.3). Instead of studying worst-case
time complexity and theoretical maximum MMS length, we
rather focus on typical order of magnitude of such quantity on
real ISPs. Note that the memory consumption of our approach
is only a few megabytes even for large networks, and we do not
evaluate it in details in the following.

A. Environment Setup

Table II summarizes the main characteristics of our evalua-
tion topologies. | V| and | E| respectively represent the number
of nodes and edges in the graph. g stands for the diameter, d,,
is the maximum degree, and w gives the minimum, maximum,
and cardinality values of the set of weights. In particular, we pro-
vide information about the range and number of IGP weights in
each network. Networks 1 and 2 of Table II are two well-known
small ISPs whose graphs and link weights are freely available
(see respectively [25] and [22]). Networks 3-8 of Table II are
Rocketfuel inferred topologies obtained with traceroute cam-
paigns [26]. This set of IP graphs comes with inferred IGP
weights. Networks 9—14 are real ISPs that we anonymized for
confidentiality reasons (number of nodes and edges are also
rounded).

Our algorithms are implemented in C for performance pur-
poses and are freely available.! Particular attention has been
given to the performances of our algorithms since the low time
complexity of our methods (in real use cases rather than on
generic graphs) is one of the main results presented in this paper.
Computation times given in Section IV-B have been obtained on
commodity hardware with a CPU clock rate of 2.53 GHz.

Thttps://sourceforge.net/projects/metric-inct/
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TABLE II
MAIN GRAPH PROPERTIES OF OUR SET OF EVALUATION NETWORKS

[ IDNetwork [ [N[ [ [E[ [ & [ dm | w |
1 Abilene 11 28 5 3 233,2095] (14)
2 Geant 22 72 4 6 1,20050] (18)
3 Exodus 79 294 10 | 12 1,22 17
4 Ebone 87 322 11 11 1,16 (14)
5 Telstra 108 306 8 18 1,7] 6)
6  AboveNet 141 748 8 20 1,20 (14)
7 Tiscali 161 656 0 29 1,22 (20)
8  Sprint 315 1944 0| 45 1,16 (15)
9 ISP1 25 55 6 6 1,11] )
10 ISP 2 55 195 5 20 10, 50000] ()
11 ISP 3 110 340 11 8 1,9999 (32)
12 ISP 4 140 410 13 9 1, 9999 (32)
13 ISP 5 210 785 13 14 1,66666] (55)
14 ISP 6 1170 | 7240 | 12 | 56 1,100010] (105)

TABLE III
MMS LENGTH DISTRIBUTIONS
D MMS length distribution (%) Max.
[MMS[=0 [ <1 [ <2 | <5 [ <10 | [MMS|
1 32.14 75.00 100 100 100 2
2 54.17 87.50 | 95.83 100 100 5
3 52.38 85.71 | 93.20 | 96.60 100 9
4 53.42 87.27 | 95.34 100 100 5
5 76.47 98.04 100 100 100 2
6 65.78 97.99 | 99.47 100 100 5
7 57.01 89.18 [ 95.27 | 99.70 100 6
8 84.10 97.48 | 98.97 | 99.95 100 6
9 58.93 66.07 | 87.50 100 100 4
10 70.10 81.44 | 95.36 100 100 3
11 60.59 77.65 | 85.59 | 95.88 | 99.71 11
12 66.59 81.22 | 87.80 | 96.59 | 99.76 11
13 50.32 79.31 | 85.95 | 92.72 | 97.57 39
14 87.79 95.81 | 97.07 | 98.12 | 98.99 61
B. Results

Tables III and IV respectively give an overview of MMS
length and computing time observed on our set of evaluation
networks. As in previous sections, we focus here on the case
of a link removal that produces the largest sequences and re-
quires worst computing times. Note that when removing a link
(both directions of an edge), one has to compute and apply two
MMSs, one for each direction. However, the two MMSs are in-
dependent and can be applied in any order.

1) Minimal Metric Sequence Length: Interestingly, the size
of global sequences remains small in most of the studied cases.
For all networks except Abilene, we observe that for more than
half of the links, no intermediate metric is needed, as the size
of the MMS is equal to 0. More specifically, between 12% (for
ISP6) and 68% (for Abilene) of links require at least one inter-
mediate metric to avoid transient forwarding loops during the
convergence. We notice that for more than 90% of the cases, less
than five intermediate metrics (before injecting the target one)
are needed to ensure a loop-free convergence in case of a link re-
moval. If one considers that increasing the convergence period
by a factor of three is an upper bound (MMS length should be
lower than 2), we observe that in at least 85% of link shutdowns
for all networks, we verify such a requirement. In Table 111, we
can also notice that some graphs are less favorable than others.

TABLE IV
MMS COMPUTING TIME DISTRIBUTIONS (ms)

D Link (percentile) Router? (percentile)
507 | 80" | 100%" 507 | 80P | 100t
1 0.03 0.05 0.08 0.08 0.10 0.13
2 | 0.05 0.09 0.23 0.18 0.21 0.28
3 1.02 1.85 6.21 3.98 5.33 8.95
4 1 0.52 2.94 5.89 4.46 6.02 8.87
51 0.67 4.53 6.16 4.65 5.79 8.34
6 | 0.78 5.80 12.89 14.40 17.77 32.67
7 1.51 10.55 22.14 16.24 22.51 39.63
8 | 6.19 34.60 176.68 | 104.60 | 124.26 | 518.01
9 | 0.15 0.32 0.35 0.33 0.38 0.47
10 | 0.09 1.07 1.79 1.22 1.74 2.03
11 1.15 4,94 6.03 6.06 7.51 11.02
12 1.79 8.87 10.16 9.59 11.79 18.04
13 | 3.49 19.34 98.88 30.16 39.38 101.64
14 | 278 | 993.53 34s 24s 3.1s 53 s

For example, in ISP3 and ISP5, almost 15% of the links re-
quire longer sequences while for ISP2 and ISP6 this proportion
is lower than 5%.

For all networks, the MMS length distribution follows a
power law such that the number of links requiring very large
MMS is very limited. For the worst-case topology (ISP5) in
terms of sequence length distribution, less than 3% of the
links require sequences containing more than 10 intermediate
metrics. In practice, except for ISP5 and ISP6 (with a max-
imum sequence size of 39 and 60), the maximum sequence
size is around 10 metrics, and such sequences only concern a
very small number of links. Those large sequences arise for
several reasons: The dimension of the considered graph is a
first factor as well as the number of distinct IGP weights. For
instance, for a link that is used to reach many destinations and
such that DMS are disjoint in terms of metrics (there are few
intersections between metrics intervals), GSW will have little
effect if there exists a cycle related to each metric interval.
For a given destination d, the quantity of elementary cycles in
the merging of RSPDAG(d) and RSP DAG’(d) impacts the
number of necessary metrics: For example, if all nodes need
to go backward on a ring network to avoid a failed link, it will
produce a number of cycles of length 2 proportional to the size
of the ring.

Although most of our sequences have a very reasonable size,
it could be interesting to devise smart ways to cut too long se-
quences. This is out of the scope of this paper and is left for
further work.

2) MMS Computing Time: We focus here on the time
required to compute minimal sequences—our goal being to
emphasize the feasibility of computing such sequences on
common router architectures. We will show that computing
MMS is not expensive, even for large graphs and in non-
favorable cases. Since computing times obtained with our
implementation are very low (and especially for small net-
works), instead of providing average values, Table IV gives
computing time percentiles including worst-case results.

We can notice that for all topologies, except ISP6, the max-
imum computation time for shutting down a directed link is
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below 200 ms, and about 500 ms for a router.2 ISP6 being by far
the largest network, we observe a worst case of 2.5 s for an edge
and 5.3 s for all outgoing interfaces of a router. It seems that, on
real IP networks, worst-case links are not concentrated on large
degree routers. A core router having a large number of links
generally benefits from numerous local rerouting options (such
links “protect” each other among the set of destinations and thus
do not require large MMSs and large computation times). These
results raise the opportunity of letting routers compute metric
sequence on their own. It can be performed either on the fly
upon maintenance (for a given link) or as a low-priority back-
ground process (for all outgoing links of a given router).
Generally speaking, we observe that the overall minimization
process does not cost too much: Reducing the merged sequence
before minimization (Algorithm 2) and avoiding useless tests
and RSPDAG computation (Algorithm 3) allows to limit the
cost of the greedy minimization (GSW, Algorithm 4). The DMS
reduction process comes at almost no cost, while it divides by
at least a factor of three the time required for the minimization
phase. This observation is particularly interesting as it highlights
that, in practice, the only costly phase is the computation of the
A’s (which is not avoidable to discover potential forwarding
loops). Note that computing the metric sequences for all links
requires less than a second for small- and medium-sized net-
works, while it is about 1 h on ISP6. This last result might look
huge, however dealing with total computation time is only rele-
vant in the case of a server performing an exhaustive analysis of
a topology. In such case, computation can be easily parallelized
across multiple cores, thus significantly reducing this duration.
3) More Detailed Analysis of the Worst Computing Time
Case: To better understand the impact of our implementation
improvements on MMS computation, we plot in Fig. 3 results
specific to ISP6, our largest case-study. This is the only network
with both large MMS and computing times. In practice, most
link-state IP networks are smaller than this one and provide
more favorable results. ISP6 is one of the largest ISPs today.
First, in Fig. 3(a) we plot the computing times as a function
of the number of affected destinations. Before interpreting such
a plot, note that for more than half of the links, the number of
affected destinations is equal to 1, while it tends to be uniform

2These columns provide the time distribution required for a router to compute
independent MMS for each of its outgoing links. They illustrate the time that a
router would spend at the computation of the metric sequences of its own links

g. 3. Deeper analysis of ISP6: computing times, where the savings are. (a) Global improvements. (b) Individual improvements. (c) Length reduction.

for larger numbers of affected destinations. On Fig. 3(a), we can
start by noticing that the MMS computing time linearly depends
on D, while the size of the initial sequence has a limited impact.
Green dots correspond to our approach, while blue ones show
computing times without our improvements. We observe that
the time saving is particularly relevant for links used to reach
many destinations (the scale is logarithmic). For some links, the
computing time is divided by a factor of 50. Central links that
are used to reach a large part of the network are more likely to
be “expensive.” When minimizing a sequence, for each metric,
it is necessary to verify the absence of loops for all affected des-
tinations. This is the key factor in the overall computation time.
Thus, removing a metric and, most of all, focusing only on des-
tinations in D,. allow to avoid costly tests and hence drastically
reduce computation time. Note that, on average, D, is signifi-
cantly lower than D. This explains a large part of the gain ob-
tained by Algorithm 2.

To better understand the benefits of our optimizations, we plot
in Fig. 3(b) the computing time obtained with either Algorithm 2
or 3. First, we can notice that Algorithm 2 provides the largest
gain for costly links. Moreover, it is interesting to observe that
when an improvement fails to strongly reduce the computing
time, the other succeeds to limit it. Indeed, when Algorithm 2
is not able to reduce the GMS, it is even more useful to use
Algorithm 3. Our two improvements are dependent: The more
metrics we test, the more Algorithm 3 is relevant and recipro-
cally. We also observe that the behavior of Algorithm 3 is more
linear than the one of Algorithm 2. Indeed, while the efficiency
of Algorithm 2 strongly depends on underlying network pat-
terns (the redundancy of each specific part of the network), the
efficiency of Algorithm 3 is almost systematic: Avoiding use-
less tests and, in any cases, incrementally computing RSPDAG
strongly improve the efficiency of our approach.

Finally, Fig. 3(c) gives details about the GMS reduction and
minimization. We plot the cumulative distribution function of
the two stages of the sequences reduction (Algorithms 2 and 4).
The gain in sequence reduction is plotted relatively to the re-
spective previous stage. First, this figure shows that our pruning
phase strongly reduces GMS lengths. In more than 60% of the
cases, GMSs become empty (the large purple bar on the right).
Algorithm 2, by removing a large number of useless metrics,
allows to set D, to 0 for more than half of the links. For ap-
proximately 30% of the links (ignoring the ones resulting in
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empty sequences), Algorithm 2 reduces the initial GMS by a
factor larger than 2. Moreover, even after having removed 60%
of the initial GMS, among the remaining G M S,., we can notice
that a significant subset of them (= 10%) is already equal to an
MMS (the small red bar on the left). It comes that the remainder
of GM S, is still reduced by a maximum factor of 2 except for
three links. This reduction mostly concerns very short GM S,
(generally for |GM S,.| = 2). These are sequences that do not
require a long computing time anyway. Longer MMSs with
many affected destinations take advantage of a large number
of metrics being pruned from DMSs with Algorithm 2. Since
Algorithm 3 performs a cycle detection for each destination and
intermediate metric in the GMS, the more destinations are af-
fected, the greater the savings are for each metric pruned from
a DMS. Such a reduction thus generally results in a significant
time saving for worst-case links.

From our experiments performed on real and inferred net-
work use cases, we can conclude that our minimization ap-
proach generally produces sequences of limited size in a reason-
able time. These results encourage us to consider the use of these
techniques on production routers. Also, since most sequences
only require two additional metrics, the convergence time is
only increased to the same extent. The benefits of avoiding tran-
sient loops seems sufficient to balance such a little disadvantage
in case of planned operations.

V. CONCLUSION

The distributed nature of link-state routing protocols implies
that transient forwarding loops can occur after each topological
change. This is a problem in networks that support mission-crit-
ical applications with stringent SLAs. This paper demonstrates
that by splitting any link weight change in a series of metrics in-
crements/decrements, it is possible to avoid all these forwarding
loops without any change to the routing protocols.

The two key concerns for the applicability of our proposed
techniques are the number of metrics increments/decrements
that are required for a topological change and the time to com-
pute them. Our simulations on various ISP topologies show that
the metric sequences remain small. For most link shutdown sce-
narios, the sequences are short. Across all topologies, 85% of
the links can be shut down with less than three metric changes.
Concerning the computation time for the metrics sequence, pre-
vious work showed that this computation could be included in
network management or traffic engineering tools [20]. Thanks
to the improvements proposed in this paper, it is now possible to
compute the metrics sequence directly on the routers. Our eval-
uations shows that in most networks, the metric sequence for
a link shutdown can be computed in a few tens or hundreds of
milliseconds on commodity hardware. Only a few cases in one
of the largest ISP network require a few seconds of computation
time.

APPENDIX A

A. Proofs From Section 11

Proof of Property 1: On the one hand, if node x is not
updated and continues to use its old neighbor y, we have by

definition C(z) = C(y)+w(z, y). On the other hand, if node
does not use y anymore once updated we have C' () < C'(y)+

w(,y).
Thus, A(z) = C'(z) — C(z) = C'(z) — (Cly) +w(z,y)) <
C'ly) + wlz,y) - Cly) — wlx,y) = Aly). u

Proof of Property 2: When node x updates its path to-
ward d and decides to go through a new neighbor %, we have
by definition C'(z) = w(x, y) + C’(y). We also have C(z) <
C(y)+w(x, y): 2 was not using y as a next hop toward d before
the update.

Thus, A(x) = C'(z) — C(z) = w(z,y) + C'(y) — C(z) >
C'(y) — (C(y) + wlz,y) + w(z,y) = Ay). u

Proof of Property 3: When node x updates its path toward
d and still uses its old neighbor y toward d, we have by definition
C'(z) = w(z,y) + C'(y). We also have C(z) = C(y) +
w(x, y): x was using y as a next hop toward d before the update.

Thus, A(x) = C'(z) — C(z) = w(z,y) + C'(y) — Cx) =
C'(y) = (Cly) + wlz.y)) + w(z.y) = A(y).

B. Proofs From Section III-A

Proof of Lemma 1: Let us consider an elementary cycle
¢ = {ni,n2,...,n4,...,n, = ny} in the graph resulting
from the merging of the initial and target RSPDAGs toward a
destination d.

Given a node n; and its direct predecessor n;_1 in ¢, we know
from Properties 1-3 (in Section I1-D) that if the edge (n;_1, ;)
does not belong to RSPDAG(d), then A(n;_1) < A(n;) so
that A(n;) cannot be the minimal metric of ¢. Consequently,
our algorithm focuses on edges that are used after the target
metric change. Moreover, if A(n;_1) = A(n;), we do not need
to add A(n;) either. Indeed, A(n;) is the minimal A value of
¢ if and only if A(n;_1) is. Eventually, we only add a metric
A(n;) to the sequence if its value is strictly lower than A(n; _1).
Since there exists at least one edge in ¢ that does not belong
to RSPDAG,(d) (otherwise ¢ cannot be a cycle), we know
that there exists at least one node n; in ¢ such that A(n;) <

A(ni,l). |
Proofof Lemma 2: Letusreconsider the elementary cycle ¢
used in the previous proof and denote as ¢ = (n;,n;;1) an

edge in ¢ that becomes unused as the link metric increases. As
soon as such an edge ¢ becomes unused, ¢ no longer exists.
Therefore, using any metric of a node in ¢ except the largest one
is sufficient to avoid the potential transient loop corresponding
to ¢. In particular, using the metric miny,c.(A(n)) is the first
possible increment that allows to avoid ¢. From the proof of
Lemma 1, we know that the associated edge e € c that turns
first unused then verifies A(n;) = ming,e.(A(n)).

Increasing the weight of link (a,b) by A(n;) removes at
least the edge e from the forwarding plane. Thus, ¢ neither
appears in the metric transition from A(n;) + m; to m; nor
in the metric transition from m; to m; + A(n;). The loop
corresponding to ¢ appears if and only if a metric greater or
equal to maxy,ec(A(n)) is injected while all other metrics in
¢ are skipped. Consequently, generalizing the same reasoning
for all elementary cycles, we know that considering only the
minimal metric of each elementary cycle results in a loop-free
convergence. ]



This article has been accepted for inclusion in a future issue of thisjournal. Content is final as presented, with the exception of pagination.

C. Proofs From Section IlI-B

Proof of Lemma 3: Given a DMS for link («, b) and a desti-
nationd, {my, ..., m;, mi, my, ..., m:}. Weneed to prove that
adding metrics in that sequence also gives a loop-free metric se-
quence for destination d.

Let us consider the extended sequence
{miy...omj, me, mp,my, .. ome}, wWith mg €]mg, my[. As
mn; and 1y, are consecutive metrics in the initial MKMS, we
know that RSPDAG,;(d)|JRSPDAG,(d) does not contain
cycles. We also know that RSPDAG;(d) | JRSPDAG,(d) C
RSPDAG,;(d)|JRSPDAG(d). Since k is greater than
s, then all paths in RSPDAG(d) not via (a,b) are also in
RSPDAG(d). Since j is lower than s and k, paths that
are not anymore in RSPDAG(d) (but the ones still going
through (a,b) in RSPDAG.(d)) are in RSPDAG;(d).
This implies that RSPDAG;(d)|JRSPDAG,(d) does not
contain any cycle either.

The same reasoning can be used to show that the merging of
RSPDAG(d) and RSPDAG(d) is cycle-free, so that the
metric sequence that adds s is still loop-free for destination d.
Thus, inserting an arbitrary number of metrics within a loop-
free metric sequence for a given destination preserves the loop-
freeness property. u

Proof of Lemma 4: If the transition from metric m to
7 is not loop-free for destination d, then there is a cycle
in the merging of RSPDAG,(d) and RSPDAG,(d).
The first proposition is true if there exists a cycle in
RSPDAG,,(d)| JRSPDAG,(d). When setting the weight
of the link (a, b) from m to n, some nodes may not use (a, b)
toward d anymore, which leads to the possibility of a loop.
Let us denote this subset of nodes by N. If w(a,b) is set to a
step o > n, instead of being set to step 7, each node in A still
uses the same set of paths as in the step n. Thus, paths from
each node in A included in RSP D AG,,(d) are the same paths
as in RSPDAG,(d). When merging RSPDAG,(d) with
RSPDAG,,(d), we obtain at least the same cycles as when
merging RSPDAG,,(d) with RSPDAG,,(d). Hence, a loop
also occurs in the transition m — o.

The same reasoning can be applied to prove the second propo-
sition. Then, obviously, we also know that the transition & — o
is not loop-free either. [ |
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