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Abstract

This draft describes operational procedures ained at reducing the
anmount of traffic |lost during planned naintenances of routers or
I'i nks, involving the shutdown of BGP peering sessions.

Status of this Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on June 10, 2012
Copyright Notice

Copyright (c) 2011 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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to this docunment. Code Conponents extracted fromthis docunment nust
include Sinplified BSD License text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

This docunment may contain material from | ETF Docunents or | ETF
Contri butions published or made publicly avail abl e before Novenber
10, 2008. The person(s) controlling the copyright in some of this
material may not have granted the I ETF Trust the right to allow

nodi fications of such material outside the | ETF Standards Process.
Wt hout obtaining an adequate |icense fromthe person(s) controlling
the copyright in such materials, this document may not be nodified
outside the | ETF Standards Process, and derivative works of it may
not be created outside the | ETF Standards Process, except to format
it for publication as an RFC or to translate it into | anguages other
than Engli sh.

Pierre Francois, et al. Expi res June 10, 2012 [ Page 2]



Internet-Draft G aceful BGP sessi on shutdown Decenber 2011

Tabl e of Contents

PwONE

7.
8.
9

10. . .
Appendi x A Alternatlve techm ques W|th I|mted appl i cabl I|ty .
A.l. Milti Exit D scrimnator tweaking Co

A.2. |1GP distance Poisoning .

I ntroduction .

Ter m nol ogy .
Packet | oss upon manual eBGP sessi on shut down
Practices to avoid packet |osses .

.1. Inproving availability of alternate paths.

2. Make before break convergence: g-shut

4.2.1. eBGP g-shut

4.2.2. iBGP g-shut

4.2.3. Router g-shut . . . .
Forwar di ng nodes and transi ent forwardl ng Ioops dur| ng
conver gence o

Li nk Up cases

.1.  Unreachabil | t&/ I ocal io. t .he. ASBi?
.2. i BGP convergence .

| ANA assi gned g-shut BGP comrunl ty .
Security Considerations

Acknowl edgrent s

Ref er ences .

Aut hors’ Addresses .

N~N~N~Nooogouob~sh

PRRRRRER
NRPRROOOW®OmWOwm

Pierre Francois, et al. Expi res June 10, 2012 [ Page 3]



Internet-Draft G aceful BGP sessi on shutdown Decenber 2011

1.

I nt roducti on

Routi ng changes in BGP can be caused by pl anned, nai ntenance
operations. This docunent discusses operational procedures to be
applied in order to reduce or elininate | osses of packets during the
mai nt enance. These | osses conme fromthe transient |ack of
reachability during the BGP convergence follow ng the shutdown of an
eBGP peering session between two Aut ononmous System Border Routers

( ASBR) .

Thi s docunent presents procedures for the cases where the forwarding
pl ane is inpacted by the maintenance, hence when the use of G aceful
Restart does not apply.

The procedures described in this docunent can be applied to reduce or
avoi d packet loss for outbound and inbound traffic flows initially
forwarded along the peering link to be shut down. These procedures
trigger, in both involved ASes, rerouting to the alternate path,
while allowing routers to keep using old paths until alternate ones
are learned, installed in the RIB and in the FIB. This ensures that
routers always have a valid route avail able during the convergence
process.

The goal of the docunent is to neet the requirenents described in
[ REQS] at best, without changing the BGP protocol

Still, it explains why reserving a community val ue for the purpose of
BGP session graceful shutdown woul d reduce the nanagenent over head
bound with the solution. It would also allow vendors to provide an

automatic graceful shutdown nmechani smthat does not require any
router reconfiguration at maintenance tine.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

Ter m nol ogy

g-shut initiator: a router on which the session shutdown is perforned
for the nmintenance.

g-shut neighbor: a router that peers with the g-shut initiator via
(one of) the session(s) to be shut down.

Initiator AS: the Autononobus System of the g-shut initiator

Nei ghbor AS: the Autononous System of the g-shut nei ghbor
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3.

4.

Loss of Connectivity (LoC. the state when a router has no path
towards an affected prefix.

Packet | oss upon manual eBGP sessi on shut down
Packets can be | ost during a manual shutdown of an eBGP session for
two reasons.
First, routers involved in the convergence process can transiently
| ack of paths towards an affected prefix, and drop traffic destined
to this prefix. This is because alternate paths can be hi dden by
nodes of an AS. This happens when the paths are not sel ected as best
by the ASBR that receive themon an eBGP session, or by Route

Refl ectors that do not propagate themfurther in the i BGP topol ogy
because they do not select them as best.
Second, within the AS, the FIB of routers can be transiently
i nconsi stent during the BGP convergence and packets towards affected
prefixes can | oop and be dropped. Note that these | oops only happen
when ASBR-to- ASBR encapsul ation is not used within the AS
This docunent only addresses the first reason

Practices to avoid packet |osses
Thi s section describes nmeans for an ISP to reduce the transient |oss
of packets upon a manual shutdown of a BGP session
1. Inproving availability of alternate paths

Al'l solutions that increase the availability of alternate BGP paths
at routers perform ng packet |ookups in BGP tables such as

[ Best External] and [AddPath] help in reducing the LoC bound with
manual shut down of eBGP sessions.

One of such solutions increasing diversity in such a way that, at any
singl e step of the convergence process follow ng the eBGP session
shutdown, a BGP router does not receive a nmessage wi thdraw ng the
only path it currently knows for a given NLRI, allows for a
simplified g-shut procedure.

Note that the LoC for the inbound traffic of the maintained router,

i nduced by a | ack of alternate path propagation within the i BGP

topol ogy of a neighboring AS is not under the control of the operator
perform ng the nai ntenance. The part of the procedure ained at

avoi ding LoC for incoming paths can thus be applied even if no LoC
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are expected for the outgoing paths.
4.2. Make before break convergence: g-shut

This section describes configurations and actions to be perforned to
performa graceful shutdown procedure for eBGP peering |inks.

The goal of this procedure is to let the paths being shutdown
visible, but with a |ower |local preference, while alternate paths
spread through the i BGP topol ogy. Instead of w thdrawi ng the path,
routers of an AS will keep on using it until they becone aware of
al ternate paths.

4.2.1. eBGP g-shut
4.2.1.1. Pre-configuration

On each ASBR supporting the g-shut procedure, an outbound BGP route

policy is applied on all iBGP sessions of the ASBR that:

0 mat ches the g-shut community

0 sets the | ocal -pref of the paths tagged with the g-shut
community to a | ow val ue

0 renoves the g-shut community fromthe paths.
0 optionally, adds an AS specific g-shut community on these paths
to indicate that these are to be withdrawn soon. |If sone

i ngress ASBRs reset the local preference attribute, this AS
specific g-shut community will be used to override other |oca
pr ef erence changes.

Note that in the case where an AS is aggregating nultiple routes
under a covering prefix, it is reconmended to filter out the g-shut
community fromthe resulting aggregate BGP route. By doing so, the
setting of the g-shut comunity on one of the aggregated routes wll
not let the entire aggregate inherit the comunity. Not doing so
would I et the entire aggregate undergo the g-shut behavior.

4.2.1.2. Operations at maintenance tine

On the g-shut initiator, upon nmaintenance time, it is required to:

o apply an outbound BGP route policy on the maintai ned eBGP session
to tag the paths propagated over the session with the g-shut
community. This will trigger the BGP inplenentation to re-
advertise all active routes previously advertised, and tag them
with the g-shut comunity.

o apply an inbound BGP route policy on the maintained eBGP session
to tag the paths received over the session with the g-shut
communi ty.

Pierre Francois, et al. Expi res June 10, 2012 [ Page 6]



Internet-Draft G aceful BGP sessi on shutdown Decenber 2011

o0 wait for convergence to happen
o performa BGP session shutdown.

4.2.1.3. BGP inplenentation support for G Shut

A BGP router inplenmentation MAY provide features ainmed at automating
the application of the graceful shutdown procedures described above.

Upon a session shutdown specified as graceful by the operator, a BGP
i mpl ement ati on supporting a g-shut feature SHOULD:

1. Update all the paths propagated over the correspondi ng eBGP
session, tagging the GSHUT comunity to them Any subsequent
update sent to the session being gracefully shut down woul d be
tagged with the GSHUT conmunity.

2. Lower the | ocal preference value of the paths received over the
eBGP session being shut down, upon their propagation over iBGP
sessions. Optionally, also tag these paths with an AS specific
g-shut comunity. Note that alternatively, the |local preference
of the paths received over the eBGP session can be | owered on
the g-shut initiator itself, instead of only when propagating
over its i BGP sessions.

3. Optionally shut down the session after a configured tine.

4, Prevent the GSHUT comunity from being inherited by a path that
woul d aggregate some paths tagged with the GSHUT community.
Thi s behavi or avoi ds the GSHUT procedure to be applied to the
aggregat e upon the graceful shutdown of one of its covered
prefi xes.

A BGP i npl enentati on supporting a g-shut feature SHOULD al so
automatically install the BGP policies that are supposed to be
configured, as decribed in Section 4.2.1.1 for sessions over which
g-shut is to be supported.

4.2.2. iBGP g-shut

If the i BGP topology is viable after the maintenance of the session
i.e, if all BGP speakers of the AS have an i BGP signaling path for
all prefixes advertised on this g-shut i BGP session, then the
shutdown of an i BGP session does not lead to transient
unreachability.

4.2.3. Router g-shut
In the case of a shutdown of a router, a reconfiguration of the
out bound BGP route policies of the g-shut initiator MAY be perforned

to set a low local-pref value for the paths originated by the g-shut
initiator (e.g, BGP aggregates redistributed from other protocols,
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i ncluding static routes).

This behavior is equivalent to the recormended behavi or for paths
"redi stributed” from eBGP sessions to i BGP sessions in the case of
t he shutdown of an ASBR

5. Forwardi ng nodes and transient forwardi ng | oops during convergence

The g-shut procedure or the solutions inproving the availability of
alternate paths, do not change the fact that BGP convergence and the
subsequent FIB updates are runned i ndependently on each router of the
ASes. |If the AS applying the solution does not rely on encapsul ation
to forward packets fromthe Ingress Border Router to the Egress
Border Router, then transient forwarding |oops and consequent packet

| osses can occur during the convergence process. |If zero LoCis
required, encapsulation is required between ASBRs of the AS.

6. Link Up cases

We identify two potential causes for transient packet |osses upon an
eBGP link up event. The first one is local to the g-no-shut
initiator, the second one is due to the BGP convergence follow ng the
i njection of new best paths within the i BGP t opol ogy.

6.1. Unreachability local to the ASBR

An ASBR that selects as best a path received over a newy brought up
eBGP session may transiently drop traffic. This can typically happen
when the nexthop attribute differs fromthe IP address of the eBGP
peer, and the receiving ASBR has not yet resolved the MAC address
associated with the I P address of that "third party" nexthop.

A BGP speaker inplenentation could avoid such | osses by ensuring that
"third party" nexthops are resolved before installing paths using
these in the RIB.

If the link up event corresponds to an eBGP session that is being
manual | y brought up, over an already up nulti-access link, then the
operator can ping third party nexthops that are expected to be used
before actually bringing the session up, or ping directed broadcast
the subnet | P address of the link. By proceeding like this, the MAC
addresses associated with these third party nexthops will be resol ved
by the g-no-shut initiator
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6.2. iBGP convergence
Corner cases leading to LoC can occur during an eBGP link up event.

A typical exanple for such transient unreachability for a given
prefix is the follow ng:

Let’s consider 3 route reflectors RRL, RR2, RR3. There is a ful
mesh of i BGP session between them

1. RRl is initially advertising the current best path to the
menbers of its i BGP RR full-nmesh. It propagated that path
within its RR full-nesh. RR2 knows only that path towards the
prefi x.

2. RR3 receives a new best path orginated by the "g-no-shut”
initiator, being one of its RRclients. RR3 selects it as best,
and propagates an UPDATE within its RR full-nesh, i.e., to RRL
and RR2.

3. RRl receives that path, reruns its decision process, and

pi cks this new path as best. As a result, RRL withdraws its
previ ously announced best-path on the i BGP sessions of its RR
full-nmesh.

4, If, for any reason, RR3 processes the wi thdraw generated in
step 3, before processing the update generated in step 2, RR3
transiently suffers fromunreachability for the affected prefix.

The use of [BestExternal] anmpbng the RR of the i BGP full-mesh can

sol ve these corner cases by ensuring that within an AS, the
advertisement of a newroute is not translated into the withdraw of a
former route.

I ndeed, "best-external" ensures that an ASBR does not w thdraw a
previously advertised (eBGP) path when it receives an additional
preferred path over an i BGP session. Al so, "best-intra-cluster"”
ensures that a RR does not withdraw a previously advertised (i BGP)
path to its non clients (e.g. other RRs in a nmesh of RR) when it
receives a new, preferred path over an i BGP session.

7. | ANA assigned g-shut BGP conmunity
Applying the g-shut procedure is rendered nuch easier with the use of
a single g-shut community val ue which could be used on all eBGP
sessions, for both inbound and out bound signaling. The comunity

val ue OxFFFFO000 has been assigned by I ANA for this purpose.

For Internet routes, a non transitive extended comunity will be
reserved fromthe pool defined in [EXT_POOL]. Using such a conmunity
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10.

type allows for not |eaking graceful signaling out of the AS
boundaries, without the need to explicitly configure filters to strip
the conmmunity off upon path propagation

Security Considerations

By providing the g-shut service to a neighboring AS, an | SP provides
means to this neighbor to | ower the local-pref value assigned to the
pat hs received fromthis nei ghbor

The nei ghbor coul d abuse the technique and do inbound traffic
engi neering by declaring sonme prefixes as undergoi ng a mai ntenance so
as to switch traffic to another peering |ink.

If this behavior is not tolerated by the ISP, it SHOULD nonitor the
use of the g-shut community by this neighbor

ASes using the regular (transitive) g-shut conmunity SHOULD renove
the conmunity from nei ghboring ASes that do not support the g-shut
procedure. Doing so prevents malignant renmote ASes from using the
community through internedi ate ASes that do not support the feature,
in order to performinbound traffic engineering. ASes using the non-
transitive extended community do not need to do this as the comunity
is non transitive and hence cannot be used by renote ASes.
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Appendi x A. Alternative techniques with linited applicability

A few alternative techni ques have been considered to provide g-shut
capabilities but have been rejected due to their linted
applicability. This section describe themfor possible reference.

A1, Milti Exit Discrininator tweaking

The MED attribute of the paths to be avoided can be increased so as
to force the routers in the neighboring AS to sel ect other paths.

The solution only works if the alternate paths are as good as the
initial ones with respect to the Local -Pref value and the AS Path
Length value. In the other cases, increasing the MED value will not
have an inpact on the decision process of the routers in the

nei ghbori ng AS.

A. 2. | GP distance Poi soning

The di stance to the BGP next hop corresponding to the maintained
session can be increased in the IGP so that the old paths will be

| ess preferred during the application of the | GP distance tie-break
rule. However, this solution only works for the paths whose
alternates are as good as the old paths with respect to their Local -
Pref value, their AS Path | ength, and their MED val ue.

Al so, this poisoning cannot be applied when nexthop self is used as

there is no nexthop specific to the nmintained session to poison in
the | GP.
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