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Abstract

This thesis proposes a game theoretic analysis of interdomain routing. IndHieltww-
ing chapters we try to capture some of the intricacies of the current Inteuténg protocol,
the Border Gateway ProtocdBGP).

The first chapter of the thesis paper presents a survey of recesmeat/in the appli-
cation of game theory to model the behaviour of interdomain routing. In thedelmdhe
participants of the interdomain routing game are represented as strategis sgeking to
improve their benefits through the manipulation of the interdomain routing proBieB.
The main results achieved over the last few years in this field include modelalizarhe
stability of the interdomain routing and the design of mechanisms that guara@Gfeedthe
incentive-compatible with or without monetary transfers.

However, over the last years, the research community has been deapbrieed about
the scalability issues that the Internet routing is facing. As the Internail@adly grows,
so do the network resources needed in order to sustain its worldwidelaligilain the
second chapter of this thesis we consider a commons model in which the Globthg
Table (GRT) is a public resource. We use this model to study the economittiireethe
ASes have for deaggregating their assigned address blocks. Watevtda efficiency of
the global routing system, the properties of the game equilibria and we examiakitsn
to the social welfare point of the considered game setup. We find that #tegstradopted
by the ASes in the interdomain is not an overall optimum strategy and it leadsitefiin
cient exploitation of the common resource. Therefore, we prove that®Rie [Gst like any
common natural resource, “remorselessly generates tragedy”, fojddandin’s game the-
oretic analysis on theagedy of the commonginally, we introduce in the model a pricing
mechanism that aims to avoid the tragedy of the Internet routing commons.
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Chapter 1

Advances in Game-Theoretic Models
for Interdomain Routing

1.1 Introduction

The Internetis the interconnection of a large number of independentlggedrdomains
called Autonomous Systems (ASes). ASes are driven by economic fancethey obtain
benefits from routing users’ traffic. The process of establishing sobétween ASes is
calledinterdomain routing This is a distributed task that involves all the ASes and it is
a very complex one, due to the restrictions imposed by the business relgimbshween
ASes. ASes exchange routing information and express their preéseising the Border
Gateway Protocol (BGP).

Game Theonyrovides a collection of analytical and modeling tools that helps under-
standing the interaction between decision-makers. Consequently, it aasetido gain a
deeper understanding of the ASes behaviour. In this paper we pesemnvey of game-
theoretic approaches to analyze interdomain routing.

The first aspect of interdomain routing that has been modeled using gaong thé¢he
stability of the system. BGP allows for the configuration of private prefsgsiand complex
routing policies. Ideally, a BGP system would use ostigble routeso forward traffic, thus
reaching sstable stat®f the network, a state in which ASes would not change their selected
paths [9]. However, it is possible that in some cases the routing policiefferfetit ASes
interact in a dynamic way, creating unwanted route oscillations. A BGP syistsaid to
be safewhen it has a unique stable state and that state is guaranteed to be reathed b
network. Assuring BGP safety is a challenging task and it has been a longlésied
feature of any BGP system [10, 6]. As we describe in the section 1.2, tfeengy can be
used to model the BGP and provide some insight with respect to the safety eyfdtem.

Another area where game theory has made significant contributions isdrédatbe
incentive-compatibility in the interdomain routing. By modeling ASesa®onal agents
whose sole purpose is to increase their benefit even with the cost of Igattmeirother en-
tities in the network, game theory proves that it may be in the self interest of Sas £0
misbehave. Misbehaving in the interdomain takes numerous forms, such@séporting
inconsistent information or denying routes. In section 1.3, we presem¢ ®GP proto-
col and operational changes that remove the incentives for ratiored f&88nisbehave. An
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2 Chapter 1. Advances in Game-Theoretic Models for Interdomain Rating

alternative approach for guaranteeing incentive-compatibility in the inteadorouting is
presented in section 1.4, where payment mechanisms are introduced.

1.2 A Game Theoretic Approach to BGP Safety

The BGP route selection process in a network is a distributed and asyiocisroper-
ation, triggered by advertisements and withdrawals of routes. The state akttvork is
determined by the routes chosen by all the ASes involved in the processay\aat the
BGP systentonvergesvhen it reaches a stable state in which ASes would not change their
routing choices. However, a BGP system may not converge to a stableestndf one ac-
tually does exist for the network [9]. There are then two important feainra BGP system:
solvability (the BGP system has at least one stable stateyafedy(the BGP system has a
stable state and converges to it in all possible scenarios).

Game theory can be used to model BGP and provide a different pexgpesctihe stabil-
ity and safety aspects of the interdomain routing. The game theoretic modaiatomain
routing proposed in [16] defines two games: theESROUND GAME and the @NVER-
GENCE GAME.

The ONE-ROUND GAME is a static game with complete informatfonThe network
is modeled as a connected graph= (N,L), whereN is the set of nodes and is the set
of links. The ASes (the nodes of the graph) represent the players igatine and they
are considered astrategic agentswho try to improve their outcome. The actions that are
available to each player is the selection of a route among the different waitsbée towards
the destination. The payoff functions of the players are the prefesericke different ASes
over the different routes they can use, meaning that the actual payafiplayer is be equal
to the preference of the actual route that it has finally selected. Since NEeROUND
GAME is a static game with complete information, it basically assumes that all ASes are
aware of the preferences (i.e. the routing policies) of every other ASgshat they do not
consider the history of the announcements.

Each of the players has to chossteategythat specifies a feasible action for the player
in every eventuality in which the player might be called upon to act. The comhinattithe
strategies for all the payers in the game fornstdtegy profilé that determines the outcome
of the game (including the payoff for each player). In theESROUND GAME the strategy
of a player is the procedure to chose an outgoing edge from all the degilatmitted ones
for forwarding traffic. In this sense, executing the BGP selection gorsea strategy.

A pure Nash equilibrium in the @E-ROUND GAME corresponds to a “stable state”
[9]. It corresponds to a set of route selection performed by all thesABat maximizes
their route preferences and that modifying their selection would resulttarobg a less
preferred route.

The existence of a pure Nash equilibrium implksedvability of the BGP system and it is
a necessary condition for its safety. However, not all networks hpueeaNash equilibrium.

A particular case of a network setup without a stable state has beenteksefl0] and it
is shown in figure 1.1.a. Itis easy to see that in that particular setting, yooate selection,

A game with complete information means that each player’s payoff funigioommon knowledge among
all the players.



3 Chapter 1. Advances in Game-Theoretic Models for Interdomain Rating

there is at least one AS that will be presented with a more preferred ranedtie one is
currently using, therefore it will be increase its benefit by making a diffeselection.

a. Bad Gadget b. Disagree

Figure 1.1: Examples of BGP system with more than one or no stable states

Unfortunately, identifying if a BGP system has a solution is a harder protiiam ex-
pected.

The results obtained by Griffin et al. [10] imply that determining whether a puxash
equilibrium in the ONE-ROUND GAME exists is NP-hard

This basically means that assuming we have a central entity that has all theipelic
formation for every AS, determining whether the resulting BGP system hiabke state is
NP-hard.

The ONE-ROUND GAME we have presented and analyzed for modeling BGP essentially
gives information about the solvability of a given BGP system but it caproyide a realistic
description of the protocol dynamics. For this reason, theE-@oUND GAME is only used
for benchmarking. In order to capture more of the intricacies of a BGfeisysve analyze a
different more complex game, called th@ @VERGENCEGAME that help us to understand
the safety aspects of a BGP system.

The CONVERGENCE GAME is a dynamic/multiple-round game with imperfecand
incomplete information. The players and the payoff function are defineceiisdme way
as in the case of the E-ROUND GAME. The GONVERGENCE GAME is a incomplete
information game, which means that the payoff function of the ASes is natkity the
other ASes. This implies that the route preferences of each AS (i.e. itsgquuiity) is
private information.

In each round, the players that participate are chosen b$ctheduler The Scheduler
may also delay update messages and/or remove links and nodes from th@phSIg each
round, selected players perform the following set of actions: they dpplyimport policies
to the route information received from neighbours, they select one, mutehey announces
routes to some or all of their neighbours. The action set defined for thevERGENCE
GAME is much wider than the execution of BGP. In particular, the possible actioh&lac
announcing a route that is different from the one that has been se@uladed by the local
AS.

Performing BGP is a strategy in which the players repeat the following actieasl
update messages from neighbors, choose the most preferred nougdfio forwarding and
announce it to all neighbors. The BGP behaviour is modeled bypdiséreply dynamics

2A multiple-round game with imperfect information means that all playersialoknow all the previous
actions taken by all other players in the game
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strategy-profile Best-reply dynamicts defined in the following way: starting with an arbi-
trary strategy profile, in every round of the game some players switch thategies to be
the best reply to the current strategies of the other players. This lpbgEsgamics process
can converge to an equilibrium point, i.e. to a point where the decision olajes is
invariant.

The ONE-ROUND GAME and the @NVERGENCEGAME are related through the best-
reply dynamics in the following way.

If there is an unique Nash equilibrium point in theONE-ROUND GAME, then the
outcome of performing best-reply dynamics in ti@ONVERGENCE GAME is that equi-
librium point[19].

However, there are networks that have more than one stable statesxafuple, the
network in figure 1.1.b has two stable statésd, 21d)and (12d, 2d) Depending on the
order in which theSchedulerassign turns to the different players, the network may end up
in one of the two possible stable states. It is even possible to fBchadulethat assigns
turns in a way that the network permanently oscillates between the two solutions.

Nisan et. al proved in [14] that if there are two or more Nash equilibria in a e,
then best reply dynamics can potentially oscillate

Thus far we have learned that there is unique Nash equilibrium in the-RDUND
GAME, the best reply dynamics of thedBlVERGENCEGAME converge to it and if there is
more than one pure Nash equilibrium point in theEBROUND GAME, the CONVERGENCE
GAME may oscillate. A necessary and sufficient condition that should guarB@Pesafety
has not yet been found. However, in [9] the authors propose aigsufficondition for safety
in the interdomain routing, i.eNo Dispute Wheelwhich has become the broadest condi-
tion known to guarantee that BGP is safe.Ddspute Wheels a structure consisting of a
cyclic dependency between nodes’ routing preferences that charsitnultaneously satis-
fied. They prove that the lack of such a structure in a network is enoughai@antee that
the network has a unique stable state and that BGP converges to this state.

This can be expressed in game theoretic terms as: if No Dispute Wheel halds f
specific network, then best-reply dynamics of tB®NVERGENCE GAME converge to the
unique pure Nash equilibrium of the correspondin@NE-ROUND GAME . This happens
for every asynchronous schedule considered in tB@NVERGENCE GAME.

For the case of dynamic games with incomplete information that are executed in dis
tributed environments (such as interdomain routing), Shneidman et al. hapesed a
different equilibrium concept from the pure Nash equilibrium, namely th@ast Nash
equilibrium[23]. The ex-post Nash equilibrium is a strategy profile froniclwmo node
wished to deviate in the @\VERGENCE GAME, since doing so would result in reduced
payoff, regardless of the private information of all the other nodes:p&st Nash needs
weaker knowledge assumptions than the ones made in the case of the ghredudib-
rium, since it does not requires information on the network structure, ttyensfaprivate
preferences, or the chosen schedule in the game and it only assumi trattonality of
the nodes is common knowledge between the nodes.

Ideally, executing BGP as specified would be the ex-post Nash equilitwfidine CoN-
VERGENCE GAME. That would mean, that it is in the best interest of every AS to comply
with the BGP specifications. However, in the following sections, we showtlisis not
true in the general case and further constraints are needed to aclasieve th
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1.3 Incentives for BGP-compliant behaviour

In this section, we try to answer the question whether it is in the best interése¢ o
ASes to follow the prescribed BGP behaviour or whether they could imgharepayoff by
intentionally deviating from it.

Game theory is the right tool to answer this set of questions since it allowsmedel
the ASes as rational agents which goal is to improve their benefits, with s@fishoften
conflicting) interests. For this, we introduce the concepinoéntive-compatibilityin the
BGP framework. Intuitively, incentive-compatibility means that no unilateealation from
BGP by any AS can strictly improve the outcome of that particular AS. Moraddly, in the
context of the ©NVERGENCEGAME, we defined that the ex-post Nash equilibrium point
is a strategy profile from which no player wants to deviate.

Hence, executing BGP is said to be incentive-compatible in ex-post Nash if tingg-s
egy profile is an ex-post Nash equilibrium[18] of theONVERGENCE GAME.

For the incentive-compatibilty analysis we use the same model we used in theusre
section, but we consider multiple payoff functions. In order to do thatamsider that every
node: in the system has a private valuation functignwhich specifies the value for each
available route for the current node towards the destination. The valdiatiotion should be
interpreted as representing the nodes ability to express their prefem@reraoutes in a unit
that is comparable to other components of the payoff function. In the simplade¢| that
we consider in the first subsection, the utility function is equal to the valuatioctibn (like
in the previous section). Later on, in the second subsection, we comsidere complex
payoff function that takes into account both the preference of thetedl@oute and the
impact that the announcement of that route to other ASes has on the attcddtaffic from
those ASes.

1.3.1 Incentive-compatibility without traffic attraction

In this sub-section we consider the case where the payoff function pfakers is equal
to the valuation function of the routes.

For that restricted case, Levin et al. prove that BGP is not incentive-ceaiige in
ex-post Nash, even if No Dispute Wheel holds[16].

This means that even if the network is guaranteed to be safe, there magrexisbde
which has the incentive tonilaterally deviate from the BGP prescribed behaviour, because
by doing so he would be improving his benefit. In figure 1.2 we have an draoi@a
network in which noden has the incentive to deviate in order to increase its payoff. It does
so by announcing the non-existing route with AS pathd”. The result is thatn's most
preferred route with AS pathm1d” is now available ton, increasing its payoff.

Furthermore, this negative result is valid even if the network is consistiémtive Gao-
Rexford constraints[6]. In a nutshell, Gao-Rexford applies to netsvathere the only types
of business relations between ASes are peer-to-peer and custamigieprrelations, and
where there are no customer-provider cycles. In this type of netwsalsty is guaranteed
if ASes set their preferences in such a way that they prefer customesrover peering
routes and peering routes over provider routes[6]. However, ttwssdraints are not enough
to guarantee that no node in the network wililaterally deviate from the BGP prescribed
behaviour.
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a. Network for which the Gao- b. Unique stable solution c. Routing tree after manipulation
Rexfort constraints hold

Customer — provider

Figure 1.2: BGP is not incentive-compatible even if Gao-Rexford canssrhold.

Given the negative results on incentive-compatibility on BGP, is naturalktevhsther
it is possible to change BGP so that the result is incentive-compatible. This go#i of a
related area of study, calleédechanism Desidt8] which can be seen as the reverse engi-
neering approach to game theory. The purposgl@thanism Desigrs to create games in
which the desired behaviour emerges as an equilibrium of selfish partisjjrasependently
of the participants’ unknown true preferences. Incentivizing ASesliere to BGP can be
done in two ways: by restricting ASes’ policies, which are considered ingbiof this
section or by providing monetary motivations, which are considered in segtio

We focus for now that usdifferent types of constraint{g.g. routing policy constraints,
security constraints, control-plane verification mechanism) to provide teseary motiva-
tion for ASes not to deviate from BGP.

The mechanism proposed in [5] uses a condition called Policy Consistenay, tio-
gether with No Dispute Wheel, guarantees that BGP is incentive-compatible irpest
Nash. Policy Consistency means that given two routes to the destination, aoyngigh-
bouring nodes share the same preference about which one is better.

So far we have focused in incentive-compatibility which can be undersisdlde case
in which if all nodes but one adhere to BGP, then the remaining node’sbheistk is to also
follow the prescribed behaviour. It may happen that more than one raadethe incentives
to coordinate in their misbehaviour. For this reason, we wish that the netwauld be
collusion-proof We call a network collusion-proof when no deviation from BGP by any
group of ASes of any size can strictly improve the routing outcome of even a singlie AS
the coalition without strictly harming the others. It is proven that a BGP systanplies
both aforementioned conditions is also collusion-proof.

This is however a very restrictive condition imposed on the interdomain rquitiad
may not hold in real-life scenarios.

For this reason, Levin et. al [16] prove that a less restrictive conditiomjled Route
Verification, together with No Dispute Wheel, guarantees the incentive-cotifjiiity of a
BGP system.

Route Verificatiormeans that a node can verify whether a route announced by a neigh-
boring node is indeed available to that particular no&aute Verificatiorcan be imple-
mented in the real-world BGP by adding new security policies to the protocoinltke case
of Secure BGP (S-BGP)[15]. The previous previous conditions alswagtee collusion-
proof.
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1.3.2 Incentive compatibility with traffic attraction

We now consider a more complex but also more realistic model, where thd ayof
tion of the players also takes into account the benefit resulting from atiyawdific [8]. The
rationale for this is that ASes increase their benefit not only by chooséigtiost preferred
path towards the destination but also from providing transit servicegtier ASes. A clear
case where this applies is for a transit ISP that charges its customeraffievtslume.

In order to take incorporate transit considerations into the model, Golbead) [8] ex-
tends the payoff function to have two terms, namely, the valuation functiorhwlpresents
the preferences for outgoing routes and the attraction function thae®sg®s the benefits a
node could receive from attracting traffic.

Unfortunately, when traffic attractions are considered, neither Routeriieation[16]
nor Policy Consistency[5] are sufficient to guarantee that BGP is incerticompatible.

This is true, even if safety condition hold i.e. if there is no-Dispute wheelaarite
Gao-Rexford conditions hold.

The network configuration presented in figure 1.3.a shows that, whéic atifactions
are considered, a node may have incentives to make dishonest aanmuns in the net-
work, even if Route Verification holds. The manipulating nedéas incentives to announce
the pathmd to nodec, even if it is actually using pati1d. By doing so, noden gains by
attracting more traffic from its customer node The announcement can be made even if
Route Verification is implemented, because nb@&nouncedd to m.

In figure 1.3.b we see here that in a policy consistent network (for whozhidRVerifica-
tion does not hold), a manipulatet can have an incentive to announce a nonexistent path
in order to attract traffic from its customer In this case, the manipulatet announces a
false pathnd that is not available to it (becaugadoes not export this path ta). By doing
so, he deviates from the prescribed BGP-compliant strategy and ga&fcettraction that
he could not have otherwise.

Attract ¢ Attract c
mid

cmd

cd Outcome with honest behaviour <~

emld  oytcome with manipultions <
Manipulator node m

No export to m

a. Route Verification is not b. Policy consistency is not
enough enough

Figure 1.3: Route Verification or Policy Consistency alone is not enougmetaork with
traffic attractions.

Since the previous conditions are not enough to guarantee incentiveatibitity for
BGP when traffic attraction is considered, [8] defines the following nemstaints: First,
they define that a noda usesnext-hop policyif the preference for a given route is solely
determined by its next hop. Second, they introdusep Verification which is a mechanism
that verifies that if a route is discarded by BGP because it contains a ldbp S path,
the loop actually exists. The goal is to prevent misbehaving ASes from tisn8GP loop
prevention mechanism as a tool to direct a remote AS to discard a route drasedon-
existent loop.Loop Verificationis a form of Route Verificatiorrestricted to the routes that
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cause loops.

In addition, thethe all-or-nothing exports introduced. Thehe all-or-nothing export
rule assumes that for each neighbor, a node can either export all adpdttegior none at
all.

Using these definitions, Golberg et. al [8] prove that Next-hop Policieddrop
Verification are enough to guarantee that BGP is incentive-compatible whery éorm of
traffic attraction is considered as long as all the ASes use the the all-or-iaghexport
policy.

The previous result applies to a generic form of traffic attraction functBwiberg et. al
[8] also provide different sets of constraints for the case that a meadetbtraffic attraction
function is considered (e.g. when the payoff of the ASes attracting traific increases
when it attracts traffic from their customers).

1.4 Payment Mechanisms for Incentivizing ASes

In this section we focus on mechanisms that make use of monetary transfedein o
to make sure that the rational players behave in the game. Because oféhatdbel used
significantly differs from the ones used in the previous sections.

In the case of the mechanism design problem for interdomain routing [dh, @gent
is supposed to have a private information that accounts for the transit;ctigat it incurs
when it forwards a transit packet. The goal in [4] is to design a mechathiatnesults in
sending each packet along the lowest-cost path (LCP), according touteost vector: =
(c1,¢2...¢). The mechanism they propose achieves overall routing efficiency bynizing
the totalreal cost of routing all the packets.

Itis assumed that a noddncurs a costy, for a packet sent fromito jif and only if k lies
on the selected route fromitoj. For computing the total path cost in a distrimdeder, the
ASes have to input all theieal costs Consequently, the mechanism wants that the agents
report their private information about their costs truthfully. In order tuas the truthfulness
of the mechanism, is permitted to use monetary transfers as economic incentives

The proposed mechanism define a paymerhat each nodé receives to compensate
for carrying transit traffic. The payoff for agehtis the paymenp, minus the total cost
incurred by a nodé. The authors design@ayment mechanismhich takes as a input the
AS graph and the vectarof declared costs, and outputs the set of LCPs and prices. The
payments take the form of a per-packet price.

The mechanism proposed in [4] is part of the so-called Vickrey-GrGlagke (VGC)
mechanism class. The VGC mechanisms are ones for which the goal is to matkieszen-
mation of the valuations for all the agents in the network. The most importardctBastic
of this type of mechanism is the fact tl/GC mechanism is always incentive-compatible

This mechanisms can be implemented as an extension to BGP that carries Hiregresu
prices, causing only a minor increase in routing table size and convergienes. The
price computation algorithm computes the prices at each node from the andeosts at
neighboring nodes.

However, the resulting mechanism requires payments for each nodetalgagh to-
wards the destination, which differs from the current Internet pricingleholn [11] the
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authors design a mechanism that achieves the same goal as the preeipligtainonly re-

quires per-packet compensation between adjacent nodes, more simiactorént Internet
payment model.

1.5 Conclusions

In this survey we have presented the most relevant results obtainednfodeling inter-
domain using game theory. Such approach provides a new perspecf8za are modeled
asstrategic agentseeking to improve their benefits through the manipulation of BGP.

A key result obtained is that BGP in its current form is not incentive-cdibigg which
means that ASes can increase their benefits by not complying with the sp&@ie be-
haviour. In order to guarantee incentive-compatibility in the interdomain rgutirere are
two available approaches: impose additional constraints in the behavitle éfSes, or
incentivize ASes to adhere to BGP via VGC payments.

The combination of constraints imposed on the operations of the BGP prolgehds
on the payoff function considered in the game theoretic model analyzede\do, it seems
that a practical corollary of the incentive-compatibility analysis is that the impiésmtien
of security extensions for BGP such as S-BGP[15] would help to remevtientives for
ASes to misbehave.



Chapter 2

The Tragedy of the Internet Routing
Commons

2.1 Introduction

The Internet community has been facing important challenges concereisgdtability
of the global routing system [1], [17], [13]. The interdomain routing iel® the Border
Gateway Protocol (BGP) to exchange reachability information between ti@ndmous
Systems (ASes). All the routing information is stored in @lebal Routing TabldGRT).
Thus, routers are permanently involved in a constant exchange of mkgivedixes and other
routing information to keep every router informed on how to reach huisdréthousands of
other networks on the Internet.

It has been argued that the computation power and memory requiremeatstder that
could sustain the growing Internet can be met in light of the advances b®idg in multi-
core processor design and large memories [3]. However, even if thediegy can cope
with the scalability challenges, the necessary periodic upgrades resudtingtfe dramatic
increase of the routing table may significantly increase Internet opera&xpenditures on
new equipment, challenging the economic viability of the Internet as we know it.

The rapid size amplification of the GRT can be partially explained as a restheof
increasing popularity of the Internet and, consequently, of the langdauof new users that
attach to it[2]. Even if this is certainly true, the growth due to the augmentationnmbau
of reachable networks is not the only cause for the BGP routing tablensiqugl7]. There
are different other factors that triggered this rapid growth, like multi-honaing traffic
engineering [13].

Evidently, the increased number of prefix allocations partially explains thetgrof the
Global Routing Table. However, a single address space allocation majateain multiple
routing table entries in the GRT as a resuladfiress space fragmentatiohherefore, when
a new block is allocated by an Internet Registry, this prefix may be brokenseveral
smaller prefixes that are then announced in the Internet, inducing adasteh rate of the
GRT than the rate with which the new address blocks are being allocated.

This process is commonly known deaggregationSuch behaviour is not without con-
troversy, as it acts counter to the goals of the current Classless IntesiD&outing (CIDR)
architecture, which encourages aggressive address aggred@dt]or he technical reasons

10
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for which the networks are using these more-specific prefixes hawvedtedied in more
detail in [1, 17].

It has been shown that, in theory, the current BGP routing tables sizeeqaluced by a
factor of more than 2 if the more specific prefixes could be integrated in thadglrexisting
covering routing entries[2, 1]. Therefore, by announcing these npweific prefixes, the
ASes are contributing to the explosive inflation of the GRT. The resultingiaddl cost
generated by this type of behaviour is described asxégrnality Generally, an externality
is the additional cost that the behaviour of a single agent may bring to the agkets,
without any voluntary agreement between the two that would allow for atiatigm of the
distribution of these costs.

The size of the routing table is an externality because when a network igrégatjing
it obtains a benefit which is far greater than the cost this operation inadr# a@oes not
consider the additional cost it brings to the other networks. In othersy&8es deaggregate
on the expense of all the members of the Default-Free Zone.

This problem has been described asagiedy of the commofi] in [13, 21]. In this
paper we propose a game theoretic model of the Internet that aims to studynizumics
of the interaction between ASes in the Internet and to evaluate to which éxéelmternet
public resources generate tragedy.

In Section 2.2 we consider@mmons modeh which the ASes sharing the same BGP
routing space have to make the choice of deaggregating or not the akaiphess blocks.
One important result of our analysis is that the economic incentive for thes ASthe in-
terdomain is to engage a detrimental behaviour of heavily deaggregatingitbiees, thus
leading to d@ragedy of the commons

In Section 2.3 we study the properties of tieeme equilibrieand we examine its relation
to thesocial welfarepoint of the considered game setup.

Finally, we try to evaluate one of the possible techniques of avoiding thedyarjehe
commons and of bringing the equilibrium point closer to the social optimum in $e2ib
We propose a pricing mechanism to internalize the additional costs. We dertblel paper
in Section 2.5.

2.2 The Game Theoretic Model

Since the seminal article by Hardin [12];he Tragedy of the Commongias been used
to model the problems of overuse and degradation of resources, withreaavige of appli-
cations. The majority of the research work using this model was focustteategradation
of natural resources including water resources or oil, the destrudtitsheries, deforesta-
tion and more. According to Hardin[12], a tragedy of the commons occhesa group of
entities abuses a common resource, thus harming the other individuals with itvbloares
this resource and themselves. In the paper the author argues thatramoomatural re-
source “remorselessly generates tragedy”, since the gain an indiviseareceives from
increasing its consumption from the common outweighs its own cost and allé¢heafthe
resource will evenly pay for this.

In Hardin’s model, each player is making adlividual decision that is actually creating
aglobal effect. The players do not adequately pay for the impact of their deci$tum cost
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is externalizedand is supported by all the others. The result of such events is an ieetfic
exploitation of the resources, which leads to the abusive consumption chtmeon good.

The game theoretic model presented in this paper is based on the previdysisaof
the tragedy of the commons made in [7]. It is a symmetric one shot game witltipainie
complete information, in which the players have to simultaneously choose theedef
individual exploitation of the common natural resource.

In real life settings, the games played are typically quite complex and haeedtiegegy
spaces that are not specified beforehand. Here we present a sinpidael of the inter-
domain routing commons problem. We consider a numbét &Ses in the interdomain,
interconnected to form the Internet as we know it. For simplifying purpagegssume that
each AS is represented by a single router.

We analyze a symmetric one-shot complete-information game. The playetseaye
ASes that have to simultaneously decide the number of prefixes to anniauthednternet.
A strategy for a playet is the number of prefixes it originates in the interdomain, We
assume that the strategy spacglisx) to cover all the possible choices that could be of
interest to the AS. Considering the game setup presented above, wesg@tbpdollowing
expression for the payoff each playiereceives from announcing prefixes, given that the
other players are announcifig; , p2, ...pi—1, Pi+1, ---pn ) prefixes is:

ui(pi, p—i) = piv(P) — cmin { Pz, P}, (2.1)

wherep_; is the vector of strategies chosen by all the other players but pfayer =
P14+ P2+ ... + Dic1 + Pi + pit1 + ... + pn IS the total number of announced prefixes
in the Internet,P,, ., is the maximum number of prefixes that can be stored in a router in
the interdomaing denotes the cost incurred by an AS storing one prefix and, findlly)
denotes the value each AS receives each prefix announced. Wmedplaese concepts in
more detail next.

The utility function is the difference between the total gain that an AS resdioen
announcing; prefixes p;v(P)) in the interdomain and the cost for storing all the announced
routing information up to the maximum permitted limitrGin{ P,,q., P}).

In this model, we consider that tl&lobal Routing Tablés afinite common resource
There is a direct dependency between the size of the GRT arduter memory sizeWe
model the hardware constraints imposed by the routing equipment deslmpassuming
that P, IS the maximum number of prefixes that can be fitted in the memory of the largest
capacity state-of-the-art router on the market.

Assuming that each routing entry needs the same amount of memory in oreesttodd
in the routing table, we consider that every prefix has assigned an indlvitemory slot in
the routing equipment. The cost each AS has to pay for storing a prefix witeeof this
memory slotc.

We assume that every AS stores all the routes and upgrades its routipgnequuntil
the maximum capacity of the routers is reached. The limitation in router memorgitsapa
is reflected in the payoff function for each Ay the termc min{ P, P,,.. }, i.e. the total
routing cost. We assume that when the total number of announced prisfixigher than
the maximum number of possible entries in the GRT, the ASes start randomlydiligra
prefixes.
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By v(P) we denote the value each AS receives from announcing one prefix iinténe
domain. The total benefit each AS receives is equal#9P). Deaggregation proponents
claim that this provides a very effective and fine-grained method obpaihg the traffic
engineering much needed in the current Internet. By increasing thelgriy of the ad-
vertisements through the use of variable prefix lengths, the Interndt&&moviders (ISPs)
achieve a better control of the distribution of their traffic over transit likertain networks
may choose to announce more-specific prefixes than the ones allocatdbentlrpose of
increasing their security. In particular, the ASes sourcing deaggregatéixes protect the
network from prefix hijacking or other types of malicious attacks.

Formally, forP < P4z, v(P) = const. and forP > P,q., v’ (P) < 0 andv” (P) < 0.
An example of such a function is depicted in fig. 2.1.

v(P)

P NP, 2

max max

Figure 2.1: The generic shape of the value function

As we can seein fig. 2.1, when the total number of routing enffiesslower thanp,,, .,
the value per prefix is constant, every router receiving the same bé&oefitannouncing
one more prefix in the Internet{). Therefore, while below this threshold, announcing one
more prefix in the Internet does not affect the received per prefuaeyamposing only the
additional cost of storing that new routing entry.

When the number of the entries in the GRT grows to more than the maximum number
admitted, and the ASes are randomly discarding prefixes from their routitestaThus,
certain destinations are not reachable by some of the ASes, thus modifywvajukehat the
agents expected to receive. This physical limitation is reflected in the vate&dov(P):
whenP > P,,.., the decrease in value is notable. We assume that this is the only factor that
is influencing the benefit received per announced prefix.

When the number of prefixes announced by each ofih&Ses in the Internet is equal
Ppq. (thus, the total number of prefixes in the Internet being= N P,.: ), the value
received per prefix is zero, as the ASes will use their entire capacitytosipre their own
announced prefixes and, consequently, no network would be ablad amy other one in
the Internet.

2.3 Game Equilibria and Overall Optimality

In this section we analyze the equilibria properties of the interdomain routimg gé/e
focus on the relation between tNash Equilibriunof the game and th&ocial Welfargoint.

2.3.1 Game Equilibria

We considelp}, p3, ...p}, ...p5 ) to be the Nash Equilibrium strategy profile of the rout-
ing game. Thus, every; is maximizing the individual payoft,;(p;, p—;) for each playeg
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in the game, given that the other players chagse= (p7}, p5, ...p;_1, Pj 11PN ):
max wi(pi, ;) = H})a_x{pw(P) — cmin{ Pz, P}} (2.2)

In order to find thep; value that solves the above-mentioned equation, we first consider
the strategy profile of the game so that the total number of prefixes in thaéhtebelow the
maximum router capacity. Wheh < P,,.., the cost for the routing equipment is depending
of the total number of prefixes announced in the Internet. The maximum laleadapacity
of the routers is not reached, so announcing one more prefix will net day negative
impact on the per prefix value and it will only incur the extra cost of upiggathe routing
equipment. Moreover, the value function is constantP) = vo. Therefore, the payoff
function has the following form:

ui(pi, p—i) = pivo — cP, (2.3)
The first order condition for the optimization problem is:
vg —c=0. (2.4)

Thus, we have to consider now the relation between the cost of memorizirgfia p
and the value per announced prefix. If the cost of a memorystohigher than the value
received per announced prefix, then the ASes have no economic incentive for announcing
prefixes in the Internet. Hence, we practically have no routing operatitheimterdomain.
Therefore, this case does not present interest for our analysis.

However, when the cost of a memory stois below the value received per announced
prefix vy, the ASes have no incentive to stop announcing more specific prefikesefore,
they will keep deaggregating the assigned address blocks, as theywallsateceive a pos-
itive benefit ¢y — ¢ > 0). The lack of incentives for the ASes to reduce their deaggregating
behaviour eventually leads to using the entire available capacity of the sodtkerefore,
assuming that the ASes are greedy economic entities whose only purposeigése their
benefits, we can easily conclude that the equilibrium point of the considem®e is not a
strategy profile that verifie® < P,,,.. Hence, we search next for the equilibrium profile
strategy wher® > P,qz.

We are relying our analysis on the assumption that every AS is willing to paygor
grading its routing equipment up to the maximum limit. All the ASes are paying for the
highest capacity router, thus the equipment expenditure is the same fbthadl glayers in
the game. This is reflected in the payoff function by the presence effthg, factor.

The inefficient exploitation of the router memory is captured in the value egiwtonk
receives from announcing a prefix in the Internet. When the total nuwifberefixes P
exceeds the maximum admitted number of memory cards in the rBuigr, the value per
announced prefix is not constant anymore, as the ASes start randmtdyding prefixes
from the routing table. As a result, the benefit for those particular netvdecreases.
Therefore, the value function considered whern> P,,... is a fast decreasing function, as
shown in fig. 2.1. Consequently, the payoff function has the followintjqdar expression:

ui(piapfi) = piU(P) — Pz (25)
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In this case, the first order condition for the optimization problem corredipg to the
Nash equilibrium, when all the other players choose the equilibrium stratpgies=

(PT, D55 - DF_ 1, Piy1-PN) IS
dp;

whereP”; = ., pj. Substituting; into (2.6), summing over all th&y ASes and dividing
by N outputs

=0=v(p; + P*;) +piv'(pi + P*;) =0, (2.6)

i
Due to the symmetry of the game, we can conclude that the Nash equilibrium numbe

of prefixes each ASis originating in the Internet is the same for all the players, pje=

%*, Vi. Therefore, the equilibrium point of the game will be reached when theriataber

of announced prefixes is equal to the valiethat satisfies equation (2.7). In other words,

an AS will stop announcing prefixes in the interdomain (and, thus, reacgaitibrium

point) when the value received from originating one prefix would be ldguhe harm done

only to its own already stored prefixes, iz’ (P*).

o(P*) + P*) =0. 2.7)

2.3.2 Social Optimality

In this section we analyze the properties of the social welfare stratedijepead its
relation with the equilibrium strategy profile. In contrast with the Nash Equilibrithe
Social Welfare strategy profile, denoted y*, p5*, ...p;*, ...pN ), maximizes the sum of
payoffs. When the number of announced prefixes in the Internet is knar the maximum
limit (P < P,,42), Substituting the expression faf(p;, p—;) with the expression from (2.3)
outputs:

r]rjlgg{Pv(P) — NPc}. (2.8)

As the value function is constant fét < P,,.., Similar to case of determining the Nash
equilibrium, the strategy chosen by the players depends on the ratio betvecpar prefix
value and the cost implied by storing a new routing entry in all the routers imtieenket.
If the benefit received for announcing one more prefix is lower thaedkeincurred 4y, <
NC), then the ASes have no incentive to announce prefixes in the Intertiegrvise, the
players will announce all that they can, thus reaching the maximum capétitg outing
equipments. Therefore, we can easily conclude that the overall optimwtrisathed when
the total number of announced prefixes is strictly below the maximum limit.

When the number of announced prefixes exceeds the maximum routeitgdpa >
P.z), the first order condition for the optimization problem corresponding terdening
the Social Welfare strategy profile has the following expression:

LZ){PU(P) — NPpazc} = 0= v(P)+ Pv'(P) =0. (2.9)

Substituting the Social Welfare strategies in (2.9) we obtain

v(P™) 4+ P/ (P™) = 0, (2.10)
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whereP** = " pi*. Therefore, in (2.10) we can see that an AS will stop announcing more
prefixes when the value per prefix is equal to the harm doaé the prefixes announced in
the Internet by all the ASes, i.e.P**v/(P**).

Due to the fact that ASes are modeled as rational agents, it is not in thesfitbten
consider the harm that their strategies are doing to the other players inrtiee g@r this
reason, the strategies chosen by the players in the equilibrium point mayp adefficient
equilibrium, that might not coincide with the social optimum strategy profile.

2.3.3 Evaluation of the Model

In the economic model of the Internet proposed in this paper, we assuhibeh#sSes
only pursue their own material self-interest and do not care abouidlgoals. The main
concept of rational behaviour, the Nash equilibria, is known not toydwatimize the social
outcome. It should be noted that the payoff each player receives inable éfuilibrium is
lower that the social optimum payoff, underlying the inefficient consumption oftimemon
resource. Given the game setup presented in section 2.2, we evaluakeisvtie ratio
between the the overall optimum and the Nash equilibrium of the game.

As reflected in the first order condition from (2.6), the incentive for &idthe Nash
equilibrium point is to announce one more prefix considering only the haumed to its
own already announced routing information. The common resource, i.eoute memory,
is over-utilized because each player is rational and is only consideringiitdenefits and
costs. Hence, in (2.7) we have the valuelpf’(P*) in opposition with P**v/(P**) in
(2.10).

Moreover, comparing (2.7) with (2.10) we can easily protleat the number of pre-
fixes announced in the Nash equilibrium is strictly higher that the total nunflgmetixes
announced in the social optimum:

P* > P, (2.11)

The ratio between the values for the total number of prefixes at the equitihraint
and at the social optimum depends on the specific form of the value fun®mxt, for the
particular case of a value functietiP) = a — P2, wherea = const., we analyze the ratio
between the two above-mentioned values witerr P,,.... It can be easily checked that
this particular expression of value function complies with the set of rules ietpoa the
value function defined in the game setup. Thus, since the particular sipres the value
function must verifyv(N Pp,q.) = 0, we can express parameteasa = N2P2 ..

Following the Nash equilibrium analysis in 2.3.1 and the social welfare anaty2i8.2,
we obtain the undermentioned values for the total number of prefixes incaaeh

(P2 =2, (2.12)

alN
P* 2_
(P") :

T N+2

'Extending the proof in [7] for our model, let us assume, by the conttaagP* < P**. Sincev’ (P) < 0,
thenv(P*) > v(P**), and since)”(P) < 0, then0 > o'(P*) > o'(P**). Finally, sinceX~ < P**, the left
term of equation (2.7) strictly exceeds the left term of equation (2.10igwis impossible since both are equal
to zero.
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Therefore, the ratio between the total number of prefixes in the social aptiffi*)
and in the equilibrium £*) is

P*\? 1 2 P 1
=—|14+ —= ~ . 2.1
(P*) 3<+N>:>P* 3 (2.13)

Both the Nash equilibrium and the overall optimum strategy profiles result itah to
number of prefixes which exceeds the maximum limit. Consequently, all theak&8esying
the same routing cOstP,q. -

As a measure of the global routing system efficiency, we evaluate in thisrséte price
of uncoordinated utility-maximizing decision between the players, also knewhmegprice
of anarchy20]. By analyzing the price of anarchy we are trying to determine how much
better would the Internet run if there existed a central authority who caxdddinate the
operations of every entity in the Internet.

Theprice of anarchy(PoA), a standard measure of the suboptimality introduced by self-
interested behavior, is defined as the ratio between the optimal “centradizais” value
of the total benefit{*v(P**)) and the worse equilibria value of the total benefit for a single
player pjv(P*))[22].

Therefore, given the game setup in section 2.2, the Nash equilibrium stratefije
studied in 2.3.1, the social optimum studied in 2.3.2 and using the results frojrafi7
(2.10), the price of anarchy has the following expression:

B p;—‘*U(P**) B P** 21)/(P**)
PoA = E ey = Pod = N( 5 ) Wi (2.14)

where, for each AS, p;* denotes the social optimum strategy asjddenotes the Nash
equilibrium strategy. For the value function with the above-mentioned partiextaession,
v(P) = a — P%, wherea = const., the PoA is

3
N +2)\2
PoA=N|{|— | . 2.15

od=n (57) 2.15)
Therefore, whenV — oo then PoA — oo. This means that when the number of ASes
grows, the Nash equilibrium moves further away from the social optimum. Bsthits in
(2.11) and (2.14) prove that the self-interested behaviour of the aigethis Internet leads
to a suboptimal outcome, with an inefficient exploitation of the common resource.

2.4 A Payment Mechanism

In this section, we propose a solution for avoiding the tragedy of the letteouting
commons. One classic approach is to internalize the costs incurred by the osrprablem
using monetary exchange in order to obtain a certain outcome.

We consider the implementation of a payment mechanism in the current Insertiest
the social welfare outcome is achieved.

Given the optimal strategy profile}*, p5*, ...p*, ...p5N) studied in 2.3.2, we set the
payment to exactly reflect the harm one AS causes to all the other ASesamheuncing
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one more prefix in the Internet. The payment is a per prefix monetary anmtoduced
into the payoff function so that the outcome of the new game coincides with éveops
social optimum. Using the payoff function that has the expression in (2dbjrenoverall
optimum strategy profile, the per prefix payment introduced by the mechasiism

dv(P Kok Kok Hk
J#

The new strategy profile of the ASes has to maximize the individual payoftion,
taking into account the additional cost payed by each AS for each anadyrefix:

max{u;(pi, p-i) — piti}- (2.17)

Now we prove that the strategy profile corresponding to the social weelaa solution
for the previous equation. Consequently, by including this payment mischanto the
payoff function, the ASes have the incentives to play the strategy pameing to the social
optimum of the original game setup. The first-order condition for this optimizatiohlem
is:

du;i(pi, p—i)
dp;
We show next that the overall optimum strategy profile is a solution for (2.W8)ng
(2.16) and (2.5) in equation (2.18) yields:

o(P) + pit/(P) + (P = pi* )/ (P**) = 0 (2.19)

2

—2; =0, (2.18)

Therefore, substituting’™* in the equation above outputs:
v(P™) = =P/ (P*™). (2.20)

We can easily see that the previous result coincides with the social optimueing2.10).
Hence, we can conclude that the social optimum is solving equation (2.d8has maxi-
mizing the payoff function for all the agents in the game.

Even if by introducing this payment mechanism we bring the game equilibria irothe s
cial optimum point, the real-life implementation of such a system is not without@asy,
as it would imply that the ASes would engage in monetary exchange that azeniod their
strategy choice.

The monetary incentives can be included in the game setup as an enforcadbya
creating a market with flexible prices and many traders. If the payment isdielin the
game as a fixed per prefix tax, the difficulty of the implementation would be céloyligs
exact value.

However, if implemented as a pricing mechanism in a market with multiple traders, the
above-mentioned inconvenience of introducing payments is avoided. com®mic equi-
librium of the market would be easily reached through the pricing mechanisraudh a
scenario, the networks would have to pay to their providers for anmogimsore specific
prefixes. Hence, the ISPs could actually benefit from the deaggrgdsgimaviour of their
customers. Such a modification of the game could imply changing the paytifaggnt
receives, thus altering the incentives each entity has for announ@figgsrin the Internet
and possibly changing the final outcome of the game.
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2.5 Conclusions

In this paper we have proposed a simplified economic model of the interdooding
commons problem. Considering the GRT to be a public resource, we havéettiteASes
as rational agents who have to make a strategy choice of how many ptefeesounce in
the Internet so that they maximize their own benefit. We found that the garokesan
inefficient outcome because the common resource is over utilized when theuwoter of
prefixes exceeds the maximum limit, facing a castheftragedy of the commanBinally,
for avoiding the tragedy of the commons, we introduce a taxing mechanisnewheh AS
has to pay a cost proportional with the number of prefixes it announces.



References

[1] T.Bu, L. Gao, and D. Towsley. On characterizing BGP routing tabbevth. Computer
Networks 45(1):45-54, 2004.

[2] L. Cittadini, W. Mhlbauer, and S. Uhlig. Evolution of Internet Addresace Deag-
gregation: Myths and RealitylEEE Journal on Selected Areas in Communications,
special issue on Internet Routing Scalabijl@p10.

[3] K. Falland P. B. Godfrey. Routing Tables: Is Smaller Really Much B@tte HotNets-
VIII, October 2009.

[4] J. Feigenbaum, C. Papadimitriou, R. Sami, and S. Shenker. A bggutmaschanism
for lowest-cost routingDistrib. Comput, 18:61-72, 2005.

[5] J. Feigenbaum, V. Ramachandran, and M. Schapira. Incentivgpatible interdomain
routing. InProceedings of the 7th Conference on Electronic Commerages 130—
139. ACM Press, 2006.

[6] L. Gao and J. Rexford. Stable Internet Routing without Global Gimation.
IEEE/ACM Transactions on Networking:681 — 692, December 2001.

[7] R. Gibbons.A Primer in Game TheoryPearson Education, 2001.

[8] S. Goldberg, S. Halevi, A. D. Jaggard, V. Ramachandran, and. RVright. Ratio-
nality and Traffic Attraction: Incentives for Honest Path AnnouncemgnBGP. In
SIGCOMM 2008.

[9] T. G. Griffin, F. B. Sheperd, and G. Wilfong. The Stable Path Protded Interdomain
Routing. IEEE/ACM Transactions on Networking0:232—-243, April 2002.

[10] T. G. Griffin and G. Wilfong. An analysis of BGP convergencepaudies.Proceedings
of the ACM SIGCOMM’99pages 277-288, 1999.

[11] A. Hall, E. Nikolova, and C. Papadimitriou. Incentive-compatible int@ndin routing
with linear utilities. INWINE’07: Proceedings of the 3rd international conference on
Internet and network economigsages 232-244. Springer-Verlag, 2007.

[12] G. Hardin. The Tragedy of the Commoricience162:1243-1248, December 1968.

[13] G. Huston. Analyzing the Internet BGP Routing Tabl&e Internet Protocol Journal
4(1), 2001.

20



21 REFERENCES

[14] A. D. Jaggard, M. Shapira, and R. N. Wright. Towards a Unifiggp#ach to
(In)Decision: Routing, Circuits, Consensus, and Beyadfvdrking papey2009.

[15] S. Kent, C. Lynn, J. Mikkelson, and K. Seo. Secure bordengaterotocol (s-bgp).
IEEE Journal on Selected Areas in Communicatjdri&103-116, 2000.

[16] H. Levin, M. Schapira, and A. Zohar. Interdomain routing and ganma STOC 08
pages 57-66, 2008.

[17] X. Meng, Z. Xu, B. Zhang, G. Huston, S. Lu, and L. Zhang. 4Rddress allocation
and the BGP routing table evolutioBIGCOMM Comput. Commun. Re85(1):71-80,
2005.

[18] N. Nisan and A. Ronen. Algorithmic mechanism design.Games and Economic
Behavior pages 129-140, 1999.

[19] N. Nisan, M. Shapira, and A. Zohar. Best - Reply MechaniBmaft, 2007.

[20] C. Papadimitriou. Algorithms, games, and the internetSTTOC '01: Proceedings
of the thirty-third annual ACM symposium on Theory of computpages 749-753,
2001.

[21] Y. Rekhter, P. Resnick, and S. Bellovin. Financial IncentivesRoute Aggregation
and Efficient Address Utilization in the Internet. @oordinating the InternetMIT
Press., 1996.

[22] T. Roughgarden. Intrinsic robustness of the price of anardnySTOC '09: Pro-
ceedings of the 41st annual ACM symposium on Theory of comppéiggs 513-522,
2009.

[23] J. Shneidman and D. C. Parkes. Specification faithfulness in nietwath rational

nodes. InTwenty-Third Annual ACM SIGACT-SIGOPS Symposium on Principles of

Distributed Computing2004.



Appendix

The Tragedy of The Commons

In his paper, Hardin argues that any common resource “remorselessigrajes
tragedy”, since the gain an individual user receives from incredsngpnsumption from
the common will eventually outweighs the cost and all users of the resolliey@nly pay
for this[12].

The example used by the author in [12] is that of land shared by farnregsaning their
goats. In this scenario, if one of the farmers in the group decides to addhore cow for
grazing, this will benefit him. However, the rest of the farmers suppgira of the cost
incurred by this decisions, because the common is harmed by diminishing tladbdkvEnd
for grazing all the animals.

We present the game theoretic model included in [7]. Considrmers in a village
who share the village green to graze their goats. Each farmensg; goats and the total
number of goats in the village G = g1 + g2 + ... + gi—1 + gi + git1 + ... + Gn-

The cost of buying and caring for a goatjsndependent of the number of goats a farmer
owns. The value each farmer receives from grazing a goat on tea gomsidering the total
number ofG goats isv(G). Since the author considers a finite resource and since each goat
needs a certain amount of grass in order to survive, a maximum numbeatsfthat can be
grazed on the green can be defin€4,.... Consequently, it < G,,.. the value received
for each goat verifies((G) > 0 but if G > G4z, the value i(G) = 0.

The value functiony(G) is chosen so that it underlines the common resource consump-
tion dynamic. Since the first few goats have plenty of grass, adding oreegoat does very
little harm on the goats already grazing. However, when many goats aiagn the green
so that they are barely surviving:(~ G,.4.), bringing one more may endanger the other
ones. Formally, for? < G4z, v'(G) < 0 andv”(G) < 0, like you can see in fig. 2.2.

v(G)

Vo

G

max

Figure 2.2: The general shape of the value function
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The farmers are the ones who simultaneously have to decide how many gg@zd@n
the village green. Astrategyfor a farmer: is the number of goats that he owns. Assuming
that the strategy space [8, G2 ), the payoff received by each farmer who is grazing
goats on the green when the other farmers Owngs..., gi—1, git1..., gn) IS:

9iv(G) — cgi, (A-1)

whereG = g1 + g2 + ... + gi-1 + gi + giy1 + ... + G-

Considering(gi, 95, ---, g;,) to be the Nash equilibrium strategy profile, then egth
must maximize (A-1) if the other farmers chodgg, g, ..., 9/, 9511, ---» 95,)- We obtain
the following first order condition for this optimization problem:

v(gi + G) 4+ 9iv'(9i + G*;) —c =0, (A-2)

whereG_; denotegy; + g2 + ... + gi—1 + git+1 + ... + gn.
Substitutingg;” into A-2, summing over alh farmers’ first-order conditions and dividing
by n yields:

*

v(G*) + %v’(G*) —c=0, (A-3)

whereG* = g7 + g5 + ... +g;_1 +9; + g1+ . + g
The social welfare strategy profile denoted®¥y = (¢7*, 5%, ...g;™, ...gx/ ), Solves the
following equation:

max Gv(G) — Ge, (A-4)

for which the first-order condition is

V(G**) 4+ G (G*) — ¢ = 0. (A-5)

Comparing (A-3) and (A-5) yields th&t,. > G... The first-order condition depicted in
(A-2) shows the incentives faced by a farmer who is grazingoats but is considering to
bring one more goat on the village green. The value of the additional go@fis G* ;) and
its cost isc. The harm done on the goats already grazing on the village greéis- G* ;)
to each goat, og;v'(g; + G* ;) to all the goats. The common is over utilized because each
farmer is considering only his own benefit and not the effect of his axt@mnthe other
individuals involved. This is why the model accentuates the presen%’ézéfG*) in (A-3)
and of G**v'(G**) in (A-5).



